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Attacking DESX

Get C of P under Kb, C’ of P under Kb’ = (Kb ± D) mod 2n

C ⊕ C’ = Kb ⊕ (Kb ± D) mod 2n

Try all Kb : 1 XOR, 1 + 

⇒ remaining values significantly reduced

Repeat 3 times

⇒ 3 pairs (6) of RK-KPs 
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Attacking DESX
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DESX+: Attack 1

Get C of P under Kb, C’ of P under Kb’ = Kb ⊕ D

Closer analysis of carries into C, C’ bits

⇒ ↑ texts, ↓ encs, × memory

P’04
P’04
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DESX+: Attack 2

Intuition:
Kb’ = (Kb ± D) mod 2n ⇒ C’ = (C± D) mod 2n

Kb’ = (Kb ⊕ D) = (Kb ⊕ ε[i ]) ⇒ Kb[i ] = Kb[i ] 
C’ = C + 2i if Kb[i ] = 0 → 1 (+)

= C  − 2i if Kb[i ] = 1 → 0 (−)

Get C of P under Kb, C’ of P under Kb’ = Kb ⊕ D = Kb

⇒ C + D mod 2n where
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Example

Dmod = 15, 

LSB3(Kb) = 000 

Dmod = 3, 

LSB3(Kb) = 110
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DESX+: Attack 2

⇒ 1 pair (2) RK-KPs: 1 complementation 

⇒ DESX+ extremely weak against RK attack

P’04

P’04
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