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Outline: DESX Variants

& DESX C=Ky® Ex(P&K,)
¢ DESX+ C=K,+ Exg(P+K,)
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Attacking DESX

& Get Cof Punder K,, C’of Punder K,” = (K, £ D) mod 2"

8 CoC' =K, ® (K, £D)mod 2"
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¢ Tryall K,: 1 XOR, 1 +

= remaining values significantly reduced

& Repeat 3 times

= 3 pairs (6) of RK-KPs
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Attacking DESX

BElock Cipher Texts Memory | DESE Encryptlons Source
DESX 2920 P - 288 D91
DESX 2KP - 2120 D91
DESX 22K P - 23 KR’'96
DESX 2°RK-KP - 21 KSW97
DESX 232K P 2328 987.5 BW’00
DESX PIRK-K P - Pk This paper
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DESX+: Attack 1

& Get Cof Punder K,, C’of Punder K,’=K,® D
P X C
—H K, o L K oy,
, : ’
—Jrn- + K.—* .|r'_1;,; -1" +J'~.'l:'_—f|-

& Closer analysis of carries into C, C’ bits

— T texts, 4 encs, x memory

Elock Cipher Texts Memory | DES Encryptions SoNTCE
DESX+ 7 RK-KP - 3130 P’'04
DESK+ 2 RK-KP i b P’'04
DESE+ 20 RK-KP - 2 Thi=z paper
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DESX+: Attack 2
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Intuition:
= K,/ =(K,ZD)mod 2"= C’=(C £ D) mod 2"
" Ky, =(K,® D) = (K, ® &li]) = Kyli ] = Kli ]
= C'=C+2 ifK[i]=0—>1(+)
=C-2 ifKJil=1—>0(-)

& Get Cof Punder K,, C’of Punder K,’=K,® D =?b

— C+D mod 2" where
2 — 1

D=3 42 =4{1.3,5,....2" — 1}

1=l

Asiacrypt 2004 rump session Improved Related-key Attacks on
DESX & DESX+
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DESX+: Attack 2

¢ = 1 pair (2) RK-KPs: 1 complementation

= DESX+ extremely weak against RK attack

Elock Cipher Texts Mlemory | DES Encryptions Source
DESX+ 2 RK-KP - 2120 P’04
DESX+ 2 RK-KP gn 256 P’04
DESX+ 2" RK-KP - 2°6 This paper
DESX+ 2 RK-KP - 276 This paper
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