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Pseudorandom Functions

A PRF is a family of functions F indexed by N. For n ∈ N the
function F ∈ F

F : Kn × Xn → Yn notation : Fk(.) = F(k, .)

is such that for all efficient distinguishers A.

∣

∣Pr[AFk (.) → 1]− Pr[AR → 1]
∣

∣ = negl(n)

Here R is a uniform random function and k ∈R Kn is a
random key.
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Parallel composition: (F ? G)(x) = G(x) ? F(x).

F

?

G
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Adaptive Security by Composition?

Question:

If F ,G are non-adaptively secure PRFs, is G ◦ F or

F ? G adaptively secure?

I Yes, in the information theoretic setting
[Maurer,P., TCC04].

I If the answer is yes in the computational setting, then
there is no black-box proof for it. [Myers, EC04].

I No, in the computational setting under DDH.
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Distinguishing advantage

Let A(t, q) denote all distinguishers running in time t and
making at most q oracle queries.

AdvF(t, q) = max
A∈A(t,q)

∣

∣Pr[AF(.) → 1]− Pr[AR(.) → 1]
∣

∣

F is a PRF if for all c > 0, F(.) = Fk(.) with k ∈R Kn

AdvF(n
c , nc) = negl(n)

Adv
non−adaptive

F
(t, q) defined like AdvF(t, q) but for

non-adaptive distinguishers.
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Theorem (Maurer,P.04)
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F
(∞, q) ≤ ε

then

AdvF ◦ E(∞, q) ≤ 2ε(1 + ln ε−1)

AdvE ? F(∞, q) ≤ 2ε(1 + ln ε−1)
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The Computational Setting

There exist non-adaptively secure PRFs F and G where G ◦ F
(F ? G) are not adaptively secure.

The non-adaptive security of F and G is proven under the
decisional Diffie-Hellman (DDH) assumption:

Let H = H(n) be a prime order cyclic group and g a
generator of H. Then for random a, b, c the distributions

(g a, g b, g c) and (g a, g b, g ab)

are indistinguishable.



El-Gamal Encryption

Public: group H of prime order P and generator g of H.

Secret key is a random x ∈ ZP , public key is g x . Encryption of
m ∈ H with randomness r ∈ ZP :

Encgx (m, r) = (mg xr , g r)

Decryption of (a, b) ∈ H2:

Decx(a, b) = a/bx



El-Gamal Encryption

Public: group H of prime order P and generator g of H.

Secret key is a random x ∈ ZP , public key is g x . Encryption of
m ∈ H with randomness r ∈ ZP :

Encgx (m, r) = (mg xr , g r)

Decryption of (a, b) ∈ H2:

Decx(a, b) = a/bx

Decx(mg xr , g r) = mg xr/g rx = m
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Definition of the PRFs

Group H of prime order P, 〈g〉 = H.
A PRF R : KR ×H

3 → Z
3
P .

F : K ×H3 → H3 where K = ZP × KR .
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F({x , kF}, u, v , w) is computed as:

(r1, r2, r3)← RkF
(u, v , w)

F(1, 1, 1) → (g x , g r2, g r3)

F(u 6= 1, 1, 1) → ((u/g x)r1 , g r1, g r3)

F(u 6= 1, v 6= 1, w 6= 1) → (a, b, c) where

(d , e, f )← F(u, 1, 1)

if (v/d) = (w/e)x then

(a, b, c) = (x , 1, 1)

otherwise (a, b, c) = (g r1 , g r2, g r3)

F( all other cases ) → (g r1, g r2, g r3)

α = (1, 1, 1), β = (1, 1) and γ = 1
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Some Open Problems

I Counterexamples for more than two components? Patrick
Pletscher gives counterexample for sequential composition
with arbitrary many functions.

I Counterexamples under weaker/other assumptions or
even unconditionally? Probably no as counterexample for
sequential composition implies key-agreement...

I Counterexample for sequential composition with
pseudorandom permutations. This would show that
cascading non-adaptively secure block-ciphers will not
give adaptive security in general.
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