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Introduction

Differential Cryptanalysis

P1----Ap---- P2

a--- Aa---ap

by--- Ab --- by
ci----Ac----¢C

P(Ap — Ac) =7
CoJ/IC

4147



Introduction

Addition, Rotation, XOR

Combining H, <, @ improves resistance to differential
cryptanalysis

ail » Addition () : non-linearity
» Rotation («) : diffusion within a
ARX single word
1 » XOR (®): diffusion between words
by
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Introduction

Differential Properties of Addition, Rotation, XOR:
Previous Work

P H < D ARX

A+ 1 adp<<< adp@ adpARX

A® | xdpt| 1 1 | xdp™™* < xdp*

adp : additive differential probability

xdp : xor differential probability coJic
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Outline

ARX
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The ARX Operation

ARX(a,b,d,r)=((a+b)«r)ed=e
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adp”™ : the Additive Differential Probability of ARX

aijRX(AC,Ad L) Ae) L ‘{(Cladl) 1€ — €1 = Ae}|

[{(c1,d1)}|
(a;,a; + Aa) (b, b1 + Ab) (d,d; + Ad)
i i
i (1,1 + AC)@ ¥ i
(e1,€2) : Ae



Estimation of adp™ using adp* and adp”

adp’¥(Ac, Ad - Ae) ~ > " adp(Ac - Ag;)-adp®(Ag;, Ad — Ae)
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4-bit Example: adp™ #£ " adp™ - adp®

NAa=8 Ab=0 Ad =0

«1 Van)

Ne=1
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4-bit Example: adp™ #£ " adp™ - adp®

Aa=8 Ab=0 Ad =0

\—E
< 1 D

Ac =38 Agr =1

Ne=1
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4-bit Example: adp™ #£ " adp™ - adp®

NAa=8 Ab=0 Ad =0

«1 Van)

Ac =8 Agy =1,Aqp =15

Ne=1
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4-bit Example: adp™ #£ " adp™ - adp®

NAa=8 Ab=0 Ad =0

«1 Van)

Ag; =1,Aqp =15
—1.54

Ac =8

2—154 Ae — 1
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4-bit Example: adp™ #£ " adp™ - adp®

Zadp<<< cadp® = 271.27154 L o=l o154 _ 5 154

7&
adpARX = 271
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4-bit Example: adp™ #£ " adp™ - adp®

Aa=8 Ab=0 Ad =0
Ag=1

\—E
«1 D

Ac =8 (91,92) = (1,2)

Ne=1
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4-bit Example: adp™ #£ " adp™ - adp®

Aa=8 Ab=0 Ad =0
H
Ag=1
«< 1 S
Ac =8+ Ac/ =9 (d1,92) = (1,2)
> 1 NAe=1
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ARX as a Single Operation

Ac

Ad
xKr 29 )
Ae
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S-functions
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S-function [Mouha et al.,SAC 2010]
Simple 4-bit example: a+b =c

(cli], S[i + 1]) = f(a[i],b[i],S[i]), 0<i<4 .

a3] b[e]  a2] b[2]  afl] b[i]  a[0] b[0]

[ ] [ ] | | [ |

S[4] S[3] S[2] S[1] S[0]

c[3] c[2] c[1] c[0]
Co’IC
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S-functions

S-functions: General Case

An S-function accepts n-bit words aq, ay, ..., ax and an n-digit
input state S, and produces an n-bit output word b:

(b[i], S[i + 1]) = f(asli], azi],---,ak[i],S[i]), 0<i<n.

ai[n — 1] az[n — 1] ak[n — 1] ar[1] az[1]  ax[l]  a1[0] a2[0]  ax[0]
S[n] l l l Sin—1  S[2 l l l S[1) l l l S[0]
-— | ! ! / PR
} | !
b[n — 1] b[1] b[0]
CoOJ/IC



S-functions

S-function for adp®

(2eli], S[i + 1]) = f(ca[i], dufi], Acli], Ad[i],S[i]), 0<i<n

c d
Co «— C1 + Ac
:_ o _: d, «—d;+Ad,
' | e <« Cddy,
|

€, —Chddy
Ae —ep)—e;

|
|
-

Ae cosIC

24147



S-functions

The State S

The state S[i + 1] at time i 4+ 1 is composed of two carries and
one borrow :

S[i + 1] « (s1[i + 1], s2[i + 1], s3[i +1]) ,
where

Sifi + 1] « (ca[i] + Ac[i] +s1fi]) > 1,

Sz[i + 1] — (dl[l] + Ad [I] +32[|]) >1,

53[i + l] — (eZ[I] — el[i] + Sg[l]) >1 .
The initial state is

S[01=(0.0.0) coJsIc
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S-functions

All States

S|[i] has fixed size of 3 bits. There are 8 states in total:

s|i] 0 1 2 3 4 5 6 7
sqfil, so[il,ssfi] | 0,0-1 | 1,01 | 0,4-1 | 1,1-1 | 0,00 | 1,00 | 0,1,0 | 1,1,0

» One adjacency matrix describes

» all transitions S[i]| — SJi + 1] for fixed (Acli], Ad[i], Ae[i])
» Eight adjacency matrices in total

» one for each 3-tuple (Acli], Ad[i], Aeli])

» computed using the S-function for adp®

Co’IC
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S-functions

The Adjacency Matrices

(Acli], Ad[i], Ae[i]) = (0,1,1)

Si]
3 Interpretation:

There are 4 pairs

(ca[i], dai])

for which

(Ac]i], Ad[i] — Aeli]),

and

S[li]=2—-S[i+1]=2

~

S[i + 1]

Ooooocooco o
COO0OORRRERRER
coooohooO N
OrORrRORORLR
OCo0oO0OO0OO0CO0OO (g
O0OO0OO0OO0OO00O o

[cNeoNoNoNeolNoNoNo]
PFRPOORFRRF OO

~N~No o h~wWNEO

Ao11
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Example: adp®(Ac, Ad — Ae)
V5B LSB
o[ofof1] Ac
0[o]o]o] Ad
0lofo]1] Ae
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Example: adp”(Ac, Ad — Ae)
MSB  LSB
0]ofof1] Ac
0]ofof0] Ad
0]ofo]1] Ae

Ato1|1| . S[0] = (0,0,0)

eNeoNoN o NoNoNe]
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Example: adp®(Ac, Ad — Ae)
MSB  LSB
ofolof1] Ac
ofolofo] Ad
ofofo]1] Ae

AoooA01| 1| s[0] = (0,0,0)

eNeoNoN NeoNoNoNe]
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Example: adp®(Ac, Ad — Ae)
MBB  LSB
ofofo]1] Ac
ofofo]o] Ad
ofofof1] Ae

AoooAoooAo1l1 | s[0] = (0,0,0)

eNeoNoN o NoNoNe]
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Example: adp®(Ac, Ad — Ae)
MSB  LSB
ofofol1] Ac
0]ofo]o] Ad
ofolof1] ae

—

27154 = ( Ao00A000A000A101

Bl
S—
N

— S[0] = (0,0,0)

(RSN NN PN
OO0OOROOOO
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ARX

adp

ARX: Circumventing the Intermediate Values

A

A
X
D
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ARX

adp

ARX: Circumventing the Intermediate Values

S F———1

A

A
X
D

o — ] ]
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ARX

adp

ARX: Circumventing the Intermediate Values

arfi]  bali] dafi +r]
: El [z 1 1 pany i
ool | = aliireall ||

e1fi +r]
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S-function for adp”™

(Aefi +r],S[i 4+ 1]) = f(cq[i], d1[i 4 r], Acli],Ad[i + r], S[i]),

0<i<n
Aafi]  Abli] Ad[i +r]
: E‘ [z 1 1 pany i
o Acf] = T

Aeli +r1] CoJ/IC
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ARX

adp

Example: adp™™(Ac, Ad = Ae)
MSB  LSB

11]0]0]0] ac
0]0]0]0] Ad
0]0[0[1]ae
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ARX

adp

Example: adp™™*(Ac, Ad - Ae)
MSB  LSB

11]0]0]0] ac
0]0]0]0] Ad
0]0[0[1]ae

S[0] = (0,0, -1) S[0] = (0,1,~1) S[0] = (0,0,0) S[0] = (0,1,0)

/\o A0 /\O

POOOOO0OO

1 0 0
0 0 0
0 1 0
0 0 0
0 0 1
0 0 0
0 0 0
0 (0] 0
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ARX

adp

Example: adp™™*(Ac, Ad - Ae)
MSB  LSB

11]0]0]0] Ac
0]0]0]0] Ad
0[0]0[1]ae

S[0] = (0,0, -1) S[0] = (0,1,~1) S[0] = (0,0,0) S[0] = (0,1,0)

/\o/\o AOAO

POOOOO0OO

0
0
0
0
1
0
0
(0]
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ARX

adp

Example: adp™™*(Ac, Ad - Ae)
MSB  LSB

11]0]0]0] Ac
[0]0]o]0] ad
0]0]0[1]ae

S[0] = (0,0, 1) S[0] = (0,1, 1) S[0] = (0,0,0) S[0] = (0,1,0)

AoAoAg AoAoAg AoAoAo AoAoAo

[eNoNoNeoNoNoNoN
eNeoNoNeoNeol e Ne]
eNeoNoN NeoloNoNe]

POOOOO0OO
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ARX

adp

Example: adp™™*(Ac, Ad - Ae)
MSB  LSB

0]0] Ac
Ad
0]0]1] 2e

S[0] = (0,0, -1) S[0] = (0,1,~1) S[0] = (0,0,0) S[0] = (0,1,0)

RAALA. RAALA. RAA0Ag RAAAg

POOOOOO

1 0 0
0 0 0
0 1 0
0 0 0
0 0 1
0 0 0
0 0 0
0 (0] 0
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ARX

adp

Example: adp™™*(Ac, Ad - Ae)
MSB  LSB

0]0] Ac
Ad
0]0]1] 2e

S[0] = (0,0, -1) S[0] = (0,1,~1) S[0] = (0,0,0) S[0] = (0,1,0)

AsRAGAGA, AsRAGAGA, AsRAGAGA, AsRAGALA,

POOOOOO

0
0
0
0
1
0
0
(0]

[eNeNoloNoNoNallod
[eNeoooNol oo
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ARX

adp

Example: adp™™*(Ac, Ad - Ae)
MSB  LSB

0]0] Ac
Ad
0]0]1] 2e

S[0] = (0,0, -1) S[0] = (0,1,~1) S[0] = (0,0,0) S[0] = (0,1,0)

T

-

1 0 T T

1 0 0
0 0 0
0 1 0
0 0 0

AsRA0AGAG | | + | o [ASRAGAGAG| o | + | [AsRA0AGAG| 1 | + | J [AsRA0AGA| |
0 0 0
0 0 1
0 0

OOFrRrPFPROOO0OO

0 0
0 0
0 0
0 0
1 0
0 0
0 1
0 1

[eNeoNoNeoNeNel oy
[eNeoNoNeN Sl e
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Experiments

Experiments on 32-bit Additive Differences

# Ac Ad Ae r Pexper Parx Pr ot xor
1 | 0x80000100 | 0x00000000 | 0x0007fc0O0 11 —2.58 | —2.58 —-4.17
2 | 0x40000008 | 0x00000000 | 0x000001dO 6 —4.58 | —4.58 —-5.59
3 | 0x80000008 | 0x04000000 | OxfcO00Of 00 9 —4.16 | —4.16 —5.70
4 | 0x40010001 | 0x04000000 | Oxd3ffc000 30 —-5.90 | -5.91 —6.60
5 | 0xa2005800 | 0x00400000 | Oxf4000b00 29 —7.53 | —7.54 —8.57
6 | 0x45003700 | 0x00000000 | Oxc8ffbb00 16 —8.77 —8.76 —9.37
7 | 0x4007800d | 0x03800300 | 0x01e803f0 21 -11.1 —-11.1 —-11.8
8 | Oxbf 006400 | 0x00900050 | Oxf37ff9of0 28 —-11.8 | —11.8 —-12.8

Pexper Was computed over 222 random inputs
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Experiments

Conclusions

» Proposed an algorithm for the exact computation of
aijRX

» Allows for more accurate computation of the
probabilities of characteristics

» Improving accuracy of characteristics may eventually lead
to attack

» Can be easily modified to handle other variations of ARX
e.g. AXR RXA, XRA, etc.
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Experiments

Conclusions

» Proposed an algorithm for the exact computation of
aijRX

» Allows for more accurate computation of the
probabilities of characteristics

» Improving accuracy of characteristics may eventually lead
to attack

» Can be easily modified to handle other variations of ARX
e.g. AXR RXA, XRA, etc.

Thank you for your attention!
Questions?
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