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Mo*va*on:	  Quantum	  Computers/Diversity	  

•  Current	  asymmetric	  schemes	  rely	  on	  similar	  hard	  problems	  
–  RSA:	  Factoring	  
–  DSA/ECDSA:	  Discrete	  logarithm	  

•  Threats	  
– Quantum	  computers	  (IBM:	  ~15	  years?)	  
– Mathema-cal/Cryptanalysis	  breakthrough	  

•  We	  are	  in	  need	  for	  
– New	  post-‐quantum	  secure	  schemes	  

 Task	  of	  cryptographers	  
–  Efficient	  and	  secure	  implementa-ons	  in	  hard-‐	  and	  soZware	  

 Task	  of	  security	  engineers	  	  
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Cryptographers’	  view:	  La.ce-‐Based	  Crypto	  

•  Worst-‐case	  to	  average-‐case	  reduc-ons	  
•  Well-‐studied	  and	  (presumably)	  quantum	  secure	  
problems	  
– SVP,	  CVP,	  LWE	  …	  
– Allow	  security	  reduc-ons	  

•  Classical	  (asymmetric)	  primi-ves:	  signature	  or	  
encryp-on	  

•  More	  versa-le	  construc-ons:	  hash	  func-ons,	  PRFs,	  
iden-ty-‐based	  encryp-on,	  homomorphic	  encryp-on	  
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Engineers’	  view:	  La.ce-‐Based	  Crypto	  

•  La^ce-‐based	  does	  not	  always	  mean	  there	  are	  la^ces	  
inside	  
– Arithme-c	  on	  polynomials	  (ideal	  la^ces)	  or	  ma-ces	  
– Parallelizable:	  mul--‐core/hardware	  
– FFT/NTT	  for	  high-‐performance	  

•  Current	  issues	  
– Large	  key	  sizes	  or	  ciphertext	  expansion	  
– Selec-on	  of	  secure	  parameters	  s-ll	  a	  challenge	  
– First	  results	  are	  promising	  (you	  should	  have	  seen	  one	  
already)	  but	  few	  implementa-ons	  are	  published	  
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Proposed	  Scheme:	  Preliminaries	  

•  	  	  
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Proposed	  Scheme:	  Efficient	  Variant	  of	  [Lyu12]	  

•  	  	  
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Proposed	  Scheme:	  Key	  Genera*on	  

•  	  	  
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Proposed	  Scheme:	  Signing	  

•  	  	  
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Proposed	  Scheme:	  Verifica*on	  

•  VER(σ=(z1,z2‘,c),pk=(a,t),	  m)	  
1.  If	  z1,z2‘	  not	  in	  Rk-‐32	  reject	  
2.  If	  c=H(Transform(az1+z2‘-‐tc),	  m)	  	  
	   then	  accept	  

	   else	  reject	  

•  Correctness:	  az1+z2-‐tc=a(s1c+y1)+s2c+y2-‐
(as1+s2)c=ay1+y2	  
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Proposed	  Scheme:	  Efficiency	  

•  Transform/Compression	  cuts	  off	  parts	  of	  the	  signature	  that	  are	  neither	  
needed	  for	  correctness	  nor	  for	  the	  proof	  (“higher-‐order	  bits”)	  

Parameters	  for	  100	  bit	  security	  
p=8383489,	  n=512,	  k=214	  

Signature:	  

8954	  bit	  

Secret	  key:	  

1624	  bit	  

Public	  key:	  

11776	  bit	  

•  Rejec*on	  sampling	  step	  
–  Success	  probability	  of	  13,5	  %	  
–  On	  average	  7	  tries	  un-l	  a	  valid	  signature	  is	  produced	  
–  Tradeoff	  between	  signature	  size/run-me/security	  
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Implementa*on:	  Paralleliza*on	  

Precomputa*on	  possible:	  
No	  dependence	  on	  message	  or	  key	  
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Implementa*on:	  FPGA	  Design	  

(1)	  Computa-on	  of	  ay1+y2	  with	  mul-ple	  polynomial	  mul-pliers	  	  
(2)	  Further	  steps	  of	  the	  signing	  algorithm	  (Hash/Compression)	  

1	  
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Next	  in	  Focus:	  Polynomial	  Mul*plier	  
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Implementa*on:	  Precomputa*on	  Core	  

•  Schoolbook	  mul-plier	  with	  
integrated	  adder	  to	  compute	  
ay1+y2	  

•  n2+n	  =	  5122+512=	  262656	  
cycles	  

•  High-‐frequency	  (270	  MHz)	  
•  4	  internal	  DSPs	  
•  23	  pipeline	  stages	  
•  Can	  do	  approx.	  1000	  

mul*plica*ons/s	  
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Next	  in	  Focus:	  Buffer	  Component	  
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Implementa*on:	  Buffer	  

•  Values	  generated	  by	  the	  precomputa-on	  core	  can	  be	  buffered	  
–  Reduces	  the	  (non-‐determinis-c)	  delay	  when	  a	  signature	  is	  

requested	  (rejec-on	  sampling	  step)	  

•  The	  final	  steps	  are	  10x	  faster	  than	  the	  precomputa-on	  core	  

FIFO	  

FIFO	  

y	  

r	  

y	  

r	  

y	  

r	  

Hash/Compression	  Precomputa-on	  
unit	  

Buffer	  Takes	  1	  ms	  per	  entry	  
(270	  MHz)	  

Takes	  on	  average	  0.1	  ms	  	  
(150	  MHz)	  
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Next	  in	  Focus:	  Compression	  
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Implementa*on:	  Compression	  
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Results:	  Performance	  

•  Target	  hardware:	  Spartan	  6/Virtex	  6	  
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Results:	  Resource	  Consump*on	  
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Future	  Work	  and	  Conclusion	  

Conclusion	  
•  Prac-cal,	  fast,	  scalable	  and	  area	  efficient	  implementa-on	  of	  

la^ce-‐based	  signature	  scheme	  on	  FPGAs	  
•  Follow	  up	  work:	  Towards	  Efficient	  Arithme:c	  for	  La=ce-‐Based	  

Cryptography	  on	  Reconfigurable	  Hardware,	  Thomas	  
Pöppelmann	  and	  Tim	  Güneysu,	  La-ncrypt	  2012,	  to	  appear	  

Future	  Work	  
•  Lightweight/low-‐cost	  resource	  sharing	  implementa-on	  
•  Considera-on	  of	  different	  architectures	  (uC,	  PC,	  ARM)	  
•  Side-‐channel	  evalua-on	  
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