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Abstract. This paper introduces a new paradigm to realize various types of cryp-
tographic primitives such as authenticated key exchange and keysertetéqmn

in the standard model under three standard assumptions: the decBitigal
Hellman (DDH) assumption, target collision resistant (TCR) hash funs@onl
pseudo-random functions (PRFs). We propose the first (PKlehase-pass au-
thenticated key exchange (AKE) protocol that is comparably as effiagethe ex-
isting most efficient protocols like MQV and that is secure in the standadkmo
(under these standard assumptions), while the existing efficient tveoAleE
protocols such as HMQV, NAXOS and CMQV are secure in the randoiera
model. Our protocol is shown to be secure in the (currently) strongestrisy
definition, the extended Canetti-Krawczyk (eCK) security definition intcedu

by LaMacchia, Lauter and Mityagin. This paper also proposes a CCArs&ey
encapsulation mechanism (KEM) under these assumptions, which istasnefs
ficient as the Kurosawa-Desmedt KEM. This scheme is also secureriongesr
security notion, the chosen public-key and ciphertext attack (CPCAJrisgc
The proposed schemes in this paper are redundancy-free (or validitk-free)
and the implication is that combining them with redundancy-free symmetric en
cryption (DEM) will yield redundancy-free (e.g., MAC-free) CCAeure hybrid
encryption.

1 Introduction

The most common paradigm to design practical public-keptogystems secure in
the standard model is to combine a trapdoor function (e.dfieEHellman or RSA
function) and target collision resistance (TCR) hash fiomst, where the security is
proven under a trapdoor function assumption (e.g., DDH d8&Bssumption) and the
TCR hash function assumption.

This paper introduces a new paradigm to design practicdigkiby cryptosystems,
where apseudo-random functiofiPRF) is employed in addition to a trapdoor function
(DH) and target collision resistant (TCR) hash function.

The concept of a PRF was introduced by Goldreich, GoldwassgMicali [4], and
has been shown to exist if and only if a one-way function eXiét5]. Therefore, the
existence of a pseudo-random function is one of the weaksstgptions, and it is one
of the most fundamental primitives in cryptography.

Since a target collision resistant (TCR) hash function (t#redslightly bit more
general concept, the universal one-way hash function) aseebeen shown to exist if



and only if a one-way function exists [12, 13], TCR hash fimtand PRF are the same
level of (the most) fundamental primitives in cryptograpimpractice, a well-designed
efficient hash function can be assumed to be a TCR hash fapeti@ such a hash
function with a random seed as a part of the input (or a keysth fianction) can be
assumed to be a PRF.

First, this paper presents a two-pass AKE protocol thatetfee following proper-
ties:

1. its efficiency is comparable to those of MQV [9], HMQV [6]&a@MQV [14] (the
message size of our scheme is that of MQV plus the size of twopgelements,
and the computational complexity for a session of our schisraeound 3.3 group
exponentiations, while that of MQV is around 2.2 group exqrdiations),

2. the assumption and model for its security proof are stahdssumptions (DDH,
TCR hash function and PRF) and standard model (not the raodacke model),

3. its underlying security definition is (currently) thestgest one, the extended Canetti-
Krawczyk (eCK) security definition introduced by LaMacchiauter and Mitya-
gin [8],

4. its security proof reduction efficiency is better thanstaof previous protocols in
the random oracle model.

This paper also propose£&LA-secur&key encapsulation mechanism (KEM) under
these assumptions, which is almost as efficient as the Kwes&esmedt KEM [7].
This scheme is also secure in a stronger security notionghibsen public-key and
ciphertext attack (CPCAgecurity, in which an adversary, given a target public kil
and ciphertext*, is allowed to query a pair of public keyk and ciphertext to the
decryption oracle, which answers the adversary with theygéed result ofc by the
secret key opk.

The proposed schemes in this paper are redundancy-freal{dity-check-free)
and implies redundancy-free (e.g., MAC-free) CCA-secutarial encryption by com-
bining with redundancy-free CCA-secure symmetric enéoyp{DEM).

2 Preliminaries

2.1 Notations

N is the set of natural numbers aRds the set of real numbers. denotes a null string.
A function f : N — R is negligiblein , if for every constant > 0, there exists
integern such thatf(k) < k¢ for all k > n. Hereafter, we often usg(k) < (k) to
mean thalf is negligible ink.
When A is a probabilistic machine or algorithm,(x) denotes the random variable

of A’s output on inputz. Then,y & A(z) denotes thay is randomly selected from
A(x) according to its distribution. Whenis a value, A(z) — a denotes the event that

A outputsa on inputxz. WhenA is a sety & A denotes thay is uniformly selected
from A. WhenA is a valuey < A denotes thay is set asA.

In this paper, we consider that the underlying machines arf®@mn Turing ma-
chines. But it is easy to extend our results to non-uniformnumachines.



2.2 The DDH Assumption

Let k be a security parameter afidbe a group with security parameterwhere the
order of G is primep and |p| = k. Let {G}; be the set of groug> with security
parametefk:.

For all k € N we define the sef® andR as follows:

T T U u U
D(k) <_{(((}7.91792791’92) | G(_{G}ka(glaQQ)(_GQ7x<_Zp}
R(k) — {(G7917927y17y2) | G <£ {G}k7 (9179271/17?/2) <£ G4}

Let A be a probabilistic polynomial-time machine. For fale N, we define the DDH
advantage ofd as

AdvDDH 4 (k) « | Pr[A(1%,p) = 1 | p < D(k)] — Pr[A(1*,p) — 1 | p < R(K)] .

The DDH assumption fofG } ¢y is: For any probabilistic polynomial-time adversary
A, AdvDDH 4 (k) is negligible ink.

2.3 Pseudo-Random Function (PRF)

Let £ € N be a security parameter. A pseudo-random function (PRF)yfdfrassoci-
ated with{Seedy, } ;en, {Domg }ren @nd{Rng; } ren Specifies two items:

— A family of random seed$§Seed;; } .en.

— A family of pseudo-random functions indexed by X R Seedy, o & X, D R

Dom,, andR <X Rng,,, where each such functidf-*>R maps an element of
D to an element oRR. There must exist a deterministic polynomial-time aldorit
that on inputl*, o andp, outputsF®*P:R ().

Let A° be a probabilistic polynomial-time machine with oracleessctoO. For all
k, we define
AdvPRFE 4(k) « | Pr[A" (1%, D, R) — 1] — Pr[ARF (1%, D, R) — 1]],

whereX & Seedy,, o <2 X, D <& Domy, R & Rng,,, F « FE-ZPR andRF : D —

R is a truly random functionp € D RF(p) & R).
F is a pseudo-random function (PRF) family if for any probishit polynomial-
time adversaryd, AdvPRFF 4(k) is negligible ink.

2.4 Target Collision Resistant (TCR) Hash Function

Let £ € N be a security parameter. A target collision resistant (T@&5h function
family H associated witfDomy, }eny @and{Rng, } .cn Specifies two items:

— A family of key spaces indexed by. Each such key space is a probability space
on bit strings denoted biKH;. There must exist a probabilistic polynomial-time
algorithm whose output distribution on inplft is equal tokKHy,.



— A family of hash functions indexed by, h R KHy, D R Domy, andR R Rng;,,
where each such functidt; " maps an element @ to an element oR. There
must exist a deterministic polynomial-time algorithm tloat input 1%, A and p,
outputsH!"”® ().

Let .4 be a probabilistic polynomial-time machine. For/allwe define

AdVTCRy 4 (k) —
Prlpe DAp#p* AHPPR(p) = HEPR(p) | p & AR, p*, 0, D, R)),

whereD & Domg, R R Rng;,, p* I pandh & KHj. H is a target collision resis-
tance (TCR) hash function family if for any probabilisticlypeomial-time adversary,
AdvTCRy_4(k) is negligible ink.

2.5 PKI-Based Authenticated Key Exchange (AKE) and the Extaded
Canetti-Krawczyk (eCK) Security Definition

This section outlines the extended Canetti-Krawczyk (e€aQurity definition for two
pass PKl-based authenticated key exchange (AKE) protdbatswas introduced by
LaMacchia, Lauter and Mityagin [8], and follows the destiap in [14].

In the eCK definition, we suppose there arparties which are modeled as proba-
bilistic polynomial-time Turing machines. We assume tlwamhe agreement on the com-
mon parameters in the AKE protocol has been made among ttiebefore starting
the protocol. The mechanism by which these parameters keetese is out of scope of
the AKE protocol and the (eCK) security model.

Each party has a static public-private key pair togethen witertificate that binds
the public key to that partyd (B) denotes the static public key (B) of party A (B)
together with a certificate. We do not assume that the cargjfsguthority (CA) requires
parties to prove possession of their static private keytsybuequire that the CA verifies
that the static public key of a party belongs to the domainutifiip keys.

Here, two parties exchange static public keys$3 and ephemeral public keys, Y;
the session key is obtained by combinidgB, X,Y and possibly session identities.
A party A can be activated to execute an instance of the protocoldcalkession
Activation is made via an incoming message that has one ébtogving forms: (A, B)
or (B, A, X). If Awas activated with{ A, B), then A is called the session initiator,
otherwise the session responder. Session initidtareates ephemeral public-private
key pair,(X,z) and send$B, A, X) to session respondé&. B then creates ephemeral
public-private key pair(Y,y) and send$A, B, X, Y) to A.

The session of initiatar with respondes is identified via session identifi¢d, B, X,Y),
whereA is said the owner of the session, afidhe peer of the session. The session of
respondei3 with initiator A is identified as(B,fl,Y, X), whereB is the owner, and
Ais the peer. SessidiB3, A, Y, X) is said a matching session @i, B, X, Y). We say
that a session is completed if its owner computes a sessjon ke

The adversaryM is modeled as a probabilistic polynomial-time Turing maehi
and controls all communications. Parties submit outgoirgsages to the adversary,



who makes decisions about their delivery. The adversaisepts parties with incoming
messages vidend(message), thereby controlling the activation of sessions. In order t
capture possible leakage of private information, advgradris allowed the following
queries:

— EphemeralKeyReveal(sid) The adversary obtains the ephemeral private key asso-
ciated with sessiosid.

— SessionKeyReveal(sid)  The adversary obtains the session key for sessiiin
provided that the session holds a session key.

— StaticKeyReveal(pid) The adversary learns the static private key of paity

— EstablishParty(pid) This query allows the adversary to register a static puldic k
on behalf of a party. In this way the adversary totally coisttbat party.

If a party pid is established b¥stablishParty(pid) query issued by adversamt,
then we call the partdishonestlIf a party is not dishonest, we call the pahgnest

The aim of adversaryM is to distinguish a session key from a random key. For-
mally, the adversary is allowed to make a special qiesg(sid*), wheresid* is called
thetarget sessionThe adversary is then given with equal probability eitlner $ession

key, K*, held bysid* or a random keyR* < {0, 1}/5"|. The adversary wins the game
if he guesses correctly whether the key is random or not. Tioeléhe game, we need
the notion offresh sessioas follows:

Definition 1. (fresh session) Lefd be the session identifier of a completed session,
owned by an honest partyt with peer3, who is also honest. Latd be the session
identifier of the matching session 9, if it exists. Define sessiafid to be “fresh” if
none of the following conditions hold:

— M issues &essionKeyReveal(sid) query or aSessionKeyReveal(sid) query (ifsid
exists),

— sid exists andM makes either of the following queries:
both StaticKeyReveal(.A) and EphemeralKeyReveal(sid), or
both StaticKeyReveal (B) and EphemeralKeyReveal(sid),

— sid does not exist and4 makes either of the following queries:
both StaticKeyReveal(.A) and EphemeralKeyReveal(sid), or
StaticKeyReveal(B).

We are now ready to present the eCK security notion.

Definition 2. (eCK security) LefK* be a session key of the target sessiifi that
should be “fresh” R* <2 {0, 111571, andb* <2 {0, 1}. As a reply toTest(sid*) query by
M, K* is given toM if b* = 0; R* is given otherwise. Finally\ outputsb € {0, 1}.
We define

AdVAKE (k) «— |Pr[b=b*] — 1/2].

A key exchange protocol is secure if the following condgibald:

— If two honest parties complete matching sessions, therbibt&ycompute the same
session key (or both output indication of protocol failure)



— For any probabilistic polynomial-time adversaryt, AdvAKE (k) is negligible

in k.

This security definition is stronger than CK-security [2Hdahsimultaneously cap-
tures all the known desirable security properties for antibated key exchange includ-
ing resistance to key-compromise impersonation attackakwwerfect forward secrecy,
and resilience to the leakage of ephemeral private keys.

2.6 Key-Encapsulation Mechanism (KEM)

A key encapsulation mechanism (KEM) scheme is the triplégafrithms, > = (K, E, D),
where

1. K, the key generation algorithm, is a probabilistic polynaltime (PPT) algorithm
that takes a security parametee N (provided in unary) and returns a pgir, sk)
of matching public and secret keys.

2. E, the key encryption algorithm, is a PPT algorithm that ta&esput public key
pk and outputs a key/ciphertext pdik ™, C*).

3. D, the decryption algorithm, is a deterministic polynomiadé algorithm that takes
as input secret keyk and ciphertexC*, and outputs key<* or 1 (L means that
the ciphertext is invalid).

We require that for allpk, sk) output by key generation algorithik and for all
(K™, C*) output by key encryption algorithfa(pk), D(sk, C*) = K* holds. Here, the
length of the key|K*|, is specified by(k), wherek is the security parameter.

Let A be an adversary. The attack game is defined in terms of amatitexr com-
putation between adversa# and its challengel;. The challenge€ responds to the
oracle queries made hyt. We now describe the attack game (IND-CCA2 game) used
to define security against adaptive chosen ciphertextlatigi D-CCA?2).

1. The challenge€ generates a pair of key&k, sk) & K(1*) and givespk to ad-
versaryA.

2. Repeat the following procedugg(k) times, fori = 1,...,¢1(k), whereg,(-) is a
polynomial..A submits string”; to a decryption oracld)O (in C), andDO returns
D (Cl) to A.

3. A submits the encryption query &b The encryption oracl€’ O, in C select®* 2
{0, 1} and compute$C*, K*) «— E(pk) and return§C*, K*) to A if b* = 0 and
(C*, R*) if b* = 1, whereR* <2 {0, 1}/X"1 (C* is called “target ciphertext”).

4. Repeat the following proceduge(k) times, forj = ¢ (k) +1,...,q1 (k) + q2(k),
wheregs(-) is a polynomial A submits string”; to a decryption oracld)O (in C),
subject only to the restriction that a submitted t€xtis not identical toC*. DO
returnsD(C;) to A.

5. Aoutputsb € {0, 1}.

We define the IND-CCA2 advantage df AdvKEM\> ®“*(k) — | Pr[b = b*] —
1/2| in the above attack game.

We say that a KEM scheme is IND-CCA2-secure (secure agailagit@e chosen
ciphertext attacks) if for any probabilistic polynomi@ie (PPT) adversary,
AdvKEM'YP-CC42(1:) is negligible ink.



3 The Proposed AKE Protocol

3.1 Protocol

Letk € Nbe a securlty parametel; «— {G}k be a group with security parameter

k, and(g1, g2) J G2, where the order ofs is primep and|p| = k. LetH be a TCR
hash function family, an#l, F andF be PRF families(G, ¢1, g2), H, F, F andF are the
system parameters common among all users of the proposedpfdtécol (although
F andF can be set privately by each party) We assume that the sygiamsieters are
selected by a trusted third party.

Party A’s static private key iga1, az, a3, aq) L (Z,)* and A’s static public key
is Ay — g7'g5%, Ay — g7%g5*. ha & KH, indexes a TCR hash functiol 4 «
HEP-Ri \whereDy — II x G, Ry — Z, andII;, denotes the space of possible

h
cer?lflcates for static public keys.

Similarly, PartyB"s static private key igby, ba, b3, by) & (Z,)* and B's static
public key isB; « gl 92 2 By «— gll’*g;“. hB & KH;, indexes a TCR hash function
H Hk),’DH,RH

B hp B

A andB set PRFSF « FF>rPeRe F o FE5EDeRe and B FFY0DeRe,
WhereEF — G, DF — (Hk-)z X GS, RF — {0,1}k, EIE — (Zp)4, D,} — {O,l}k,
R,} “— Zp, Elg — {0, 1}k, Dlg — (Zp)4, andRﬁ “— Zp.

To establish a session key with pafly party.A performs the following procedure.

=

Select an ephemeral private I(eyg {0,1}*.

2. Computer « Fi(ay,az,as,a4) + Fla, az,a4,04)(Z) mod p and the ephemeral
public key(X; < g7, X2 «— ¢3).

3. Eraser.

4. Send B, A, X, X,) to 5.

Upon receivingB, fl, X1, X»), partyB verifies that X1, X») € G2. If so, perform
the following procedure.

1. Select an ephemeral private I@y— {0, 1}*.

2. Computey — Fj; 5(b1, b2, b3, b4)+F(b1,b2,b3 b,)(7) mod p and the ephemeral public
key(Yl — 91;}/2 — g2)

3. Erasey.

4. Send A, B, X1, X5,Y1,Ys) t0 A.

Upon receiving(4, B, X1, X3, Y1,Y,), party A checks if he sentB, A, X1, X5)
to B. If so, A verifies that(Y7, Y») € G2.

To compute the session keyl computess 4 « Y1 Heosteypeteasts prpds
andB computesyg «— X0 Tbsty xbatdbaty gy A \wherec — H,(A,Y1,Ys) and
d — HB(B7X1,X2). If they are correctly computed, — o4(= o). The session
key isK «— F,(sid), wheresid — (A, B, X1, X5, Y1, Ya).



A B

U U
(a1,az,as3,a4) « (Zp)* (b17527b37b4) (Zp)*
A1 — g1 95, As — g1° 95", B« g2 g%, By + ¥ gbt,
hA hB
i {01}k

x — F; (a1, a2, a3, a4)
+F(a17a27u37a4)( ) mod p

X1<_917X2<_92 (B,A,X1,X5)
_

( 1, ) € G??
g {0, 1}
y — Fj (b1, b2, b3, bs)
+F(b1 ba.bs, b4)( ) mod p

A B Y, Y-
(A,B,X1,X2,Y1,Ya) gy, Ys — g3
Pttt it ek it

(Y1,Y2) € G*?

c— Ha(AY1,Ys) c— Ha(AY1,Ys)
d— Hp(B, X1, X>) d— Hp(B, X1, X>)
- Y1a1+ca3+zyv2a2+ca4+z. o Xi?1+dbs+ngz+db4+y.
By By AVAGY
K — F,(sid) K — F,(sid)

Here,sid — (A, B, X1, X,,Y1,Ys). Note that(A;, Ay, B1, B) € G* is confirmed
indirectly through the certificates.

Fig. 1. The Proposed AKE

3.2 Security

Theorem 1. The proposed AKE protocol is secure (in the sense of Defin#)df the
DDH assumption holds fofG};en, H is @ TCR hash function family, arft) F and F
are PRF families.

The proof will be given in the full paper version of this paper

4 The Proposed KEM Scheme

4.1 Scheme

In this section, we show a CCA secure KEM scheme.

Let £ € N be a security parameter, and Bt {G}\ be a group with security
parametek;, where the order of is primep and|p| = k.



LetH be a TCR hash function family, aridbe a PRF family.

Secret Key: The secret key isk «— (x1, 22, y1,y2) & Zf,.
PublicKey: g; < G, g2 < G,z — g™ gi, w — ¢V g4 H — HEPr R and

F « FRS0DeRe whereh & KHy, Dy {pk} x G? (pk is a possible public-
key value),Ry « Z,, Xr «— G, D — {pk} x G* andRg « {0, 1}*.
The public key ik — (G, g1, g2, z,w, H, F).

Encryption: Chooser & Z,, and compute

Cr < 91,
Cy — g3,
d — H(z,w,Cy,C3)
o — Z"w"

K «— F,(pk,C1,C5).

(C1, C) is a ciphertext, and( is the secret key to be shared.
Decryption: Given(z,w, Cy,C5), check whether

(z,w,Cq,C9) € G*.
If it holds, computes

d H(Z, w, Cl, 02)
z1+dy1 ~T2+dys2
o — Cf Cs

K «— F,(pk,C1,Cs).

4.2 CCA Security

Theorem 2. The proposed KEM scheme is IND-CCA2 secure if the DDH assoimpt
holds for{G}sen, H is a TCR hash function family, aridis a PRF family.

The proof will be given in the full paper version of this paper

4.3 CPCA Security

In this paper, we define a stronger security notion than th& €&turity on KEM and
PKE.

Here, we consider a trapdoor commitment, where commitegrdsr)S commits to
x by sendingC’ — E,i(z) to receiverR, thenS opensz by sendingsk to R, where
(pk, sk) is a pair of public key and secret key, amd= D (C). Using a trapdoor
commitment, several committers;, ..., S,, commits toxy, ..., x, respectively by
sendingC; «— Epi(z1), ..., C < Epx(zy) to receiverR. Another party can open
them simultaneously by sending: to receiverR. A possible malleable attack is as
follows: after looking apk andC' « E,i(x) sent to receiveR, adversaryd computes



pk’, C’, algorithmConv and non-trivial relatiorRel. A registerspk’ and send€>’ to
R as a commitment ta’ such thaRel(z, 2’). Whensk is opened,A computessk’ —
Conv(sk) and sendsk’ to R such thatt’ = D/ (C”).

To capture the security against such malleable attacks,omedefine the CPCA
(Chosen Public-key and Ciphertext Attacks) security foK&hemes.

Let X = (K,E,D) be a KEM scheme. L&t™*, pk* andsk* be the target ciphertext,
public key and secret key of KEM schemé In the CPCA security, an adversa#
givenpk* andC*, is allowed to submit a pair of a public key: and a ciphertext”
along with a polynomial-time algorithr@onv to the decryption oracl®O (with sk*)
under the condition thapk, C') # (pk*,C*). DO returnsDg(C) to A, where DO
computes and confirms thet < Conv(sk*, pk*), (¢, k) < E,x(1¥) andk « D (c).
(Here,Dy is equivalent tdD ;- except for the difference ofk andsk*.)

We can define the advantage.4ffor the IND-CPCA gameAdvKEM'P-CPCA L),
We say that a KEM scheme is IND-CPCA-secure if for any prolistin polynomial-
time (PPT) adversaryl, AdvKEM'Y>CPCA(1) is negligible ink.

We now show that the proposed KEM scheme is CPCA secure. & phe se-
curity, we need a new requirement for a hash function fantfilg, generalized TCR
(GTCR) hash function family.

Let £ € N be a security parameter. L&t be a group with security parameter
where the order ofs is primep and|p| = k, and{G} be the set of groufs with
security parametet.

Let H be a TCR hash function family associated withm;, < {G*}, Rng;, «—
{G}r.

For all &, we define

AdVGTCR 4 (k) < Prlps € G* A p* # ((p})", (p5)", p3) A
Hy® S(p") = (v/u) - Hy® C((p1)", (p3)", p3) mod p |
(ua v, Pd) 3 A(1k7 p*7 h7 G)]7
whereG < {G}y, p* — (pt, p5,p3) < G x G x G2 andh < KHy.
TCR hash function family is a generalized target collision resistant (GTCR) hash

function family associated witkG}, if for any probabilistic polynomial-time adver-
sary A, AdvGTCRy; 4(k) is negligible ink.

Theorem 3. The proposed KEM scheme is IND-CPCA secure, if the DDH astiomp
holds for{G}xen, H is a GTCR hash function family, arfidis a PRF family.

The proof will be given in the full paper version of this paper
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