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Abstract. In known security reductions for the Fujisaki-Okamoto trans-
formation, decryption failures are handled via a reduction solving the
rather unnatural task of finding failing plaintexts given the private key,
resulting in a Grover search bound. Moreover, they require an implicit
rejection mechanism for invalid ciphertexts to achieve a reasonable se-
curity bound in the QROM. We present a reduction that has neither
of these deficiencies: We introduce two security games related to find-
ing decryption failures, one capturing the computationally hard task of
using the public key to find a decryption failure, and one capturing the
statistically hard task of searching the random oracle for key-independent
failures like, e.g., large randomness. As a result, our security bounds in
the QROM are tighter than previous ones with respect to the generic ran-
dom oracle search attacks: The attacker can only partially compute the
search predicate, namely for said key-independent failures. In addition,
our entire reduction works for the explicit-reject variant of the trans-
formation and improves significantly over all of its known reductions.
Besides being the more natural variant of the transformation, security of
the explicit reject mechanism is also relevant for side channel attack re-
silience of the implicit-rejection variant. Along the way, we prove several
technical results characterizing preimage extraction and certain search
tasks in the QROM that might be of independent interest.
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1 Introduction

The Fujisaki-Okamoto (FO) transform [FO99, FO13] is a well known transforma-
tion that combines a weakly secure public-key encryption scheme and a weakly
secure secret-key encryption scheme into an IND-CCA secure public-key encryp-
tion scheme in the random oracle model. Dent [Den03, Table 5] gave an adoption
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for the setting of key-encapsulation. This adoption for key encapsulation mecha-
nisms (KEM) is now the de-facto standard to build secure KEMs. In particular,
it was used in virtually all KEM submissions to the NIST PQC standardisation
process [NIS17]. In the context of post-quantum security, however, two novel
issues surfaced: First, many of the PKE schemes being transformed into KEM
are not perfectly correct, i.e., they sometimes fail to decrypt a ciphertext to
its plaintext. Second, security proofs have to be done in the quantum-accessible
random oracle model (QROM) to be applicable to quantum attackers.

Both problems were tackled in [HHK17] and a long sequence of follow-up
works (among others [SXY18, JZCT18, BHH™19, HKSU20, KSS™20]). While
these works made great progress towards achieving tighter reductions in the
QROM, the treatment of decryption failures did not improve significantly. In
this work, we make significant progress on the treatment of decryption failures.
Along the way, we obtain several additional results relevant on their own.

An additional quirk of existing QROM reductions for the FO transform is
that they require an implicit rejection variant, where pseudorandom session keys
are returned instead of reporting decapsulation errors, to avoid extreme reduc-
tion losses. (The only known concrete bound [DFMS21] for Dent’s variant is
much weaker then those known for the implicit rejection variant.)

The Fujisaki-Okamoto transformation. We recall the FO transformation for
KEM as introduced in [Den03, Table 5] and revisited by [HHK17], there called
FO;. FO# constructs a KEM from a public-key encryption scheme PKE, and the
overall transformation FO can be described by first modifying PKE to obtain a
deterministic scheme PKEWGL, and then applying a PKE-to-KEM transformation
(called UL in [HHK17]) to PKES:

MODIFIED SCHEME PKEC. Starting from PKE and a hash function G, deter-
ministic encryption scheme PKE® is built by letting Enc® encrypt messages m
according to the encryption algorithm Enc of PKE, but using the hash value
G(m) as the random coins for Enc: Enc®(pk, m) := Enc(pk, m; G(m)). Dec® uses
the decryption algorithm Dec of PKE to decrypt a ciphertext ¢ to obtain m/, and
rejects by returning L if ¢ fails to decrypt or m’ fails to encrypt back to c.

PKE-T0-KEM TRANSFORMATION UL. Starting from a deterministic encryp-
tion scheme PKE’ and a hash function H, key encapsulation algorithm KEan =
U:-[PKE’, H] is built by letting Encaps(pk) := (¢ := Enc’(pk,m), K := H(m)),
where m is picked at random from the message space. Decapsulation will return
K :=H(m) unless ¢ fails to decrypt, in which case it returns failure symbol L.

COMBINED PKE-TO-KEM TRANSFORMATION FOZ. The ’full FO’ transforma-
tion FO; is defined by taking PKE and hash functions G and H, and defining
FO.[PKE, G, H] := U} [PKE®, H]. While there exists a plethora of variants that
differ from FOf;L, it was proven [BHH ™ 19] that security of these variants is either
equivalent to or implied by security of FO#.

The role of correctness errors in security proofs for FO. Correctness
errors play a role during the proof that an FO-transformed KEM is IND-CCA
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secure: To tackle the CCA part, it is necessary to simulate the decapsulation or-
acle ODECAPS without the secret key, meaning the plaintext has to be obtained
via strategies different from decrypting. While different strategies for this exist
in both ROM and QROM, they all have in common that the obtained plain-
text is rather a plaintext that encrypts to the queried ciphertext (a “ciphertext
preimage”) than the decryption. Consequently, the simulation fails to recognise
failing ciphertexts, i.e., ciphertexts for which decryption results in a plaintext
different from the ciphertext preimage (or even in 1), and will in this case be-
have differently from ODECAPS. Hence, the simulations are distinguishable from
ODECAPS if the attacker can craft such failing ciphertexts.

The approach chosen by [HHK17] was to show that the distinguishing advan-
tage between the two cases can be bounded by the advantage in a game COR.
Game COR (defined in [HHK17]) provides an adversary with a key pair (includ-
ing the secret key) and asks to return a failing message, i.e., a message that
encrypts to a failing ciphertext, for the derandomized scheme PKEC. [HHK17]
further bounded the maximal advantage in game COR for PKE® in terms of a
statistical worst-case quantity dy. of PKE, which is the expected maximum prob-
ability for plaintexts to cause a decryption failure, with the expectation being
taken over the key pair. This results in a typical search bound as the adversary
can use the secret key to check if a ciphertext fails. In the QROM, the resulting
bound is therefore 8¢%3,., ¢ being the number of queries to G.?

Intuitively, this notion suffers from two related unnatural features:

— First, it is unnatural to provide adversaries with the secret key, as long as the
scheme has at least some basic security.* In particular, this observation applies
to adversaries tasked with finding failing plaintexts, which is not a mere issue of
aesthetics: If the secret key is given to the adversary, an analysis of this bound
can’t make use of computational assumptions without becoming heuristic.”

— Second, it is unnatural that the bound contains a Grover-like search term with
regard to dye: As IND-CCA adversaries don’t have access to the secret key, they
can only check if ciphertexts fail via their classical CCA oracle, which should
render a Grover search impossible. Furthermore, in ROM and QROM, it should
be the (usually much smaller) number of CCA queries that limits the adversary’s
ability to search, not the number of random oracle queries. Hence this bound
seems overly conservative.

While follow-up works have used different games in place of COR to deal with
decryption errors, all result in the same quantum search bound in terms of dyec.

3 Some publications (e.g., [JZCT18]) use the bound 2¢- /8y, it is however straightfor-
ward to verify that the bound above can be achieved by using [HKSU20, Lemma 2.9]
as a drop-in replacement. Note that this is indeed a quadratic improvement unless
4q - \/6we > 1, in which case the IND-CCA bound is meaningless, anyways.

4 Schemes that allow for a key recovery attack serve as pathological examples why
this argument does not hold in generality.

5 An example we happen to be aware of is the analysis of the correctness error bound
of Kyber [BDK ' 18].
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Main contribution. Our main contribution is a new security reduction for the
FO transformation that improves over existing ones in two ways.

DECRYPTION FAILURES. We introduce a family of new security games, the Find
Fuailing Plaintext (FFP) games. These provide a much more natural framework
for dealing with decryption errors in the FO transformation, and it is the novel
structure of our reduction that allows their usage. Two important members of
the FFP family are as follows: The first one, Find Failing Plaintext that is Non-
Generic (FFP-NG), gives a public key to the adversary and asks it to find a
message that triggers a decryption failure more likely with respect to this key
pair than with respect to an independent key pair. The second one, Find Failing
Plaintext with No Key (FFP-NK), tasks an adversary with producing a message
that triggers a decryption failure with respect to an independently sampled key
pair, without providing any key to the adversary. As summarised in Fig. 1, we
provide a reduction from FFP-NG and passive security of PKE together with
FFP-NK for PKE® to IND-CCA security of the FO-transformed of PKE. This new
reduction structure avoids both unnatural features mentioned above:
— None of the two failure-related games FFP-NG and FFP-NK provide the ad-
versary with the secret key. In particular, we show how to bound an adversary’s
advantage in game FFP-NK in terms of 0, the worst-case decryption error rate
when the message is picked independently of the key, and additional related sta-
tistical parameters . We give two concrete example bounds, one involving the
variance based on Chebyshev’s inequality and one based on a Gaussian-shaped
tail bound. We expect that these “independent-key” statistical parameters can
be estimated more conveniently and without heuristics, by exploiting the com-
putational assumptions of the PKE scheme at hand.
— Game FFP-NK still allows for a Grover search advantage, but only when search-
ing for messages that are more likely to cause a failure on average over the key.
This game corresponds, e.g., to the first attempt at finding a failure in attacks
like [DVV18, BS20, DRV20]. In the context of the entire security reduction for
FO, the advantage in this game is multiplied with the number of decapsulation
queries a CCA attacker makes, correctly reflecting the fact that the ability of
identifying a decryption failure should depend on the CCA oracle and is thus
limited. Game FFP-NG defines a property of the underlying PKE scheme, it
thus allows to analyze the hardness of finding meaningful decryption failures in-
dependently from the hardness of searching a random oracle for them. FFP-NG
seems thus more amenable to both security reductions and cryptanalysis.

As a consequence of these features, we expect our reduction to yield much
better security bounds that provide non-trivial provable security for real-world
parameters.

FO WITH EXPLICIT REJECTION. Our reduction employs a technique for gen-
eralized preimage extraction in the QROM that was recently introduced in
[DEMS21]. As shown by [DFMS21], this technique is well-suited for proving
FO7, secure. We furthermore generalize the one-way to hiding (OWTH) lemma
[AHU19] such that it is compatible with the technique from [DFMS21]. OWTH
was used to derive the state-of-the-art bounds for implicitly rejecting variants,
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and combining the two techniques, we obtain a security bound for FO#1 that is
competitive with said state-of-the-art bounds.

QROM TooLs. To facilitate the above-described reduction, we provide two
technical tools that might be of independent interest: Firstly, we generalize the
OWTH framework from [AHU19] such that it can be combined with the ex-
tractable quantum random oracle simulation from [DFMS21], rendering the two
techniques compatible with being used together in the same security reduction.
We make crucial use of this possibility to avoid the additional reduction losses
that [DFMS21] need to accept to be able to use the plain one-way to hiding
framework in juxtaposition with the extractable simulator.

Secondly, we prove query lower bounds for tasks where an algorithm has
access to a QRO (or even an extractable simulator thereof) and has to output
an input value x which, together with the corresponding oracle output RO(z),
achieves a large value under some figure-of-merit function. We use this technical
result to provide the aforementioned bounds for the adversarial advantage in the
FFP-NK game, but they might prove of independent interest.

TL;DR for scheme designers. Sect. 6 provides concrete bounds for the
IND-CCA security of FO[PKE, G, H]. Besides having to analyze the conjectured
passive security of PKE, applying the bounds to a concrete scheme PKE requires
to analyze the following computational and statistical properties:

— 7, the spreadness of PKE.

— An upper bound for FFP-NG against PKE.

— Either an upper bound for FFP-NK for PKEC, in our extended oracle model
that allows preimage extractions, or , two statistical values: dj, the worst-case
decryption error rate when the message is picked independently of the key, and

Os,., the maximal variance of Ji.

Acknowledgements. We would like to thank Dominique Unruh for valuable
discussions about the semi-classical one-way to hiding lemma and Manuel Bar-
bosa for pointing out the use of heuristics in bounds for delta.

2 ROM reduction

This section substantiates the upper half of Fig. 1 in the ROM. The first step of
common security reductions for the FO transformation consists of simulating the
decapsulation oracle without using the secret key. This simulation allows trans-
forming an IND-CCA-KEM-adversary A against KEM:. := FO; [PKE, G, H] into
an IND-CPA-KEM-adversary A against the same KEM;. The oracle simulation,
however, will not accurately simulate the behaviour of Decaps for ciphertexts
that trigger decryption errors. We will show that from an adversary capable of
distinguishing between the real decapsulation oracle and its simulation, we can
construct an adversary B that is able to extract failing plaintexts for the deran-
domised version PKE® of PKE. In more detail, we formalise extraction of failing
plaintexts as the winning condition of two Find Failing Plaintext (FFP) games,
which we formally define in Definition 1 (also see Fig. 2). For ATK € {CPA, CCA},
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PKES Thms. 2/4 PKE®
FFP-CPA FFP-CCA Thin, 1/3 L
pKE FOR, [HHK17]/ Thm. 7 gppt IND-CCA
IND-CPA ~  IND-CPA [BHH' 19, Thm. 3]
A (also see Rmk. 1)
PKE FOm:,[HHK17)/ Thm.8 | KEMZ
ow-cpA IND-CCA
G
S, o5, small - L 10 PKE
FFP-NK
Thm. 9 PKES
FFP-CCA
PKE
FFP-NG

Fig. 1. Summary of our results. Top: "Ths. X/Y* indicates that we provide a ROM
Thm. X (in Sect. 2) and a QROM Thm. Y (Sect. 4). Bottom: Breaking down FFP-CPA
security of PKE® (Sect. 5). Solid (dashed) arrows indicate tight (non-tight) reductions
in the QROM. Thms. 2 and 4 have comparably mild tightness loss: It is linear in the
number of decryption queries. Thms. 7 and 8 are as lossy as previously known ones.

an adversary B playing the FFP-ATK game for a deterministic encryption scheme
PKE gets access to the same oracles as in the respective IND-ATK game, outputs
a message m, and wins if Dec(Enc(m)) # m. (Here, and in the following, we
sometimes omit the arguments pk and sk, respectively.) For such messages m
we say that m is a failing plaintext, or shorter, that m fails. The final bounds we
obtain are essentially similar to the ones in [HHK17] except for involving a dif-
ferent correctness definition, see the discussion after Remark 1. Game FFP-CCA
was already introduced in [BS20], there called COR-ad-CCA.

Definition 1 (FFP-ATK). Let PKE = (KG, Enc, Dec) be a deterministic public-
key encryption scheme. For ATK € {CPA, CCA}, we define FFP-ATK games as
in Fig. 2, where Opatk is trivial if ATK = CPA and

Oatk := ODECRYPT if ATK = CCA.
We define the FFP-ATK advantage function of an adversary A against PKE as

AdvEREATR(A) := Pr[FFP-ATKp e = 1] .

Note that in neither FFP-ATK game, the adversary has access to the secret
key. In particular, the FFP-CPA game only differs from the correctness game
COR defined in [HHK17] in exactly this fact, as game COR additionally provides
the secret key. We note that an adversary winning either FFP-ATK game for a
deterministic scheme PKE can be used to win in game COR.

We start by introducing two simulations of the Decaps oracle, ODECAPS’ and
a variant oDECAPS” of oDECAPS’. ODECAPS” extracts failing plaintexts from
adversarial decapsulation queries, and is simulatable by FFP adversaries with



Failing gracefully: Decryption failures and the FO transform 7

Game FFP-ATK ODECRYPT(c)
01 (pk, sk) + KG 06 m := Dec(sk, c)
02 m + APATE(pk) 07 return m

03 ¢ := Enc(pk, m)
04 m' := Dec(sk, c)
05 return [m’ # m]

Fig. 2. Games FFP-ATK for a deterministic PKE, where ATK € {CPA, CCA}. Oatk is
the decryption oracle present in the respective IND-ATK-KEM game (see Definition 1)
and G is a random oracle, provided if it is used in the definition of PKE.

access to the decryption oracle ODECRYPT for PKEC®. Both simulations of the
Decaps oracle make use of a list £ of previous queries to G and their respective
encryptions. For this to work, we replace G with a modification G’ that keeps
track of all issued queries and compiles £. The original Decaps oracle and its
simulations are defined in Fig. 3, using the following conventions. For a set of
pairs £L C X x ), we assume that a total order is chosen on X and Y. We denote
by £71(y) the first preimage of y. Formally, we define £L~1(y) by setting

£V (y) = {x if (x,y) € L and x <’ for all 2’ s. th. (2’,y) € L ()

1 Paws th (2,y) € L

The simulation ODECAPS’ can, however, only reverse encryptions that were
already computed by the adversary (with a query to oracle G') before their query
to oracle ODECAPS’, which is where the spreadness of PKE comes into play: If
v is large, it becomes unlikely that the attacker can guess an encryption ¢ =
Enc(pk, m; G(m)) without a respective query to G. ODECAPS’ will furthermore
answer inconsistently if the reversion (in other words, the preimage) of ¢ differs
from its decryption, meaning that ¢ belongs to a failing plaintext that can be
recognized by the failure-extracting variant oDECAPS”.

Theorem 1. Let PKE be a (randomised) PKE scheme that is y-spread, and
let KEM% = FOL[PKE,G,H]. Let A be an IND-CCA-KEM-adversary (in the

ROM) against KEan, making at most gqp many queries to its decapsulation ora-

cle oDECAPS. Then there exist an IND-CPA-KEM adversary A and an FFP-CCA
adversary B against PKE® such that

AQVIRCOAKEM (1) < AqyINDCPAKEM (1) 4 AQuEFRCCA (B) 4 g 977, (2)

A makes qg queries to G and qn + qo queries to H, B makes qc queries to G and
qp decryption queries, and both adversaries run in about the time of A.

Proof. Let A be an adversary against KEM#. We define A as the IND-CPA-KEM
adversary against KEMZ, that runs b’  ASHOPECAPS" and returns b'. We fur-
thermore define our FFP-CCA adversary B against PKE® as follows: B runs
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0DECAPS(c) ODECAPS/(c # ¢*) oDEecaAPs” (¢ # ¢¥)

01 m' := Dec(sk, c) 12 m = Lg(c) 23 m = L (c)

02 if m' = L 13ifm=1 24 m’ := ODECRYPT(c)
03 return K:=1 14 return K:=1 25 if m # Land m # m’
04 else 15 else return K := H(m) 26 Lram = Lramw U {m}
05 ¢ :=Enc(pk,m’;G(m’))  ODECRYPT(c # c*) 27 if m= 1

06 if c# ¢ return | 16 m’ := Dec(sk,c) 28  return K:=1

07  else return H(m') 17 i m =1 29 else

G'(m) 18  return | 30 return K :=H(m)
08 7 := G(m) 19 else

09 ¢ = Enc(pk, m;r) 20 if Enc(pk,m’;G(m")) # ¢

10 Lg = Le U{(m,c)} 21 return L

11 return r 22  else return m’

Fig.3. Simulation oDEcAPS’ of oracle 0DEcaPs for KEM;:, failing-plaintext-
extracting version ODECAPS” of 0ODECAPS’, and decryption oracle ODECRYPT for PKE®.
Oracles 0ODECAPS’ and ODECAPS” use in lines 12 and 23 the notation introduced in
Equation (1). G’ only differs from G by compiling list £g (which was initialized to 0).

AG"H.oDECARs” " yging its own FFP-CCA oracle ODECRYPT to simulate ODECAPS”.
As soon as 0DEcAPS” adds a plaintext m to Lrar, B aborts A and returns m.
If A finishes and Lgagy, is still empty, B returns L.

First, we will relate A’s success probability to the one of A. Note that unless
A’s simulation 0DECAPS’ of the decapsulation oracle fails, A perfectly simulates
the game to A and wins if A wins. Let DIFF be the event that 4 makes a
decryption query ¢ such that Decaps(sk, ¢) # ODECAPS’(¢). We bound

1
5+Adv'KNEE;ﬁCA-KEM(A) =Pr A wins]=Pr [A wins A—DIFF]+Pr [A winsADIFF]

= Pr [A wins A —DIFF] + Pr[A wins A DIFF] < Pr [A wins| + Pr [DIFF]

1 .
=5+ Adviggy A HEM (A) + Pr [DIFF].

To analyze the probability of event DIFF, we note that it covers several cases:

- Original oracle 0ODECAPS(c) rejects, whereas simulation ODECAPS'(c) does
not, meaning that c is an encryption belonging to a previous query m to G/,
but fails the reencryption check performed by ODECAPS(c). Since the latter
means that either m’ := Dec(sk,c) = L or that Enc(pk,m’;G(m’)) # ¢ =
Enc(pk, m; G(m)), this case only occurs if Dec(sk, ¢) # m, meaning m fails.

- Neither oracle rejects, but the return values differ, i.e., ¢ is an encryption
belonging to a previous query m to G, but decrypts to some message m’ # m.

- 0DECAPS'(c) rejects, whereas ODECAPS(c) does not, i.e., while ¢ would pass
the reencryption check, its decryption m has not yet been queried to G'.

In either of the former two cases, G’ has been queried on a failing plaintext
m and the decapsulation oracle has been queried on its encryption ¢, meaning
that the failing plaintext can be found and recognized by B since B can use its
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own FFP-CCA oracle ODECRYPT to simulate 0DECAPS”. We will denote the last
case by GUESS since A has to find a guess for a ciphertext ¢ that passes the
reencryption check, meaning it is indeed of the form ¢ = Enc(pk, m;G'(m)) for
m := Dec(sk, ¢), while not having queried G’ on m yet. Whenever DIFF occurs,
B succeeds unless GUESS occurs. In formulae,

Pr[DIFF] = Pr[DIFFA-GUESS]+Pr[DIFF AGUESS]
< AdVERESA(B) +Pr [GUESS).

Together with Lemma 1 below, this yields the desired bound. O

We continue by bounding the probability of event GUESS. We will also need
to analyze a very similar event in Thm. 2, in which we revisit the FFP-CCA
attacker B against PKEG, and where we will simulate B’s oracle ODECRYPT via
an oracle ODECRYPT' (see Fig. 4). Therefore, we generalize the definition of
event GUESS accordingly. Since GUESS means that A computed a ciphertext
¢ = Enc(pk,m;G(m)) before querying G on m, the probability can be upper
bounded in terms of the maximal probability of any ciphertext being hit by
Enc(pk, —; —). For completeness, we prove Lem. 1 in the full version.

Lemma 1. Let PKE be v-spread, and let A be an adversary expecting oracles G,
H as well as either a decapsulation oracle ODECAPS for KEM# or a decryption
oracle ODECRYPT for PKEG, issuing at most qp queries to the latter. When run
with G and simulated oracle ODECAPS (or ODECRYPT , respectively), there is
only a small probability that original oracle ODECAPS (ODECRYPT) would not
have rejected, but simulation ODECAPS (ODECRYPT ) does. Concretely, we have

Pr [GUESS] < ¢p -277. (3)

So far, we have shown that whenever an IND-CCA adversary A’s behaviour
is significantly changed by being run with simulation 0DECAPS’ instead of the
real oracle ODECAPS, we can use A to find a failing plaintext, assuming access
to the FFP-CCA decryption oracle ODECRYPT for PKE®. We now show that
ODECRYPT can be simulated via oracle ODECRYPT (see Fig. 4) without the
secret key, thereby being able to construct an FFP-CPA adversary from any
FFP-CCA adversary that succeeds with the same probability up to (at most) a
multiplicative factor equal to the number of decryption queries the FFP-CCA
adversary makes.

Theorem 2. Let PKE be -y-spread, and let B be an FFP-CCA adversary against
PKEG, isswing at most qp many decryption queries. Then there exists an FFP-
CPA adversary B such that

AGERSEA®B) < (go + 1) AR (B) ap-27 . (0

Adversary B makes at most the same number of queries to G as B and runs in
about the time of B .
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ODECRYPT'(c) B¢

01 m =L (c) 06 i< {l,...,ap + 1}

02 return m 07 if i<gpo+1 ,

G'(m) 08  Run B®OPEC™P (1) until i-th query ¢; to ODECRYPT’

03 ¢ = Enc(m; G(m)) 09 mi=Lc'(e)

04 ,CG = EGU{(m,C)} 10 else , -

05 return G(m) 11 m <+ BGobrorveT (pk)
12 return m

Fig. 4. Simulation 0DECRYPT’ of oracle ODECRYPT for PKE~G7 which is defined anal-
ogously to 0DECAPS’ (see Fig. 3), and FFP-CPA adversary B. For the reader’s conve-
nience, we repeat the definition of G’.

Proof. To simulate ODECRYPT, we use a similar strategy as in the proof of
Theorem 1. We define the events DIFF and GUESS in the same way as in the
proof of Theorem 1, except now with respect to the adversary B and oracles
ODECRYPT (ODECRYPT’) instead of ODECAPS (ODECAPS'). If our simulation
does not fail, then a reduction can simulate the FFP-CCA game to B and use B’s
output to win its own FFP-CPA game. The simulation will fail if either GUESS
happens (with probability at most ¢p-2~7 due to Lem. 1), or DIFF, while GUESS
does not, meaning that the failing message triggering DIFF can be extracted from
L¢. Our reduction B combines both approaches (using B’s output and Lg). Since
B has no knowledge of the secret key, it cannot determine which message will
let it succeed and hence has to guess.

Assume without loss of generality that 5 makes exactly ¢p many queries to
oracle ODECRYPT. Consider the adversary BC in Fig. 4. B samples i < {1,....,qp+
1} and either runs B OPPCRPT" ynti] its -th query to ODECRYPT' or until the
end if i = gp+ 1. To implement G, B uses its oracle G. Simulation ODECRYPT’ is
defined in Fig. 4 and works analogous to ODECAPS’ in the previous proof. Finally,
B outputs query preimage Le ! (¢;), where ¢; is B’s i-th query to decryption oracle
ODECRYPT’, unless i = ¢p + 1, in which case B outputs the output of B.

Using the same chain of inequalities as in the proof of Thm. 1, and again
using Lemma 1, we obtain

AdvERREA(B) < Pr(B wins A —DIFF] + Pr [DIFF A ~GUESS] 4+ ¢p - 277, (5)

Adversary B perfectly simulates game FFP-CCA unless DIFF occurs, and wins
with probability 1/¢ +1 if B wins by returning a failing plaintext or if B issues a
decryption query that triggers DIFF but not GUESS.

o 1
AdvERES™ (B) = ol (Pr[B wins A —DIFF] + Pr [DIFF A -GUESS]) (6)
Combining Equations (5) and (6) yields the desired bound. O

Next, we observe that IND-CPA security of KEI\/I#1 can be based on passive
security of PKE. This result is implicitly contained in [HHK17] since [HHK17]
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proved such a result for IND-CCA security of KEMJT;L. Combining Thms. 1 and 2
with the result from [HHK17], we obtain the following

Corollary 1. Let PKE and A be as in Thm. 1. Then there exist a OW-CPA
adversary Bow.-cpa and an IND-CPA adversary Binp-cpa such that

Adv:i\lEDl\/_lgnCA-KEM (A) S(QRO +qp + 1) . AdvngE(BOW—CPA)
+ (gp + 1) - Advpres™A (C) +2¢p - 277
and

2-(qro +¢qp) +1
M
+ (g + 1) - Advpres™ (B) +2¢p - 277.

Adv:yE[l)v_'iCA_KEM (.A) < 3- AdV::[\IK%_CPA(BWD_CPA) —+

C makes qg queries to G, and all adversaries run in about the time of A.

We remark that the factor 2 in front of the additive term ¢p -2~ is an artefact of
our modular proof (in terms of Theorems 1 and 2). It is straightforward to show
that the bound of Cor. 1 can be proven without the factor of 2, when directly
analyzing the composition of the reductions from Theorems 1 and 2.

When comparing our bounds with the respective bounds from [HHK17], we
note that our bounds are still in the same asymptotic ball park and differ from
the bounds in [HHK17] essentially by replacing the worst-case correctness term
Owe (there denoted by §) present in [HHK17] by AdVEEE'GCPA (B), and having an
additional term in « even for KEI\/I#. We believe that the additional -term
could be removed by doing a direct proof for KEM#, but redoing the whole
proof for this variant was outside the scope of this work. We will further analyze
AdvEREEPA (B) in Sect. 5.

Remark 1 (Obtaining the results for FOX[PKE]). We can use the results from
[BHH'19] to furthermore show that the bounds given in Cor. 1 also hold if
KEMZ := FO;: [PKE, G, H] is replaced with KEM? := FO; [PKE, G, H]: In more
detail, it follows directly from [BHH " 19, Theorem 3] that for any IND-CCA-KEM
attacker A against KEM;Kn, there exists an IND-CCA-KEM attacker B against

KEMZ such that AdV:L\'ED,\;IiCA'KEM (A) < Advpin i EM(B) and Cor. 1 does not

contain any terms relative to KEan itself, it only contains terms relative to the
underlying schemes PKE and PKE®.

3 Compressed oracles and extraction

We want to generalize the ROM results obtained in Sect. 2 to the QROM. To
this end, we will use an extension of the compressed oracle technique [Zhal9]
that was introduced in [DFMS21]. It was shown in [Zhal9] how a quantum-
accessible random oracle O : X — Y can be simulated by preparing a database
D with an entry D, for each input value x, with each D, being initialized as a
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uniform superposition of all elements of Y, and omitting the “oracle-generating”
measurements until after the algorithm accessing O has finished. In [DFMS21],
this oracle simulation was generalized to obtain an extractable oracle simulator
eCO (for extractable Compressed Oracle) that has two interfaces, the random
oracle interface eCO.RO and an extraction interface eCO.Ey, defined relative to
a function f: X x Y — T. Whenever it is clear from context which function f
is used, we simply write eCO.E instead of eCO.E;.

In general, eCO.E; can extract preimage entries from the “database” D dur-
ing the runtime of an adversary instead of only after the adversary terminated.
This allows for adaptive behaviour of a reduction, based on an adversary’s
queries. In [DFMS21], it was already used for the same purpose we need it for
— the simulation of a decapsulation oracle, by having eCO.E extract a preimage
plaintext from the ciphertext on which the decapsulation oracle was queried. We
will denote oracles modelled as extractable quantum-accessible ROs by eQROy,
and a proof that uses an eQRO; will be called a proof in the eQROM.

We will now make this description more formal, closely following notation and
conventions from [DFMS21]. Like in [DFMS21], we describe an inefficient variant
of the oracle that is not (yet) “compressed”. Efficient simulation is possible via
a standard sparse encoding, see [DFMS21, Appendix A]. The simulator eCO for
a random function O : {0,1}™ — {0,1}" is a stateful oracle with a state stored
in a quantum register D = Dgm ... Dym, where for each x € {0,1}™, register D,,
has n + 1 qubits used to store superpositions of n-bit output strings y, encoded
as Oy, and an additional symbol |, encoded as 10". We adopt the convention
that an operator expecting n input qubits acts on the last n qubits when applied
to D,. The compressed oracle has the following three components.

— The initial state of the oracle, |¢) = |J_>2m
— A quantum query with query input register X and output register Y is
answered using the oracle unitary Oxyp defined by

Oxyp|z)x = |2)x ® (Fp,CNOTH" y Fp, ), (7)

where F'|L) = |¢pg), F|po) = |L) and F|¢p) = |¢) for all |[¢) such that
(1h| L) = (1h|o) = 0, with |¢g) = |+)¥" being the uniform superposition. The
CNOT operator here is responsible for XORing the function value (stored
in D,, now in superposition) into the query algorithm’s output register.

— A recovery algorithm that recovers a standard QRO O: apply F®2" to D
and measure it to obtain the function table of O.

We now make our description of the extraction interface eCO.E formal: Given
a random oracle O : {0,1}™ — {0,1}", let f: {0,1}™ x {0,1}"* — {0,1}* be a
function. We define a family of measurements (M?), {0.1}¢ The measurement
M has measurement projectors {X**},c0,13mugy defined as follows. For = €
{0,1}™, the projector selects the case where D, is the first (in lexicographical
order) register that contains y such that f(z,y) =t, ie.

e = Q) M @ I, with I = > |y)yl (8)

' <z ’ ye{0,1}":

f(zy)=t
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and IT =1 — IT. X% covers the case where no register contains such a y, i.e.

= Q) (9)
z’€{0,1}™

As an example, say we model a random oracle H as such an eQRO;. Using
f(x,y) == [H(z) = y], M" allows us to extract a preimage of y.

eCO is initialized with the inital state of the compressed oracle. eCO.RO
is quantum-accessible and applies the compressed oracle query unitary Oxy p.
eCO.E is classically-accessible. On input ¢, it applies M to eCO’s internal state
and returns the result. eCO has useful properties that were characterized in
[DFMS21, Theorem 3.4]. These characterisations are in terms of the quantity

)= mtaXFRf,t’ with

Ryi(z,y) & f(x,y) =t and
I’ :=max [{y | R(z,y)}|- (10)

For f = Enc(+;-), the encryption function of a PKE that takes as inputs a message
m and an encryption randomness r , we have I'(f) = 277|R] if PKE is y-spread.
In this case, eCO.E(c) outputs a plaintext m such that Enc(m,eCO.RO(m)) = ¢,
or L if the ciphertext ¢ has not been computed using eCO.RO before.

4 QROM reduction

In this section, we generalize the reductions from Sect. 2 to the QROM. To do so,
we give in Fig. 6 the quantum analogues of the simulated decapsulation oracles
oDEcAPS’ and ODECAPS” from Fig. 3, which were (essentially) developed in
[DFMS21]. We have to adapt our simulations since the ROM simulations from
Fig. 3 use book-keeping techniques and therefore cannot be easily implemented
in the standard QROM. Instead, we use the formalism described in Sect. 3, i.e.,
we use a simulation of a quantum-accessible random oracle and make use of
the additional extraction interface eCO.E: While the simulations in Fig. 3 had
access to a list Lg that could be used to extract potential ciphertext preimages,
the simulations in Fig. 6 can now extract them by accessing extractor eCO.E
(see lines 12 and 24). The rest of the simulation is exactly as before. Using the
notation from Sect. 3, we denote the modelling of the ROM as extractable by
eQROMg,,, as we extract preimages relative to function f = Enc(pk,-,-), with
the message being f’s first and the randomness being f’s second input.

We split this section as follows: Sect. 4.1 ends with IND-CPA security of
KEM:: and FFP-CPA security of PKE®, in the eQROMg,..We give the eQROM;
definition of FFP-ATK in Fig. 5. Sect. 4.2 develops the necessary eQROME,,. tools
to further analyze IND-CPA security of KEM#. Concretely, Sect. 4.2 provides an
eQROME, .-compatible variant of the one-way to hiding (OWTH) lemma for
semi-classical oracles as introduced in [AHU19]. Equipped with the results from
Sect. 4.2, we show in Sect. 4.3 that also in the eQROME,., IND-CPA security of
FO [PKE, G, H] can be based on passive security of PKE.



14 K. Hoévelmanns, A. Hiilsing, C. Majenz

Game FFP-ATK ODECRYPT(c)
01 (pk, sk) + KG 05 m := Dec(sk, c)
02 m + ACATK=CO(pE) 06 return m

03 ¢ := Enc(pk, m)
04 return [Dec(sk,c) # m]

Fig.5. Games FFP-ATK for a deterministic PKE, where ATK € {CPA, CCA}, in the
eQROM;. Like in its classical counterpart (see Fig. 2, page 7), Oark is the decryption
oracle present in the respective IND-ATK-KEM game . The only difference is that
random oracle G is now modelled as an extractable superposition oracle eCO.

4.1 From IND-CPAgpke) and FFP-CCAS,; to IND-CCAgo(pke
We begin by proving a quantum analogue of Thm. 1.

Theorem 3. Let PKE be a (randomized) PKE that is v-spread, and KEM =
FO:[PKE, G, H]. Let A be an IND-CCA-KEM-adversary (in the QROM) against
KEMJT;L, making at most qp, qc and gy queries to ODECAPS, G and H, respectively.
Let furthermore d and w be the combined query depth and query width of A’s
random oracle queries. Then there exist an IND-CPA-KEM adversary A and an
FFP-CCA adversary B against PKEG, both in the eQROMg, ., such that

AdvINDCOAKEM () p gy IND-CPAKEM (| £ 4o FFP-COA(B) 4 1900 (g +4gp) 2772,

The adversary A makes qc + qn + qo queries to eCO.RO with a combined depth
of d+ gp and a combined width of w, and qp queries to eCO.E. Here, eCO.RO
simulates G x H. The adversary B makes gqp many queries to ODECRYPT and
eCO.E and qg queries to eCO.RO, and neither A nor B query eCO.E on the
challenge ciphertext. The running times of the adversaries A and B are bounded
as Time(A) = Time(A) + O(gp) and Time(B) = Time(A) + O(qp).

Before proving the theorem, we point out similarities and differences to the
ROM counterpart, Thm. 1. First note that the bounds look very similar. The
only difference lies in the additive error term that depends on the spreadness pa-
rameter 7. In the above theorem, this additive error term O(gpgg2~7/?) is much
larger than the term O(¢p2~7) present in Thm. 1. It originates from dealing
with the fact that the extraction technique used to simulate the Decaps oracle
inflicts an error onto the simulation of the QRO. We expect that for many real-
world schemes, the additive security loss of O(qu(;2_7/ 2) is still small enough
to be neglected. Another important difference between Thm. 3 and Thm. 1 is of
course that the adversaries A and B are now in the non-standard eQROMg,..
Looking ahead, we provide further reductions culminating in Cor. 6 which gives
a standard-QROM bound for KEan in terms of (standard model) security prop-
erties of PKE.

Proof. We prove this theorem via a number of hybrid games, drawing some inspi-
ration from the reduction for the entire FO transformation given in [DFMS21].
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0DECAPS(c # ¢¥) ODECAPS'(c # ) oDEcaPs”’(c # c*)
01 m' = Dec(sk’ c) 12 m <+ eCOE(c) 24 m eCOE(c)
02 if m' =1 13ifm=1 25 m’' := ODECRYPT(c)
03 return K:=1 14 return L 26 if m # Land m #m’
04 else 15 else 27 Lpaw = LraL U {m}
05 ¢ :=Enc(pk,m’;G(m')) 16 return H(m) 28 if m= 1
06 if c#£ ¢ 29 return |
07 return L 30 else
08 else ODECRYPT(c) 31 return H(m)
09 return H(m’) 17 m' := Dec(sk, c)
18 if m =1
19  return L
G’, input registers X, Y 20 else if
10 Apply eCO.ROxvyp Enc(pk, m’; G(m')) #¢
11 return registers XY 21 return L
22 else
23  return m’

Fig. 6. Simulated and failing-plaintext-extracting versions of the decapsulation or-
acle oDECAPS for FOL[PKE, G, H], using the extractable QRO simulator eCO from
[DEMS21] (see Sect. 3). The simulations of ODECAPS are exactly like the ROM ones in
Fig. 3 except for how they extract ciphertext preimages (lines 12, 24). eCO is assumed
to be freshly initialized before ODECAPS’ or 0ODECAPS” is used for the first time, and
extraction interface eCO.E is defined with respect to function f = Enc(pk, -;-).

Game Gy is IND-CCA-KEMygpa (A).

Game G; is like Game Gy, e;t:ept for two modifications: The quantum-
accessible random oracle G is replaced by G’ as defined in Fig. 6 , and after
the adversary has finished, we compute M, = eCO.E(¢;) for all i = 1,...,qp,
where ¢; is the input to the adversary’s ith decapsulation query. By property 1
in [DFMS21, Lem. 3.4], G’ perfectly simulates G until the first eCO.E-query, and
since the first eCO.E-query occurs only after A finishes, we have

AdV:L\IEDMCLCA_KEM (.A) _ AdVGame Go _ AdVGame G1 ) (11)

Game G is like Game G, except that m,; := eCO.E(¢;) is computed right
after A submits ¢; instead of computing it in the end. Note that Game G2 can
be obtained from Game G; by first swapping the eCO.E call that produces
with all eCO.RO calls that happen after the adversary submits ¢y, including the
calls inside ODECAPS, then continuing with the eCO.E-call that produces Mo,
etc. By property 2.c of [DFMS21, Lem. 3.4] and since I'(Enc(+;+)) = 277|R]| for
~v-spread PKE schemes, we have that

|AdvGame G1 _ AdqyGame Gz| < 81/9¢5 (g6 + qp) - 27772 . (12)

Game Gg3 is the same as Game Go, except that A in run with access
to the oracle ODECAPS instead of ODECAPS, meaning that upon a decapsu-
lation query on ¢;, A receives ODECAPS’ (¢;) = H(7;) instead of ODECAPS(c;) =
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Decaps(sk, ¢;) (using the convention H(L) := L). We still let the game also
compute ODECAPS(¢;), as ODECAPS makes queries to eCO.RO which can influ-
ence the behavior of eCO.E in subsequent queries. (Note that the reencryption
step of ODECAPS triggers a call to G, which in turn uses eCO.RO.) We define
B exactly as in the proof of Thm. 1, except that it uses the oracles G’ and
oDECAPS” defined in Fig. 6: B runs AG H-0DECAP” " yqing its own FFP-CCA or-
acle ODECRYPT to simulate ODECAPS” and answering H queries by simulating
a fresh compressed oracle.® As soon as ODECAPS” adds a plaintext m to Lparr,
B aborts A and returns m. If A finishes and Lpayy, is still empty, B returns L.

Let DIFF be the event that A makes a decryption query ¢ in Game Gg such
that ODECAPS(c) # 0DECAPS'(c). Like in Thm. 1, we bound

1
3 + Adv@ame G2 — Pr[ A wins in Game G

=Pr[A wins in Game Gz A —DIFF] 4+ Pr [A wins in Game Gg A DIFF]
=Pr[A wins in Game Gg A —~DIFF] + Pr[A wins in Game Gy A DIFF]

1
<Pr[A wins in Game Gg] + Pr [DIFF] =  + Adv©ame Gs 1 pr [DIFF]

Again, event DIFF encompasses three cases: For some decapsulation query c,

- the original decapsulation oracle ODECAPS(c) rejects, but the simulation
oDECAPS'(¢) = H(1) does not. By construction of the oracles, this implies
that Dec(sk, Enc(pk,m,eCO.RO(712))) # v if the eCO.RO call in the previous
equation is performed right after the considered 0DEcAPS” call.

- Neither oracle rejects, but the return values differ, i.e., calling eCO.E(c) in
line 12 yielded something different than Dec(sk, ¢). Like above, this implies
that preimage 7 := eCO.E(c) fails

- oDEcAPS(c) does not reject, while ODECAPS'(¢) does, i.e., M = eCO.E(c) in
line 12 yielded 1, but the re-encryption check inside the ODECAPS call in line
25 checked out, meaning that Enc(pk, m,eCO.RO(m) = ¢ for m := Dec(sk, c).
(Equivalently, the latter means that ODECRYPT(c) = m.)

In the above, any statements about eCO calls that are not actually performed
by the adversary or an oracle are assumed to be made right after the query c
and do not cause any measurement disturbance in that case.

We will again denote the last case by GUESS. Whenever DIFF occurs, B
succeeds unless only case GUESS occurs: If DIFF A =GUESS occurs, then a failing
plaintext is extractable from the ciphertext that triggered DIFF A =GUESS (this
time due to access to eCO.E), and the plaintext is recognisable as failing by B
due to its FFP-CCA oracle ODECRYPT. In formulae,

Pr[DIFF]=Pr[DIFF A~GUESS] 4 Pr[DIFF AGUESS] < AdvER2-E“A B 4+ PriGUESS).
5 We remark that a t-wise independent function for sufficiently large ¢t = O(qn + gp)

also suffices, which is more efficient as it doesn’t require (nearly as much) quantum
memory.
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In summary, we can bound the difference in advantages between Game Go
and Game Gg3 as

|AdvEame G2 _ AdyEame Gs| <AQvif e (B) + Pr[GUESS].

The following two steps are in a certain sense symmetric to the steps for
Games 0-2: A playing Game Ggj can almost be simulated without using the
ODECAPS oracle, except that ODECAPS is still invoked before each call to the
oracle ODECAPS’, without the result ever being used. This is an artifact from
Game Go. Omitting the 0DECAPS invocations might introduce changes in A’s
view, as these invocations might influence the behavior of eCO.E in subse-
quent queries. We therefore define Game G4 like Game Gg, except that the
ODECAPS invocations are postponed until after A finishes. By a similar argument
as for the transition from Game G, to Game Gs, we obtain

|AdVGame Gz AdVGame G4| < 8\/§q|23277/2 )

Finally, Game Gy is like Game Gy, but the computations of ODECAPS(c;) are
omitted entirely. In game 4, all invocations of ODECAPS already happened after
the execution of .4, hence this omission does not influence A’s success probability.

Let A be an IND-CPA-KEM adversary against KEM:, in the eQROMg,.,
simulating Game Gs to A: A has access to a single extractable oracle whose
oracle interface eCO.RO simulates the combination of G and H, i.e., eCO.RO
simulates G x H. (We decided to combine G and H into one oracle to simplify the
subsequent analysis of the IND-CPA advantage against KEI\/IJW‘L that will be carried
out in Sect. 4.3.) A runs b’ < ASHOPEAPS" and returns b'. The simulation of
A’s oracles using eCO.RO is straightforward (preparing the redundant register
in uniform superposition, querying the combined oracle, and uncomputing the
redundant register).

We now have

AdVGame Gy — AdvGame Gs — AdV:l\IEDM;PA_KEM(A). (13)

Collecting the terms from the hybrid transitions, using Lem. 2 below, and
bounding ¢p277 < q,%?’w2 yields the desired bound. The statements about
query numbers, width and depth, as well as the runtime, are straightforward.

O

Like in Sect. 2, we continue by bounding the probability of event GUESS, and
Lem. 2 below is the eQROME,,. analogue of Lem. 1. Again, we will soon revisit
FFP-CCA attacker B against PKE®, and we will simulate ’s oracle ODECRYPT
via an oracle ODECRYPT' (see Fig. 7) that differs from ODECRYPT if an event
equivalent to GUESS occurs. Therefore, we again generalize the definition of
event GUESS accordingly.

Lemma 2. Let PKE and A be like in Lem. 1 (see page 9), except that A is now
considered in the cCQROMg,.. Let A be run with G’ and ODECAPS or ODECAPS'
(0ODECRYPT or ODECRYPT ), but for each query c;, both 1; = ODECRYPT (c;)



18 K. Hévelmanns, A. Hiilsing, C. Majenz

ODECRYPT(c) G’, input registers X,Y
01 m « eCOE(c) 03 Apply eCO.ROxyD
02 return m 04 return registers XY

Fig. 7. Simulation ODECRYPT’ of oracle ODECRYPT for PKE®. For the reader’s conve-
nience, we repeat the definition of G’.

and m; = ODECRYPT(c;) are computed in that order, regardless of which of
the two oracles ODECAPS and 0DECAPS (ODECRYPT and ODECRYPT ) A has
access to. Then GUESS, the event that m; = L while m; # L, is very unlikely.
Concretely,

Pr[GUESS] < 2¢gp -277. (14)

Proof. We begin by bounding the probability that for some fixed i € {1,...,qp}
we have 1; = L but m; # L. From the definitions of 0DECAPS and 0DECAPS’,
as well as the definitions of the interfaces eCO.RO and eCO.E, we obtain

V/Prlin; = L Am; # 1] =v/Pr[in; = L A Enc(m;,eCO.RO(m;)) = ¢
= mroxy ez im0y W es|  (15)

Here, |1;) is the adversary-oracle state before .4 submits the query ¢; and the
projectors ITy:" and XY are with respect to f = Enc (see Eq. (8)). We begin
by simplifying the expression on the right hand side. We have Oxyr |m;) y =
Fle_CNOTf?::i:YFFmi ®|m;) y and HyCNOT%:Li:Y 0)y = CNOT%:i;YHFmi 0}y
for any projector II that is diagonal in the computational basis. We can thus
simplify

HHEC’,JCOXYFZ;:(B Im) x [0)y Wi>FEH = Hﬂfwwl Fr,,. zeb

c,x c,( o
<[ 1157 250 ) 10}y ) | + 12 1)

mi)x 10}y 19)

< || P, 1157 250 1madx 00y i) g | + V227072 (16)

where we have applied the two observations and omitted any final unitary op-
erators in the first equality, and the last inequality is due to Lemma 3.3 in
[DFMS21]. But the remaining norm term vanishes as

e X0 = (%) g, @ (1) = 0. (17)

Combining Egs. (15) to (17) and squaring the resulting inequality yields
Pl = LAm; £ 1] <2-277. (18)

Collecting the terms and applying a union bound over the gp decapsulation
queries yields the desired bound. a
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So far, we have shown that whenever an IND-CCA adversary A’s behaviour is
significantly changed by being run with simulation 0DECAPS’ instead of the real
oracle ODECAPS, we can use A to find a failing plaintext, assuming access to the
decryption oracle ODECRYPT provided in the FFP-CCA game. We continue by
proving an eQROMg, -analogue of Thm. 2, i.e., we show that ODECRYPT can
be simulated via oracle ODECRYPT' (see Fig. 7) without the secret key, thereby
being able to construct an FFP-CPA adversary from any FFP-CCA adversary
(both in the eQROMg,).

Theorem 4. Let PKE and B be like in Thm. 2 (see page 9), except that B is
now considered in the eQROMg,, issuing at most qeco.RO,/deCO.E ManNy queries
to its respective oracle eCO.RO/eCO.E. Then there exist an FFP-CPA adversary
B in the eEQROMg,. such that

Advii e A (B) < (go + 1)Adviggs (B) + 12¢p(ge + 4gp)27/? (19)

The adversary B makes geco.ro queries to eCO.RO and gecoe + qo queries to

eCO.E, and its runtime satisfies Time(B) = Time(B) + O(qp).

Proof. On a high level, the proof works as follows. Analogous to Thm. 3, we sim-
ulate ODECRYPT by ODECRYPT’. As we wish to remove the usage of ODECRYPT
entirely, however, we cannot use it to determine at which ODECRYPT query a
failure occurs. We thus resort to guessing that information. On a technical level
this proof follows the proof of Thm. 3 with deviations similar as in the proof of
Thm. 2. Let ODECRYPT’ be the simulation defined in Fig. 7. Let Game Ggq be
the FFP-CCA-game, and let Games G; — G be defined based on Game Gg
like in the proof of Thm. 3. Like in the proof of Thm. 3, we have

AdvGame Go < AqvEame G 4 19¢p (g + 2gp)2 /% + Pr[DIFF]
<AdvE*™e G5y 1905 (g6 + 2¢p)27 /4 Pr[DIFF A ~GUESS] 4 Pr[GUESS]. (20)

Assume without loss of generality that B makes exactly ¢p many queries to
the oracle for Dec® (if it does not, we modify B by adding a number of useless
decryption queries in the end). We define an FFP-CPA adversary B°°© defined
exactly like the classical one in Fig. 4 (except that it has quantum access to
its oracles), i.e., B samples i < {1,...,qp + 1} and runs BC -ODECRYPT’ il the
i-th query, or until the end if i = gp + 1. Finally, B outputs m;, the output of
BG :0DECRYPT g ¢} decryption query, unless i = gp + 1, in which case B outputs
the output of BE OPECRYPT’ By construction,

AdvEEREPA(B) > (AdvE®™e G5 4 Pr[DIFF A -GUESS]) /(gp + 1) (21)

(note that all instances of Adv®®™e 1 are for B playing Game i.) Combining

Egs. (20) and (21) and Lem. 2 yields the desired bound. The statement about
B’s running time and number of queries is straightforward. O

Combining Theorems 3 and 4, we obtain the following
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Corollary 2. Let PKE and A be as in Thm. 3. Then there exist an IND-CPA-
KEM adversary A and an FFP-CPA adversary B, both in the eQROMg, ., such
that

Adv',?'ED,\A%CA'KEM(A) SAdeE?\A%PA'KEM (A) + (gp + D Advpiee™ (B)
+ 24qp(qe + 4qp)277/? (22)

Both A and B make qc + qn + qo queries to eCO.RO, with a combined depth
(width) of d+ qp (w), and qp queries to eCO.E. The running times of A and B
satisfy Time(A) = Time(A) + O(gp) and Time(B) = Time(A) + O(qp).
Again, the additive error terms are a factor of 2 larger due to our modular proof
(in terms of Theorems 3 and 4), which can be avoided with a direct proof.
While the additive error term depending on v improves by roughly a power 2
over the corresponding term in the security bound of [DFMS21], the only known
concrete bound for FO#I7 we remark that we do not expect it to be tight. It

turns out, however, that many relevant schemes have abundantly randomized
ciphertexts.

4.2 Semi-classical OWTH in the eQROMj

To analyze IND-CPA-KEM security of KEM# in the eQROME,,., we want to apply
an eQROMg,, argument to show that keys encapsulated by FO:[PKE,G,H]
are random-looking unless the adversary can be used to attack the underlying
scheme PKE. We will need to argue that the challenge key K* := H(m™*) and the
encryption randomness G(m*) used for challenge ciphertext ¢* can be replaced
with fresh random values, in the e(QROMg,.. To that end, we develop eQROM
generalizations of the semi-classical OWTH theorems from [AHU19).

We will first describe how we model this 'replacing with fresh randomness’ on
a subset S C X for superposition oracle, and how our approach generalizes pre-
vious approaches. Previous work (like [AHU19]) used two oracles Og and O; that
only differ on some set S, while algorithm A’s input is always defined relative to
oracle Og. In the case where A’s oracle is Oy, the input uses fresh randomness
from the adversary’s point of view. Here we meet the first eQROMg, -related
roadblock: Superposition oracles have the property that initially, each value
eCO.RO(z) is in quantum superposition, which complicates equating two oracles
everywhere but on S. As it suffices for our purpose, we define the 'resampling’ set
S as follows: We assume A’s input inp to be classical, generated by an algorithm
Genlnp with classical access to eCO°. We can then define S as the set of all inputs
x queried by Genlnp, e.g., for input (¢*, K*) := (Enc(pk, m*; G(m*))),H(m™*)), S
is {m*}.) Apart from how we model S, we proceed as in [AHU19]: Use eCO" to
generate A’s input and replace A’s access to eCO” with access to an independent
extractable compressed oracle eCO®.

Clearly, if Genlnp does not query eCO°, the two oracles eCO’ and eCO'
are perfectly indistinguishable to A. But what if A’s input depends on eCQO"?
[AHU19] related A’s distinguishing advantage to the probability of “FIND”,
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the event that an element of S is detected in A’s queries to the QRO via
a quantum measurement. This result, however, is in the (plain) QROM, and
FIND is not the only distinction opportunity in the eQROM/ as there are now
two oracle interfaces, eCO.RO and eCO.E. As an example, let A have input
(z,t == f(z,eCO°RO(z))) for some oracle input value z. Without any eCO.RO
query, A can tell the two cases apart by querying eCO.E on t: Querying eCO%E
on t results in output x with overwhelming probability, while querying eCO'E
on t yields output L. Extraction queries hence have to be taken into account.

Before stating this section’s main theorems, we will describe our approach
more formally. Borrowing the notation from [AHU19], we define ‘punctured’ ver-
sions eCO\S of eCO: During each eCO.RO query, we first apply a ’semi-classical’
oracle Ogc, and then oracle unitary Oxy p. Intuitively, Ogc marks if an element
of § was found in one of the query registers. Formally, Ogc acts on the query
input registers X1, - X, and a ‘flag’ register F' that holds one qubit per oracle
query, by first mapping |21, -« - Ty, b) t0 [T1, Ty, bB X1 €SV -V 2y, € S]),
and then measuring register F' in the computational basis.

Like in [AHU19], we denote the event that any measurement of F' returns 1
by FIND. In that case, the query has collapsed to a superposition of states where
at least one input register only contains elements of S. If FIND does not occur,
then all oracle queries collapsed to states not containing any elements of S, and
in consequence, set S defining A’s input is effectively removed from the query
input domain. In this case, the only way to distinguish between eCO° and eCO*
is to perform an extraction query where eCO’E might return an element of S.
We will call this event EXT. If neither FIND nor EXT occur, the two scenarios
are indistinguishable to A.

The following helper lemma formalizes the above reasoning and extends it to
some other probability distances: Eq. (23) formalizes that if A neither triggers
FIND nor EXT, its behaviour in the two cases is the same: arbitrary events will
be equally likely in both cases. Egs. (24) and (25) have a similar interpretation.
The proof of Lem. 3 is mostly reworking the probabilities by reasoning about the
cases and eliminating the case where neither FIND nor EXT occurs. It is given
in the full version.

Lemma 3. Let eCOY and eCO' be two extractable superposition oracles from
X to Y for some function f : X x Y — T, and let Genlnp be an algorithm
with classical output inp, having access to eCO’. Let S be the set of elements
x € X whose oracle values are needed to compute inp, and let Ts == {t | Iz €
S sth.t = f(z,eC0%x))}. Let FIND be the event that flag register F is ever
measured to be in state 1 during a call to A’s punctured oracle, and let EXT
be the event that A performs an extraction query on any t € Ts. Let E be an
arbitrary (classical) event. Then

Pr[E A ~FINDA-EXT: A%C©°\S] = Pr[EA-FIND A-EXT: A°CO"\S], (23)

|P1{E A-FIND : 4°C0"\S]_ Pr[EA-FIND: A°CO"\S]| < Pr[EXT: A°CC°\S] (24)
| Pr[FIND : A=CO"\S] — Py[FIND : AC0"\S]| < Pr[EXT : A=C0"\S] (25)
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where all probabilities are taken over the coins of Genlnp and the internal ran-
domness of A and we used A% as a shorthand for A% (inp).

The following theorem relates the distinguishing advantage between eCQ°
and eCO' to the probability that FIND or EXT occur. Intuitively, the theorem
states that no algorithm A will recognize the reprogramming unless A makes a
random oracle or an extraction query related to its input. Thm. 5 is the eQROM
counterpart of [AHU19, Th. 1, 'Semi-classical O2H’]. Its proof is given in the
full version. In the special case where EXT never happens, e.g., when extraction
queries are triggered by an oracle simulation like ODECAPS’ that forbids critical
inputs, we obtain the same bound as [AHU19, Th. 1], but in the e QROM;.

Theorem 5 (eQROM;-OWTH: Distinguishing to Finding). Let eCOY,
eCO', Genlnp, S, FIND and EXT be like in Lem. 3. We define the OWTH dis-
tinguishing advantage function of A as

Advegro , (A) = | Pr[l « A’ (inp)] — Pl + A%C" (inp)]| ,

where the probabilities are over the coins of Genlnp and the randomness of A.
For any algorithm A of query depth d with respect to eCO.RO, we have that

AdVSgggf (A) <4- \/d - Pr[FIND : AeCO\S]
+2-(Vd+1)-/Pr[EXT : ACO°] 4 Pr[EXT : Aecol] . (26)

If additionally Pr[EXT : ACO"\S] = Pr[EXT : A<O'\S] = 0, we obtain

AdvOSTH (A) < 4-1/d- PrFIND : 4eCONS] | (27)

In many cases, a desired reduction will not know the ’resampled’ set S.
Thm. 6 relates the probability of FIND to the advantage of a preimage extractor
ExtractSet that extracts an element of S without knowing S: ExtractSet will run
A with the unpunctured oracle eCO and measure one of its queries to generate its
output. In one of our proofs, we additionally need to puncture on a set different
from S. We therefore prove Thm. 6 for arbitrary sets S” .

Theorem 6 (eQROM;~-OWTH: Finding to Extracting). Let A be an al-
gorithm with access to an extractable superposition oracle eCO from X to Y for
some function f : X x Y — T, with query depth d with respect to eCO.RO,
and let Genlnp be like in Lem. 3. Let FIND be the event that flag register F is
ever measured to be in state 1 during a call to A’s punctured oracle, where the
puncturing happens on a set S”.

Let ExtractSet be the algorithm that on input inp chooses i <—g {1, --d}, runs
A=CO (inp) until the i-th query to eCO.RO; then measures all query input registers
in the computational basis and outputs the set S of measurement outcomes. Then

Pr[FIND : A°CO\S"] < 4d - Pr[S" NS  #0: S « ExtractSet] . (28)
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The proof (given in the full version) directly follows from [AHU19, Th. 2,
"Search in semi-classical oracle’] since [AHU19, Th. 2] gives the bound of Thm. 6
for algorithms B accessing a semi-classical oracle Oi«% itself (rather than some or-

acle punctured on §”). An algorithm BOS" hence can perfectly simulate eCO\S”
to A by simulating eCO and having the puncturing done by its own oracle O3,.

If the input inp of A is independent of 8", we also get an extraction bound,
an e€QROM counterpart of [AHU19, Cor. 1], which is proven in the same way.

Corollary 3 (eQROMf-OWTH: Extracting independent values). IfS and
inp are independent, then for any algorithm A© issuing q¢ many queries to
eCO.RO in total,

Pr[FIND : A°°°\S"] < 4¢ - prax »

where Pmax ‘= MaXginx Prsy[x € S|. As a special case, we obtain that
Pr[FIND : A°COM=}) < 4¢X |71 | (29)

for 8" = {x} with uniformly chosen x € X, assuming that x was not needed to
generate the input to A.

4.3 From |ND-CPAPKE or OW-CPAPKE to |ND-CPAFo[pKE]

We will now use the OWTH results from Sect. 4.2 to show that the IND-CPA
security of FO%[PKE, G, H] can be based on the passive security of PKE. In
Thm. 7, we base IND-CPA security of FO#[PKE, G, H] on the IND-CPA security
of PKE, and we base it on OW-CPA security of PKE in Thm. 8. The obtained

bounds are the same as their known plain QROM counterparts.

Theorem 7. Let A be an IND-CPA adversary against KEMf;L in the eEQROMg,,,
issuing ¢ many queries to eCO.RO in total, with a query depth of d, and qg many
queries to eCO.E, where none of them is with its challenge ciphertext. Then there
exists an IND-CPA adversary Binp-cpa against PKE such that

AdeEDMf%PA_KEM(A) <4. \/d . AdVIPNKDE_CPA(BmD_CPA) + 8q\M|_1/2 )

with Time(Binp-cpa) = Time(A) + Time(eCO, q,qr) and QMem(Binp.cpa) =
QMem(A) + QMem(eCO, g, ¢g).

Note that forbidding extraction queries to eCO.E on ¢* is no limitation in our
context: eCO.E queries are only triggered by an IND-CCA adversary querying its
simulated oracle ODECAPS’, and ODECAPS’ rejects queries on c* .

A full proof is given in the full version. To summarise the proof, we first define
a Game Gj like the IND-CPA-KEM game , except that encryption randomness
r* := G(m*) and honest KEM key Ky := H(m*) are replaced with fresh uniform
randomness. In Game Gy, the forwarded KEM key is a uniformly random key
either way, the advantage of A in Game G; hence is 0. It remains to bound
the distinguishing advantage between the IND-CPA-KEM game and Game Gj.
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We apply Thm. 5 which bounds this distinguishing advantage in terms of the
probability of event FIND,,«, the event that m™* is detected in the adversary’s
random oracle queries. To further bound Pr[FIND,,-], we use IND-CPA security
of PKE to replace A’s ciphertext input ¢* with an encryption of an independent
message. As m* now is independent of A’s input, FIND,,,« is highly unlikely for
large enough message spaces. (This uses Cor. 3 .)

Theorem 8. For any IND-CPA adversary A like in Thm. 7, with a query width
of w, there furthermore exists an OW-CPA adversary Bow-cpa such that

AdV:L\IEDM%PA(A) < 8d- \/w - AdvERE (Bow-cpa),

with Time(Bow.cpa) = Time(A) + Time(eCO, ¢, qr) and QMem(Bow.cpa) =
Time(A) + QMem(eCO, q, q).

Again, a full proof is given in the full version. The proof does exactly the
same steps as the one of Thm. 7, up to the point where we bound Pr[FIND,,+].
To bound Pr[FIND,,+], we use Thm. 6 to relate Pr[FIND,,-] to the OW-CPA
advantage of an algorithm that extracts m* from A’s oracle queries.

5 Characterizing FFP-CPA[

While it may very well be that the maximal success probability in game FFP-CPA
for PKE® can already be bounded for particular instantiations of PKE® without
too much technical overhead, even in the eQROMg,,., this section offers an alter-
native way to bound this probability: In Thm. 9, we relate the success probability
in game FFP-CPA for PKE® to two failure-related success probabilities that are
easier to analyze. This reduction separates the computationally hard problem of
exploiting knowledge of the public key to find failing ciphertexts for PKE, from
the statistically hard problem of searching the QRO G for failing plaintexts m
for PKE® without knowledge of the key.

We begin by defining these two new notions related to decryption failures: In
Fig. 8 we define a new variant of the FFP game that differs from game FFP-CPA
by providing A not even with the public key. Since the adversary obtains No
Key whatsoever, the game is called FFP-NK, and we define the advantage of an
FFP-NK adversary A against PKE as

AdvERENK(A) == Pr[FFP-NKa e = 1] .

Furthermore, we define a Find non-generically Failing Plaintext (FFP-NG) game,
also in Fig. 8. In this game, the adversary gets a public key pk, as input and is
allowed to issue a single message-randomness pair to a Failure Checking Oracle
FCO that is defined either relative to (sko, pky), the key pair whose public key
constitutes A’s input, or relative to a key pair (sk1, pk,) which is an independent
key pair. We define the advantage of an FFP-NG adversary A against PKE as

Advhig e (A) = PT[FFP_NGE:\KE,O = 1] — Pr[FFP-NGpye ; = 1]
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Game FFP-NK Game FFP-NG, FCOy(m;r)  Jone query
01 m+«+ A 05 (sko, pky) < KG 09 ¢ < Enc(pk,, m;T)

02 (pk, sk) + KG 06 (ski,pk,) + KG 10 m' := Dec(sks,c)

03 ¢ := Enc(pk,m) 07 b+ A (pky) 11 return [m # m’]

04 return [Dec(sk,c) #m] 08 return [b=b']

Fig. 8. Key-independent game FFP-NK for deterministic schemes PKE, and the find
non-generically failing ciphertexts games FFP-NG (with b € {0,1}). A can make at
most one query to FCOs.

While the game is formalized as an oracle distinguishing game, A can only win
the game with an advantage over random guessing if it queries oracle FCO on a
message-randomness pair that fails with a different probability with respect to
key pair (sko, pky) than with respect to key pair (sky, pky ), a key pair about which
B can only gather information by its query to FCO. We expect this game to be
a more palatable target for both provable security and cryptanalysis compared
to FFP-CPApkge or correctness-related games from the existing literature.

Theorem 9. Let PKE be a public-key encryption scheme. For any FFP-CPA ad-
versary A in the eEQROMg,,. against PKE® making qr and qg queries to eCO.RO
and eCO.E, respectively, there exist an FFP-NK adversary C in the eQROMEg,
against PKE® and an FFP-NG adversary B against PKE with

Advpiiee ™ (A) < AdvEEN(B) + AdvEE™(C) -

The running time of C is about that of A, that of B is Time(B) = Time(A) +
Time(eCO, gro, qr) and QMem(B) = QMem(A) + QMem(eCO, qro, ¢E)-

The proof consists of the following two steps: Apply the FFP-NG definition
to argue that the FFP-CPA game’s key pair can be replaced with an independent
one whose public key is not given to A. After this change, winning means solving
FFP-NK for PKE®. The full proof is given in the full version.

5.1 Characterizing FFP-NKpygs

In the last section, we have related the success probability of an adversary in
game FFP-CPA for PKE® to the success property of an adversary in game FFP-NK
for PKE®, in the eQROMEg,.. Intuitively, an adversary in game FFP-NK will
succeed if it can find oracle inputs m such that m and r := eCO.RO(m) satisty
the predicate that (m,r) fails with respect to pk. To prove the upper bound we
provide in Thm. 10, we therefore generically bound the success probability for a
certain search problem in Sect. 5.2. While we note that the search bound might
be of independent interest, it in particular allows us to characterize the maximal
advantage in game FFP-NK in terms of two statistical values for the underlying
randomised scheme PKE.We begin with the definitions of dix and oy, : Below,
we define the worst-case decryption error rate d;x under independent keys, and
the maximal variance of the decryption error rate oy, .
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Definition 2 (worst-case independent-key decryption error rate, max-
imal decryption error variance). We define the worst-case decryption error
rate under independent keys & and the maximal decryption error variance un-
der independent keys s, of a public-key encryption scheme PKE as

O == geaﬁ[(skﬁ’)i)7r[(m,r) fails]] = max IET[(SE;k)[(m,r) fails)] , and
o3 = max V,[ Pr [(m,r) fails]] both for uniformly random r.

meM (sk,pk)

We want to stress that dyc differs from the worst-case term dy. that was
introduced in [HHK17] (there denoted by §) since dy. is defined by

Swe = Exg max NE’;R[(m, r) fails] .
Intuitively, dwc is the best possible advantage of an an adversary, trying to find
the message most likely to fail for a given key pair, while for d;, the key pair will
be randomly sampled after the adversary had made its choice m. On a formal
level, it is easy to verify that &y serves as an upper bound for dj.

Theorem 10. Let PKE be a public-key encryption scheme with worst-case in-
dependent-key decryption error rate i and decryption error rate variance o, .
For any FFP-NK adversary A in the eEQROMg, . against PKE®, setting C = 304,
we have that

Adv,F,FKE‘GNK(A) < dix + 3\/5q05ik + 20q20§ik51k(— log \/aqa(;ik) ,

The proof is given in the full version.

In the full version, we also give an alternative bound that grows with the
logarithm of the number of RO queries, assuming a Gaussian tail bound for the
decryption error distribution.

5.2 Finding large values of a function in the eQROM,

In this section, we provide the technical results for the e€QROM that we need to
prove Thm. 10. Throughout this section, f is a fixed function such that eQROM;
is well-defined. We begin by providing a bound for the success probability of an
algorithm in the eQROM; that searches for a value z that, together with its
oracle value eCO.RO(z), satisfies a relation R. In the lemma below , we will use
the quantity I'r that was defined in Eq. (10) (see page 13).

Lemma 4. Let R C X x Y be a relation and A*° an algorithm with access to
eQROy from X to Y for some function f : X x Y — T, making q queries to
eCO.RO. Then

Pr,. seco[R(2,eCO.RO(z))] < 152(¢ + 1)2T'g|Y|~*, (30)

independently of the number of queries A makes to eCO.E. Here it is understood
that eCO.RO is queried once in the very end to determine eCO.RO(z).
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Proof. The only difference between [DFMS21, Proposition 3.5] and Lem. 4 is
that A now additionally has access to eCO.E. The proof is thus the same as
for [DFMS21, Proposition 3.5, with the additional observation that queries to
eCO.E commute with the progress measure operator M for any relation R. This is
because i) both M and the operator applied upon an eCO.E query are controlled
unitaries controlling on the database register of the compressed oracle database
of the eQRO/, and ii) the target registers of M and eCO.E are disjoint. O

According to Lem. 4, it is hard to search a random oracle, even given ex-
traction access. We will now use Lem. 4 to show that it is also hard to produce
an input to the oracle so that the resulting input-output pair has a large value
under a function F, in expectation. To state a theorem making this intuition
precise and quantitative, let F' : X x Y — I C [0,1], and let I be ordered as
I ={ty,....,tg} with t; > t;_1. The hardness of the task of finding large values is
related to a “tail bound” G(¢) for the probability of F(z,r) being larger than ¢ .

Theorem 11. Let F' and I be as above. Let further G : [0,1] — [0, 1] be non-
increasing such that G(t) > Pr.y[F(z,r) > t] for allz. Let C = 304, AG(i) :=

G(t;) — G(tiy1) (setting formally G(tr4+1) =0), and let kq = mln{z|C’q2G( i) <
1}. Then for any algorithm A*© making at most ¢ > 1 queries to eCO.RO,

E F(z,eCORO(2))] < tx, + C2S " 1AG(i 1
weacco[F(2,eCO.RO(z))] < tw, + Cq Zi:n,ﬁ—lti (1) . (31)
eCO.RO is queried once in the end to determine eCO.RO(z).
Proof. Let x + A®“©. We bound
R
E [F(z,eCO.RO(z))] = Z‘_lti Pr[F(z,eCO.RO(z)) = t;]
R
= Z-_1 (Pr[F(z,eCO.RO(z)) > t;] — Pr[F(x,eCO.RO(x)) > t;41])

—t1+21, F(x,eCO.RO(z)) > t;](t; —t;i_1)

R
< t1+z min(L, Cg*G(t:))(t — ti1) = tu, + Ca*y_ Gt — i),

where we have used Lem. 4 with the relation Ry >, defined by Rf >¢, (x,y) &
f(z,y) > t; in the second-to-last line. We further bound

R R
D G —tim) = Gt )t 4 Y GAG) < Zl o HAG().

i=Kg+1

a

We provide a corollary for the case where G is given by Chebyshev’s inequality.
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Corollary 4. Let F, I, and C be as in Thm. 11, and let the expectation values
and variances of F(x,r) for random r < Y be bounded as E,[F(z,r)] < p and
V,[F(x,7)] < 02, respectively. Then, for an algorithm A°© making at most
q > 1 quantum queries to eCO.RO,

E, a«co[F(z,eCO.RO(z))] < p 4 3V Cqo + 20¢° 0 u(—log(vVCqa)).  (32)

Proof. By Chebyshev’s inequality, we can set G(t) = o%(t—pu)~2. We thus obtain
by, < \/5(]0’ + p. We bound

R e R tit1 G/ & < 1 G, 1

rq

1 1—
¢ " 1—
:202/ = 02/ UM gy = 262 (1—% + log —Mu)' (34)
t t K

q

We arrive at the bound

E,o acco[F(z,eCO.RO(z))] < 4V Cqo+2C¢* 0% (14 p(log(1—p) —log(VCqo))).
If vVCqo > 1, the claimed bound trivially holds, else v/Cqo > C¢?0% and thus

E, . seco[F(2,6CO.RO(2))] < u+3VCqo+2C¢* 0> log(log(1—p) —log(vCqo)).

O

6 Tying everything together

Combining the reductions from Sect. 4.1 and 4.3, we obtain a first corollary that
still relies on FFP-CPA of PKE®. Cor. 6 states our main result.

Corollary 5. Let PKE and IND-CCA-KEM A against KEI\/lf,‘1 be like in Thm. 3
(on page 14). Then there exist an IND-CPA adversary Binp, a OW-CPA adversary
Bow and an FFP-CPA adversary C against PKES in the cCQROMg,. such that

Adv',L\'EDN',;CA'KEM (A) < Adveke + (gp + 1) AdvERE A (C) + €y, with (35)

4 \/(d + gp) - AdvPDCPA(Bip) + Slatd)

Advpke = M| (36)
8 (d+ o) - \/w - Adv3lk (Bow).

The additive error term is given by e~ = 24¢p(qgc +4qD)277/2, C makes qc+qu+
qp queries to eCO.RO and qp to eCO.E. Binp s, Bow ’s and C’s running time are
bounded as Time(Binp/ow) = Time(A) + Time(eCO, gc + gn + gp) + O(gp) and
Time(C) = Time(A) 4+ O(gp).
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Corollary 6. Let PKE and A be like in Thm. 3, and let PKE furthermore have
worst-case random-key decryption error rate 0y, decryption error rate variance
05, and decryption error tail envelope 7. Set C' = 304 and assume \FC’qGo(sik <
1/2. Then there exists an FFP-NG adversary C against PKE such that

AdvigguSA M (A) <Adveke + (9o + 1)(Adviie “O(C) + 25,) +8, (37

with A_ETVPKE and € like in Cor. 5. The additive error term es, 1is given by
€5y < ik + (34 20i) \/aqgagik. C’s running time is bounded by Time(A) +
Time(eCO, g6 + g + gp) + O(qp)-

In the full version, we give an alternative corollary with an &5, that only
grows logarithmically with the number of RO queries, assuming a Gaussian-
shaped tail bound for the decryption error probability distribution.

Proof. Cor. 6 follows by combining Cor. 5 with Thms. 9 and 10 from Sect. 5. We

simplified error term €5, from Thm. 10 by using the inequality z?/log(x) < z

for x < 1/2 for x = ﬁqgagik, exploiting the mild condition \/5(1605“( <1/27.
O

The above result has two main advantages over previous ones: i) The additive
loss can be much smaller than the additive loss of roughly ¢Zdw. present in all
previous bounds. ii) It holds for the explicit rejection variant of the transforma-
tion, with bounds that are competitive with previous ones that were limited to
implicitly rejecting variants.
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