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Abstract. We construct the first multi-input functional encryption
(MIFE) scheme for quadratic functions from pairings. Our construction
supports polynomial number of users, where user i, for i € [n], encrypts
input x; € Z™ to obtain ciphertext CT;, the key generator provides a key
SK. for vector ¢ € Z(™™? and decryption, given CTq,...,CT, and SKc,
recovers (¢, x®x) and nothing else. We achieve indistinguishability-based
(selective) security against unbounded collusions under the standard bi-
lateral matrix Diffie-Hellman assumption. All previous MIFE schemes
either support only inner products (linear functions) or rely on strong
cryptographic assumptions such as indistinguishability obfuscation or
multi-linear maps.

Keywords: functional encryption, multi-input, quadratic functions, pairings

1 Introduction

Functional encryption (FE) [12,29] is a novel cryptographic paradigm that moves
beyond the “all or nothing” access of traditional public key encryption and en-
ables fine grained access to encrypted data. Concretely, an FE scheme that sup-
ports a function class F allows an owner of a master secret to issue a secret key
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SKy for a function f € F. Decryption of a ciphertext CT, for a message = with
SKy yields f(x) and nothing else. Functional encryption has been extensively
studied in the literature, with elegant constructions supporting various function
classes, achieving different notions of security and from diverse assumptions,
e.g., [3,9,13,19,20].

Multi-input functional encryption (MIFE) [22] is a natural generalization
of FE, which supports functions that take multiple inputs. In MIFE, multiple
parties can encrypt data independently — thus, n users may encrypt their data
Z1,...,Ty, to produce ciphertexts CTy,...,CT,, which can be decrypted using
a functional key SKy to learn f(x1,...,z,) and nothing else.

Research in MIFE has followed two broad directions. On one hand, it was
shown that for general function classes (all polynomial sized circuits), FE is
powerful enough to imply MIFE (albeit with exponential loss), which in turn
implies the powerful notion of indistinguishability obfuscation (iO) [8,11]. On
the other hand, for restricted function classes such as constant degree polyno-
mials, single-input schemes do not generically imply multi-input schemes and
constructing multi-input schemes directly proved significantly more challenging.

Intuitively, this is because in the multi-input setting, inputs =1, ..., z, encrypted
using independent sources of randomness must be combined in a secure way to
“emulate” the single input setting where encodings of z1,...,x, may be tied

together using common randomness. Nevertheless, for the inner product func-
tionality, several novel MIFE constructions emerged based on simple, standard
polynomial hardness assumptions [1,2,4,6,15,17,27,30].

Beyond Inner Products. While the inner product functionality is useful for
several meaningful applications (we refer the reader to [6] for a discussion), it is
evidently desirable, from the viewpoint of both theory and practice, to extend
the reach of MIFE from standard assumptions beyond inner products. In the
single input setting, there has been significant progress in this direction. For
quadratic functions, several FE schemes have been constructed from standard
assumptions on pairings [9,21,28]*. Indeed, from pairings, there have also been
innovative constructions for “degree 2.5” FE [7], the so-called “partially hiding
functional encryption” (PHFE) schemes. Intuitively, PHFE permits part of the
encryptor’s input to be public and supports deeper computation on the public
input as compared to the private input.

However, in the multi-input setting, constructions going beyond inner prod-
ucts have proved elusive. Note that unlike the single input setting, quadratic
MIFE cannot be trivially constructed from inner product MIFE even with large
ciphertext, since the naive idea of encrypting all quadratic monomials in advance
cannot deal with quadratic terms derived from two different users. Therefore,
there are currently no candidate constructions for MIFE supporting quadratic

4 Note that FE for quadratic functions are trivially constructible from FE for inner
products (IPFE) by linearizing and encrypting all quadratic monomials. However,
FE for quadratic functions requires that the ciphertext size be linear in input length.



polynomials, from standard, polynomial hardness assumptions®. This is a signifi-
cant gap in our understanding of MIFE, and motivates the fundamental question:

Can we construct MIFFE for quadratic functions from pairings?

1.1 Our Results

In this work, we answer the above question affirmatively and construct the
first MIFE scheme for quadratic functions from pairings. In more detail, we
construct n-input MIFE scheme for the function class J,, ,, which is defined

as follows. Each function f € J,,, is represented by a vector ¢ € Z.mn)*
For inputs x1,...,x, € Z™, f is defined as f(x1,...,%,) := (c,x ® x) where
x = (x1]||--||xn) and ® denotes the Kronecker product. In a quadratic MIFE
scheme for F,, ,,, a user can encrypt x; € Z™ to CT; for slot i € [n], a key issuer
can generate a secret key SK for ¢ € Z(m")2, and decryption of CTq,...,CT,
with SK reveals only (c,x ® x) and nothing else.

To begin, we show that in the public key setting, quadratic MIFE can be
generically obtained from public-key IPFE, which can be obtained even without
pairings, in a relatively simple manner, as the case of public-key inner product
MIFE [6]. Then we provide our main construction in the much more challenging
secret-key setting®. Our construction relies on the bilateral matrix Diffie-Hellmen
assumption [18] and achieves standard indistinguishability-based (selective) se-
curity against unbounded collusions. We observe that in the symmetric key set-
ting, selective security is the same as “semi-adaptive” [14, 23] security. Recall
that in semi-adaptive security, the adversary is permitted to see the public key
before committing to the challenge. In the symmetric key setting, since the “pub-
lic key” is simply public parameters of the scheme, such as group description,
which may always be provided to the adversary in the first step of the game, the
distinction between selective and semi-adaptive is moot. Thus, our construction
achieves the same level of security as single input quadratic FE [9, 21, 28].

Our construction is built using two newly introduced primitives that we call
predicated IPFE and mixed-group multi-input IPFE, which we describe next.
Predicated IPFE (pIPFE) is a class of attribute-based IPFE [5], but additionally
with a function hiding property. In more detail, a ciphertext pCT and a secret
key pSK of a pIPFE scheme pFE are associated with two vectors {x;,x2} and
{y1,y2}, respectively. Decryption of pCT with pSK reveals (x3,y2) iff (x1,y1) =
0. Secret keys are required to hide ys but not y;, This scheme is the first instan-
tiation of function-hiding attribute-based IPFE, which may be of independent

® In an exciting recent work, iO has been constructed from sub-exponential hardness
of four well-founded assumptions [24]. However, this construction relies on a series
of intricate, lossy reductions and is primarily a feasibility result. We will focus on
the polynomial hardness of a well-founded problem in this work.

5 Recall that public-key MIFE does not imply secret-key MIFE. Roughly speaking,
a user who has CT; for 21 and SK for f of a public-key scheme is allowed to learn
flxi,x2,...,2n) for all (x2,...,xn), since this is inherent leakage, while it is not the
case in secret-key MIFE.



interest. Mixed group multi input IPFE is similar to multi input IPFE but sup-
ports mixed groups, as suggested by the name. In more detail, consider a function

(G x GI2)" — Gr, specified by ([y11]2, [y1,2]1,-- - [Yn,1]2, [Yn,2]1) Where
yi1 € Zyt and y; 2 € Z,'* and defined as F((x1ls x12]2)s - ([Rno1l1, [Xn,2)2))
= [<(X1,1,X1,2, e 7Xn,1,Xn,2)7 (Y1,1,Y1,27~-~»Yn,hYn,zmT

Mixed group multi input IPFE is also required to achieve function-hiding. We
provide constructions for these primitives by leveraging a (multi-input) function-
hiding IPFE scheme based on pairings [4,10,17]. These constructions may be of
independent interest.

1.2 Owur Techniques

As discussed above, quadratic MIFE in the public-key setting is simple to achieve
due to the leakage inherent in that setting. We formalize this in the full version
of this paper. Hence, as in prior work [6], we focus on the much more challenging
secret key setting. In the following, we basically use m for the vector length of
each user and n for the number of slots.

Lin’s Single Key Quadratic FE. The starting point of our secret-key quadratic
MIFE scheme is the secret-key quadratic FE scheme from pairings by Lin [28],
which in turn builds upon the public key IPFE scheme from DDH by Abdalla et
al. [3] (ABDP). We begin by recalling the ABDP scheme. In what follows, we let
ge denote the generator of a cyclic group of order p and for matrix A = (a; ;) 5,
we denote (g,"); ; by [A]s. The ABDP scheme works as follows:

Setup(1*): w «— Z", PK := [w], MSK := w.
Enc(PK,x € Z™): s+ Z,, CT := ([g], [x + sw]).
KeyGen(MSK, c € Z™): SK := —c'w.
Dec(CT,SK): —c"wls] +c'[x + sw] = [(c,x)].

Lin’s quadratic (secret key) FE scheme uses a clever interleaving of IPFE
schemes. To compress the size of ABDP ciphertexts for quadratic terms, she
leverages function-hiding IPFE, which is inherently secret-key [10]. Decryption
of components in this scheme yields ciphertexts under the ABDP IPFE scheme,
while secret keys of the ABDP scheme are generated using another function
hiding IPFE. Finally, decryption of ABDP IPFE allows to recover the output.

In more detail, let iIFE = (iSetup,iEnc, iKeyGen,iDec) be a function-hiding
IPFE scheme based on pairings. Note that all known function-hiding IPFE
schemes based on pairings output a decryption value as an exponent of the
target-group generator [10, 16,26, 28,31]. A simplification of her quadratic FE
scheme (we omit the components of the scheme that are only required for the
proof of security) is as follows:

Setup(1): W = (w1,..., W), W = (W1, ..., W) < Z", iIMSK' < iSetup(1*)
MSK := (iMSK', w, w).

Enc(MSK,x € Z™): s < Z,, iCT" + iEnc(iMSK’, s), iIMSK < iSetup(1*)
iCT; < iEnc(iIMSK, (z;, w;)),iSK; + iKeyGen(iIMSK, (z;, sw;)).
CT := (iCT, {iCT;,iSK, }icm))-
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KeyGen(MSK, ¢ = {c; ;}ijem) € Z™ ):
SK :=iSK’ +- iKeyGen(MSK', —c T (w ® W)).
Dec(CT, SK): iDec(iCT’,iSK") + 2 i je[m) CijiDec(iCT,iSK;) = [(c,x ® x)]r.

To decrypt, we compute iDec(iCT;,iSK;) = [z;x; + sw;w;]r, which can be
seen as the (i,7)-th element of the ABDP ciphertext [x ® x + sw ® W], and
iDec(iCT’,iSK') = [~scT (w @ W)]7, where —c " (w ® W) is an ABDP secret key
for ¢. The function-hiding property of iFE guarantees that iSK hides x;. Since
w®w only appears on the exponent, one can argue that it is computationally in-
distinguishable from random in the security proof using the SXDH assumpetion.

IP-MIFE instead of IPFE. To generalize the above scheme to the multi-
input setting, our first attempt is to modify Lin’s scheme so that decryption of
the function hiding IPFE scheme generates ciphertexts of a multi-input IPFE
(IP-MIFE) scheme [4] (ACFGU) instead of a single input IPFE scheme (ABDP).
Intuitively, the reason for using IP-MIFE instead of IPFE is to deal with multiple
independent randomnesses derived from different users, which inherently come
in when generating the IPFE ciphertext elements for quadratic terms. Now,
we may hope that the key generator can provide a secret key matching the
ACFGU scheme so that decryption of ciphertexts of the ACFGU scheme yields
the desired result. Fortunately, the ACFGU scheme does not use pairings, so
this basic template does not seem impossible. However, this starting point idea
runs into several hurdles as we discuss below.

Let us recall the n-input ACFGU scheme:

Setup(1*): MSK :=w1,..., Wy, ui,..., U, + Zy.
EnC(MSK,i,Xi € Zm): S; < Zp, CT7 = ([Si], [Xi + s;w; + uz])
KeyGen(MSK, (c1,...,c,) € Z™"): SK := (— Zie[n] (ci,uy), {*C?Wi}ie[n])~
Dec(CTy,...,CT,,SK):
Sicm (e Wilsi] + ] [xi + 5wy +wi]) = e (e wi)] = [ (€0 xi)]-

For intuition, we note that the ACFGU scheme may be thought of as running
n instances of the ABDP scheme, where each ABDP decryption outputs the "
inner product (c;,x;). Revealing each partial inner product (c;,x;) would leak
too much information, so these partial decryptions are masked using (c;,u;) —
this creates an extra term Zie[n] (ci,u;) during decryption, which, fortunately
may be computed by the key generator and is compensated for by subtraction.

A First Candidate. Armed with these ideas, we construct a first candidate
quadratic MIFE qFE = (qSetup, gEnc, qKeyGen, gDec) as follows. For ease of
exposition, we assume below that the dimension of each user’s input vector m
is set to 1.

qSetup(1*): iIMSK,iMSK’ < iSetup(17), w;, Wy, u;, Ui < Z,
qMSK = (IMSK, IMSKI, {wi, 1’[)1', Us, ﬁl}ze[n])
qEnc(qMSK, i, z; € Z): s;,8; < Zy
iCT, + iEnc(iMSK’, s;), iSK’, < iKeyGen(iMSK’, 3;)
ICTz — iEnc(il\/ISK, (.Ti, siwi,ui)), ISKl — iKeyGen(iMSK, (.’El,gl@“al))
qCT, := (iCT},iSK.,iCT;,iSK;).



qKeyGen(MSK; c={cij}ijem)): aSK:=([=22; jepn Cijtitiy)rs {=ci jwit0;}i jen))-
qDec(qCTy, ..., qCT,,, qSK):
= i jeln € i;iDe(ICTLISKG) + 37, ey i 5iDec(iCT 4, 1SK;)
i jen) CigUitilT = [(€,x @ X)]r

Observe that {ICT“ 'SKz}ze[n] yield {[J?ZZ‘] + Sigjwﬂ:Uvj —|—uiﬂj]T}i’je[n] in decryp—
tion, which can be seen as ciphertexts of the n?-input ACFGU scheme. We also
remark that we decompose the ACFGU ciphertext into ciphertexts and secret
keys of function-hiding IPFE so as to allow decryptors to generate ACFGU ci-
phertext elements for quadratic terms derived from two different users. This is
in contrast to Lin’s quadratic FE scheme, which uses function-hiding IPFE to
compress the ciphertext size.

However, this scheme is not secure and leaks unnecessary information to the
decryptor. The problem stems for the fact that the candidate scheme allows two
types of mix-and-match attacks where an adversary can simultaneously use two
different ciphertexts with the same index (slot) for decryption. In more detail, the
adversary can learn the following information using the current scheme. Below,
the superscript denotes the ciphertext index and subscript denotes the slot in a
given ciphertext — thus, qCTZ1 denotes the 1 ciphertext for the i*" slot (recall
there can be multiple ciphertexts in a given slot).

1. Attack 1: For iCT; in qCT} and iSK? in qCT?, we have that iDec(iCT},iSK?) is
a valid ACFGU ciphertext and usable for the ACFGU decryption with qSK.
This is problematic because it permits combining components from different
ciphertexts qCTZ1 and qCT? for the same slot i, which does not correspond to
a valid combination. Recall that in an MIFE scheme, a ciphertext in slot ¢
may be combined with multiple ciphertexts in slot j # ¢ but not with other
ciphertexts in slot i. However, ciphertext components iCTl1 and iSKZ1 from the
same ciphertext and in the same slot 4 are allowed to be combined. Thus, to
prevent this attack, we need to enforce that ciphertext components can be
combined only when they come either from different slots or the same qCT,.

2. Attack 2: Let iy # io. For {iCT; ,iSK; } in qCT} , {iCT; ,iSK; } in qCT},
and iSK?, in qCT;,, we have that iDec(iCT},,iSK},), iDec(iCT}, ,iSK?,) and
iDec(iCT%Q, iSKzl?) are valid ACFGU ciphertexts and usable for the decryp-
tion with qSK. This decryption leads to an inconsistency attack, where an
adversary can compute a function over multiple ciphertexts for a given slot.
As an example, let us consider the case where a decryptor has cipher-
texts for (scalar) elements x},xd, 23 and a secret key for quadratic function
f=(c11,c12,¢22) (wlo.g., we can assume ¢z = 0). Now, the only valid
function evaluations that an adversary should learn are

1,1 1,1 1,1 1,1 1,2 2.2
C11T{T] + C1201%5 + C22%5T, and c¢1127%] + €122, T3 + C2,2T5%5
However, the above leakage enables the adversary to additionally learn, e.g.,

1.1 1,.2 1.1
C1,1T1T1 + €122 T3 + C2,2T5%



The above uses two different inputs (underlined) for the second slot for the
same function evaluation, which is invalid.

More generally, valid combinations correspond to the set of superscripts (in
red) (1,1),(1,1),(1,1) and (1,1),(1,2),(2,2). However, the adversary can
learn function evaluations corresponding to (1, 1), (1,7), (s,t) for any r, s, t €
[2] in the current candidate scheme.

Thus, both attacks leverage the decomposable structure of the quadratic cipher-
text to mix and match invalid components to obtain leakage. While both attacks
have the similarity that they combine different ciphertexts for the same slot in a
given evaluation, the technical treatment to handle them needs to differ. This is
because to address the first attack, we must prevent the attacker from combining
(1,1),(1,7),(s,t) for s # t while for the second, we must prevent the same for
r # t. Intuitively, r and ¢ are the indices related to the ciphertexts of iFE while
s is the index related to the secret keys of iFE, and thus prohibiting the case of
s # t and that of r # ¢ are essentially different things, which must be handled
separately. Next, we describe how each of these attacks may be prevented.

Preventing Attack 1. Recall that Lin’s quadratic FE scheme does not allow
attack 1 since the encryption algorithm generates a new iMSK for each cipher-
text. On the other hand, our candidate uses the same iMSK for all ciphertexts so
that decryptors can generate ACFGU ciphertext elements for quadratic terms
from two different users. To prevent this attack, we need a function-hiding IPFE
scheme where iCT is decryptable with iSK if and only if they come from either
different slots or the same qCT;. Thus, we need to extend the functionality of
function-hiding IPFE to check the above condition prior to computation. Al-
though this primitive is reminiscent of “attribute-based IPFE” [5], we also need
the function-hiding property which has not been considered in prior works.

To address this need, we define and construct a function-hiding “predicated
IPFE” (pIPFE), which can be seen as a combination of inner product encryption
[25] and IPFE. Informally, a ciphertext pCT and a secret key pSK of a pIPFE
scheme pFE are associated with two vectors {x1,x2} and {y1, y2}, respectively.
Here, the secret key must hide yo but do not y;. Decryption of pCT with pSK
reveals (Xo,y2) iff (x1,y1) =0.

To see how function-hiding predicated IPFE yields the desired functionality,
let us set x; = (02011, L,02"=9) y; = (020-V 1, —1,02"=9)) where L € Z,
is sampled randomly for each encryption, and ¢ € [n]. Let (i1, L1) (resp. (i2, L2))
be a pair of a slot index and random element of x; (resp. y1). It is easy to see
that (x1,y1) = 0iff iy # i3 or L1 = Lo. Since L is chosen from an exponentially
large space, we have that L; # Lo with overwhelming probability. We construct
a function-hiding predicated IPFE scheme pFE from a function-hiding IPFE
scheme iFE in a generic way. Please see Section 3 for details.

Preventing Attack 2. Attack 2 is much more tricky to handle. A problematic
aspect of this attack is the fact that iDec(iCT} iSK}, ) and iDec(iCT} iSK}, ) are
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necessary for decryption of ciphertexts qCT}1 , qCT%2 respectively, and iDec(iCTf27



iSK}l) is necessary for combined decryption of the pair qCT}1 , qCsz. However,
they leak inappropriate information if both of them are used in decryption si-
multaneously. Thus, we cannot solve the problem by building in some sort of
access control into iFE decryption as in the case of attack 1.

Our solution is to bind ACFGU ciphertexts generated from the iFE decryp-
tion with common random elements. That is, iCT; in qCT, is changed to encryp-
tion of (z;, s;w;, u;, t;v;), and iSK; is changed to a secret key of (x;, $;w;, rit;, 0;)
where v;,v; are new elements in qMSK and r;,t; are the common random ele-
ments for binding ACFGU ciphertexts, which are chosen by qEnc. Then, decryp-
tion with {iCTi, 'SKz}ze[n] yields {[l‘lxj + siijiﬁj + rjuiﬂj + tiviﬁj]T}i,je[n]-

According to the change of iCT,iSK, the first element of an ACFGU secret
key should be modified as qSKy = [— 3=, /() ¢, (rjuiti; +;0;05)] 7. By this con-
struction, we cannot simultaneously use iDec(iCT} iSK}l), iDec(iCT} iSK}2) and

Q1) i)

iDec(iCT? iSK}l) for ACFGU decryption. Intuitively, qSK; must involve ¢} and

127

ti (randomnesses used in iCT} , and iCTZ2 ,» respectively) to decrypt the ACFGU
iSK},), iDec(iCT} ,iSK;,) and iDec(iCT3,,

127

ciphertexts generated from iDec(iCT%17

iSK}l) together, but in fact gSK; can involve only one of ¢;, and ¢7,.

How to Generate the Modified Secret Key. The last challenge is how
to generate the modified secret key. It is obvious that gKeyGen cannot generate
the modified key since it contains random elements r;, ¢; used in ciphertexts. We
solve the problem by employing an additional function-hiding IP-MIFE scheme,
denoted by miFE, into the candidate scheme. That is, gEnc additionally gener-
ates an IP-MIFE ciphertext miCT; for (r;,¢;), and qKeyGen generates an IP-
MIFE secret key miSK for {(3_; () ¢5.it)ti D jepn) Ci,ViV5) bien)- Then, a de-
cryptor can generate the secret-key element — Zl jefn] Ci (rjuiw; +t;v;v;) from
miCTq,..., miCT,, miSK without knowing unnecessary information. This tech-
nique is similar to Gay’s technique in [21], which uses (partially) function-hiding
IPFE to generate a “decryption key” consisting of both elements inherently
derived from a ciphertext and a secret key. Note that our actual scheme needs
mixed-group multi-input IPFE instead of IP-MIFE, which we construct in Sec.4.

Putting it all Together. Putting together the ideas discussed above, we now
present a second version of our scheme.

gSetup(1*): iIMSK’ + iSetup(1*), pMSK < pSetup(1*), miMSK < miSetup(1*)
wi,@i,ui,ﬂi,vi,@ — Zp
qMSK = (IMSKI, pMSK, miI\/ISK, {’U)i, U~)i, Us , ﬂi, Vi, 5z}z€[n])
qEnc(qMSK, i, x; € Z): 84,34, 74,ti, L < Zp, £y = (020D 1 L, 02(=9)
£y = (026D [ —1,02("=)) iCT} « iEnc(iMSK', 5;), iSK} «+ iKeyGen(iMSK', ;)
pCT; < pEnc(pMSK, £1, (i, siw;, riu, vi))
pSK7 — pKeyGen(pMSK,Eg, (Jii,gﬂff)i,ﬂi,t{ﬁi))
miCT; < miEnc(miMSK, (r;,t;)),qCT, := (iCT;,iSK}, pCT,, pSK;, miCT;).
aKeyGen(MSK, c={c; ;}i jem)):
miSK < miKeyGen(miMSK|, {(Zje[n] €535y, Eje[n] €i,jVi05) bie[n))
qSK:: (miSK, {_Ci,jwiﬂ;j}i,je[n])-



qDec(qCT4,...,qCT,,,qSK):
- Zwe[n] ¢;,jw;w;iDec(iCT}, iSK;) + Zi,je[n] ci,jpDec(pCT;, pSK;)
—miDec(miCTy, ..., miCT,, miSK) = [{(c,x ® x)]r

However, while the above candidate satisfies functionality and resists the afore-
mentioned attacks, we are still far from a proof of security. For instance, one
hurdle is that we must argue that {wi@j}i’je[n] is pseudorandom, which is not
true because qSK contains these elements not as exponents of group elements
but as elements in Z,. Moreover, since we have already “used up” our pairing,
we cannot move these to the exponent as in [28]. Another hurdle is that the
underlying IPFE schemes satisfy only indistinguishability based security rather
than simulation based security. To arrive at a security proof, we must address
several such challenges, which we describe next.

Overview of Proof of Security. For ease of exposition, we outline our ideas
for the warm-up case of two input quadratic MIFE described in Sec. 5. The
general case is handled in Sec. 6.

First, we briefly recall the definition for indistinguishability based security of
secret-key MIFE. Intuitvely, security requires that all PPT adversaries cannot
guess a randomly chosen bit 3 with meaningful probability in the following game:
the adversary first outputs a set of challenge messages {i,xz’o,xf’l}ie[n],je[qcﬂ
and obtains ciphertexts for {4, xzﬁ }. After that, the adversary can query a key
generation oracle on any functions f such that for all (ji,...,jn) € [gcT]™, it
holds that f(z"°, ..., 2Jr0) = f(«]"", ... zi»1). The goal of the security proof
is to show that ciphertexts for {i,27°} and {i,z"'} are indistinguishable.

The first challenge in the security proof is how to design a series of hybrids be-
tween the real games G” for f = 0 and 3 = 1. A naive strategy is to change each
ciphertext from 3 = 0 to 5 = 1 one by one, that is, in hybrid H} for ¢ € [2],n €
[gcT], the adversary is given the ciphertext for #7'" if (4, 7) < (1,7) and that for
zg’o otherwise, where (i, 7) < (¢,n) & (i—1)gct+7 < (t—1)gcT+m. Then, we may
hope to prove that G° ~, Hl =, -+ ~. H{" ~. H} ~, -+ =, HI™ ~, G. How-
ever, it quickly becomes evident that this strategy does not work. This is since
the queried function f does not necessarily satisfy f(z7°,232°°) = f(a1", 232°),
and thus the adversary can trivially distinguish G° from Hi. Even worse, when
we change some input from 8 = 0 to 3 = 1, the change affects the quadratic
terms that contain an input from another slot such as "' 23>, This correlation
does not appear in IP-MIFE and makes the proof much more complex.

We address this issue as follows. Recall that our quadratic MIFE decryp-
tion first generates modified ACFGU ciphertexts {aCT; ¢}, ¢c[2) and a secret key
element aSK where

aCTM = pDec(pCTi, pSKZ) = [l‘img + 8;8¢w;We + Teuily + tivﬁg]T

aSK = miDec(miCTy, miCT3, miSK) = [— Z i o(Touitie + t;v;0)] 7
1,0€[2]



Our first idea is to define H} so that qDec(qCT{l,qCng,qSK) in H? yields
({aCTJ“” i0c)2], aSK?"7?) where

ACT irde — [lel'% + 8iSpwiwe + reuity + tiviﬁf]T ( yJ Z) < ( )
SO 00 + siSewie + reugtie + tvddr (65e) > (1)
aSKj1,j2 = [— Z Ci,e(rﬁuiﬁé + tiv[ﬁg) — Z Ci,é(z%ﬂfé :Collig)}

ite2] i€ (2]
Le{kel2]|(k,jr)<(em)}

Note that variables z, s, s, r,t are also indexed by ji, j2, but we often omit ji,jo
for conciseness if it is clear in context. Observe that, in hybrid H?, >, = ¢;,0aCTTi)

+aSKI2 = 37 o cie[@dxl + siSpwiglr for all (1,m,j1,2) € [2] X [ger]®.
Therefore, the adversary always obtains f(29,29) by decryption in all hybrids

and cannot trivially distinguish them. Since the second term of aSK’*72 Zl 2]

cio(zixl —2929) = 0 due to the query condition, HI" almost can be seen as G!.

Thanks to the function-hiding property of pFE and miFE, information encoded
in ciphertexts and secret keys is not revealed other than aCT, ;,aSK.

Next we must define encoded vectors in ciphertexts and secret keys in pFE and
miFE in each hybrid so that they are indistinguishable in the hybrid sequence.
First, let us consider vectors encoded in pFE that yield aCT; 4. In G°, recall that
b; = (29, s;w;,u;, t;v;) and l~)l = (29, 8;w;, 7;u;, ;) are encoded in pCT, and
pSK;, respectively. To make [(b7’, l~)j5>] = aCTj"’j[ in all hybrids, we introduce

a free space, used for only the security proof, and define b” b] *in H} as follows:

< (um)

(29,0, 5iw;, i, 05) - (4,5:) > (1,m)

bl — (0, 2], siw, i, tiv;), DI = {(va%7§iaivriﬂi7§i) (4, Ji)
R el B Rl R At 2R 2R R VA T

Then, we need to prove that {b?", b}, €[2),ji€lger] in H7~! and that in HY are
indistinguishable. Initially, it appears that we can prove it similarly to Lin’s tech-
nique [28], that is, we introduce a more free space and consider an intermediate
hybrid in which we define

ji ji,0 .Ji,1 ji,0,.1,0 T anedl e bt
bl = (a7, 21" sjwi, ug, v, 220 + 58, ww, + o, + tivo,)  (1.1)

(0, 270", 5yi, 745, 03, 0) (i, 5i) < (t51)

(IJHO 0 Slwzyrzuuvuo) (7’7.]1) > (LJI)
Now, we may hope to change x{"’oxﬁ’o in the last entry of bf to ;vf“lxy’l by the
indistinguishability-based security of the (modified) ACFGU IP-MIFE scheme.
However, we get stuck here; the relation between {7 210} cr2],j: €lger] and

{m]“ xt }iel2].ji€laer) implied by the query condition f( jl’o,x?’o) = f(x{l’l,xf’l)
is unclear This is because, in the reduction to ACFGU IP-MIFE, the simula-

tor is expected to simulate pCT for bgi and qSK for quadratic function f using
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ACFGU ciphertexts for {a:j""ﬁ xP }ZE[Q]J clqer] and secret keys for linear func-
tions f,, respectively, such that f,(z?* 0210, 232 02m0) = f, (220 emd gl gnt),
Note that f, comprises coefficients of f that are related to the ¢-th input. Un-
fortunately, we cannot derive the above relation on f, from the query condition.
The critical observation we make here is that we have an alternative equality on
f. that are implied by the condition: for all (ji, j2,7) € [gcT]?, We have

m04m0 _ 10,10 102,070 _ 12.0,1,0 1 m 1 1,1 1,1 jo,1 m1 jo,l 1,1

Ji(=] 1Ty X — Xy )= fi(z] 2] —xy ey e e — ey
(1.2)

i1,0 1,0 01,0 1,0 1,0 10,10 1ol i1 1,1 1 1,1 1,1

fa(zit P — i Ty, Ty Ty — Ty ) = fa(af ry =y, ay mg — x5 Ty ).
(1.3)

Eq. (1.2) and (1.3) can be obtained by Eq. (1.4) — Eq. (1.5) where
F@?ay?) = fah 2 Faf?,a3®) = flagh 23" (1.4)
Flay® 2y ) = flay? op) P ay®) = fafh ). (1.5)

The last challenge is to somehow change x{i’ox’j’o in the last entry of Eq.(1.1)
in to xj“ x7! leveraging Eq. (1.2) or Eq. (1.3). We first observe that

Ji,0,.1m,0 Jij ~ jug, .57 Ji gy 75 Ji,0
! + sl ww, + rlvuiu, + oo, = )

7,0 | oJi 7. ~ | ~Ji
i :Eb, + si,LwaL + U + v;

ji,0 ii,0 ~ji o~ ~ vy
.717 .'L'?,O _x.gz; .,L,LLO_’_S_% sz+ui _’_,ng

::B'L

ACFGU ciphertext
where § 31 L Wiy, U, vzji,vfz are fresh random elements. The computational indis-
tmgulshablhty is implied by the SXDH assumption, and the equality follows by
implicitly defining 77" = 4/ — 27"%210. We can see that the last part of the

above equation is exactly the ACFGU ciphertext of x{“oxﬁ’o — xfi’ox}’o plus

vf’ At this point, we can use the security of the ACFGU IP-MIFE scheme to
change #7020 — 70210 o gli-lgnt — gI-1a Ll This is because they satisfy
Eq. (1.2) or Eq. (1.3), and thus the reduction can follow the query condition of

IP-MIFE. Perceptive readers may notice that if i = ¢, then x{i’ox?’o —xgi’om}’o =

xfi’le”l — xflle holds only when j; = n. This is not a problem since we can
deal with the terms for ¢ = ¢, j; # n leveraging the security of predicated IPFE.

Next we give some intuition for how to define vectors in miFE. Similarly to
b’ bJ‘ we want to define 7’ £, in H?, which are encoded in miFE and yield aSK,
but thls approach quickly runs into cumbersome issues. The first problem is that

the second term of aSK’*/2 aSKjl’”[ | = ZCM( Jolglot — gi02000) i the

current definition depends on both z1' and 23*. Thus, we must somehow encode
27" and #2? in miCTJ and miCT%?, respectively. However, we cannot generate
the term ' z3? via miFE, which can only compute linear functions! A naive idea
may be to program all quadratic terms into additional free spaces in miCT. It
immediately ends in failure; we cannot program g2, values into O(qCT) spaces.

Our solution is to use Eq (1.2) and Eq. (1.3) to compress the g2 values into
gct values. For instance, Eq. (1.2) implies

1 1 71,0 71,0 _j2,1_ 1,1 0 1,0 1,0 _gj2,1 1,1 0_1,0
fl( Ji, Jla m{li 331117 ,13%2’ lelv x%m .{1» ) fl( 1’ '1:1 331 733%27 '1:1 33%2’ z] )

11



Jirl
7

ji,0 .72, i1, 1,1 ji,0 .1, : .
wl 0200 = 3, eio(@l eyt — 27%2p0) for all j;. Similarly, we can handle

since fi is a linear function (we change 1 to ji ). This means that »,_; ¢; o(x xﬂ/’l—

the case for £ = 2. Thus, we can program aSK7!+2 [2] in miCle'1 and miCTg2 as:

il 1,1 1,0 1,0
fii — (risti, ol xy — ol xy,0) =1
P = Sl 11 5010 gl 1,1 5,0 10 _
(ri,ti, o xy” —a ) w g —w g ) 1=2

f; :( E Cz,iwﬂi, E Ci,wﬁz,ci,la%zl
L€(2] £e(2]

The second problem is the fact that

aSKI1J2[2] = <ff,E> — Z cio(rouitty + t;v;v) = Z cio(wiz —202))
i,0€(2] i€[2],0€[d]

in the current definition of fiji,E, while aSK772[2] should be

aSKIi2[2] = Z cio(ztz) — 20x).
1€[2]
Le{kel2]|(k,jk) < (em)}

We adjust them by modifying aCT as aCngéjé = aCTzféﬂ + Q(x) so that Zz‘,ee[z]

¢i,eaCT}'’" + aSK7> = >ieel2) cio[r92) + s;5pw;we]r holds, where @ is a

quadratic polynomial over variables x = {xfﬁ }iel2,ji€lacr],Bef0,1}- The addi-

tional term Q(x) in aCTglejZ can be programed into pCT and pSK by introducing
more additional space. Please see Section 5 for a detailed argument.

2 Preliminaries

In this section, we define some notation and preliminaries that we require. For
vectors vi, ..., Vy, (Vi,... ,vn) denotes the vector concatenation as row vectors
regardless of whether each v; is a row or column vector. We use ® for the
Kronecker product. We denote an n-dimensional unit vector (0°=!,1,0"~!) by
€;/n,- We use standard cryptographic bilinear groups where the matrix decisional
Diffie-Hellman assumption (MDDH) holds [18].

2.1 Multi-Input Functional Encryption

Definition 2.1 (Multi-Input Functional Encryption). Let F be a function
family such that, for all f € F, f:X; x --- x X, = Z. An MIFE scheme for &,
MIFE, consists of four algorithms.

Setup(1*): It takes a security parameter 1* and outputs a public parameter PP
and a master secret key MSK. The other algorithms implicitly take PP.

12



Enc(MSK, i, x;): It takes MSK, an index ¢ € [n], and x; € X; and outputs a
ciphertext CT;.

KeyGen(MSK, f): Tt takes MSK, and f € F, and outputs a secret key SK.

Dec(CTy,...,CT,,SK): It takes CTy,...,CT,, and SK, and outputs a decryption
value d € Z or a symbol L.

When n = 1, we call it just a functional encryption (FE) scheme and omit the
second argument of Enc.

Correctness. MIFE is correct if it satisfies the following condition. For all
AEN, (x1,...,2,) €EXy X -+ x Xy, f E€TF, we have

PP, MSK « Setup(1*)
CTZ — Enc(l\/lSK,i,xi)
SK + KeyGen(MSK, f)
d := Dec(CTq,...,,CT,,SK)

Pr|d= f(z1,...,2n)

Selective Security. We define two indistinguishability-based security defini-
tions for MIFE, namely, message-hiding and function-hiding. For a stateful PPT
adversary A and A € N, let

{i,27°, 2 }ze[n],ye[qmﬂ—fl(l*)
PP, MSK <+ Setup(1 )

CT? « Enc(MSK, i, 27") .
B~ AKeyGen(MSK, )(PP7 {CTf }iE[n]JG[QCT‘i])

PPN =Pr |5 =1

Let gsk be a number of queries to KeyGen. We say A is admissible if, in case of
qcT. Lo ,qCT.n,qsk > 1, A’s queries satlsfy fh(ad 0 co w0y = fe(lel’l, A

xdrt) for all (j1,...,4n) € [gcTa] X -+ X [gcT n) and E € [gsk]. MIFE is message-
hzdmg if, for all admissible PPT adversarles A, the following advantage of A is
negligible in A: Adv!{'fi (A) == [PRTE0(N) — P%'ﬁl(A)L

Next, we define a function-hiding property. Let P%!fhE’ﬁ (M) be defined the

same as P%{Eﬁ;’@()\) except that A’s oracle is Osk (8, -) instead of KeyGen, where
Osk (8, -) takes (f°, f!) and outputs KeyGen(MSK, f#). This time, A is admissible
if, in case of gcT.1,- - -, qcT.n, gsk > 1, A’s queries batlsfy 0z 71,0 yeeeyxin0) =
FEr et it forall (., . . ., jn) € lgcT,1]x -+ x[gcT n] and ¢ € [gsk]. Then,
MIFE is function—hidz’ng if, for all admissible PPT adversaries A, the following
advantage of A is negligible in A: Adv!'ir(A) == [PYE=(\) — P%'E}F Y]
Remark 2.1. In this paper, we assume that gct; > 1 for all ¢ € [n] and that
gcta = -+ = qct,n(= gct). This is w.l.o.g as discussed in [6,17].

We next define quadratic functions.

Definition 2.2 (Bounded-Norm Multi-Input Quadratic functions over
Z). A function family IFT'\Y/'I%F x.c for bounded-norm multi-input quadratic func-
tions consist of functions f : (X™)" — Z where X = {i | i € Z,|i| < X}. Each
fe ?MQFXC is specified by ¢ = {cuu}uvemn) € Z(mm* g4, ||c|\Oo < C and
Cup =0 if u > v. Let x, be the p-th element of x = (x1,...,%x,) € (X™)".

Then, f specified by c is defined as f(x1,...,X,) = ZH,Ve[mn] cu,,,xuxl,.
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3 Predicated Inner Product Functional Encryption

We define and construct predicated inner product functional encryption.
Definition 3.1 (Inner Products over Bilinear Groups). Let G = (p, Gy,
G2,Gr,91,92,€) be bilinear groups. A function family 9“) ¢ for inner products

over bilinear groups consists of functions f : GT* — Gr. Each f € ?'PG is
specified by [y]a where y € Zj' and defined as f([ 1) == [{x,¥)]r-

Definition 3.2 (Predicated Inner Products over Bilinear Groups).
A function family FS'mG for predicated inner products over bilinear groups

consists of functions f : Zg x GP* — Gr U {L}. Each [ € ’J"P'P G s spec-
ified by y; € Z¢ and [ys], where y; € Z7' and defined as f(xl,[xQ] ) =

[(x2,y2)]7 if (x1,y1) =0
L if<X1,y1>7£0'

We refer to FE for ?'P ¢ and ffS'P as IPFE and predicated IPFE, respec-
tively. We define partially function- h1d1ng security of FE for EFP'P - Partially
function-hiding security guarantees that secret keys hide y» (but do not y1).

Partially Function-Hiding Security. Let pFE = (pSetup, pEnc, pKeyGen, pDec)
be a FE scheme for ?S,Ifn,(;- For a stateful PPT adversary A and A € N, let

{X{v [X% O]h [X2 ] }JE QCT] — ‘A(l/\)
pPP, pMSK « pSetup(1 )

pCT + pEnc(pMSK, (x], [x)]1))
B ‘AOSK(ﬁ"-)(pPPa {pCT },7€[qCT])

PP (\) ==Pr |/ =1

where Osk takes (y1,[y9]2, [y3]2) and outputs pKeyGen(MSK, (y1,[y5]2)). Let
gsk be a numbe: of queries to Osk. We say A is admissible if A’s queries satisfy
(x50, y50) = (x2t, yot) when (x),y!) = 0 for all j € [ger] and £ € [gsk]. pFE is
partially function-hiding if, for all admissible PPT adversaries A, the following
advantage of A is negligible in A: Adviﬁifh( )= |P51F'EJfﬂ( ) — Pfifi()\ﬂ

3.1 Predicated IPFE from IPFE

We construct a partially function-hiding FE scheme for 3'“57'7';,@ from a function-
hiding FE scheme for 5"}; +om41,c generically. Note that k is a parameter for the
MDDH assumption. A function-hiding FE scheme for 3"'75’@7 based on MDDH is
implied by the function-hiding IPFE scheme described in [30, Appx. A] 7. Let
iFE = (iSetup, iEnc, iKeyGen, iDec) be a function-hiding FE scheme for ST}CF;HmH’G.
Then, our partially function-hiding FE scheme pFE = (pSetup, pEnc, pKeyGen, pDec)
for 3'5)'51,@ is constructed as shown in Fig 1.

" In more detail, this follows since the scheme remains correct and secure even if
input vectors for Enc and KeyGen consist of group elements, and Dec first obtains
decryption values on the exponent of a target-group generator and then computes
its discrete log.
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pSetup(1*) — pPP, pMSK
(pPP, pMSK) := (iPP,iMSK) < iSetup(1*)

pEnc(MSK, (x1, [x2],)) = pCT
z + 7%, x = (2 ® X1,%2,0™,0) € ZEH2mFL iCT « iEnc(iMSK, [x]1), pCT := (x1,iCT)

D>y

pKeyGen(pMSK, (y1, [yz],)) — pSK
a+ ZF y:=(a®yi,y2,0™,0) € ZET2mHL iSK « iKeyGen(iMSK, [y]2), pSK := (y1,iSK)

pDec(pCTpSK) — =
If (x1,y1) # 0, outputs z = L. Otherwise, outputs z = iDec(iCT, iSK).

Fig1: Our predicated IPFE scheme.

Correctness. Since (z® x1,a®Yy1) = (z,a) - (X1,¥1), iDec(iCT,iSK) outputs
[(x,¥)]T = [(X2,y2)]T if (x1,¥1) = 0. This follows from the correctness of iFE.
For security, we have the following theorem.

Theorem 3.1. If iFE is function-hiding, and the MDDH assumption holds in
G, then pFE is partially function-hiding. More precisely, for all PPT adversaries
A, there exist PPT adversaries B1, Bo such that

Advﬁiifh()\) < ger(BAAVET (M) + 2Advi MPPH ().

Due to space constraints, the proof is provided in the full version.

4 Mixed-Group Multi-Input IPFE

In this section, we define and construct our mixed-group multi-input inner prod-
uct functional encryption (mixed-group IP-MIFE).

Definition 4.1 (Multi-Input Inner Products over Bilinear Groups). Let
G = (p,G1,G2,Gr, g1, 92,¢) be bilinear groups. A function family 3’“7'\7"1'72’6 for
multi-input inner products over bilinear groups consists of functions f : (G*)* —
Gr. Each f € SFM'ZG is specified by [yi]z,. .., [yn]2 where y; € Z3' and defined

m,

as f([x]1, - [x]n) = i 0o yillr-

Definition 4.2 (Multi-Input Mixed-Group Inner Products over Bilin-
ear Groups). Let G = (p,G1,G2,Gr, g1, 92,¢) be bilinear groups. A func-
tion family 3"7“,"1?];2,”7(13 for multi-input mixed-group inner products over bilinear
groups consists of functions f : (G x G5'*)" — Gr. Each f € FNO" - is
specified by ([y1,1]2, [y1,2]1,- -+, [Yn,1]2, [yn,2]1) where yi1 € Z;" and y; 2 € Zj2
and defined as f(([xl,l]h [X172}2), ey ([Xn,1]17 [X,L72]2)) = [<X, y>]T where x :=

(X1,1,X1,2,- -, X, 1, Xp2) and y = (Y1,1,¥1,2,- -+ Yn,15 ¥n,2)-

We refer to MIFE for 3"7'\7/7"'727@ and ?ij&2,7“(; as IP-MIFE and mixed-group IP-
MIFE, respectively. We require mixed-group IP-MIFE to satisfy the standard
function-hiding security in Def. 2.1.
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gSetup(1*) — gPP, gMSK
miPP, miMSK<miSetup(1*), (iPP1,iMSK1),..., (iPP,,iMSK, )« iSetup(1*)
gPP := (miPP,iPP1,...,iPP,), gMSK := (miMSK,iMSKj, ..., iMSK,)

gEnC(MSK7 i’ ([Xi»1]17 [X1s2]2)) - gCTl
Z%Zg, ;{i71::(xi71,0m2,z,0) c Z;’Ll+m2+k+1, )”Em::(xm, 7Z,0) S Z;L2+k+1
mlCT, < miEnc(miMSK,i, [ii,l]l)y ICT, < |Enc(|MSK,, [ii,2]2)> gCT1 = (r‘t’llCT,7 ICTz)

gKeyGen(MSK, {[yi,1]y, [i2] }iein) — 8SK
agZi;‘, Vi1=(yi1,0™2, a,0) € Z;n1+mz+k+17 Vioi=(yi2,a,0) € Z;n2+k+17 ¥i= Grdse o Fu)
miSK «— miKeyGen(miMSK, [y]2), iSK; < iKeyGen(iMSK;, [y:,2]1), gSK := (miSK, {iSK;}ic[n))

gDec(gCT,,...,gCT,,,gSK) — =
Outputs miDec(miCTy, ..., miCT,,, miSK) Hie[n] iDec(iCT,,iSK;)

Fig2: Our mixed-group IP-MIFE scheme.
4.1 Construction

Let ?'P ¢ be a function class defined the same as fF'P G in Def. 3.1 except that
Gy and G4 are switched, that is, each f : G5 — GT is specified by [y]1. We

construct a function-hiding MIFE scheme for 3",'\,’1?'7712 n,G rom a functlon hiding

MIFE scheme for FMIP | +matk+1,n,c and function-hiding FE scheme for +k+1 G
in a generic way. Note that k is a parameter for the MDDH assumptlon A
function-hiding MIFE scheme for N'® - based on MDDH is easily obtained
from a function-hiding multi-input IPFE schemes in [4,17,30]. This is since these
schemes in the literatures work even if input vectors for Enc and KeyGen consist
of group elements, and Dec first obtains decryption values on the exponent of a
target-group generator and then computes its discrete log.

Let miFE = (miSetup, miEnc, miKeyGen, miDec) be a function-hiding MIFE
scheme for FM! 1+m2+k+1 nG and iFE = (iSetup, iEnc, iKeyGen, iDec) be a function-

hiding FE scheme for 3" ,+k+1,G- Lhen, our function-hiding MIFE scheme gFE =
(gSetup, gEnc, gKeyGen, gDec) for FMCIP - is constructed as shown in Fig 2.

mi,m2,Nn,

Correctness. Due to the correctness of miFE and iFE, gDec outputs

Z (Xi1,¥i1) + (Xi2,¥i2)| = Z ((xi,1,¥i,1) + (Xi,2,¥4,2))

16[71] T ZE[’I’L] T
For security, we have the following theorem.

Theorem 4.1. If miFE and iFE are function-hiding, and the bilateral MDDH
assumption holds in G, then gFE is function-hiding. More precisely, for all PPT
adversaries A, there exist PPT adversaries By, Bo, Bz such that

AdvE S (V) <(dger+1)AdVET G (A)+n(dger+1)Adv g (\)+ngerAdvy P MPPH ().

Due to space constraints, the proof is provided in the full version.
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qSetup(1*) — qPP,qMSK

G+ 986(1/\), w1,1,W1,2,W2,1,W2,2, UL, U2, V1, V2 < Zp

pPP, pMSK«pSetup(1*), iPP,iMSK+«iSetup(1*), gPP, gMSK+«gSetup(1*)

qPP := (G, pPP,iPP,gPP), qMSK := ({wi ;}: jel2), {1, vi}ic2), PMSK, iIMSK, gMSK)

qEnc(gMSK, i, z;) — qCT,

5,8, L Zp, 1:=e;®(1,L) € Zz, 1:= €2 ®(L,—-1) € Zf,

b := (x;,0, sw1 s, swa,i, ui, t,0,0) € Zﬁ, b= (xi,0,5e;/2,7,04,0,0) € Zf,
d:=(s,0) €22, d:= (5,0) € Z2, f := (r,1,0,0) € ZL, h:=0

pCT, < pEnc(pMSK, (1, [b]1)), pSK, + pKeyGen(pMSK, (T, [B]g))

iCT; « iEnc(iMSK, [d]1), iSK; « iKeyGen(iMSK, [d]»)

gCT, < gEnc(gMSK, i, ([f]1, [h]2)), aCT, := (pCT,, pSK,,iCT,,iSK;,gCT),)

qKeyGen(qMSK, ¢ = {¢u,v }pu,vefz)) — aSK

f; .= (Zu€[2] Ci, Uy ZHGE] CM{UW 07 0) S Zg, 77,2 = 07 03,0 = Ci,0W54,0
gSK < gKeyGen(gMSK, {[fi]z, [hi}l}iE[Q])v qSK = ((:7 gSK, {O'i,G}i,Oe[Q])

qDec(qCT,,qCT,,qSK) — z

[z1]r =11, e[z PDec(pCT,, pSK )", [22]r := [], pe|) iDec(iCTy, iSK;)7%?
[23]7 := gDec(gCT,,gCT,,gSK), [2]r := [z1 — 22 — 23]7

Searches for z within the range of z < |[4CX?|

Fig3: Our two-input quadratic MIFE scheme.
5 Warm-up: Two Input Quadratic MIFE

Since our general quadratic MIFE scheme (Sec. 6) is quite complex, we first
present a simpler scheme as a warm-up. This scheme is a MIFE scheme for
?'IAQQE(C from the SXDH assumption, that is m = 1,n = 2. For ease of exposi-
tion, we also restrict the number of ciphertext queries to 2 per slot. The SXDH
assumption is captured as the Dy assumption where D;, consists of all matrices
with the form of (a,1)" € Z2.

Let pFE = (pSetup, pEnc, pKeyGen, pDec) be an FE scheme for 3'"5_'5';@ (Def.3.2),
iFE = (iSetup,iEnc,iKeyGen,iDec) be an FE scheme for 3”2‘?@ (Def. 3.1), and
gFE = (gSetup, gEnc, gKeyGen, gDec) be an FE scheme for 3"2’]5';6 (Def. 4.2).
The warm-up scheme qFE = (gSetup, gEnc, gKeyGen, gDec) is constructed from
pFE, iFE, and gFE as shown in Fig 3. Since gFE cannot be instantiated from
SXDH, the warm-up scheme needs an additional assumption such as XDLIN
(bilateral 2-Lin).

Correctness. Let s;,5;,7;,t;, li,i, b;, Bz for ¢ € [2] be random elements used to
generate qCT,. Observe that (1;,1;) = 0 for all 4, I € [2], and thus pDec(pCT,, pSK;)
= (b;,br). Due to the correctness of pFE,iFE, gEF, we have

21 = E Cuw (TuTy + SuSpWp,w + ruuy + tuvy,)
wvE(2]
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22 = E CuwSvSp Wy, 23 = E Cuw (Tuty + tovy).
wvE(2] wvE(2]

Hence, we have z = Ep,ue[z] CupTuTy.

5.1 Multi-input IPFE Scheme for Security Analysis

Before going to the security analysis of our quadratic MIFE scheme, we introduce
a message-hiding IP-MIFE scheme, i.e. an MIFE scheme for 5%{2,@7 denoted by
miFE = (miSetup, miEnc, miKeyGen, miDec) that we use for the security proof.
The scheme is obtained by applying the conversion of single to multi-input IPFE
by Abdalla et al. [4, Sec. 4.1], to the single-input IPFE scheme by Abdalla et
al. [3, Sec. 5]. The resulting scheme satisfies the message-hiding security under
the DDH assumption. Note that although Abdalla et al. considered the conver-
sion in the adaptive setting, it is not hard to see that the conversion works in
the selective setting. The original scheme in [3] uses a pairing-free group for the
construction, but it is easy to see that their scheme can be similarly built on
pairing groups where the SXDH assumption holds. The scheme is described in
Fig 4.

miSetup(1*) — miPP, miMSK
G+ 98c(1M), Wi,y Wy < Z27, U1,..., Uy < Z7
miPP := (G, [wl]l,...,[wn]l), G
miMSK := (w1,...,Wn,u1,...,Uuy) B )
{i,x2%, x1" Ve je < A1)
miEnc(miMSK, i, x;) — miCT; qPP, qMSK < gSetup(1*)
5 Ly, miCT, = [ei]1 = ([s]1, [swi + w + xi]1) qCT! « qEnc(qMSK, i, x/")
¢ < A(qPP, {aCT; }icf2),jer2)
miKeyGen(miMSK, y1,...,yn) — miSK qSK « qKeyGen(qMSK, c)
miSKg:= — Eie[n] (yi,w;), miSK;:=(—y; wi,yi), 8« A(qSK)
miSK::(miSKo, {miSKq;}iE["])
miDec(miCT1, ..., miCT,, miSK) — 2 Figh:  qFE  warmup  security
211 = [3,c (1, miSK:) + miSKo] game.

Fig4: IP-MIFE scheme by Abdalla et al.

5.2 Proof of Security

Theorem 5.1. If pFE is partially function-hiding, iFE and gFE are function-
hiding, and g outputs bilinear groups where the SXDH assumption holds, then
qFE is message-hiding as long as qct = 2 and qsk = 1.

Proof. For ease of exposition, we prove security in the restricted game where
an adversary makes two ciphertext queries per slot and one secret key query.
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qCT; qCT,

bi = (x}’ 0, stwi 1, stwa,1, ua, t1, 0,0) | bl := (xé’ﬁ, 0, s3w1,2, S3Wa,2, Uz, t3, 0, 0)
bl := (z }ﬁ 0, 31, 0, ri,v1,0,0) bl = (m%ﬁ 0, 0, 5, 13, v2,0,0)
di := (s1,0), dl = (31,0) d3 = (s3,0), di = (33,0)

£l := (r1,1,0,0), ki :=0 £5 := (r3,t3,0,0), h :=0

qCTf qCT2

b? := (a:f 0, s3wi .1, sTwe,1, u1, t3, 0,0) | b3 := (332 0, s3w1 2, s3wa 2, Uz, t3, 0, 0)
b= (2370, %, 0, 7} v,0,0) | b}:=(z 2/3, 0, 0, 3, 73,00
d? = (s3, )7 d? = (3%,0) d3 := (s3,0), d3 := (33,0)

2 .= (r},13,0,0), R} :=0 £5 := (r3,13,0,0), h3:=0

qSK

fl = (X ueqz) Clantins 2opepz) Cut ¥, 0,0)
h1 =0

o 1= (e ot Sy onztis 0.0)
hz =0

Fig6: Vectors in Gg.

aCT; T}

b:=( a)i‘OA, , stwi,1, stwa, ur, t1, 0, )| bi=( z;’”, , S3W1 2, S3W2 2, Uz, th, > )
b:=([0] o 3, o, r]o}o, ) | bi=(ak? o0, 0, 53, ri,va, 0, 0 )
dI:(i,O)d—(ﬁO) d::(sﬁ )d*(szf))

£= (b [do o). n=0 f

aCTi

b= (27", , stwi, sfwan, wi, 3, ’ 0) 1| o+ 202
b:= ( .’l:f‘o, NO. 3, 0, 3, s ., 0)

d:= (s?,o), d:= (3,0

o= (2,82, 0), hi=0

qS

ha =0

K
hi=0

hy =

Fig7: Vectors in Hj.

This simplification showcases the basic strategy of the general proof, which is
provided in Sec. 6. At a high-level view, our security proof is inspired by that of
the IP-MIFE schemes by Abdalla et al. [4] in which the first queried ciphertexts
of each slot are changed from bit 0 to bit 1 by the information-theoretic property
of the one-time pad and the rest of ciphertexts are changed by the security of
an IPFE scheme. In our case, the IPFE scheme will instead correspond to the
IP-MIFE scheme in Sec.5.1.

Intuitively, we want to prove Gy ~. G; where Gg is the message-hiding se-
curity game (described in Fig 5). In Gg, the vectors in the ciphertexts and the
secret key that the adversary obtains are defined as Fig 6. We introduce a series
of hybrid games, Hy,...,H;s, and prove Gy ~, Hy =, -+ ~. Hi5 ~. G;. In each
hybrid game, the vectors for generating the ciphertexts and the secret keys are
changed from Gg, which is shown in Fig 7 to 21. We frame the parts that are
changed from the previous game by a box and sometimes denote the parts that
are not changed by —.

Go ~. H;. We can justify this indistinguishability by the (partially) function-
hiding property of pFE and gFE. For all 4,4, I, J € [2], we can see that <bz,b{>
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qCT,

bl Zyp

b= (21", 21", stwig, stwa,, u1 t, 0, +l‘1 O}
(0 0, i, 0,0, 1

)
)

Uy — Zp
b= (23", 23", shwi 2, shws,2, Uz, 13, . .+z} 023
: T; 0, 3, T3, v, 0, 0 )
= (53,0)
O)A h:=0

0, 1, 0)

2 1,0,_2,0
[i2]+=taz®)

r3, va, 0, 0 )

12 2 2 |
, S5W1,2, S5W2,2, Uz, 3,

0, 3,

B2 = (o) Cuptiys C2,202, €12, C2,2)
ha =0

Fig8: Vectors in Hs.

qCT; qCT}

b1 < Zy V3 < Ly

b:=(—0v1+) b:=(— vz-ﬁ—‘:c}lx;l— oy, v£+‘1}1x;1‘)
b:=(—,0, 1 ) b:=(—, 0, 0 )
d:= (s1,0), d := (31,0) d = (s3,0), d:= (33,0)

o= (rl, 1, 01 + |2 et — 27000 0), he=0 | £:=(r3, t5, 55 +| 2y eyt — 270250 L0), hi=0
qCT? qCT;

V2 < Zy V2 < Zy

b= (i + [l el — 2%l 0) bi= (i3 +[al a3 —2l%20| i + [l 12l ])
bi=(—, 1, 0) ( )
d = (s7,0), d == (51,0) (s

fo= (83,07 4|2y ept — 2270 [0), hi=0

9K

5 = (X e[z Cluntin, €2,1V2,€1,1,C2,1) fz = (X e[z Contin, €222, C1,2, C2,2)
h1:=0 he :=0

Fig9: Vectors in Hs.

in G and that in H, are equal unless i = I and j # J. Recall that (17, T‘]> #0
with overwhelming probability if i = I and j # J, since L is chosen from the
exponentially large space, Z,,. Hence, the indistinguishability of {b, b} between
Go and H; is implied by the par‘mally function-hiding property of pFE.

Similarly, for all 4,5 € [2], (flj,f) in Gg and that in H; are equal, which

implies, for all ji,jo € [2], Zze[2]<<fj ) +

hfﬁl) in Gg and that in H; are

equal. Thus, the indistinguishability of {f, f } between Go and Hj is implied by

the function-hiding property of gFE.

Hl e HQ.

We can justify this indistinguishability by the SXDH assumption,

which implies (G, [t]1, [v1t]1) ~c (G, [t]1, [V]1) where G < Sga(1Y), t = {t/}i jera:

V= {0]}; jep) « Ly, v1 < Ly
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1,010
Ty,

,0, +J}1x}1)

b= (—

b:=(—,0, 1 )
d:=

£i=

= (s},0), d := (5},0) :
(7],t1,+111111—¢1 .L% ,0), h:=0 | f:=
q

11 1,1 1,0 1,0
g,+-1/1 Ty — @y wy,0), h:=0

d o= (3,0), d = (32,0) do= (3,0, d = (3,0)

f 7(r1,t1,+zllzil e U:clo,(]) h:=01|f: 7(T2,t2,+zi lle Ty 09320 0), h:=0
qSK

fi = (3, ep) Cntiu, €212, €11, €2,1) 2 1= (32, c[2) C2uulin, €222, C1,2, C2,2)
h1:=0 ha =0

Fig 10: Vectors in Hy.

aCTy qCT1

b= (a1°, 21, stwii, sfwe, w, t, 0,@) = (— v+ 2" 1I§1—zi'”m§'“,@)
b=( 0 s o rh[ufofo)) b:( 0, 0)
d:= (s1,0), 51,0) d = (s} ) d := (35,0)

fi= rl,rl,MJr:“J}l71}%}“,0), h:=0 fi= rz,tz,MJrz“m;‘—z}“ 10.0), h:=0
q qCTé

b= (1% 21, stwia, stwag, w, 6, B +artert =210, 0) | b= (— G072y et — 2023, o)
b::(zf'",NO 5, 0, i, [o1) 1, 0) b:( . 0, 0)

d = (s1,0), d == (5%,0) d = (s3,0), d := (33,0)

fi= (383, 300 + oy ey’ —2p2p°,0), hi=0 = (13,13, 1300 + ay e’ —xp23°,0), h:=0
qSK

= (Xuer 61.,,u,1,, c1,1,€2,1) = (e c2mtns| Xpuep op |y €1,2, C2,2)
hi:=0 ha =0

Fig11: Vectors in Hs.

Hs = H3. These hybrid games are information-theoretically equivalent. This can

9 4 gblght _ gl0gl0 ;= 1)
- 1 T 1 = "
be confirmed by setting U] := 115 1,0 3,0 where ¥U; < Zy.

/]—‘r.’lﬁ 2 .’131 €T3 (222)

Hs ~. Hs. We can justify this indistinguishability by the SXDH assumption,
and the indistinguishability can be shown similarly to that between H; and Hs.

Hy ~. H5. We can justify this indistinguishability by the (partially) function-
hiding property of pFE and gFE, similarly to the case of Gy ~. Hj.

Hs ~. Hg. We can justify this indistinguishability by the (partially) function-
hiding property of pFE, iFE, and gFE, similarly to the case of Gg ~. H;. Note
that here we also need to consider iFE since {d, d} is also changed, but it is easy
to see that, for all ¢,4,I,J € [2], (df,&ﬁ in Hs and that in Hg are equal.

Hg ~. H7. We can justify this indistinguishability by the SXDH assumption,
which 1mphes (G [5]17 [‘ASJ{S]I) ~c (Gv [s]lv [s]l) and ((G7 [u]h [r%u]l) e (G7 [u]h [11]1)
where G < 9BG( A),S = {Sz }i,jG[Q]? S = {35}27]6[2] — Z;l),:;% “— Zp, u = {ui}iG[Q]a
u= {uz}le[g] < Zi,r% < Zp.
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1 2.0 1.0 1111 1,0, 1,0
s stwi, stwa, u, t1,0,0) = (| sbFw 2 + riug + &t ey [+ ol eyt — 2 02)0,0)

b

0, 7i,v1,0,0) b: 0, 0)
d
f

), d:= (33,0)
2 al0%100), hi=0

11 2.1 2,0
+aytayt — a1, 0)

0)

20 20 111110 10
| siswn g+ rfun + 2700 |+ eyt - 20210, 0)

d:= 1= (s3] 533 =3
),., ,(@ @) _ (2 z- 2,1 1,02, .
21021°,0), h = = (13,13, : 20.0), hi=0

Fig12: Vectors in Hg.

Additional sampling for qgMSK
‘ih,iiz — Zy \

Slwll alwm lll,tlv 0,0)
911 0, rlvvlaoro)

(éh )

1,1 1,0,1,0 —
—27°21°,0), h:==0 = (rh, th, 2zt — 21021°,0), h:=0

20,10 | 11,11 1010
U11+-+T Ty Ty "y, 0)

0, 0)

b= ( o1 1 ++ xf’"zf‘” + lillil _ l'i'“l'i‘o, 0) . oy o ++ xf'”zﬁ’” + Lil‘Lzl _ wi'“zﬁ‘“, 0)
b:=( 1, 0) | b: 0, 0)
3 =(0,1) d: d = (3,0)
= (0, fl,’l': ml - z}'“;n}’“,o), h:=1 fi=(r3, 7‘2,7: 1m§1 - z}'“;n.ﬁ’“,o), h:=0
qSK
fi =

fi= (3 ez CLmutus 2 (2 Cud Vs €115 C2,1) EQ = (s C2nthies 2 pea) 2, €12, €2,2)
by =32 e CLpiin hz =0

Fig 13: Vectors in Hr.

H7 ~. Hg. We can justify this indistinguishability by the message-hiding prop-
erty of miFE. First, we prove that, for all j € [2], we have

2,0 2,0 1,0 1,0 2,0 4,0 1,0 5,0
cra(zy oy — @y ) + e oy IE% —xwy”) (5.1)
(ot - oo oy g(etad - oblef?).

Due to the game condition defined in Def. 2.1, the queries by the adversary
satisfy

Z CZ, f(7' O f(@) 0 — Z Ci,exif(i)’lxg(e)’l (52)
i,0€(2] 1,0€[2]

Z Ci,oﬂcf(l ’O:cg(")’o = Z Ci 9T g(Z s Z(e) (5.3)
1,0€[2] i,0€[2)

2 (¢=1 1 (=1
) (Z ) , gli) =4 . (l ) . Note that Eq. (5.2) represents
i (i=2) j (i=2)
the restriction f(z7°,23°) = f(z',23"), and Eq. (5.3) represents the restriction

where f(i) =
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Additional sampling for gMSK

U1, U — Zp

qCT! aCT,

5«17, 55— 7y

b= ( xi’o, m}’l, stwi, stwe, ut, t1, 0,0) | b= (—, 55w, + iz +, 0)

E::( 0, xi’l, 31, 0, ri,vl,0,0) E::( , 0, 0)

d:= (81%7:93)71(11 :1:1(3?7?)0 1,0 d = (s3,5), di= (32,0

fi=(r,t1, 27 27 — 2y 2,,0), h:=0 fi=(r, 3, 2p 2" —27%3°,0), h:=0

qCT? qCT3

217, B 17,
1:(*7§%w1,1+ﬁ1+,0) 12(*,§%w1,2+ﬂ2+m,0)

b:i=(—, 1, 0) b:=(—, 0, 0)

d:= (s3,57), d:= (0,1) d:= (s},53), d:= (53,0)

f:= (0,83, 21 a7t —21°27°,0), h:=1 fi= (3,63, xp et — 27%2°,0), h:=0

qSK

fii= (e Crntins ey Cuntis crnye21) - 2= () C2ntins Lpep) Cui2Uns €12 C2,2)

hy = Zue[2] ety ho =0

Fig14: Vectors in Hg.

Fat?,2d®) = f(@7", 23", Bq. (5.2) — Eq. (5.3) implies Eq. (5.1) by reflecting
the fact that cy; = 0, which is defined in Def. 2.2.
Thanks to the message-hiding property of 2-slot miFE and Eq. (5.1), we have

{miPP, miCT}", miCTy°, miCT2?, miSK} ~, {miPP, miCT"", miCTy", miCT3", miSK}
where

miPP = (G, [w11]1, [w1,2]1)
miCTi’ﬂ = ([5%}1, [5%101,1 + 11 + x?’ﬁx%’ﬁ — x}’ﬁx%ﬁ]l)

miCT5” = ()1, [Hwre + dia + 277 0}” — 2y72) "))

message vectors

miSK = ( Z €1,y —C11W1 1, —C12W1 2, C1,1,C12)-
———

ne(2] key vector

Roughly speaking, [b]; in qCT%7 qCT3, qCTg is simulatable from miCTi’ﬁ, miCTé’B,

miCTg’ﬂ, respectively, and [h;]; in qSK is simulatable from miSK, and the case

of B = 0 corresponds to H7 and 8 = 1 corresponds to Hs.

Hg ~. Hg. We can justify this indistinguishability by the SXDH assumption

similarly to the case of Hg ~. H7.

Hg =, Hip. We can justify this indistinguishability by the (partially) function-

hiding property of pFE, iFE, and gFE, similarly to the case of Gs ~. Hg. At this

point, all ciphertexts for slot 1 are changed from encryption of 0-side to that of

1-side.
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qCT2
~::(zi,0? zpt, stwig, stwa, wi, t1,0,0) bi=(— m+ s +z2 1201 0)
E} 0, ri,v1,0,0) b= (— 0)
= (51,0 d: (52, 0)
= (ri,t],zy lrl - zi'“x}'(‘,o). h:=0 f.= (r%,tﬁ,zi":c;‘l —1%2y°,0), h:=0
qCT2
=(x z1 ,51w11,s1w21,u1 t.,M+ riuy +x21121 0) er riuy +ac“z21 0)
( 0, 0, ®, 0, 0 v, 0) 0)
(s1,| 531 ), d = (0,1) cdi= (5270)
(0,3, 27 1‘%'1 — z}‘ow%'oj()), h:=1 . .L'l Oxz 00), h:=0

£2 1= (e ra) C2ustus 2 uea) Cun2Vus €12, €2,2)

ho =

qCT% qCT%
b= ( a1, 2yt stwi, stwa, ua, 4, 0, 0) b= ( 23”2yt shwia, shwaa, ua, th, @7 0)
b:=( 0, =1!, 7, 0, i, v1,0,0) b:=(z° 0, 0, S5, T3,v2, 0, 0)
d:= (s1,[0]), d:= (3,0) d = (s,[0]), d:= &,0)
fi=(rl,th, 2 2 —21%°,0), h:=0 fi=(ri thay eyt — 21 %23°,0), h:=0
qCT? 2
qCT;
— .20 .21 2 2 2

E = (21", @7, stwia, sjwa,, u;, i, @* 0) E = ( 12 0 zz , S3w1.2, S3wa,2, U2, 13, @, 0)
b: ( 0, 7 vl»? 0) bZ:(IZ’O, 07 07 537 T%a V2, 07 0)
d:= ( d:= (827@)1512_1 (52’102) 2,0

00) h—@ o= (r3,13, 27" 25 z x5, 0), h:=0
f} = (Zue[Z] C1, iy, ZuE[Z] Cuy 1V, C1,1,C2,1) 52 = (Zue[?] C2,u Uy, Z“E[Q] Cpu,2Vp, C1,2,C2,2)
hl = @ h2 =0

Fig 16: Vectors in Hyg.

Hip ~. Hi1. As stated above, Gy to Hyp are hybrid games for processing the
ciphertexts for slot 1. Next, we apply a similar procedure to slot 2. Hy; in the
process for slot 2 corresponds to Hy; in the process for slot 1. That is, H1g ~. Hi;
can be proven similarly to Gg =, H7.

Hq1 =, His. This indistinguishability can be prove similarly to the case of H; =,
Hg, but we need an additional tweak in this case. First, we prove that, for all
J € [2], we have

exn (a3 — a0k 4 00 o(a3°30 — 2501 ) + ey (o %030 2} )
N T L P L L A )

(5.4)

Due to the game condition defined in Def. 2.1, the queries by the adversary
satisfy

S cpal @000 = T g2l OO (5.5)

1,0€[2] i,0€[2]

24



Additional sampling for gMSK

\m,agezp

e
o
—

i
T
N

s

‘&1u21+U1+110110+‘L‘11L11*IIUI&U‘.O) b= ( 10, 0)

& oo

al|m
Al -
|

2,0 2,0 1,121 1,0_2,0 2,0, 2,0
‘ —xy ] ‘,ﬂ) b 5

( 911L21+u1+12 7+ xy Ty = — ‘Sguzz+u2+L + x5

( 0, 0) | b:=([0]0,0,[0][0] va, [1] 0)
(s, d = (s ), d:= @.

f:= (@Jz,a% Tp2t — gph020 L el el — 220200 ), b ::

fii= (3 ey CLntiuns 22 Cut Vs €11, C2,1) EZ = () 2 tins Ypea) €2 Vs €1,25 €2,2)
hy:=0 hy = E“g[zl C1,puly

Fig17: Vectors in Hy;.

11 1,1 1,0,.1,0
Ty' T Xy Ty ‘30)

Additional sampling for qgMSK
i1, dio < Zp
qCT] L
Tz, acT,
7
b::(—ﬁiu;z,l + iy +, 0) }j :( .0, 0)
b=(—, 0, 0) b= (—.0,0)
d - <S}Y§})$l 1 :1:1(’5}'01)“ 1,0 1,1 1,1 1,0..1,0 d (S; “2) (’5\%.0)
f£i=(ri 12y eyt — 2y eyt — %) | g (r}, t8, b lTé U gh0gho pligll _ glogloy p._g
h:=0
CT;
(-:!2 ! qCTg
81 < Zyp gz,
2 2,1 2.1
13'_( 151w2,1+u1+, 0) b= (—, 5w +ii2 +
b:=(—, 0, 0) B (— 1
d:=(s1,57), d:= (51,0) _ 5 |
’ d = (s3,53), d:= (0,1
Z ii)ﬁ 7t1aL} IL} ! zl 011 0 1;'11'? ! Il OI? O) £o— ((0 12‘21 1;17; 1 ( xi?"zé'",x;’lzi’l T; 01, n> ho=1
qSK .
f‘ = (2”6[2] €1y, 2“6[2] Cp1Vu, €1,1,C2,1) 2= (2,1,5[2] C2,uUps 2,15[2] Cu2Up, €12, C2,2)
hy:=0 hy == ZME e1piiy] +era(tayt — 210230 — (a2l — 2} %23°)) ‘
Fig 18: Vectors in His.
),0_9(6),0 _ i),1 _g(0),1
2 : Cio g( g( ), 2 : Ci,amf( ), x.g( ) (5.6)
i,0€[2] i,0€[2]
1 (=1 . [1 (i=1)
where f(i) = ) , g(i) = i . Note that Eq. (5.5) represents
2 (z =2) 1 (i=2)
the restriction f(z7°, 22%) = f(:cl’1 z3"), and Eq. (5.6) represents the restriction
2 2 1 5%2 ) q-(9- p

Flat? zd0) = f(x% 1, zy"). Eq. (5.5) — Eq. (5.6) implies Eq. (5.4) by reflecting
the fact that cp; = 0, which is defined in Def. 2.2.
Thanks to the message-hiding property of 3-slot miFE and Eq. (5.4), we have

{miPP, miCT}", miCT7?, miCTy?, miCT3°, miSK}
~ miPP, miCT", miCTP!, miCTy!, miCTS !, miSK}
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Additional sampling for qMSK

iz — Zp
1
?FTI qCTi
81 Zp cz,
b= (—,8wo1 +iin +z2'x)", 0) 5+
B (— o 0 b:=(—,0,0)
= 20 b= (—.0,0)
d = (s1,51), = (51,0) 1 31
_ s 1,0,1,0 1,1 1,1 1,0,.1,0 $3, 82 = (s2,
fi= =zt gy — ) d:= ( )1(:}11( q)oln 1,1_1,1 1,0,.1,0
b EERE 2 fi=(rd, th,ay eyt — 2y %2y ad eyt — 2y %20 0), hi=0
qCT?
52y
— 2,1 2,1
E:E 91w21+11(1)+T2 o 12; *,S’ng,erilerz 1T§1w0)
o Yoy ’ : 1, 0)
d = (s3,5), d:= (2,0 ,
e >11 11( " 1?0 10 11 11 1,0 1,0 d 7(32 ), d =01
f (3, 88, ey eyt — ey ey eyt — a0 ) I 43:;‘1'1;;17.’1;;’“1;'“), ho=1
1=
qSK ~
fl = (ZMG[ ) C1 ;LMM,ZME[ ) G105 €115 C2 1) fz = (Zue[ 2 €2, ;L“uyzug[g] Cu,2Vu, €1,2, C2,2)
h1:=0 ha =3 e Crnlin +e12 1
Fig19: Vectors in Hs.
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Fig 21: Vectors in Hys

26




where

miPP = (G, [w2,1]1, [wa,2]1, [w2,3]1)

m|CT] B ([S{]l, [gjl'wz L4l + xlﬂ 568 17ﬁx11}6h)
m|CT1 - ([53]1, [Sngz + g + 5 2,6 Qﬁ 1”8 1’5]1)
m|CTéB ([s%]l,[séwgd—i—ud—l—xlﬁ 26 x% ﬁxl”‘g]l)

message vectors

miSK = ( E o, ully, + €121, —C2,1W2 1, —C2,2W2 2, —C1,2W23,C2.1,C2,2,C1,2)-
—_————

nel2) key vector

Roughly speaking, [b]; in qCT},qCT?, qCT3 is simulatable from miCT%’B, miCT?‘ﬂ,
miCTé’ﬂ, respectively, and [ho]; in qSK is simulatable from miSK and miCTé’ﬁ.
More precisely,

%QZKl C1K4—C12(C2+JZ10 20—1‘%033;0)

where miCT3? = ([C1]1,[Ca)1) and miSK = (Ky,...,Ky7). The case of 8 = 0
corresponds to Hy; and 8 = 1 corresponds to His.

Hio =, Hi3. We can justify this indistinguishability by the function-hiding prop-
erty of gFE. For all 7,5 € [2], <ff,£> + hfﬁl in Hi5 and that in Hys are equal
(recall that co; = 0), which implies, for all ji,j2 € [2], Zze[Q]«fJ f;) + hi'h;)
in His and that in Hi3 are equal. Thus, the indistinguishability of {f,?, h,%}
between Hi and His is implied by the function-hiding property of gFE.

Hi3 ~. Hy4. This indistinguishability can be proven similarly to Hg ~. Hyg.
Hqys =, Hi5. Due to the game condition defined in Def. 2.1, the queries by
the adversary satisfy >, yc9 cio(z; zy' — 21%2;%) = 0, which implies, for
all 71,72 € [2], Zie[Q]«fij ,£) 4+ hi*h;) in Hyg and that in Hys are equal. Thus,
the indistinguishability of {f ,f'} between Hi4 and His is implied by the function-
hiding property of gFE.

His =, G;. It is easy to see that this indistinguishability is implied by the
partially function-hiding property of pFE, since, for all 4,7, I, J € [2], <b{, g{) in
Hi5 and that in G; are equal.

6 Quadratic Multi-Input Functional Encryption

We present our quadratic MIFE scheme for fmeF x.c- We define the following
functions that relate indices in [n] x [m] with those in [mn]:

— location function, lo : [n] x [m] — [mn], defined as lo(z,y) = (x — 1)m + y;
— location set function, Is : [n] — 2[™" defined as Is(z) = {lo(z, 1),...,lo(z,m)};
— slot function, sl : [mn] — [n], defined as sl(x) = [z/m];
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qSetup(1*) — qPP, qMSK

G « 9BG(1)\),A1, . ,An < ‘Dk7 {Wi,j}i,je[mn] < Z§+1, 61, A ,ﬁmn — ZI;Xk
Wi,y Ui = 28, Vi Vi < ZEF 5 S 25

pPP, pMSK < pSetup(1*), iPP,iMSK < iSetup(1*), gPP, gMSK « gSetup(1*)

qPP := (G, pPP,iPP, gPP)

qMSK := ({Ai}icn]s AW, }isemn), {Ui, wi, Vi, Vi tiefmn], PMSK, IMSK, gMSK).

qEnc(qMSK, 4, z;) — qCT,

S Z* et ZE L7, 1i=e)n®(1,L) € 22", 1:= e/, @ (L, —1) € Z2"
bt = (@i, 0) € Z2, b i= (W, o) (Inn @ AiS), (s ) € Z5"" T

brs =t Vigix) €ZF, bea=b.s:=0€ZY, beg:=0€Z™, b.:=(be1,...,brs)
b1 = (i, 0) € Z2, b i= (€io(i,n) ymn @8, Upo(iny) € Zg Tk

b3 = Vibin € ZE, bea=bes:=0€ LY, bug:=0€Z™, by :=(bui,...,brs)

d, == (a;.S,0) € ZE+!, d:= (3,0) € ZkH!

fio=(0,t) €22 foy = =fo, =02, £:=(fi,fs1,...,f2), h:=0

PCTo(i,n) < PENC(pMSK, (1, [bi]1)), PSKig(;.) = PKeyGen(pMSK, (1, [by]2))

iCTs,» < iEnc(iMSK, [d,]1), iSK; « iKeyGen(iMSK, [d]2), gCT, < gEnc(gMSK, i, ([f]1, [h]2))
aCT; == ({PCTio(s,y: PSKio(i ) e lm]s {iCT a7 Fre ), ISKi, gCT,).

qKeyGen(qMSK, ¢ = {cuv }pve2) = aSK

~ ~ _ ~ ~ 2
fiJ = (Z pEls(d) Cu,uUuuw ZuE[mn] CM,VVVVM> S Zf,k, fi,2,1 = =1Ij2n = 0e Zp
ve[mn vEls(i)
fii=(Fi1,fi21,. .. Fiom), hi =0, 00 = uen(), CuwWpw € ZET
vEls(0)

gSK + gKeyGen(gMSK, {[£:]2, [hi]1 }icrn)), aSK = (c,gSK, {0i0}i0e(m)-

qDec(qCT,,,...,qCT,qSK) — =

[z1]7 =TI, ,cmn) PDec(PCT,, pSK ), [22,i,0]7 := (iDec(iCTp,1,iSKi), . .., iDec(iCTo,k+1,iSK;))
[z3]7 := gDec(gCTy, ..., gCT,,,g5K), [2]r :=[21 — X2, gy (22,10, Oi0) — 23]

Searches for z within the range of z < |m*n*CX?|

Fig22: Our n-input quadratic MIFE scheme.
— entry function, en : [mn] — [m], defined as en(x) = x — m(sl(z) — 1).

Note that we have lo(sl(z),en(z)) = x for all € [mn]. Let Dy be a matrix
distribution. Let pFE = (pSetup, pEnc, pKeyGen, pDec) be an FE scheme for

?5:52+(mn+2)k+(2+k)m,¢; (Def. 3.2), iFE = (iSetup, iEnc,iKeyGen,iDec) be an FE

scheme for F)7 ; ¢ (Def.3.1), and gFE = (gSetup, gEnc, gKeyGen, gDec) be an FE
scheme for ?g’ﬁ':nM’l’mG (Def. 4.2). We construct our quadratic MIFE scheme
qFE = (qSetup, qEnc, qKeyGen, qDec) from pFE, iFE, and gFE as shown in Fig 22.

Due to space constraints, we present the proof of correctness and security

analysis of our scheme in the full version.
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