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Abstract. We introduce Adaptive Extractors, which unlike traditional
randomness extractors, guarantee security even when an adversary ob-
tains leakage on the source after observing the extractor output. We
make a compelling case for the study of such extractors by demonstrat-
ing their use in obtaining adaptive leakage in secret sharing schemes.

Specifically, at FOCS 2020, Chattopadhyay, Goodman, Goyal, Kumar,
Li, Meka, Zuckerman, built an adaptively secure leakage resilient secret
sharing scheme (LRSS) with both rate and leakage rate being O(1/n),
where n is the number of parties. In this work, we build an adaptively
secure LRSS that offers an interesting trade-off between rate, leakage
rate, and the total number of shares from which an adversary can obtain
leakage. As a special case, when considering t-out-of-n secret sharing
schemes for threshold ¢ = an (constant 0 < o < 1), we build a scheme
with a constant rate, constant leakage rate, and allow the adversary leak-
age from all but ¢t — 1 of the shares, while giving her the remaining ¢t — 1
shares completely in the clear. (Prior to this, constant rate LRSS scheme
tolerating adaptive leakage was unknown for any threshold.)

Finally, we show applications of our techniques to both non-malleable
secret sharing and secure message transmission.

Keywords: Randomness Extractors - Leakage Resilient Secret Sharing
- Information Theoretic Cryptography.

1 Introduction

Randomness extractors [28] are a fundamental primitive in the world of theoret-
ical computer science, which have found widespread applications in derandom-
ization techniques, cryptography, and so on. A randomness extractor Ext is a
function that takes as input an n-bit entropic source W, a uniformly random
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d-bit string S (seed) and outputs Ext(W;S) such that Ext(W;S) “looks uni-
form” to an unbounded eavesdropper Eve even given the seed S. Unfortunately,
the standard notion of extractors offers no guarantees whatsoever if the adver-
sary Eve obtains some information about W, after observing, the output of the
extractor. In this work, we address this gap.

Does the security of extractors hold even after the adversary obtains some
information on W, “after the fact”?

Naturally, we have to be careful about what information Eve can learn about
W and S, after the fact. For instance, the function f, which on input w, s and
the extractor challenge y, outputs 1 if and only if y = Ext(w; s), is an after the
fact leakage function, which can break extractor security, with high probability,
with only 1 bit of leakage. Hence, one needs to define the leakage function family
carefully.

In this work, we introduce the notion of adaptive extractors with respect to
an after the fact leakage family F. Formally, we say that an extractor is an
adaptive extractor with respect to a function family F, if for each f € F,
an adversary cannot (statistically) distinguish (S, f(W, Ext(W;S)), Ext(W; S))
from (S, f(W,U),U). Our notion of adaptive extractors can be seen as a gener-
alization of exposure-resilient extractors introduced by Zimand [33] (Zimand’s
extractors allow the adversary to adaptively learn up to n? bits of the source,
for some § < 1 bits; the adversary can determine which bits to query based on
an arbitrary function of the extractor output.), and of the notion of adaptive
non-malleable extractors introduced by Aggarwal et al. in [2] (where adaptive
non-malleability particularly guarantees that the adversary cannot distibuish be-
tween (S, Ext(W; g(S, Ext(W; S))), Ext(W; S)) and (S, Ext(W;¢(S,U)),U)). We
then observe that every randomness extractor is also an adaptive extractor with
respect to a leakage family depending arbitrarily on the source and the output,
with some loss in parameters. We note that this observation is similar to how the
authors in [2, Lemma 3.5] show that every non-malleable extractor is adaptive
non-malleable, with some loss in parameters. We demonstrate that, in spite of
the loss in parameters that adaptivity incurs, such extractors can be powerful.
In particular, we use them to build constant-rate secret sharing schemes resilient
to adaptive leakage. We now describe these contributions in greater detail.

Secret Sharing. Secret sharing schemes [30/10] are a fundamental cryptographic
primitive and have many applications, such as in multi-party computation [7JT4],
and leakage-resilient circuit compilers [23[T9129]. These are cryptographic prim-
itives that allow a dealer to distribute a secret to n parties, such that only an
authorized subset of parties can reconstruct the original secret and any unautho-
rized set of parties have no information about the underlying secret (privacy).
For instance, in a t—out-of-n threshold secret sharing scheme, there are n par-
ties, and any collection of ¢ (¢ < n) or more parties would correspond to an
authorized set, and any collection of less than ¢ parties would be unauthorized.
Note that an implicit assumption is that the unauthorized set of parties has
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no information about secrets of the remaining shares. A rich study on leakage
attacks initiated by Kocher [24] tells us that this is an idealized assumption that
may not hold in practice. Such leakage can be dangerous and completely break
the security of the underlying primitive

Leakage Resilient Secret Sharing (LRSS). Dziembowski and Pietrzak in [17]
introduced the problem of leakage resilience in secret sharing schemes. This
problem has received much attention (for example, [T5I27I320/9I3TI25/TIT8IT2],
[1311]), wherein researchers have strived to improve various parameters such as
its rate (defined as (message length)/(length of longest share)), leakage model
as well as leakage rate (defined as (number of bits of leakage allowed)/(the size
of a share)).

At a high level, in an LRSS, the adversary is allowed leakage on shares of
the secret. This is captured by permitting the adversary to specify functions
l1,0s, ..., and receive, in response, /;(sh;) (where sh; denotes the i'" share).
Informally, security of an LRSS requires that privacy should hold even given
this leakage. In our work, we explore the stronger setting where the adversary
specifies which share to receive leakage from, in an adaptive manner - i.e., the
adversary specifies ¢, £; and upon learning ¢;(sh;), it may make the next leakage
query by specifying 7, £;. In this adaptive leakage settingﬂ the construction of [13]
achieved a rate of O(1/n) as well as a leakage rate of O(1/n). A consequence
of this is that there currently does not exist a scheme with constant rate and
leakage rate for any threshold in this strong leakage model, whereas we do know
of such constructions for the non-adaptive leakage model. Our work fills this gap
precisely.

1.1 Owur Results

Our first and main result on the LRSS scheme in the adaptive leakage model is
as follows. Here n denotes the number of parties, ¢ denotes the threshold and [
denotes the message length.

Result 1: We build an LRSS scheme, tolerating v adaptive queries, each depen-
dent on X shares (with ¢ - X <n—1t+1) and the reveal of the remaining t — 1
shares, such that it achieves a rate of (X®WX/0)=1 while allowing O(1) bits of
leakage per query, for threshold access structures. In particular, for a constant
X and n = O(t), this gives the first constant-rate adaptive LRSS scheme for the
threshold access structure. Finally, we also generalize our constructions to the
first constant-rate adaptive LRSS for general access structures.

® For example, Guruswami and Wooters [22] show that Shamir’s secret sharing scheme
is completely insecure when the adversary gets some ¢ — 1 shares and just one-bit of
leakage from other shares.

5 We note that here we only compare in an adaptive leakage model, without any joint
leakage queries on multiple shares (which is called the bounded collusion protocols
(BCP) model), for ease of expostion, and discuss the joint model in the technical
section later.
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Further, in the full version of our paper, we also show the following applications
of our LRSS scheme.

Result 2: As an application of our LRSS, we show compilers to get a leak-

age resilient non-malleable secret sharing (LRNMSS) scheme (which are LRSS

schemes, additionally resilient to tampering attacks), and an information-theoretic
secure message transmission protocol (SMT), tolerant against leakage and tam-

pering attacks. The rates of both these schemes translate appropriately from

the rate of the LRSS. In particular, for a constant LRSS, we get constant-rate

schemes for both LRNMSS and SMTs.

1.2 Our Techniques

We begin by describing the leakage model for LRSS and then give a technical
overview of our scheme. For simplicity, we provide our technical overview for
threshold access structures (which we can extend to general access structures as
well). Let ¢t denote the threshold and n, the number of parties.

Leakage Model. We allow the adversary to obtain adaptive leakage on n—(t—1)
shares and then reveal the full shares of the remaining ¢ —1 shares. Each adaptive
query can be on a set of at most X shares (where X is some value between 1
and t — 1), and different queries must be on sets that are disjoint from the prior
queries. For the purposes of this exposition, we make the following restriction to
our model: we assume that the adversary makes adaptive queries but only on a
single share each time, i.e., it doesn’t make any leakage query on multiple shares.

Warm-up construction. To motivate our construction, we consider the fol-
lowing modiﬁcatiorﬂ of a construction due to Srinivasan and Vasudevan in [31],
Section 3.2.1]. Take any t-out-of-n secret sharing scheme (MShare, MRec) and
then do as follows:

— Sample shares (my,..,m,) of the message m using MShare.

— Choose an extractor seed s and split s into (sdy, .., sd,) using a t-out-of-n
secret sharing scheme.

Now, for every m;, choose an extractor source w; uniformly and compute
yi = m; @ Ext(w;; s).

— Finally, output the final shares {sh;} as {(w;, v, sd;)}.

For now, consider a weak model, where the adversary obtains only non-adaptive
and independent leakage from a total of (say) ¢t —1 shares, in addition to ¢t —1 full
shares. The hope is to show that the ¢ — 1 leakage queries are independent of the
message shares m;, following which the privacy of MShare can be used to get the
t — 1 full shares. One might hope to show this independence of leakage from the
m;’s, using the security of the extractor as follows: Pick sd; uniformly at random
and independent of s; then the leakage function on {sh;}, can be answered as

" We note that the original construction of [31] only aimed to achieve non-adaptive
security, and we consider a modification, with the aim to expand to adaptive security.
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an auxiliary leakage query on the source w;. Once s is revealed in the extractor
security game, the reduction can pick the other sd; values in a consistent manner.
However, this proof strategy has a flaw. For extractor security, it is important
that the auxiliary leakage query on w is independent of s; however, there is
a dependence on s via y;. In other words, it is unclear how to prove that this
construction satisfies leakage resilience even in a weak model where the adversary
obtains leakage only independently and non-adaptively.

Fortunately, with adaptive extractors, we can show that this construction is
secure not only in this weak model but also in a stronger model where the ad-
versary is allowed to leak from ¢ — 1 shares adaptively, before receiving ¢ — 1 full
shares. Furthermore, this construction even has a constant rate! The high-level
idea of security is as follows. We wish to reduce the adaptive leakage queries on
the shares to an adaptive extractor leakage query. Since the adaptive leakage
query on w; cannot depend on the seed, we need to first show that the share
sd; in the corresponding query is independent of the seed s. Indeed, using the
privacy of secret sharingﬂ we can show that for the first ¢t — 1 queries, the shares
sd; in sh; can be replaced with shares of 0 (hence removing the dependence on
s). Then, using the adaptive extractor security, we can replace the y;’s (for the
first ¢ — 1 queries) with uniform, where the leakage can be asked on the w;’s.
Now, the privacy of MShare can be invoked to get the ¢ — 1 full shares.

Main construction. Our next goal is to leverage adaptive extractors to go
beyond leaking from just ¢t — 1 shares. The main bottleneck is that for any sub-
sequent leakage query (beyond t — 1), the sd;’s will reveal s, and hence the
adaptive leakage query on subsequent w;’s will no longer remain independent of
the seed s. Thus, extractor security fails. This is the challenge we must address
to achieve our main result where the adversary is allowed to obtain adaptive
leakage on n — (t — 1) shares (in total) and reveal ¢ — 1 of the remaining shares.

One approach to facilitating leakage from more than ¢ — 1 shares could be to
use independent extractor seeds to extract independent random masks. Consider
the following modification of the above construction: mask the share of a message
m; not just with one extractor output but with many. In particular, let y; =
m; @ Ext(w;; s') @ Ext(w;; s?) ... @ Ext(w;;s"), for some parameter h, where
s'...s" are independent seeds. We might hope that because we are using h
seeds, we could hope to leak from h(t — 1) shares and use the security of each
seed per batch of t — 1 shares. Unfortunately, this doesn’t work for the following
reason: reconstruction is only possible if we recover all h seeds. This means that
we ultimately need to somehow share all the seeds in a manner where they can
be reconstructed from ¢—1 shares. In other words, once we leak from ¢t —1 shares,
we can no longer argue security by leveraging any of the seeds because they can
all be reconstructed from ¢ — 1 shares. We overcome this challenge by carefully
using a multi-layered approach for both masking the message shares as well as
for reconstructing the seeds.

8 Since the leakage queries are adaptive, we require adaptive privacy of the underlying
secret sharing scheme, and we show instantiations of the same.
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Construction Overview:

1. Pick h extractor seeds s', ..., s" and hn extractor sources w1, ... wf, ... wk,
wh,
2. Secret share each of the h seeds using a t-out-of-n secret sharing scheme to
obtain shares; let the share of s/ be sd?, ..., sd

3. Each share m; is masked using the h seeds in a layered manner as follows:

(a) In level h + 1: Set y;”l =m,;.

(b) For every subsequent lower level i(i > 1), compute z = y;H@Exti(w;; i)
and set y} = (}||sd}). [Note that we use a different extractor per-level
since the length of the extractor outputs (and the length of yﬁb they
mask) increase with level.]

Finally set Sh; = (wj,--- ,w, y}).
4. Output (Shy,---,Shy)

A pictorial representation of the construction can be found in Figure|l] In order
to give an overview of the proof, we first recall that we are in a setting where
each adaptive query of an adversary is a query on a single share — we can extend
our results to the case of joint leakage but, for the sake of simplicity, we don’t
focus on that for now.

Sources
wi | owi wy
wi wi wh

. Seeds
B . , 1 2 h

(¢ [2]- T  s]

wi | owi wit
sal [sai | . | . [ st AR -] [#[m
sd} sd? . : sd} yi | ¥2 : . ¥ | my
sdy | sdy . o | sdn w | % | - o | m

Seed shares Layered Maskings

Each entry of the layered maskings matrix appropriately uses the corresponding
entries of the sources, seeds and seed shares matrices. In addition, each entry yf
(j < h) also depends on the subsequent value i.e., y/ ™. Example:

Yy = my @ Ext" (wh; s")||sd? (colored red)

Fig.1: The Main Construction

At a high-level, the idea of the security proof is that we view the leakage queries
in batches of t—1 queries. For the first set of t—1 queries, we rely on the adaptive
security of the extractor outputs evaluated using seed s' and, in particular, all
of these outputs can be replaced by uniform. (This also relies on the adaptive
privacy of the secret sharing scheme, a notion we define and instantiate.) For
the second set of ¢t — 1 queries, we can no longer assume that s' is hidden, since
we can not use the privacy of the secret sharing scheme any more. However,
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two things come to our rescue: first, the second batch of queries helps unmask
at most ¢ — 1 shares of s and therefore, adaptive extractor security on seed
s2 can be leveraged; second, the extractor outputs Ext(w};sl) (where j was a
share that was leaked from in the first batch) continue to remain uniform. The
reason for the latter is that all extractor sources are uniformly chosen, and our
model requires a disjoint set of indices to be leaked from across batches. In short,
for the first batch of queries, we use adaptive security of the extractor outputs
evaluated on the first seed and, for every subsequent batch, we move to argue
extractor security using the subsequent seed. Since we have h independent seeds,
we can do this h times and therefore answer h batches of queries, i.e., we can
obtain leakage on h(t — 1) shares.

1.3 Related Work
We first list out some of the parameters that are relevant to LRSS schemes:

— Rate: This is defined as %ﬂf’éﬁth.

Global Limit: This refers to the total number of shares on which the leakage
queries can depend on.

Per-query Limit: This refers to the number of shares that a specific query
can depend on.

— Per-query Leakage Rate: This is the ratio of the total allowable leakage from

a single leakage query to the size of a share.

The problems of leakage resilient and non-malleable secret sharing have seen
a flurry of activity in recent times [279I2005BTITITSIT2I25126], [T3UT1]. Here we
compare our work with only the most relevant works in this area. The only prior
LRSS schemes allowing for a joint and adaptive leakage model are [25[13]. While
our model allows adaptive queries on up to n — t + 1 shares, each dependent
on at most X shares (where X is some value between 1 and t — 1), before
fully revealing the remaining ¢ — 1 shares, [I3] allows adaptive queries on all n
shares, each dependent on at most ¢t — 1 shares before revealing ¢t — 1 full shares.
Both the schemes require the adaptive queries to be on disjoint sets of shares.
However, our scheme/analysis offers a more fine-grained trade-off between the
various parameters and allows us to obtain better results for certain settings.
In particular, when we consider the instance where X is constant (and ¢ =
an, for a constant o < 1), we get a constant-rate adaptive LRSS achieving a
constant leakage rate, while [I3] gets a rate and leakage rate of O(1/n) each,
in all instances. To put this in context, even if [I3] makes independent adaptive
leakage queries on all shares, their rate is O(1/n) and the maximum number of
bits they can leak is at most a constant fraction of the size of a single share,
while we can leak close (n —t+1) times a constant fraction of the size of a single
share!

The work of [I3] also consider a variant of joint leakage, allowing overlap of
the query sets, the detailed parameters of which are given in Table I We give a
detailed comparison of the parameters achieved by the various schemes in Table
for the threshold setting with ¢ = an (for a constant « < 1).
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Work* Rate Joint Global Per Query Leakage Rate | Adaptive Full shares
Leakage Limit Limit (per query)

[SV19] 1/3 No n 1 ~1 No Unauthorized
[ADN+19] 0(1/n) No n 1 = (1-rc) No Unauthorized
[KMS19] 1 Yes n log(n) 1 Yes log(n)

9 (m) (overlapping) 8 (poly(n))
[CGG+20] ” (l) Yes n t—1 o (1) Yes Unauthorized

n n

[CGG+20] o ( 1 ) Yes . n 0 (L) ~0 ( 1 ) Yes Unauthorized
(threshold) poly(n)/ | (overlapping) log(t) poly(n)
[CGG+20] 1 Yes n 0.99n 1 Yes Unauthorized
(n-out of-n) Y (m) (overlapping) =0 poly (lmsg))
Our result a(1) Yes n—t+1 | constant |= 0(1) Yes Unauthorized**

Table 1: LRSS Prior Work

* All works mentioned here are information-theoretic. We write all comparisons for
the threshold setting with threshold ¢ = an (where @ < 1 is a constant and n
denotes the total number of parties).

** For our result, the unauthorized queries cannot overlap with the leakage queries.
c is a small constant and [,,s4 is the message length.

All schemes (except the joint overlapping schemes of [13] (threshold and n-out-of-
n) actually work for general access structures.

Full Shares: Number of complete shares that an adversary can see (at the end of
all leakage queries, in the adaptive schemes).

Open Problems. We believe that it would be interesting to explore the direc-
tion of building adaptive extractors against restricted classes of leakage families
such as those captured by computational/bounded depth circuits, local func-
tions, etc.

1.4 Organization of the Paper

We provide the preliminaries and definitions in Section 2l Then, we define and
build adaptive extractors in Section [3] We define and build leakage resilient
secret sharing schemes in Section [4]

2 Preliminaries and Definitions
2.1 Notation

We denote the security parameter by . For any two sets S and S’, S\ S’ denotes
the set of elements that are present in S, but not in S’. For any natural number n,
[n] denotes the set {1,2,--- ,n} and [0] denotes a null set. s € S denotes uniform
sampling from set S. x <— X denotes sampling from a probability distribution
X. The notation Prx[x] denotes the probability assigned by X to the value x.
x||y represents concatenation of two binary strings = and y. |z| denotes length
of binary string z. U; denotes the uniform distribution on {0, 1}!. All logarithms
are base 2. If S is a subset of [n] :

— Ifzq, .., x,, are some variables or elements, then xg denotes the set {z; such that i €

S}.
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— For some function f outputting n values y1, - - - , y, on input z, f(z)s denotes
(Yi)ies-
— If T1, .., T, are sets, then Ts denotes the union U;csT;.

Statistical distance. Let X7, X5 be two probability distributions over some
set S. Their statistical distance is

e 1
SD (X1, Xp) & %g{Pr[Xl €T -PrlX, eT]} = ;

(they are said to be e-close if SD (X7, X5) < ¢ and denoted by X7 ~. X5).
For an event E, SDg(A; B) denotes SD (A|E; B|E).

Sl - Rl

Entropy. The min-entropy of a random variable W is Hoo (W) = — log(max,, Pr[W =
w)).

For a joint distribution (W, Z), following [16], we define the (average) conditional
min-entropy of W given Z as

Ho (W | 2) = —log( B (27 H=(WIZ=2)))

e«—2Z

(here the expectation is taken over e for which Pr[E = ¢] is nonzero).

For any two random variable W, Z, (W|Z) is said to be an (n,t')-average source
if W is over {0,1}" and Hoo (W|Z) > t'.

We require some basic properties of entropy and statistical distance, which are
given by the following lemmata.

Lemma 1. [I6] Let A, B,C be random variables. Then if B has at most 2*
possible values, then Hog(A | B) > Hoo(A, B) — A > Hoo(A) — A and, more

generally, Hoo(A | B,C) > Hoo (A, B | C) — A > Ho (A | C) — A
Lemma 2. [39] For any random variables A, B, if A =. B, then for any func-
tion f, f(A) =e f(B).
Lemma 3. For any random variables A, B over A, and events E, E' with non-
zero probabilities,

SD (AAE,BAE') <|Pr[E] - Pr[E']| + Pr[E'] - SD (A|E, B|E")

where,

o 1
SD(AANE,BAE') ":fé > |Pr[A=aAE]-Pr[B=aAE

acA

and )
SD (A|E,B|E") ¥ 5 > |Pr[A =a|E] - Pr[B = a| ]|

acA
Lemma 4. [J] Let X, Y, X', Y’ be random variables such that SD ((X,Y), (X', V")) <
€ and S be any set such that Pr[Y € S] > 0 and Pr[Y’ € S] > 0, then

2e

DX[Y €S, XY €8§) < —— _
SD(XY €5, X" €9) = geg
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2.2 Secret Sharing Schemes

Secret sharing schemes provide a mechanism to distribute a secret into shares
such that only an authorized subset of shares can reconstruct the secret and any
unauthorized subset of shares has “almost” no information about the secret. We
now define secret sharing schemes formally.

Definition 1. Let M be a finite set of secrets, where |M| > 2. Let [n] be a set of
identities (indices) of n parties. A sharing function Share : M — ({0,1})" is a
(A, n,es)- secret sharing scheme with respect to a monotone access structur
A if the following two properties hold :

1. Correctness: The secret can be reconstructed by any set of parties that are
part of the access structure A. That is, for any set T € A, there ezxists a
deterministic reconstruction function Rec : ({0, 1})IT1 — M such that for
every m € M,

Pr[Rec(Share(m)r) =m| =1

where the probability is over the randommness of the Share function and if
(shi, .., shy) < Share(m), then Share(m)r denotes {sh;}ier. We will slightly
abuse the notation and denote Rec as the reconstruction procedure that takes
in T € A and Share(m)r as input and outputs the secret.

2. Statistical Privacy: Any collusion of parties not part of the access struc-
ture should have “almost” no information about the underlying secret. More
formally, for any unauthorized set U ¢ A, and for every pair of secrets
m,m’ € M,

A((Share(m))y; (Share(m’))y) < es

An access structure A is said to be (n,t)-threshold if and only if A contains all
subsets of [n] of size at least t.

Rate of a secret sharing scheme is defined as
to loglw)

message size
share size

(which would be equal

We now study a stronger privacy requirement, adaptive privacy (introduced by
Bellare and Rogaway [b]lﬂ)

2.2.1 Adaptive Privacy Statistical privacy captures privacy against any
non-adaptively chosen unauthorized set U. Adaptive privacy preserves privacy

even when the choice of U to be adaptive, which means the following. Let U =

{i1, .., iq}. We say i; is chosen adaptively, if its choice depended on {share; } je(i,,...i;_,}-
The choice of which share to query next depends on all the previously observed
shares. We give the formal definition below.

We say a (A, n,es)-secret sharing scheme satisfies adaptive privacy with error

€adp if, for any distinguisher D, the advantage in the following game is at most

9 A is a monotone access structure if for all A, B such that A C B C [N] and A € A,
it holds that B € A. Throughout this paper whenever we consider a general access
structure, we mean a monotone access structure.

19 Tn [6], the authors refer to adaptive privacy as privacy against dynamic adversaries.
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€adp-

Gamepad—privacy : For any arbitrary distinct messages mg, m; € M

1. (sharey,--- ,sharey,) < Share(my;) where b € {0,1}
2. Forj:1t0q|z|

— D queries on a distinct index i;(such that if;; ¢ A) and receives share;,
3. D outputs the guess b’ for b and wins if b =/

While generally, any secret sharing scheme may not be adaptively private, we
can show that for the threshold setting, the scheme of [30] and for the general
access structures, the scheme of [8] are both adaptively private (which is proved
in the full version of our paper). We use them to instantiate our schemes.

Consistent Re-sampling. For any (A, n, €,)-secret sharing scheme (Share, Rec),
for any message m and a subset £ C [n], when we say “(shq, .., shy) < Share(m)
consistent with sh} on L” or “(shy,..,shy) < Share(m|sh}.)” we mean the fol-
lowing procedure:

— Sample and output (shq,.., shy,) uniformly from the distribution Share(m)
conditioned on the event that shy = sh}

— If the above event is a zero probability event then output a string of all
zeroes (of appropriate length).

We require the following consistent re-sampling featureizl, which informally states
that for any (A, n, €5)-secret sharing scheme and any message m, the distribu-
tion of shares which are re-sampled as shares of m, conditioned on some set 1" of
shares (which are also generated as shares of m) chosen adaptively, is identical
to the distribution of shares of m generated directly.

Lemma 5. For any (A, n,es)-secret sharing scheme (Share,Rec) and for any
message m, the following two distributions are identical.

D1 N D2 :
— (sh}, .., shl) < Share(m) — (sha, .., Shy) < Share(m)
— (sh1, .., shy) < Share(m|sh’.)
— Output (shy, .., shy) — Output (shq, .., shy)

Here, T C [N] can be any subset chosen as: every index (except the first) depends
arbitrarily on the shares corresponding to all the previous indices.

We give a full proof of the above lemma in the full version of our paper.
3 Adaptive Extractors

Extractors (introduced by Nissan and Zuckerman [28]) output a near uniform
string y, from a source w that only has min-entropy, using a short uniform

11 ¢ is arbitrary and chosen by D. It need not be chosen a-priori. We only use it to
denote the total number queries made by D

12 Note that we only use the re-sampling in proofs and do not require the procedure
to be efficient.
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string s, called the seed, as a catalyst. Average-case extractors are extractors
whose output remains close to uniform, even given the seed and some auxiliary
information (or leakage) about the source (independent of the seed), as long as
the source has enough average entropy given this leakage. We give their formal
definition below.

Definition 2. [16] Let Ext : {0,1}" x {0,1}¢ — {0,1}! be a polynomial time
computable function. We say that Ext is an efficient average-case (n, u,d,l, €)-
strong extractor if for all pairs of random variables (W, Z) such that W is an
n-bit string satisfying ﬁm(W|Z) > u (refer to Appendix ?? for the definition of
min-entropy), we have

EXt(W; Ud), Ud7 7 =, Uh Ud, Z
3.1 Definition

Average-case extractors, unfortunately, provide no guarantees on the extractor
output being uniform when an adversary can obtain an ‘adaptive’ leakage on
the source, that is dependent on the extractor output and the seed. This is not
surprising, as if an adversary can obtain arbitrary adaptive leakage on the source,
then we cannot hope for the extractor output to remain uniform. For example,
given y = Ext(w, s), an adversary can distinguish the extractor output from uni-
form with high probability by querying a single bit of auxiliary information that
tells her whether Ext(w,s) = y. However, as we will see later, in many appli-
cations, the adaptive leakage that the adversary obtains comes from a specific
function family. Hence, by carefully defining this function family, we show how to
obtain useful notions of extractors that guarantee security even in the presence
of an adaptive auxiliary information. We introduce and call this notion adaptive
extractors and now proceed to formally define them.

Definition 3. An (0, u,d,l,€)- extractor Ext is said to be an (F,0)-adaptive
extractor if for all pairs of random wvariables (W, Z) such that W is an n-bit
string satisfying ﬁw(W|Z) > u, and any function f in the function family F,
it holds that

Z,Uyq, f(VV, EXt(W; Ud)7 Ud), EXt(W; Ud) ~5 Z4,Uyq, f(VV, Ui, Ud), U,

We call 0, the adaptive error of the extractor.

3.2 Construction

Generic relation. We show that every extractor is in fact an adaptive extractor
for the family of leakage functions where the adaptive leakage depends only on
the source and the extractor output (i.e., it doesn’t depend on the seed except
via the extractor output), with some loss in security. This loss, in fact, depends
only on the number of bits of the extractor output that the adaptive leakage
function depends on. For ease of exposition, we omit auxiliary information z
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that depends only on the source (but not on the extractor output or seed) from
the notation below. We now explicitly define this family below:

Fac SAS {0,137 x{0,1}' = {0, 1)}
such that for every f’ € F, ¢ there exists two functions f : {0,1}' — {0,1}* and

g:{0,1}7"% — {0,1}° such that Vw,y, f'(w,y) = g(w, f(y))}

Here, ‘(" denotes the number of bits of adaptive leakage and ‘a’ denotes the
number of bits of the extractor output (or the uniform string) that the adaptive
leakage depends on. This is captured by requiring that every function f’ has
an equivalent representation in terms of some g and f such that f'(w,y) =
g(w, f(y)) where f’s output is only a bits long. w and y should be interpreted
as the source and the extractor output (or the uniform string) respectively.

The following theorem shows that any (1, i, d, [, €)- average case extractor can
be shown to be adaptive secure against the above family F, ¢, with an adaptive
error of 2912¢. Informally, we can reduce the adaptive security to the extractor
security (as in Definition [2)) in the following way: to answer the adaptive leakage
query, the reduction makes a guess, v, for the extractor challenge dependent
value f(yp,) (where, y, is the extractor challenge), which is of a-bits, and gets
the leakage g(w,v) from the source. Now, it gets the challenge y; from the
extractor challenger and if f(y,) matches the guess v, then the reduction can
successfully simulate the challenge and the adaptive leakage response, else it
cannot proceed (and aborts). Hence, the winning probability in the extractor
game is the probability of a correct guess (27%), multiplied with the winning
probability of the adaptive extractor adversary. We formalize this proof in the
theorem below.

Theorem 1. Every (n, u,d, [, €)- average case extractor Ext is an (n, u+¢, d, 1, €)-
extractor that is (Fo,c,2°"2€)-adaptive, for any p+ ¢ <n and a < 1.

Proof. For simplicity, we omit the auxiliary information Z, that depends only
on the source (and not on the extractor output). Let W be the source of 1 bits,
such that Ho, (W) > p+¢. Consider f' € Fg ¢, with the corresponding functions
(f,9) (recall f'(w,y) = g(w, f(y)), where f outputs a bits and g outputs ¢ bits).
To prove adaptive security (definition , we need to show that:

Ud; f/(W7 Y)ﬂ Y Rga+2¢ Uda f/(VVa Ul)a Ula

where Y is the random variable Ext(W;U,). Expanding the description of f’,
this gives:
Ua, g(W, f(Y)),Y =ga+2c Ug, g(W, f(U1)), Ui

To prove this, we consider the following two sets B = {b : Pr[f(Y) = b] >
0} and A = {0,1}9+<+ For each b € B, we begin by using the statisti-
cal distance Lemma [3| with random variables A, B and events E,E’ set as
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(Ua, g(W, f(Y)),Y), Ua, g(W, f(U1)), 1), f(Y) =band f(U1) = b, respectively.
By use of law of total probability and Lemma [3] we get:

SD((Ua,g(W, f(Y)),Y), (Ua,g(W, f(U1)), 1))

<Prf(h) ¢ B+ SD(ANE,BAE)
beB

< Pr[f(Uh) € Bl + Y (| Pr[E] — Pr[E"]|) + Pr[E'] - SD (A|E, B|E"))
beB

But now, note that, by extractor security, since Y =, Uj, by applying Lemma [2]
we have f(Y) =, f(U;). Further, by the definition of statistical distance, we have
that, for each b € B, |Pr[f(Y) = b] — Pr[f(U;) = b]| < € and Pr[f(U;) ¢ B] < e
(since Pr[f(Y) & B] = 0]). Applying this to above inequality, we get:

SD((Ua,g(W, f(Y)),Y), (Ua, g(W, f(U1)), U1))
<€+ (e+Pr[E']-SD(A|E, B|E"))
beB
= (IBl+1)e+ ) _Pr[E']- SD(A|E, B|E')
beB

Finally, we apply the statistical distance lemma [4 on the random variables
(A, f(Y)) and (B, f(U;)) with set S = {b}. Note that, given events E and
E' the value of f(Y) and f(U;) are fixed to a b, which means the leakage
g(W,b) is only a leakage on W. Thus, we can use extractor security to get:
(Ug, gW,0),Y) =, (Ug, g(W,b),U;). Hence, applying this to the above inequal-
ity, we get:

SD((Ua,g(W, f(Y)),Y), (Ua,g(W, f(U1)), 1))

N, 2
ﬂw+m+;“W]mmw:H

< 4|Ble < 2°2¢

Concrete Instantiation. We show that the extractor due to Guruswami et al. [21]
is an adaptive extractor even when the leakage depends on the entire extractor
output. We state the result from [21] below.

Lemma 6. [2]] For every constant v > 0 all integers n > p and all € > 0,
there is an explicit (efficient) (n, u, d, 1, €)—strong extractor with | = (1 — v)u —
1 1

O(log(1) + log(~)) and d < O(log(n) + log(~))-

Let Fulls (= Fi.¢), denote the leakage function family which computes leakage (of
size () dependent on the entire extractor output and the source. The following
lemma shows that one can appropriately set the parameters of the [21] extractor
to get negligible error, while extracting a constant fraction of the bits from the
source, and while adaptively leaking a constant fraction of bits from it.
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Lemma 7. For all positive integers [, (, every constant v > 1 and € > 0, there
is an explicit (efficient) (n, p+ ¢, d, 1, €)—extractor that is (Full¢, §)-adaptive with
d=0(log(2)), p=vl+ O(log(2)), anyn > p+ ¢ and 6§ = €- 2142,

On further implication, for any ¢ > 1, there exists constants o, such that
d<al, u<pBl,n>pl+¢ e=2" and § = 207942 when | = w(logn).

Proof. The proof of the first part of the lemma follows directly from Theorem
and Lemmal6]and the further implication can be obtained by simple substitution.

Further, we use the following generalization of adaptive extractors: for an adap-
tive extractor Ext, if we consider k£ independent sources W1, - - - , W} and a single
seed S, all the extractor outputs (Ext(W;; S))ie[x) look uniform, even given adap-
tive leakage on each W;, dependent on not just Ext(W;; S) (or uniform), but also
all the prior extractor outputs and adaptive leakages (queried before ). As the
sources are independent, this lemma can be proved using a simple hybrid argu-
ment (the detailed proof is given in our full version).

Lemma 8. Let k be an arbitrary positive integer, W1, --- , Wy, be k independent
(n, 10+ C) sources and S be the uniform distribution on {0,1}¢. Let Ext be an
(n, 1+ ¢, d, 1,8 )-extractor that is (Full,8)-adaptive. For each i € [k], let E?
denotes Ext(W;; S), E} denotes uniform distribution on {0,1}!. For b € {0,1},
we define AdLeak® as follows. Then for any stateful distinguisher D' we have
AdLeak® x5 AdLeak’.

AdLeak :

— Let Tr and S be a null string and null set respectively.

— For upto k times
e (j,gj) < D'(Tr) where j € [kK]\S and g; : {0,1}"71 — {0,1}°.
o Append (7, gj7gj(wj,E§-’),E;?) to Tr.
e Add j to S.

— Qutput Tr.

4 Leakage Resilient Secret Sharing

Leakage-resilience of a secret sharing scheme is defined specific to a leakage
model/ leakage family. We begin by formally defining leakage-resilience and then
describe the leakage model.

Definition 4. An (A, n,e€;)-secret sharing scheme is said to be an (A, n,es, €)-
leakage resilient secret sharing scheme against a leakage family F if for all
functions f € F and for any two messages m,m’, SD (f(Share(m)), f(Share(m’))) <
€].
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4.1 Leakage Models

We consider two leakage models in this paper. For now, we restrict our discussion
to an (n,t)-threshold access structure.

— Adaptive Leakage and Reveal Model: The adversary can adaptively
obtain leakage on individual shares for any n — ¢ 4+ 1 shares. After this, he
can additionally even get all the remaining ¢ — 1 shares in their entirety.

— Joint Leakage and Reveal Model: The adversary can ask any number
of joint leakage queries on disjoint sets of size X (a parameter). After this,
he can additionally get any (at most ¢ — 1) of the remaining shares in their
entirety. While this model completely subsumes the adaptive leakage and
reveal model, the amount of leakage per share supported in the latter would
be lesser.

We provide a formal description of the adaptive leakage and reveal model and
the joint leakage and reveal model in Section and Section [£.5] respectively.
We give a construction that is leakage resilient with respect to both these models
in Section[4.2] We prove leakage resilience of this scheme in the adaptive leakage
and reveal model in Section We provide a proof sketch of leakage resilience
in the joint adaptive and reveal model in Section

4.1.1 Adaptive Leakage and Reveal Model T;ﬁ;; The model allows for
leakage on individual shares and then also reveals at most ¢t — 1 of the remaining
shares in clear. We have two parameters in the model 7 and vy where 7 denotes the
amount of leakage provided in each leakage query and v captures the maximum
number of leakage queries allowed. We allow 1 ranging from 1 to n—t+1. Though
we allow 1 to be n — t 4+ 1, we have it as an explicit parameter because lower
1 would imply a weaker leakage model and possibly have better constructions.
In fact, our multi-layered construction in Sec. becomes compact (and offers
better rate) as 1) decreases.

Let (Share, Rec) (where Share : {0,1} — ({0,1}7)") be a t-out-of-n secret
sharing scheme. We formalize leakage obtained in this model on shares of a
message m as Leakd},,. in Figure [2| where an arbitrary stateful distinguisher D
makes the queries. For any two messages m and m/, we require Leak),,, . ~e,.
Lea kgl};me, for (Share, Rec) to be €, leakage resilient against the adaptive leakage
and reveal model.

m .
Lea kShare :

Initialize Z to be a null string and S to be a null set.
— (Shy,---,Shy,) + Share(m)
Leakage Phase:
For upto v times
e (4, fj) < D(Z) where f; : {0,1}" — {0,1}7
o If j € [n]\S, add j to S and append (j, f;, f;(Sh;)) to Z
— Reveal phase
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For upto ¢t — 1 times
e j+—D(2)
e If j € [n]\S, append (j, Sh;) to Z
— D updates Z with any relevant state information.
— Output Z.

Fig. 2: LRSS Definition- Leak},,,.. Distribution

4.2 LRSS Construction for the Adaptive Leakage and Reveal Model

We refer the reader to the Introduction (Section [1.2)) for a high-level overview
of the construction and proof. We proceed to describe the construction in detail
in Figure [3] and prove its security in Section [4-3]

Let n be the number of parties and ¢ be the reconstruction threshold. Let
h > 0 be a parameter guaranteed to be less than [n/(t —1)].

Building Blocks. Let (MShare, MRec) be an ((n,t),¢, €)-adaptive secret
sharing scheme for messages in {0,1}' with share space being {0,1}". For
i € [h], let (SdShare’, SdRec") be an ((n,t),e}, €;)-adaptive secret sharing
scheme for messages in {0, 1}% with share space being {0, 1}%. For i € [h],
let Ext" be an (n;, u; + 7,d;, ¢;, 0} )-extractor that is (Full,, d;)-adaptive. We

(3

set /1 =" and for i € [A]\{1} we set |; = l;_1 +d';_1.

Share” (m):

— (my,- -+ ,my) < MShare(m).
— For i € [h], pick seeds s* € {0,1}% and compute their shares (sdj, - -,
sdt,) < SdShare’(s?).
For i € [h] and j € [n], pick sources w} € {0,1}".
— For j € [n]:
e Define y;-”l =m;.

e Fori < h to 1, compute = = y;H@Exti(w;; s') and y} = (x}]]sd}).
— For j € [n], define Sh; = (wj,--- ,wjh,y]l-).
Output (Shy, -, Shy).

Rec™(Shr) : (where T is the reconstruction set)

— For j € T, parse Sh; as (wjl-, o
— For i <1 to h:
o s' = SdRec’(sd%.).

%

e For each j €T, yj+1 = xz &) Exti(wé; s'). For each i € [h — 1], parse

. ,wéﬂy}), where yJ1 = av}||sdj1

i+l o il gitl
Y; hals zi o |sdi
— Parse yj+ as m;. Recover m = MRec(mr).

Output m.

Fig.3: LRSS Construction
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4.3 Proof of Leakage Resilience in the Adaptive Leakage and
Reveal Model

Theorem 2. For any <n—t+1 andl,7 > 0, (Share",Rec”) is an ((n,t),¢)-
secret sharing scheme for 1 bit messages and is 2(e + h(e' + (t — 1)§))-leakage
resilient in the Adaptive Leakage and Reveal model ]-"lqﬁ;k where h = [¢/(t—1)].
Further, there exists an instantiation of the scheme with rate is (26" +hr /1)~1.
When 7 = O(l) and either n = O(t) or h is a constant, the scheme achieves

constant rate and constant leakage rate asymptotically.

Proof. The correctness of the scheme follows directly from the correctness of
underlying extractors and secret sharing schemes. The (adaptive) privacy of the
scheme is directly implied by the leakage resilience (against the adaptive leakage
and reveal model).

Leakage Resilience. For any message m we define the following the sequence
of hybrids. In these hybrids we assume that D always asks legitimate queries as
per the model and won’t write explicit checks for legitimacy (for example, we
assume that D doesn’t ask leakage on same share twice).

We analyze the leakage queries made by D as bunches of (t —1) queries. We now
introduce some useful notation. Let Sy, - -+ , Sy, denote the sets of indices queried
by D, where S; contains the indices queried by D from the ((i — 1)(t — 1) + 1)**
query to i(t — 1)*" leakage queries (i.e., S; contains the first ¢ — 1 queries, Sy

K3
the next ¢ — 1 queries and so on). For i € [h], we use S to denote |J Sj,
j=1

which captures the set of indices queried in the first (¢ — 1) leakage queries.
For i € [h], let Z};; denotes the set of leakage queries and the correspond-
ing responses to the first i(t — 1) leakage queries. Z|;;1) denotes Zj;,) together
with the final reveal queries as well as any relevant state information. We prove
leakage resilience using a hybrid argument, with the following sequence of hy-
brids, LeakB{’', {LeakA[", LeakB["},c(;) and LeakC™. The order of the hybrids is
LeakB{*, LeakAT", LeakBT",--- ,LeakA}", LeakB}", LeakC™, where we will show
that LeakC™ is independent of m, and LeakB{* will correspond to the distribu-
tion Leakdy, .. This will allow us to show that Leakg;, .. is indistinguishable

from Leakgy,.n. We begin by giving an informal description of these hybrids.

LeakA7": We start with ¢ = 1. LeakAY" follows the actual leakage game i.e.,

Leak}qren (= LeakBg") except for the following change: we replace the shares
sd;, for each j € S; (the shares of s' corresponding to the first ¢t — 1 leakage
queries), with shares of a dummy seed 5! = 0. In general, for each 1 < ¢ < h,
the only change we make in LeakA7" (in comparison to the previous hybrid
LeakB}" ;) is that we replace the shares sdf, for each j € S; (the shares of s
corresponding to the ¢-th set of ¢t — 1 leakage queries), with shares of a dummy
seed 5%. After answering the leakage queries corresponding to S;, shares of s¢
are re-sampled consistent with the dummy seed shares used so far. The hybrid
is formally described in Figure [
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LeakBy': For ¢ = 1, LeakB7" follows the hybrid LeakAf" except for the following

change: in LeakB{", we replace the values x}, foreach j € &; With random, instead
of evaluating the h layers of masking to get x]l (and hence x 's for j € §; are
independent of mg,, s' and the shares of s, for each 1 < i < h). Note that 1n
LeakAT", the shares Sh; corresponding to 81 no longer depend on the seed s?

We carefully use the adaptlve extractor security of Ext' to move to LeakBT". In
general, for each 1 < ¢ < h, the only change we make in LeakB;" (in comparison
to the previous hybrid Lea kAfI”) is that we replace the values x?, for each j € §,
with random, instead of evaluating the h — (¢ — 1) layers of masking to get x?
(and hence, for these queries in S,, s' and the shares of s’, for each ¢ < i < h,
and the shares m are not used to evaluate ] ) Further, we continue the steps

of masking to evaluate z? 1,xq- 2, ceey J, for each j € §; as in the previous

hybrid. The hybrid is formally described in Figure [f]

LeakC™: In the hybrid LeakBj", all the shares used in the leakage phase are
independent of the shares of the message m. Hence, the only part of the view
of D that depends on the shares of m corresponds to the reveal phase. In the
final hybrid LeakC™, we replace the ¢ — 1 shares of m used in the reveal phase
by shares of 0. This hybrid is formally described in Figure @

The formal descriptions of all hybrids are given below with the change from the
prior hybrid highlighted in red color.

LeakAg":

1. Initialize Z to be a null string and &1, -+ ,Sp to be null sets.
2. (my,---,myp) < I\/IShare( )

3. Forie [ ] choose s* € {0,1}%

4. For i € [h] and j € [n], choose w’ €r {0,1}"

5. For i € [h]\[q], compute (sdi,---  sd) < SdShare’(s?)

6. For i € [g], let 3° = 04

7. For j € [n], define th =m;

8. Leakage Phase:

(a) For ¢+ 1 to q
i. (sdl, - ) < SdShare‘(s°)
ii. For up to (t — 1) times
A. (4,f;) < D(Z)
B. If c < g,
* Choose x5 € {0,1}* and compute y§ = (z5||sd;)
* For i <= c¢—1 down to 1, _
compute z; = y”‘l P Ext (w s') and y} = (% |[sd})
C. If c=gq, fori e h dovvn to 1 compute
zh = 7/'+1 @ Ext’ (U' ;s') and yj = (T;H?d;) when i # ¢
ot = y 'o Ext’ ( s') and g} = (z%]|sd;) when i = ¢
D. Define Sh; = (w} J,-~- , ?,yjl)




20 Chandran et al.

E. Add j to S, and append (j f],f](Sh )) to Z
iti. (sd§,---,sdS) + SdShare(s C\sds )
(b) For j € [n ]\(S[q]) and i < h down to 1,
compute ' = y”‘l @ Ext'(wi; s) and yi = (}]|sd?)
(c) Define Shj = (w},--- ,wh, y})
(d) Forceq—i—ltoh
i. For upto t — 1 times
A G f;) « D(Z)
B. Add j to S. and append (3, f;, f;(Sh;)) to Z
9. Reveal phase
(a) For upto t — 1 times
i. 1+ D(2)
ii. Append (j,Sh;) to Z
10. D updates Z with any relevant state information.
11. Output Z.

Fig. 4: Hybrid LeakA?"

Lea kB’q”

. Initialize Z to be a null string and Sy, --- , S, to be null sets.
(M, my) MShare( )
. For i € [h], choose s' € {0,1}%
. For i € [h] and j € [n], choose wj er {0,1}m
For i € [h]\[g], c ompute (sdi,---,sd) < SdShare’(s?)
For i € [q], let 5° = 0¢
For j € [n], define yh+1 =m;
Leakage Phase:
(a) For ¢+ 1 to q
i. (sd17 . )<— SdShare®(s¢)
ii. For upto (t — 1) times
A (. f;) « D(Z) B
B. Choose z§ € {0,1}' and compute Y5 = (?Hsd;)
C. For z(—c— 1 down to 1
compute z; = y“r1 & Ext’ (w;, s') and y} = (! |[sd})
D. Define Shj = (w},--- ,w}, y})
E. Add j to S and append (j f],fj(Sh )) to Z
ili. (sd§,---,sdS) « SdShare(s \sdsc)
(b) For j € [n ]\S and i < h to 1, (8}, denotes a null set when ¢ = 0)
compute r = y”l & Ext’ (w s') and y} = (x;Hsd;)
(c) Define Sh; —( TR ],yj)
(d) Forc<—q+1t0h
i. For upto t — 1 times
A (4, f3) < D(2)

R R o
3‘2“
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B. Add j to S. and append (3, f;, f;(Sh;)) to Z
9. Reveal phase

(a) For upto t — 1 times
i. 1+ D(2)
ii. Append (j,Sh;) to Z
10. D updates Z with any relevant state information.

11. Output Z.
Fig.5: Hybrid LeakBj"
LeakC™
1. Initialize Z to be a null string and Sy, - , S, to be null sets.
2. Let m = 0" and (1, -+ ,mM,) < MShare(1n)
3. For i € [h], choose s € {0,1}%
4. For i € [h], let 5° = 04
5. For i € [h] and j € [n], choose w} €r {0, 1}
6. Leakage Phase:

(a) Forc«1toh
i. (sdy, - ,sd,) < SdShare®(3°)
ii. For upto (¢t — 1) times
A (. f;) « D(Z) »
B. Choose x5 € {0,1}'* and compute y§ = (x§||sd;)
C. Fori<c—1down to 1
compute '’ = Yt @ Ext’ (wh;s") and y} = (2%]|sd?)
D. Define Sh; = (wjl-, e 7w?,yjl-)
E. Add j to S and append (4, f;, f;(Sh;)) to Z
fii. (sdS,--- ,sdS) + SdShare(s®|sds, )
7. Reveal phase
(a) For upto t — 1 times
i. j+<D(2)
ii. Define y;”“l =m;
iii. For i < h to 1, compute m§ = y;“ @ Exti(wé;si) and y; =
(5] sd5)
iv. Define Sh; = (w]l, ,wg-‘,yjl-)
v. Append (j, Sh;) to Z
8. D updates Z with any relevant state information.
9. Output Z.

Fig. 6: Hybrid LeakC™

We begin by proving the statistical closeness of LeakAj" and LeakBj ;, for each
q € [h], which follows from adaptive privacy of SdShare?, as atmost only ¢t — 1
dummy seed shares are used.

Claim 1 For q € [h], if SdShare? is e -adaptively private against (n,t)-threshold
access structures, then LeakAr" Re LeakBp™
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Proof. Answering the first (¢ — 1) sets of leakage queries (when ¢ > 1):
Observe that the hybrids are identical up to answering the first (¢ — 1)(¢ —
1) leakage queries and differ in answering the remaining queries. For any k €
[¢ — 1] and, j € Sk the leakage response only depends on s~dj, wjl-7 e ,w;-‘ and
{s',sd’}1<i<r (as x} is chosen uniformly). We let Pre denote the union of these
random variables upon which the leakage responses to j € Sj,_1) depend.

Answering the ¢ set of leakage queries: Consider j € Sy To answer this
leakage query, it suffices to compute Sh; = (wjl, e ,w?, yjl) The hybrids only
differ in computation of yjl (particularly in computation of y;?, which is used to
compute y]l) and the distribution of extractor sources is identical in both. We
highlight the differences here. LeakAj" (Step 8-(a)-ii-C), iteratively computes

yjh, ,y;-l,“- ,yjl- as follows.

— (y]h, e 7yjq-'H) are computed using y;”l and {w;, sd;'-, s'}ien)\[q)- Note that
the distribution of y?, e 7yg+1 is identical in both hybrids.
q

— x is computed using y?“, w? and s9. x? is also identical in both hybrids.
— yj is computed as m;1||s~dj (where sle?n} are shares of a dummy seed s? which
are generated before answering any queries in S; in Step 8-(a)-i (when ¢ =

q)). Whereas in LeakBy" , yj = x[|sd] (where sd‘[zn] are shares of s9)

q—1
- (y;kl, -+ ,y;) are computed using y7 and {sd’, w}, s'}ie[g—1). The computa-
tion of (y}’fl, e 7yjl) given the later random variables is again identical to
LeakBg™ ;.

— Now LeakAy" defines Sh; = (wj,--- ,wh, y})

For convenience, in this proof we distinguish (whenever necessary) the random
variables that have same literal in both the hybrids but are distributionally
different with subscripts A and B respectively. For example, yjq’ 4 and y?, p denote
the distributions of y}’ in LeakA7" and, LeakBj" ; respectively.

Let Pre’ = ({w], {sd}, w, 5" Viclh\{q} i€mN\Siy_1)- Pre’ captures the informa-
tion required to answer all queries after the first ¢ — 1 sets of leakage queries,
except for any information regarding s?,35% and their shares. Note that Pre’ is
identical in both hybridﬂ Since, |S;| < t — 1, with a reduction to adaptive
privacy of SdShare? we have

rea za o0 ~ I a3 qy
Pre,Pre’, s, a{de}]esq,A R Pre,Pre’, 59,5 ,{sdj}jegqu

as (Pre, Pre’) is independent of the randomness used to generate the shares of 57
and s?. Note that the information on LHS suffices to answer the first ¢ sets of
queries as per LeakAj". Similarly, RHS suffices to answer queries in S}y as per
LeakBg ;. Therefore, we have,

a2 -
Pre,Pre’, 57,39, {sdj YieSyar Zig),a Rler Pre, Pre’, 59,57, {Sdg'}jesq,B Zigs (1)

13 Pre’ possibly repeats some information already there in Pre. For example for ¢ = 2,
s! is there in both Pre and Pre’. It is for the ease of exposition that we have this
repetition.
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Answering the leakage and reveal queries made after the ¢! set of
leakage queries: After all the ¢*" set leakage queries are answered, LeakA7"

computes (sd¥,---,sdd) « SdShareq(sq|s~dgq,A). Given (sd,---,sd%),s? Pre
and Pre, for any j € [n]\S,, Sh; is easily computed (Steps 8-(b) and 8-(c)).
With this, any further queries can be correctly answered as per LeakA7". Let
(sAalil7 e ,QZZ) < SdShare?(s?[sdg ). By Lemma we have

I 5 q I g4 g ”h
Pre,Pre’, 59,59, Zg) A, Sd[n],A R, Pre, Pre :89,89, Z1g) . B: 8d)

q

Note that sAd[n} is identical to sdfn]’B (of LeakBj ;) even given s7 and {sdj}es,

by the property of consistent resampling in Claim [5] Therefore, we have,
Pre, Pre’, s, Zig) . Sd?n],A e Pre, Pre’, s?, Zjg B, Sd([ln],B

Since the above LHS and RHS are sufficient to answer any further queries, we
have
Zipt1),4 e, Lint1),B

which proves the claim.

Now, we prove the statistical closeness of LeakA]" and LeakB}", for each ¢ € [h]
using the adaptive extractor security. The high-level idea behind the reduction
is that in hybrid LeakA}", the shares corresponding to the first q(t — 1) queries
(i-e., Siq) no longer depend on the seed s? and hence, we can use the adaptive
extractor security of Ext? to move to LeakBg".

Claim 2 For q € [h], if Ext? is an (1, p1q + 7,dg, 14, 6;)- extractor that is
(Full;, 0,)-adaptive, then LeakAy" ~(;_1)5, LeakBy!

Proof. Observe that the hybrids are identical up to answering the first (¢ —
1)(t — 1) leakage queries and differ in answering the ¢'* set of queries. Further,
after answering the ¢'" set of leakage queries, the responses to all remaining
leakage/reveal queries are answered identically in both hybrids.

Answering the first (¢ — 1) sets of leakage queries (when ¢ > 1):

For any k € [¢ — 1] and j € Sy the leakage response only depends on s~d;€,
w}, e ,w;?, {s?, sd§}1§i<k and x?, where the latter is uniformly chosen. We let
Pre denote the leakage responses Z|,_;; and the union of these random variables
upon which the leakage responses to j € Sj,—1) depend.

Answering the ¢'" set of leakage queries:

Consider j € §; and f; be the corresponding leakage function. To answer this
leakage query, we require computing f;(Sh;) where Sh; = (w]l, e ,w?, yjl) The
hybrids only differ in computation of y]l (particularly in computation of x‘;-, which
is used to compute yjl) and the distribution of extractor sources is identical in

both. The hybrids iteratively computes y;?, e 7yjl- as follows.

— ¥ is chosen uniformly from {0, 1} in LeakB]". In contrast, af of LeakAp

depended on Ext?(w{; s?) and y}”l.
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— ﬁy;;, d ,y}) is determined given :c?,s?ij and {sd, w},s'}icfg—1) in both the
ybrids.
— Both hybrids define Sh; = (w]l7 e ,wjh, y]l)

Let Pre’ = {wé,sdé,si,y?+17s:ij}ie[h]\{q},je[n]\s[qq] .We capture Pre’ as the in-
formation which along with {w?,sq}jegq is sufficient to answer any leakage
queries on j € S,. Also, Pre is identical in both hybrids.
Let j1,- -+, jt—1 be the order of indices in which leakage queries are made in S,.
Firstly, we prove that (Pre, Pre’, f;, (Sh;,)) of both hybrids are statistically close.
After that we proceed to show that (Pre, Pre’, f;, (Shj, ), - s Fice—ry (Shij_yy)) of
both the hybrids are statistically close, which implies that the hybrids are sta-
tistically close up to answering first ¢ sets of queries. For convenience, in this
proof we distinguish (whenever necessary) the random variables that have same
literal in the hybrids but are distributionally different with subscripts A and B
respectively. For example, 2 , and 2 5 denote the distributions of % in LeakAy"
and LeakB[" respectively.

Firstly, in both hybrids the distribution of (j1, f;,) only depends on Zj,_1
(and any internal randomness of D) and hence are identical. Note that given Pre’,
fi, (Shj,) in LeakAT", can be captured as Full,-adaptive leakage on the extractor

q - 9(pd - o4 q+1 iq i q+1 /
source wj, and (2§, 4=) Ext?(w] ;s?) @y This is because (yj,,Pre’) are

independent of (wf ,s9). Let g1 be a function that takes Pre’,w§ and z§ ,(or

:EghB) as input, computes y}hA (or y}17B) and outputs f; (wjl1 o ,w?l , yjl»hA) (or

fiwi - wh yl p)). With a reduction to adaptive security of Ext? we have
. +1
Pre, Pre’, s7, g1 (Pre’, wi , Ext?(w] ;s) @yl ™)
~s, Pre, Pre, sq,gl(Pre',wgl, U, @ y;ﬁ_l)
= Pre, Pre’, 57, g, (Pre’, w?l,xg-l’B)
Therefore
Pre, Pre’, s, f;, (Shj,.a) ~s, Pre, Pre’, 5%, f;,(Shj, B)

With this, we showed that the hybrids are statistically close up to respond-
ing to the first query in the ¢'" set. Although, superficially, it may seem that
all the leakage responses corresponding to j € S, can be captured as adaptive
extractor leakage on the source wj, but it’s not the case because of the following
subtlety. The extractor sources used in each query are independent of each other,
but the seed is the same. For example, one cannot directly capture fj,(Sh;,) as
Full--adaptive leakage (as we did with f;, (Sh;,)). This is because the choice of
J2, fj, depends on fj, (Shy, ) which in turn depends on Ext?(wf; s7), and hence is
not independent of the seed s?. We observe in Lemma 8] that adaptive extractors
allow us to handle even such (stronger) form of adaptive leakages across different
sources with same seed.

Proceeding, with a reduction to Lemma [§ with k = (t — 1),{W; = W}

i € [k]}, S = s? and Ext = Ext? and the i*" leakage function being g; such
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that g; (hardwired with Pre/,y?j'l) takes w? and Ext?(wf;s?)(resp. Up,) as

input, computes yjli7A (resp. yjl-“B) and outputs f;, (wjl, ,wﬁ,y}“A) (resp.

sz‘ (wjl7’ T 7w§Li7yjl‘i,B))'
Pre,Pre’, s? {f;,, f;,(Shj, A)}jieSy a>Sa.A

~(-1ys, Pre,Pre’ s? {fj., f;.(Shj. B)}iies, 5, SaB

This shows that the hybrids are statistically close up to answering the first ¢
sets of leakage queries.

Answering the leakage and reveal queries made after the ¢'" set of leak-
age queries: After all the ¢'" set of leakage queries are answered, both hybrids
compute (sdf,---,sdl) «+ SdShare(sﬂ&iZq). Let Pre” = {w},sd], s} ;cmps,-
Note that Pre’ in conjunction with Pre” completely defines Sh; for any j €
[n]\S]q- Since Pre” corresponding to LeakA7" (resp. LeakBj") is only correlated

to Sy, 57 and sd?sq (which is in Pre’) of the respective hybrids, we have
Pre, Pre/, PreAa Sq, {fjm qu (Shji7A)}j1,€Sq,A ) Sq,A

~(-1)s, Pre, Pre', Preg, s%, {f},. 15:(Shj, B)}jies, 5 Sq.B

Since responses to leakage/reveal queries after the ¢'" set are can be derived
from the LHS and RHS respectively depending on the hybrid, we have

Zlhy1),A R(t-1)8, Zh+1],B
This proves the claim.

Finally, we use the adaptive security of MShare to show that LeakC™ is statisti-
cally close to LeakBj".

Claim 3 If MShare is e-adaptively private against (n,t)-threshold access struc-
tures, then LeakC™ =2, LeakB}!

Proof. The hybrids answer the leakage queries identically and differ only in an-
swering the reveal queries.

Answering the leakage queries:

~k
For any k € [h] and j € Sy the leakage response only depends on sd;, wjl., e ,w?,
{sﬁ sd§}1§¢<k and mé’?, where the latter is uniformly chosen. We let Pre denote
the leakage responses Z|;,; and the union of these random variables upon which
the leakage responses to j € Sp,) depend.
Answering the reveal queries: Let Pre’ = {w;-,sd;-,sl}ie[h]7je[n]\5[h]. Note
that given y;-”rl for all j queried in the reveal phase, (Pre,Pre’) has sufficient
information to answer all the reveal queries.

— LeakB}" samples (my,---,m,) < MShare(m) and sets yhtt

;T =mj for all j
queried in the reveal phase.
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— LeakC™ samples (myg,--- ,m) < MShare(m) and sets y;”'l = m; for all j
queried in the reveal phase.

Let RevealB and RevealC denote the sets of indices queried in the reveal phase of
LeakB}* and LeakC™ respectively. As reveal queries are at most ¢ — 1 in number,
we now invoke adaptive privacy of MShare and get

ro~ ’ o~ ~
Pre, Pre’, m,m, {mj }jGReveaIB ~. Pre, Pre’,m, m, {mj }jGReveaIC

Note that (Pre, Pre’) is independent of the randomness used in generating shares
of m and 7, therefore adaptive privacy of MShare can be invoked even given
these random variables.

Since Sh; for j queried in reveal phase of LeakB}" (resp. LeakC™) is deter-
mined by the above LHS (resp. RHS) we have

Zihy) e Zing
—— ——
of LeakBj* of LeakC™

With the above claims and use of triangle inequality we know that for any
message m, Leaky, .. Rt Y e (t=1)di+¢) LeakC™. Note that the descrip-
tion of LeakC™ is independent of m. Hence for any message m # m’, we have
LeakC™ = LeakC™ . Since, Leaky, . .n Rnetn(i—1)s+c LeakC™ we get

’
m ~ m
LeakShareh’ 2423 ey (E—1)0i+e)) LeakShare”'

4.4 Parameters

For i € [h], we instantiate SdShare’ on seeds of length d; with the (adaptively)
private Shamir secret sharing scheme, which results in individual seed share
length being d;. We instantiate MShare on messages of length I; with the (adap-
tively) private Shamir secret sharing scheme, which results in individual seed
share length being ;.

Recall Lemma [7] which states that for any ¢ > 1, there exists constants «, 3
such that d < ol, p < Bl,n > Bl+7, € = 27 and § = 27 (D2 when
I = w(logn). Fix any ¢ > 1, and constants «, 8 corresponding to this ¢ given by
Lemma For each i € [h], we instantiate (n;, p; + 7, d;, l;, 0. )-extractor Ext’ that
is (Full,, ¢;)-adaptive as per this lemma as follows.

— We set [; = Z, 5/1 = 2761, 0 = 279(”, dy < all, p < 6l1 and m = ﬂll + 7.
— Fori>1,wesetl; =11 +di_1, 8 =27 § = 27920 [ d; < ody, pi < Bl
and n; = Bl; + 7.

With this setting, individual share length of Share” is I, + dj + Zie[h] 0 =

h7+6O((1+a)"1). Therefore, Share™ acheives constant rate and constant leakage
rate whenever 7 = O(I) and either n = ©(t) or h is a constant.

As our instantiations of SdShare”’s and MShare are perfectly adaptively pri-
vate, we have Share” to be a perfectly adaptively private secret sharing scheme
which is ¢-27?()-leakage resilient against the adaptive leakage and reveal model.
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4.5 LRSS for Joint Leakage and Reveal Model

4.5.1 Joint Leakage and Reveal Model JX>%'7 The model allows for v
number of joint leakage queries on disjoint sets where each query depends on X
number of shares and additionally also reveals ¢ — 1 of the remaining shares (on
which leakage isn’t queried) in clear. The parameter 7 captures the amount of
leakage provided in each leakage query.

Let (Share, Rec) (where Share : {0,1}' — ({0,1}7)") be a secret sharing
scheme for an (n,t)- threshold access structure. We formalize leakage obtained
in this model on shares of a message m as JLeakdq},,. in Figure 7| where an
arbitrary stateful distinguisher D makes the queries. For any two messages m
and m’, we require JLeak . e Re,, JLeakg’);am, for (Share, Rec) to be €, leakage
resilient against this model.

JLeak’), ot

Initialize Z be a null string and S to be a null set.
— (Shy,--+,Shy) + Share(m)
— Leakage Phase:
For upto v times
e (Qj, f;) + D(Z) where Q; C [n] and f; : {0,1}9" — {0,1}7
o If Q; € [n]\S and |Q,| < X,
add elements of Q; to S and append (Qy, f;, f;(Shq;)) to Z
— Reveal phase
For upto t — 1 times
e j—D(2)
o If j € [n]\S, append (4, Sh;) to Z
D updates Z to include any relevant state information.
— Output Z

Fig. 7: Joint LRSS Definition- JLeak’q},,,.. Distribution

4.5.2 Leakage resilience of (Share™, Rec™) in JX%7 model

Theorem 3. For any ¢, X > 0 such that v - X < n—t+1 and l,7 > 0,
(Share”, Rec ) is an ((n,t),e)-secret sharing scheme for | bit messages and is
€1r-leakage resilient in the joint leakage and reveal model JX %™ where h =
(ﬁ(t—%)/x” and € = 2(e + he' + (t — 1) Zie[h] 2XLig).

Further, there exists an instantiation of the scheme with rate is (X©™ +hr /1)~
When 7 = O(1), X is a constant and when either n = O(t) or h is a constant,
the scheme achieves constant rate and leakage rate asymptotically.

The proof for the joint leakage setting is very similar to the proof of Theorem
for the adaptive setting (on single shares). We give a complete proof of this in
our full version.

Further, we can also extend our construction to get LRSS for general access
structures as well, the details of which are given in the full version of our paper.
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