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Abstract. We study the power of preprocessing adversaries in find-
ing bounded-length collisions in the widely used Merkle-Damgard (MD)
hashing in the random oracle model. Specifically, we consider adversaries
with arbitrary S-bit advice about the random oracle and can make at
most T queries to it. Our goal is to characterize the advantage of such
adversaries in finding a B-block collision in an MD hash function con-
structed using the random oracle with range size N as the compression
function (given a random salt).

The answer to this question is completely understood for very large val-
ues of B (essentially £2(T")) as well as for B = 1,2. For B ~ T, Coretti
et al. (EUROCRYPT ’18) gave matching upper and lower bounds of
O(ST?/N). Akshima et al. (CRYPTO ’20) observed that the attack of
Coretti et al. could be adapted to work for any value of B > 1, giving an
attack with advantage Q2(STB/N + T?/N). Unfortunately, they could
only prove that this attack is optimal for B = 2. Their proof involves a
compression argument with exhaustive case analysis and, as they claim,
a naive attempt to generalize their bound to larger values of B (even
for B = 3) would lead to an explosion in the number of cases needed
to be analyzed, making it unmanageable. With the lack of a more gen-
eral upper bound, they formulated the STB conjecture, stating that the
best-possible advantage is O(STB/N + T?/N) for any B > 1.

In this work, we confirm the STB conjecture in many new parameter
settings. For instance, in one result, we show that the conjecture holds
for all constant values of B. Further, using combinatorial properties of
graphs, we are able to confirm the conjecture even for super constant
values of B, as long as some restriction is made on S. For instance, we
confirm the conjecture for all B < T4 as long as S < T8, Technically,
we develop structural characterizations for bounded-length collisions in
MD hashing that allow us to give a compression argument in which the
number of cases needed to be handled does not explode.

1 Introduction

Starting from the seminal work of Hellman [21], there have been significant ef-
forts to understand the power of preprocessing attacks in various applications
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and constructions (e.g., [31,16,28,5,30,13,15,1,9,8,3,11,6]). Preprocessing attacks,
i.e., ones that utilize a bounded amount of auxiliary information, capture the
standard modeling of attackers as non-uniform, allowing them to obtain some ar-
bitrary (but bounded length) “advice” before attacking the system. In this work,
we continue the recent line of works studying the power of preprocessing adver-
saries in the context of finding collisions in the widely used Merkle-Damgard
(MD) design.

Collision resistance of salted MD. The Merkle-Damgard hash function con-
struction [24,25,26,12] is a popular design for building an arbitrary-size-input
compression function from a fixed-size-input compression function. This design
is not only extremely fundamental in cryptographic theory, but it also underlies
popular hash functions used in practice, most notably MD5, SHA-1, and SHA-2.

The MD construction is defined relative to a compressing function h: [N] x
[M] — [N]?, modeled as a random oracle, as follows. First, for a € [N] and
a € [M], let MDp(a, ) = h(a, ). Then, define recursively

MDy(a, (a1, ...,ap)) = h(MDy(a, (a1,...,a5-1)),aB)

for a € [N] and aq,...,ap € [M]. The a is referred to as salt (sometimes also
called IV) and each of the following B elements are referred to as blocks.

Due to the ubiquitous influence of this hashing paradigm, both in theory
and practice, characterizing the complexity of finding collisions in MD;, (on a
random salt) is a fundamental problem. The well-known birthday attack gives a
T-query attacker with ©(T?/N) advantage. However, this attack is very generic:
it neither takes advantage of the structure of MDy, nor does it utilize the fact
that the attacker may have access to some limited amount of “advice” about
h due to a long preprocessing phase. But, there is a good reason that security
against non-uniform attackers has become the standard notion of security in
the cryptographic literature: it captures the natural idea that an adversary may
have been designed to attack specific instances, guaranteeing security against an
expensive preprocessing stage, or even unknown future attacks. On the whole,
it is widely believed by the theoretical community that non-uniformity is the
right cryptographic modeling of attackers, despite being overly conservative and
including potentially unrealistic attackers. Therefore, understanding the com-
plexity of finding collisions in MD, allowing preprocessing, is a fundamental
problem.

The auxiliary-input random oracle model. The concrete hash functions h
used in real-life do not have solid theoretical foundations from the perspective
of provable security. Therefore, when analyzing the security of the MD con-
struction, the function A is typically modeled as a completely random one, i.e.,
a random oracle. We follow the standard approach and model preprocessing
adversaries using the influential extension of the random oracle model termed
auziliary-input random oracle model (AI-ROM). This model was (implicitly)
used, for example, in the classical works of Yao [31] and Fiat and Naor [16],

3 We use the notation [N] to denote the set {1,2,..., N} for a natural number N.
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and formally defined in the influential work of Unruh [30] which was recently
revisited by Dodis, Guo, and Katz [15] and Coretti et al. [9].

The AT-ROM models preprocessing adversaries as two-stage algorithms (A4,
Aj) parametrized by S (for “space”) and T (for “time”). The first part A; has
unbounded access to the random oracle h, and its goal is to compute an S-bit
“advice” o for As. The second part A5 gets the advice o, can make at most T
queries to the random oracle, and attempts to accomplish some task involving
h. In our case, Az gets a random salt a as a challenge and its goal is to come up
with a collision in MDy(a,-). Both 4; and A, are unbounded in running time.

Known results. Collision resistance of salted MD hash functions in the Al-
ROM was first studied by Coretti, Dodis, Guo, and Steinberger [9]. Among
other results, they showed an attack, loosely based on the idea of rainbow ta-
bles [21,28], with advantage 2(ST?/N).* ® They further showed that this attack
is optimal. Namely, no attack can have an advantage better than O~(ST2 /N).
(Notice that this attack beats the naive birthday attack mentioned above for typ-
ical values of S.) In a more recent work of Akshima, Cash, Drucker, and Wee [3]
observed that the attack of Coretti et al. [9] results in very long collisions, of the
order of T" blocks, which may limit their practical usefulness. While formally, a
length T collision does violate collision resistance, it is hard to imagine a natural
application where it is useful. Indeed, for reasonable values of T, say T = 2%, it
is unlikely that such a collision, which is several petabytes long, could damage
any widely-used application.

Akshima et al. [3] therefore raise the very natural question of what is the
complexity of finding short collisions.

What is the complexity, as a function of S and T (the allowed space and query
bounds, respectively), of finding a B-block collision in salted MD?

Although this question is very natural and clean, as mentioned, a complete
answer is known only in the extreme cases, either when B = 2 or when B =
fZ(T) Indeed, when B is very close to T, the result above of Coretti et al. [9]
implies that the advantage is ©(ST?/N). The case of B = 2 was resolved by
Akshima et al. [3] who showed that the advantage is O(ST/N + T2/N). Even
for B = 3, a complete answer is not known: The analysis of Akshima et al. [3]
consists of an elaborate case analysis tailored to the B = 2 case, and they claim
that even for B = 3 the proof of their lower bound “... would be too long and
complex to write down”.5

The STB conjecture. In terms of upper bounds, Akshima et al. [3] showed that
a variant of Coretti et al.’s (rainbow tables inspired) attack could be generalized
to get a B-block collision with advantage 2(STB/N). This attack generalized
the attack of Coretti et al. [9] which gives an O(T')-block collision with probabil-
ity Q(STQ/N). With the lack of better bounds on the best possible attack for a

4 Throughout the paper, the “notation suppresses poly-logarithmic terms in N.
5 By “advantage” we mean the probability of finding a collision.
S For B = 1 a tight bound of O(S/N + T?/N) is known [15].
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wide range of B’s (anywhere between B = 3 and B « T'), Akshima et al. [3] put
forward the “STB conjecture” which posits that the optimal attack for finding
length B collisions has advantage O(STB/N + T?/N) (i.e., the better between
their attack and the generic birthday attack).

We believe that our current understanding of the exact security that MD-
style constructions could ideally achieve is insufficient. Therefore, given how
widespread MD-based hash functions are, progress towards resolving the conjec-
ture is highly important.

1.1  Our Results

Our main result confirms the STB conjecture in many new parameter settings.
Specifically, we prove two new upper bounds on the advantage of the best attack
for finding short collisions in salted MD hash functions in the AI-ROM. The
first bound confirms the STB conjecture for all constant values of B. The second
result confirms the STB conjecture even for super constant values of B but only
for moderately large values of S compared to T

STB conjecture is true for all constant B. We show that for any B €
O(1), the advantage of any S-space T-query attacker in finding a length B
collision is bounded by O(ST/N + T?/N), matching the known attack up to
poly-logarithmic factors.

Theorem 1.1 (Informal; See Theorem 5.1). For every constant B, the
STB conjecture is true.

This theorem is obtained as a special case of a more general bound on the
advantage of any S-space T-query attacker in finding a length B collision of the
form

- (STB?(log® 5)P-2 T2
O (log” §)77% | T°Y
N N
Note that this bound is meaningful when B is a constant (or slightly bigger) but
becomes vacuous when say, B = log V.

STB conjecture is true for all SB « T. We show that as long as S, B « T,
the conjecture is true again. Specifically, we show that whenever S*B? ¢ O(T),
the maximal advantage of any S-space T-query attacker in finding a length B
collision is obtained by the birthday attack, up to poly-logarithmic factors. For
example, when SB < T, the maximal advantage is O(T?/N), and therefore
the STB conjecture holds.

Theorem 1.2 (Informal; See Theorem 6.1). For every S*B2? € O(T), the
STB conjecture is true. For instance, the conjecture holds if either

— BepolylogN and S E~O~(T1/4), or
— BeO(T'*) and S € O(T'/®).
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This theorem is obtained as a special case of a more general bound on the
advantage of any S-space T-query attacker in finding a length B collision of the

form . ) )
~ TB T
O (S + > .

N N

A concrete comparison between the results. The two bounds are gener-
ally incomparable. While the bound from Theorem 1.1 is asymptotically tight
whenever B is constant (independent of S,T'), it becomes vacuous for say B =
log N. On the other hand, the bound from Theorem 1.2 is meaningful for all
B e o(N'?), as long as S* - B> « N. For instance, assume that S = N'/16 and
B e O(N®) (for 0 < € < 1/8). In this setting, the bound from Theorem 1.1 is
trivial. On the other hand, the bound from Theorem 1.2 gives that any successful
attack must satisfy T" € fZ(N 1/ 2) which is strictly better than what the generic
O(ST?/N) bound gives (it only gives T € 2(N'%/32)),

Technical highlight. The main technical component in both of our bounds is a
compression argument that uses a “too-good-to-be-true” attacker to non-trivially
compress a uniformly random sequence of bits, thereby getting a contradiction.
The setup is somewhat similar to the one of Akshima et al. [3] (although slightly
more modular), but our compression argument deviates from theirs significantly.
Their argument inherently relied on the fact that there are at most two blocks
in the collision, therefore greatly simplifying the possible structures to consider.
In contrast, we consider arbitrary length collisions, and thus we have to deal
with all possible structures of collisions. Our proof identifies and analyzes a
general structure for MD collisions and unveils a natural combinatorial problem
that influences the resulting upper bound on the advantage of preprocessing
adversaries. Specifically, it turns out that the “dominant extra” terms in both
of our bounds ((log? §)®~2 in the first bound and S in the second) emerge due
to the need to encode a reverse path in a general (fan-out 1, but possibly large
fan-in) directed graph, where the graph is the one induced by the queries that
the adversary makes to the random oracle. Any improvement on this encoding
would immediately imply a better upper bound, a fact that we hope will lead to
better bounds in the future.

1.2 Discussion

As mentioned, the MD paradigm underlies numerous hash function constructions
that are central building blocks in many applications. There are several popular
variants of the MD paradigm implemented in practice. In this work, we follow
previous works and focus on the cleanest variant for concreteness. One prominent
variant withstands length extension attacks by padding the input message with
its length. (In fact, this is the version suggested by Merkle and Damgard.) We
remark that our results directly apply to this padded variant. Specifically, the
“STB” attack finds a collision with the same number of blocks, so it readily
extends to this padded variant. Our bounds on the best possible attacks also
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extend to this setting since the argument did not use any specific property on
the collision blocks. It is interesting to study other practically used variants and
understand if similar results can be obtained. To this end, we hope that the
techniques we develop in this work will be helpful.

From a theoretical perspective, no single function can be collision-resistant
(in the plain model), as a non-uniform attacker can trivially hardwire a collision.
This is why collision resistance is considered with respect to a family of hash
functions indexed by a key called salt. The salt is chosen after the attacker is
fixed (and so is the non-uniform advice about the family of functions). Still, in
practice, a single hash function is typically defined by fixing an IV, making it
insecure against non-uniform attackers. This contrasts with how we define the
collision resistance game, where the IV is chosen randomly after the prepro-
cessing phase. Thus, it may seem that the expensive preprocessing needed for
attacks in our model does not represent real-life scenarios. However, often the
hash function used in a particular application (relying on collision-resistance)
is salted by prepending a random salt value to the input. One such well-known
application is password hashing [29]. Such salting essentially corresponds to the
random-IV setting considered here, and, therefore, the attack becomes relevant
again.

The primary motivation for our work is to make progress towards the STB
conjecture, which we view as a fundamental problem. To this end, we focused
on asymptotic bounds as a function of S, T, and B. We hope that the concrete
bounds could be improved in future works, affecting design choices of real-life
hash functions.

Follow up work. A recent work of Akshima, Guo, and Liu [4] proved a new
bound on the maximal possible advantage in finding B-block collisions. Their
bound is overall incomparable to ours: it is better than our Theorem 1.2 but
worse than Theorem 1.1. Also, Freitag et al. [17] studied related problems in the
context of sponge hashing, an alternative to the Merkle-Damgard paradigm that
underlies (for instance) the SHA-3 standard.

2 Our Techniques

In this section, we provide a high-level overview of our techniques. Both of our
results follow a similar high-level rationale, and thus throughout this overview,
we mainly focus on the techniques for proving the STB conjecture whenever
B € O(1) (Theorem 1.1). Towards the end, we describe the additional ideas
needed to obtain the result for SB « T (Theorem 1.2).

Before explaining the ideas, let us describe the challenge more precisely. We
are given a compressing function h : [N] x [M] — [N], modeled as a random
oracle, and we want to upper bound the probability of a non-uniform attacker
in finding a collision in an MDj;, instance with a random salt. We model non-
uniform attackers by thinking of them as two-stage adversaries A = (A1, A2).
The offline part A; is unbounded in running time, and its only restriction is
that it can output only S bits. This output is the non-uniform advice given to



On Time-Space Tradeoffs for Bounded-Length Collisions in MD Hashing 7

the online part Ay which is then allowed to make up to T" queries after which it
must output a B-block collision for MD;, and terminate. We assume unbounded
running time for both parts A4; and As and only restrict the output-size for
A; and the number of queries for A4s. We refer to such a two-stage adversary
(Ay, Ag) as a (S, T)-adversary. In the context of length-B collisions in MDy,, the
game is as follows:

— Aj; has unbounded access to h and it outputs o € {0, 1}7.

— Ay gets o as input along with a random salt a € [N].

— Aj outputs «, .

— A wins if a # o/, a,a’ consist of < B blocks, and MDy,(a, «) = MDy(a, o).

There are essentially two main generic approaches known in the literature
for proving bounds of this sort. The first is the so-called pre-sampling technique,
originally due to Unruh [30], and the second is a compression argument. The
first technique reduces the problem from considering general hash functions and
adversaries (A;,.As) as above to a simpler model (and associated attacker) called
the bit-fixzing model. The advantage of the latter model is that it is typically
easier to analyze and results in clean proofs. The second technique is based on a
simple information-theoretic idea that random bits cannot be compressed.” Thus,
an attacker that succeeds in finding collisions is used to compress some random
information that is used in the game, and thereby contradiction is reached.
This technique, while being extremely influential in many fields and problems in
computer science (e.g., “Algorithmic Lovédsz Local Lemma” [27], lower bounds
on cryptographic constructions [18,13,20], analyzing hardness of problems in the
non-uniform setting [15,10] and time-space tradeoffs for quantum algorithms [7]),
often results in technical and complex proofs.

It would have been convenient if any non-trivial bound on our problem could
be obtained using the bit-fixing technique. Unfortunately, Akshima et al. [3]
observed that finding short collisions is relatively easy in the bit-fixing model.
Hence, the only remaining potentially helpful technique is based on compression.
Indeed, Akshima et al. [3], as their primary technical contribution, managed to
carry out such an argument for the particular case of B = 2, and already then
their proof is highly non-trivial and consists of a tedious case analysis. We distill
some of the main ideas underlying their general framework approach® next—this
will be useful for us, as well.

The framework. We reduce the task of handling arbitrary (S, T')-adversaries to
the problem of handling (.S, T)-adversaries, where the preprocessing part A; is
degenerate and outputs a fixed string o, independent of h. Specifically, we define
a game, parameterized by u € N5, where Ay has an arbitrary size S string o
hard-coded, and its goal is to find a collision relative to a given salt. Ay wins
the game if it succeeds in finding a collision when executed with every one of u
uniformly random salts (there is no 4; in this game). The reduction shows that

" Specifically, it is impossible to save w bits of information about a random string,
except with probability 27%.
8 We note that [7] introduced an equivalent framework in independent work.
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if A5 has advantage € in the modified game, then the best advantage of an (S, T)-
adversary in the original game is (roughly) O(e"/*) for u ~ S. This reduction,
formalized in Lemma 4.1, is adapted from Akshima et al. [3] and it uses the
beautiful “constructive Chernoff bound” of Impagliazzo and Kabanets [22].°

The advantage of considering the new game is that there is no Aj, so it is
easier to handle. But, to obtain a meaningful result for the original (S,T) game,
say an upper bound of €, we need to prove a somewhat stronger upper bound for
the new game, that is, roughly €. This means, in other words, that we need to
show how to compress about log(1/e) bits per each one of the u salts. (Actually,
keep in mind that it suffices to achieve this on average!) For our target €, we
therefore have the following goal.

Main challenge: For every one of the u salts, we need to “save/compress” (on
average) roughly the following number of bits:

1 . N N
min —].
°8 uT (logu)2(B-2) B2’ T2

By impossibility of non-trivial compression, this would imply that A5 must suc-
ceed with probability at most

uT(logu)2B-2p2  T2\"
<
e<O (( + — ,

which would give our result when plugged into the framework.

The compression argument. The random string that we shall compress con-
sists of the set of salts denoted U, as well as the function h. We give encoding and
decoding algorithms that use A first to encode the pair (U, h) and then use the
result to fully decode them whenever Ay wins the game. If A, wins with good
enough probability, the output of the encoding procedure will be non-trivially
short with good probability, which is a contradiction.

Remark 1. Akshima et al. [3] used the same approach for B = 2, but their proof
does not seem to scale for larger values of B. Specifically, their proof involves
an exhaustive case analysis. It seems like a naive attempt to generalize their
bound to larger values of B would proliferate the number of cases needed to
be analyzed, making it unmanageable. One of our key conceptual insights is a
structural characterization of collisions in MDj, that prevents this explosion in
the number of cases needed to be handled. While our analysis applies to any B,
the number of total cases we consider is roughly the same as Akshima et al.

A first attempt and a glimpse at the challenge. Let us make a strong
(and typically false) assumption: the adversary As never repeats any query to h

9 The use of this reduction is the main (and perhaps only) point of similarity between
our proof and [3]’s.
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top body
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tail bottom body

Fig. 1: A mouse structure. For ease of visual representation we do not draw the
nodes and edges of the graph, instead represent it as a continuous structure.

across all the u runs.'® Since we can assume (w.l.o.g) that if A outputs («, o)
when run on salt a, it has queried h at all values needed to compute MDy,(a, «)
and MDy(a, o), we are guaranteed that for each of the salts u € U there are
at least two distinct queries which have the same answer, i.e., a collision. The
indices of these queries reside in [T] as this is the query complexity of Ay when
executed on the particular salt a. Thus, we could avoid encoding the answer
of the second query and instead encode these two indices in T" and remove the
answer of the second query from evaluations of h. This saves us log(N/T?) bits
for every salt, giving us even more savings than what we are aiming for. Such
compression, in turn, would imply that the birthday attack is optimal, no matter
what B is (which makes sense given our assumption but is clearly false for general
attackers).

A naive way to get rid of the assumption (that queries never repeat across
different u runs) would be to encode the index of the other query among all
uT queries made (instead of T). But, this would eventually result in another
multiplicative S term in our bound. Namely, we would only be able to save
log(N/(ST?)) bits per salt which is too little for us (as it leads to a trivial upper
bound). This motivates us to look more closely at how MD collisions are formed,
what kind of queries could be involved, and how we could leverage the fact that
collisions are short to get more efficient encoding.

The mouse structure and query types. We consider the graph implicitly
formed through the queries made by A when running on salts ay,...,a, € U.
The nodes of the graph are the possible salts and there is a directed edge from
salt a to o’ with label « if h(a, @) = o' and this query was made by As.
Suppose that Ay, when run on salt a;, outputs (a, ). Since Ay wins on every
salt in U, its output on salt a;, denoted o, o’ must satisfy: (1) MDp,(a;, ) =
MDy,(a;, '), (2) o # o, and (3) a, &’ are at most B blocks long. Without
loss of generality we can assume that the adversary A, outputs a “minimal”
collision, i.e., one that does not contain a prefix which is a collision by itself.

10 While we can assume without loss of generality that A does not repeat queries
within a single execution (since it is not memory-bounded), it is not very reasonable
to assume that it will never repeat queries across different executions on different
salts.
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For instance, say the collision is 1, ©2, 23, X4, T5, Te and Y1, Y2, Y3, Y4, Y5, Y6 (Wrt
salt @) and it happens that x1,xs, z3, 24 and y1,ys2,ys, ys4 already collide (wrt
same salt a), we can simply ignore x5, xg, y5, Y. Considering the core sub-graph
of the query graph that is induced by queries made by Ay that are required to
evaluate MDp,(a, ) and MDy,(a, '), we obtain a structure that we call a mouse
structure. Important parts of the mouse structure are the tail, top and bottom
body, and the tip, as depicted in Fig. 1. Our entire approach is based on studying
these mouse structures to come up with encoding strategies.

Given the concept of a mouse structure and our discussion from above about
the adversary, possibly repeating queries motivates us to classify each query into
one of three types. The first is called NEW and refers to queries made for the first
time. The rest of the queries are called repeated, and they are further classified
into two types, depending on whether they previously appeared in some mouse
structure or not. Specifically, a repeated query is called REPEATEDMOUSE if the
same query was already made by A; when executed on a previous salt, and
otherwise, a repeated query is called REPEATEDNONMOUSE.

Intuitively, we want to save bits when the answer of a NEW query was the
input salt of a repeated query. A REPEATEDMOUSE query facilitates such savings
since we can encode the answer to the query by storing its index along with
the index of the previous query and the corresponding index within the mouse
structure—a total of ~ log(uT'B) bits instead of log N—which eventually turns
into an STB/N term in the upper bound, as conjectured. The problem is with
encoding REPEATEDNONMOUSE queries—there seems to be no trivial way to
write the index of the previously-made query with less than log(uT?) bits, which
is too much (since it will eventually turn into a ST2/N term in the upper bound).

Some “easy” mouse structures. We observe that some cases of mouse struc-
tures readily give us a way to have efficient encoding and save sufficiently many
bits. We offer three examples to convey intuition on how our analysis is done.
Throughout, let us assume that every mouse structure contains at least one NEW
query—otherwise, we will ignore this mouse structure altogether.!!

As a first example, if two NEW queries form the tip of the mouse structure
of salt aj, we can simply encode the index of these queries within the queries
made while handling this salt—this uses 2log T bits instead of log IV bits which
is sufficient. As another example, if a self-loop forms the body of the mouse
structure and the self loop query is NEW or REPEATEDNONMOUSE, we can simply
encode the index of the self loop query in the list of queries used to handle this
salt and avoid encoding the answer of the query—this uses log(uT') bits instead
of log N which is again sufficient. As the last example, suppose the answer to
a NEW query is a salt that appeared in some earlier mouse structure. In this
case, we can avoid encoding the answer of the NEW query and instead encode

1 Tn the technical section, we refer to salts a; in U that were not the input salt of a
query when running Az on a; for ¢ < j as fresh. It follows that mouse structures for
fresh salts will always have a NEW query. For salts that are not fresh, it is relatively
straightforward to achieve some compression by avoiding storing these salts in the
encoding of U. For now, the reader can imagine that all salts are fresh for simplicity.
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Fig.2: An example of a “hard” mouse structure. The NEW queries are drawn in
red, REPEATEDMOUSE queries are drawn in blue and the REPEATEDNONMOUSE
queries are drawn in green.

the index of the query and which of the salts in the previous mouse structures
is the answer—this uses log(2uB) bits (because there are at most 2B salts in
mouse structures and at most u mouse structures) instead of log N which is also
sufficient.

Some “hard” mouse structures. The aforementioned easy cases give rise
to a relatively easy encoding that results in an optimal STB/N term. Next,
we focus on the more complex cases, which cause our bound to have the extra
~ B (log S)? factor.

Assume that there is a mouse structure where there are two salts o’ and a”
such that o' is the input salt to a REPEATEDMOUSE query, a” is the answer
to a NEW query, and the path from a” to a’ in the mouse structure consists of
only REPEATEDNONMOUSE queries (as shown in Figure 2). By definition, the
distance between a’ and a” is at most B.'? Potential savings could be achieved by
not encoding a”, the answer of the NEW query, as it can essentially be extracted
from already-observed queries. We can easily encode the appropriate index of
the query in the mouse structure and the salt a’ using roughly log(uB) bits, but
how can we encode the information about the path back from a’ to a”?

The non-triviality is that for each node on this path, there might be many
possible ways to reach it among all the different queries that have been already
made, i.e., if each node on this path has fan-in m, namely an m-multi-collision,
then the natural encoding of the path back would cost at most log(m?) bits,
specifying which back edge to take for every node. Here, m could be very large,
e.g., as large as S or even larger, making the whole result meaningless for most
reasonable parameters settings. (We also need to encode the length of the path,
which would lead to the additional multiplicative B factor, but we ignore it in
the discussion here.)

We get around this problem of m potentially being very large by observing
that one of the following two cases holds:

— Many small multi-collisions: either the fan-in of every node along the path
(i.e., the number of previously-made queries whose result is a node on this
path) is smaller than logwu, or

— One large multi-collision: there is (at least one) node on the path where the
fan-in is at least log u.

12 By being slightly more careful, we can show that the distance is B — 2 but we ignore
this fact for the overview.
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In the earlier case, we encode the path back as mentioned above, where we
write the index of each back edge. This costs us B-loglogu bits, which eventually
translates to an extra (logS)P term,'® as we have in our main theorem. The
question is, what do we do when the second case occurs.

The idea is to leverage the fact that there is a large multi-collision and ob-
tain our savings from a completely different place. Specifically, we remember the
index of all the queries involved in the multi-collision and the common answer.
A calculation reveals that if the collision consists of ~ logu edges, we can al-
ready save enough. One subtlety is that the same multi-collision might repeat
throughout many different mouse structures, and we need to make sure not to
double count the savings from a single multi-collision more than what we get.
The reason why we do not double count is that a single large-enough (i.e., with
logu edges) multi-collision saves us enough bits for about logu different struc-
tures, and at the same time, such a multi-collision can appear in at most logu
mouse structures.!?

Let us finally remark that while the above description conveys the main idea
underlying our compression strategy, it is somewhat simplified and glossed over
many technicalities and the complete specification of all possible cases that our
full proof covers. We refer to Section 5 for full details.

Proving the STB conjecture for S - B « T. The proof of our second upper
bound follows the same overall structure. The only difference is, naturally, in the
way we encode reverse paths in mouse structures that have nodes corresponding
to REPEATEDNONMOUSE queries between the output a” of a NEW query and a
node a’ corresponding to a REPEATEDMOUSE query.

In the earlier proof, when we needed to locate the salt a” from salt a’, we
encoded the number of edges in between and all the edges on the path. Here, we
prove a purely graph-theoretic lemma saying that if for salt o’ there are more
than ~ u? salts a” such that there are d > 0 edges on the shortest path back
from a’ to a” in the query graph, then there must be ¢ > 1 multi-collisions in the
graph, such that the total number of edges involved in the ¢ multi-collisions is
at least ~ u?. While the proof of this lemma is a simple inductive argument, it
turns out to be extremely helpful for us. Specifically, if there are ¢ > 1 different
multi-collisions such that a total of at least ~ u? different queries are involved in
the ¢ multi-collisions, we can save enough by only encoding these multi-collisions
and nothing else. To prove this fact, we consider the minimum savings we can get
from encoding these ¢ multi-collisions. We show using some elementary calculus
that if there are ~ u? queries involved in ¢ different multi-collisions, the minimum
saving is more than the total amount of savings we need.

Equipped with this fact, we split our analysis into the two following scenarios.

13 Remember that the actual term is (log $)®~2 and that is why the proof of Akshima
et al. [3], in which it was assumed that B = 2, did not have an extra term that
depends on S.

14 We mention that multi-collisions in hash functions have been studied on their own
right (e.g., [23,14]), but our context is totally different.
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Game G% 97.5(A = (A1, A2)) |Subroutine Al-CRj, o (A = (A1, A2))

1. h«sFes([N] x [M],[N]) | 1. o «<s Ai(h)

2. a<+s[N] 2. (a,a') «s Ak (0, a)
3. Return AI-CR; 4 (A) 3. Return true if:
(8) a#d,

(b) a,a’ consist of < B blocks from [M],
(c) MDp(a,a) = MDy(a, ')
4. Else, return false

Fig. 3: The bounded-length collision resistance game of salted MD hash in the
AI-ROM, denoted Gej‘\i,ji\'/[,B.

1. The first is where for each case where we need to encode the location of a”
from o’ at a distance d, there are at most ~ u2 salts — here we simply encode
the index of the “right” a” using ~ logu? bits.

2. The other scenario is when for at least one case, there are more than ~ u
salts. Here we can save enough by encoding the ¢ multi-collisions involving at
least ~ logu? that the graph-theoretic lemma guarantees us. We get enough
savings by only encoding these ¢ multi-collisions.

2

The u? term from the first scenario above turns into an additional factor of
the form S? in the final bound. Due to additional technicalities that we glossed
over during this overview, we suffer another multiplicative factor S in our bound,
which amounts to having an S* term. Full details appear in Section 6.

3 Preliminaries

For a positive integer N € N+, let [N] = {1,2,..., N} and for k£ € N such that
k < N, let ([JZ]) denote the set of k-sized subsets of [N]. For a set X, let |X|
be its size and Xt denote one or more elements of X. We denote Fes(D, R) the
set of all functions mapping elements in D to the elements of R. We let x «s D
denote sampling = according to the distribution D. We let # denote a wildcard
element. For example (#,z) € L is true if there is an ordered pair in L where z
is the second element (the type of the wildcard element shall be clear from the
context). If D is a set, we overload notation and let x «s D denote uniformly
sampling from the elements of D. For a bit-string s we use |s| to denote the
number of bits in s.

When referring to directed graphs in this paper, we mean directed multi-
graphs, i.e., these directed graphs might have parallel edges. All logarithms in
this paper are for base 2 unless otherwise stated.

Auxiliary-input Random Oracle Model (AI-ROM). We use the Auxiliary-
Input Random Oracle Model (AI-ROM) introduced by Unruh [30] to study non-
uniform adversaries in the Random Oracle Model. This model is parameterized
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by two non-negative integers S and T' and an adversary A is divided into two
stages (A1, As). Adversary Aj, referred to as the preprocessing phase of A, has
unbounded access to the random oracle h and outputs an S-bit auxiliary input
o. Adversary As, referred to as the online phase, gets o as input and can make
T queries to h, attempting to accomplish some goal involving the function h.
Formally, we say that A = (A1, As) is an (S, T)-Al adversary if A; outputs S
bits and As issues T queries to its oracle. We next formalize the salted-collision
resistance of MD hash functions in AI-ROM.

Salted short collision resistance of MD in AI-ROM. We formalize the
hardness of bounded-length collision resistance of salted MD hash functions in
the AI-ROM. The game is parametrized by N, M, and B. The game first samples
a function h uniformly at random from Fes([N]x[M], [N]) and a salt @ uniformly
at random from [NN]. Then, A; is given unbounded access to h, and it outputs
o. At this time, As is given the auxiliary input o, a salt a, as well as oracle
access to h, and it needs to find a # o' such that (1) |a|,|o’| < B- M, and (2)
MDy,(a,«) = MDy(a,a’). This game, denoted G"}\'}'j\}yB, is explicitly written in
Fig. 3. In Fig. 3, we write the adversary’s execution in its own subroutine only
for syntactical purposes (as we shall use it later in our proof).

Definition 1 (AI-CR Advantage). For parameters N, M, B € N, the advan-
tage of an adversary A against the bounded-length collision resistance of salted
MD in the AI-ROM s

AdVi/il_l:f,rN,M,B(A) = Pl"[ ?\i/_,%f,B(A) = true]
For parameters S, T € N, we overload notation and denote
Advﬁ/il_Dc,rN,M,B(S7 T) = mjx {Advi/il_Dc,rN,M,B(-A)} )
where the mazimum is over all (S,T)-AI adversaries.

The compression lemma. Our proof uses the well-known technique of finding
an “impossible compression”. The main idea, formalized in the following propo-
sition, is that it is impossible to compress a random element in set X’ to a string
shorter than log |X| bits long, even relative to a random string.

Proposition 1 (E.g., [13]). Let Encode be a randomized map from X to Y
and let Decode be a randomized map from Y to X such that

IljsrX [Decode(Encode(z)) = z] > e.
Then, log |V| = log |X| — log(1/e€).
4 The Framework: Reducing the Problem to a
Multi-instance Collision Finder

Our task here is to upper-bound the advantage of an adversary in finding a short
collision in a salted MD, according to the game Gy/9; p described in Figure 3.
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First, without loss of generality, in what follows, we assume that the adversary
is deterministic. This follows since we can transform any probabilistic attacker
into a deterministic one by hard-wiring the best randomness (see Adleman [2]).

We reduce the task of bounding the advantage of an attacker in finding a short
collision in a salted MD, according to the game G?\i," 9.5 to a “multi-instance”
game where the adversary does not have a preprocessing phase but instead
only has a non-uniform auxiliary input, chosen before the random oracle h. The
latter game is easier to analyze. Although the statement and reduction below
were implicit in the work of Akshima et al. [3], we make it formal and hopefully
useful for future works.

We define the following “multi-instance” game G]"\‘,"]ﬁ} B.u(0, A2), where the
preprocessing part of the adversary A; is degenerate and outputs the fixed string
0. More precisely, the game has the following steps:

h «sFcs([N] x [M],[N])

U s ()

Define A; to be the algorithm that always outputs the string o.

Return true if AI-CRy (A = (A;, Az)) = true for every a € U. Otherwise,
return false.

=L

For a string ¢ and an adversary As, define

Advrl{]llilsc,;\f,]w,B,u(o—» Az) = Pl"[ %i,_zcv},B,u(Uv A2)] .

Lemma 4.1. Fiz N,M,B,S,T,u € Nvg. Then,
1

Advia\/iI_Dc.,rN,M,B(Sv T)<6- (maX {Advlr\n/liIS?EV,M,B,u(o—a A2)}> + 25_”;

o, Az
where the mazimum is taken over all o € {0,1}° and T-query algorithms As.

The proof of this lemma is similar to a proof that appears in [3]. For complete-
ness, we provide the full details in the full version [19].

5 Proving the STB Conjecture for B € O(1)

This section proves an upper bound on the advantage of any auxiliary-input
adversary in the bounded-length collision resistance game of salted MD hash in
the AI-ROM. The main theorem is stated next.

Theorem 5.1. Let C = 2'%-6-¢>. For any N,M,B,S,T € Nxg and fizing
S :=S5+log N, it holds that

N a\ 2(B—-2)
2 ( 3elog S
STB (log logS)

i-cr T2 1
Adviys N . 5(S T) < C - max N ’ <N> *
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Theorem 5.1 follows as a direct corollary of Lemma 4.1 together with the
following lemma and setting u = S + log N.

Lemma 5.1 (Hardness for a multi-instance collision finder). Fiz N,
M, B, S, T, ueNwq and o € {0,1}°. Then, for any Ay that makes at most T
queries to its oracle, it holds that

mi-cr
AdViD N, v, B0 (05 A2) <

TB2(3el log 1 2(B-2) T2 “
(o ), ()

The rest of this section is devoted to the proof of Lemma 5.1. Unlike the proof
of Lemma 4.1, the proof of this lemma is novel and differs completely from that
of Akshima et al. [3]. The key conceptual insight is a structural characterization
of collisions in MDj, that prevents the explosion in the number of cases that [3]
faced during the case analysis.

We are interested in bounding the advantage of the best strategy, i.e., a
pair (o, As) where o € {0,1}7 is a fixed string and A, is a T-query algorithm,
of finding bounded-length collisions in a salted MD with respect to the game
GN&7. B.u (0, A2). Recall that in this game, Az needs to find proper collisions for
u randomly chosen salts, denoted U. The main idea in the proof is to use any
such adversary (o, .42) to represent the function h as well as the set of random
salts U with as few bits as possible. If the adversary is “too good to be true,”
we will get an impossible representation, contradicting Proposition 1.

Non-trivial range. If either

I o1 o uT B?(3elog u/loglog u)?(B—2) 1

N N
then Lemma 5.1 is trivially true. Hence, from now on we assume that both of
the above left hand side terms are upper bounded by 1.

Setup. Denote

TB2(3elog u/log log u)2(8-2) T2 “
C* = (21662 . max{(u (3e OguéVOg ogu) ) : (N> }) )

Assume the existence of an adversary A = (0, Az), where o € {0,1}° is a string
and Ay is a T-query adversary, that contradict the inequality stated in the
lemma. That is, there is ¢ > ¢* such that

AdVrI\T)IBC,;V,M,B,u(A) =¢> (" (1)

Define G to be the set of functions-sets of salts pairs for which the attacker
succeeds in winning the game for every salt in the set relative to the function,
That is,

u

g= {(U’h) h € Fes([N] x [M],[N])

Va e U : Al-CRp o(A) = true} .
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Recall that ¢ is defined to be the advantage of A in the game GRf7 5, (A) in
which h and U are chosen uniformly, and then A needs to find a collision with
respect to every one of the w salts in U. Therefore,

gl =¢- (N)  NMV,
u

In what follows we define an encoding and a decoding procedure such that the
encoding procedure gets as input U, h such that U € (UZ]) and h € Fes([N] x

[M],[N]), and it outputs an L bit string, where L = log (C* - (ZJ) . NMN). The
decoding procedure takes as input the string L and outputs U*, h*. It will hold
that U* = U and h* = h with probability ¢.'® Using Proposition 1, this would
give us that

10g§<L—10g<(JZ> -NMN) = (< (*

which is a contradiction to the assumption (see (1)).

Notation and Definitions. Fix (U,h) € G. Let U = {ay, ..., a,} where the a;’s
are ordered lexicographically. Let Qrs(a) € ([N] x [M])T be the list of queries
that A makes to h when executed with input (o, a). Namely, for a € [N],

Qrs(a) = {(a’, ') € [N] x [M] | As(0,a) queries h on (a’,a’)} .

Note that Qrs(a) is indeed a set as we can assume (without loss of generality)
that Ay never repeats queries in a single execution (since Ay can just store all
of its past queries).

We say that a' € Slts(a) if there is some o/ € [M] such that (a/,’) is an
entry in Qrs(a). Namely, for a,a’ € [N],

a' € Slts(a) <= 3o’ € [M] s.t. (d’,a’) € Qrs(a).

We define the set of fresh salts in U. A salt a; for i € [u] is called fresh if it was
never used as the salt in any query performed by Ay while being executed on
salts a; for j <i—1 which are fresh. The first salt a; is always fresh. A salt a; for
i > 2 is fresh if for any fresh a; for j <i—1, a; ¢ Slts(a;). Namely, denoting the
set of fresh salts by Ugesh, we have the following inductive (on ¢ € [u]) definition:

a; € Ufresh = V] <1— ]., a; € Ufresh: a; ¢ Slts(aj).

Looking ahead, we define Ug.sh like this because we run As on the salts in Ugesn
in lexicographical order, and this definition ensures that each salt that A, is
executed on was not queried by it previously. Denote

F := |Utesh| and  Upesh = {a},...,a} (ordered lexicographically).

15 Essentially, we will show that for all (U, h) € |G|, if the encoding procedure produces
output L, then the decoding procedure on input L outputs U*, h* such that U* = U
and h* = h.
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Denote
Vie[F]: Q;:=Qrs(a;) and Qfesh :=Q1] ... |Qr,

where | is the concatenation operator. Let Qgesh[r] be the rth query in the list
Qfresh- Note that r € [F - T']. For every a € U\Ugresh, let t, be the minimum value
such that Qfesh[tq] is a query with salt a. Define the set of prediction queries as

P:={ty | a € U\Usresh}-

The encoding algorithm will output Ugesh, P, which suffices to recover the set U
by running As.

We let h be the list of 2(a,a) values when executed on distinct queries in
Qfresh, in the same order as they appear in Qgesh, followed by the evaluation of
h on the following values in lexicographical order of the inputs.

{(a,a) : a € [N],a € [M]}\Qfresh -

Therefore, h is initialized to contain the evaluation of h at all points in its domain.
Looking ahead, in the encoding procedure, we will remove elements from h as
needed to compress h.

Function and Query graphs. A notion that will be useful is that of a “function
graph”.

Definition 2 (Function graph). For a function h : [N]x[M] — [N], consider
the following directed graph: it has N nodes labelled with elements of [N] and
each node has exactly M outgoing edges, each labelled with elements of [M].
There is an edge from node a; to a; labelled o if and only if h(a;, o) = a;.

We define the notion of query graph for an adversary as follows.

Definition 3 (Query graph). Ezecution of an adversary As on salts al, ..., a
defines a query graph as follows. Initially the graph is empty. Whenever As
queries (a, ) to h, we add a node with label a if not already present and add an
edge (a, h(a,)) with label o if not already present.

Fact 5.2 The query graph is always a sub-graph of the function graph of h.

Structure of collisions: The mouse structure. Since adversary A, succeeds
on all of the salts in U, it holds that for every j € [F], the output of the
adversary is (aj,}) such that a; # o}, MDy(aj, ;) = MDy(aj, ;) and both
aj,oz; are at most B blocks long. We can assume without loss of generality
that the colliding messages «; and «} are “minimal” (because otherwise, we
can trim aj, o} to obtain a shorter collision). The evaluations of A in order to
compute MDy(af;, ;) and MDy,(a’}, o) induce a structure that we call a mouse
structure as shown in Fig. 4. More explicitly, suppose the output of the A5 is

(j = (j1;-- s 058,),05 = (.., ) ) for By, By < B such that a;; =
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; for all 1 < k where k = 0. Define (1, ..., Tk, YLy« Ykls 21y -« -5 2kt )
where k' = k k” = By — k as follows.
= h(d}, 1), & = h(wio1,05,) for 1 <i <k

- {h(a],aJﬂ ifk=0

. s Yi=hyio1,0548) for 1 <i < By —k
ajk+1) otherwise

h(
if k=0
T (“ o ) 1 L0 RS h(ziflaal-zqu) forl<i<By—k

h(zg, o a; k+1) otherwise Js

Then (T1,..., Tk, Y1, -, Yk's 21, - - - kv ) form a mouse structure as specified in

top body
Y1y Ykt
/—/%

% tip

Llyeoo s Tk RlyeeeyREN
tail bottom body

Fig.4: A mouse structure. For ease of visual representation we do not draw the
nodes and edges of the graph, instead represent it as a continuous structure.

Figure 4. Without loss of generality, we can assume that the mouse structure is
present in the query graph of Ay before it outputs the answer for salt a}. We
refer to this structure as the mouse structure for salt a;».

We define MouseQrs; to be the set of queries in the mouse structure. Similarly,
we define MouseSlts; as the set of salts that comprise the mouse structure. By
definition, 1 < |MouseQrs;|, |[MouseSlts;| < 25.

Classifying queries. We classify every one of the queries in Qgesh into one
of 3 types by scanning through them in order. Recall that Qfesn consists of F
blocks, each consisting of T queries. Each block contains a mouse structure as in
Figure 4. The first type of query is called NEW. A NEW query did not appear in
any previous block. Non-NEW queries are called repeated and they are classified
further into one of 2 types: REPEATEDMOUSE, and REPEATEDNONMOUSE. A
query (a, o) would be a REPEATEDMOUSE query if it was made as part of a mouse
structure during some earlier salt in Ugegy- Lastly, a REPEATEDNONMOUSE query
is one that was made before but is not part of any mouse structure. That is,

1. NEW: A query with index r € [F - T] is NEW if there does not exist v’ < r

such that Qresh[7'] = Qfresh[T']-
2. A non-NEW queries is called repeated. We classify the latter into two subcat-

egories:
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(a) REPEATEDMOUSE: A query in Q; with index s € [T'] such that h(Q;[s]) =
a is REPEATEDMOUSE if it is not NEW and Q,[s] € MouseQrs; for some
1<y.

(b) REPEATEDNONMOUSE: A query in Q; with index s € [T] such that
h(Q;[s]) = ais REPEATEDNONMOUSE if it is not NEW, Q;[s] ¢ MouseQrs;
for all ¢ < j.

Note that this classification covers all queries made during execution. The fol-
lowing is a simple observation.

Claim 5.3 FEvery mouse structure has at least one NEW query.

Proof. For every j € [F], the queries in Q; with salt a) are necessarily NEW
because we defined Ugesy, to contain a;’s that were not queried earlier by A,
when run on a) for ¢ < j, and also assumed that Az does not repeat queries
during a single execution. [ |

5.1 The Compression Argument

As mentioned, our goal is to compress (U, h), and we will achieve this by using
our collision finding adversary A,. The encoding procedure shall output the set
Ufresh, the set P, the list h with some entries removed and additional lists and
sets. We will be describing the details of these lists and sets below and which
entries we remove from h. Our main goal is to show that we are compressing
when we remove entries of i and instead use additional lists and set. Our ways to
compress will depend on the induced mouse structure in each Q; for j € [F]. To
this end, we first classify the mouse structures into six broad cases. We classify
the jth mouse structure for each j € [F'] into the first of the following six cases
it satisfies, e.g., if a mouse structure satisfies both cases 2 and 3, we categorize
it into 2.

1. There is a NEW query (a, «) such that h(a, o) = a.

2. There are two distinct NEW queries (a1, 1), (a2, as) such that h(a, 1) =
h(ag, as).

3. There is a NEW query (a, ) such that h(a,«) = o’ and o’ € MouseSlts; for
some % < j.

4. There is a REPEATEDNONMOUSE query (a, «) such that h(a,a) = a.

5. There is at least one salt a such that a € MouseSlts; for some i < j and there
is a path of at most B — 2 edges in the mouse structure from a back to o’
where o’ is an answer to a NEW query.

6. There are no REPEATEDMOUSE queries in the mouse structure.

Note that these cases cover all mouse structures.

Claim 5.4 FEvery mouse structure can be categorized into one of the cases 1
to 6.
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Proof. We will show that if a mouse structure does not satisfy case 6, it has
to satisfy case 5, which suffices to prove our claim. Since the mouse structure is
not in 6, it has a REPEATEDMOUSE query. Let the input salt of this query be
a. Moreover, since the first query of the mouse structure has to be new, let the
answer salt of this query be a’. Since the longest path in the mouse structure is
of length B, it follows that there are at most B — 2 edges in the mouse structure
between a and a’. Hence, case 5 is satisfied. [ ]

Compression budget. Recall that we need to prove that the size of the output
of the encoding procedure is

(225 ) )

bits, where my = 3elogu/loglogu. In other words, we need to show that the
encoding procedure saves at least

N N
u-log | min{ —, B Y) —2uloge — 14u (2)
AT%" 4uTB2m;

bits overall.

Required savings in h. As mentioned earlier, the output of the encoding
algorithm will consist of Ugesh, P, h, and some additional sets and lists. The lists
Utresh and P will suffice to recover the set U. The list A and the additional sets
and lists are used to recover h.

Denoting |Ufesh| = F and |U| = u, we can describe P using (uliq;ﬂ) bits.
Therefore, U, which is trivially described using log (]Z ) bits, can be encoded
using log ((uF_:’;,) (];)) bits.Therefore, the saving in bits in the description of U

is at least
log (?j) — log ((ul*:TF> (]}Z)) > log <6FT )(;Lu(eN)F
SRR CONCON

> (u— F)log <i\;> —ulogde . 3)

where the first inequality uses the basic bounds for binomial coefficients (n/r)" <
(:) < (en/r)", and the last inequality follows since Y& > 0: < 2%, and u > F.
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By subtracting (3) (how much we save in U) from (2) (how much we need to
save in total), it suffices to show that we save at least

tog (min{ 1) _ oy
u - log | min 4T274uTB2m3(B_2) uloge

N
—14u — (u— F)log (T) + ulog4e
u

bits while encoding h. Since log(N /uT") = log (min {N/4T2, N/4uTB2mg(B_2) })7

this is at most the following number of bits.

N N
F -1 n{ —, ————=— —ul —12 4
og (mln { T 4uTBQm§(Bf2) }) uloge u (4)

To show that the compression indeed achieves the savings from (4), we will
show that for every salt in Ugesh, we can save at least the following number of
bits, except for a few cases.

log (min {N/4T2, N /4T B2m2 P2 }) .

In the rare cases where we cannot save as much, we will incur a small penalty.
We will show that the cumulative penalty we incur is at most 7u + uloge bits.
Additionally, we will label each of the salts in F' with a few bits that describe its
“type” (according to the cases described above — case 5 will have 3 subcategories,
and case 6 will have 10 subcategories), and for this 5 bits will suffice. This will
cost, in total, another 5u bits, and therefore the total size of the encoding will
indeed be bounded by the term from (4).

We now describe the details of how we handle each case. Assuming that the
mouse structure for salt a} satisfies a particular case, we describe the encoding
procedure, calculate the amount of compression we get, and then explain how
decoding would work. In Section 5.2 we handle Cases 1 to 4, in Section 5.3,
we handle case 5, and lastly in the full version [19], we handle case 6. Here we
describe the details such that they are locally verifiable. We do provide the full
pseudocode of encoding and decoding in the full version [19].

5.2 Handling Cases 1 to 4

In each of the four cases below, we will be saving more bits than we need, i.e.,
more bits than log (min {N/4T27 N/4uTB2m§(B_2)}),

Case 1. The jth mouse structure contains a NEW query (a, «) such that h(a, ) =
a, as depicted in Fig. 5a. The encoding procedure stores the index of the query
(a,) in Q; in a list L; and removes the entry h(a,a) from h.

In decoding, if the current (jth) salt is categorized as case 1, then it removes
the front index in the list L1, and denote the index by 4. It answers the ith h
query, denoted (a, @), with a and sets h(a, @) = a.
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Fig.5: Cases 1 to 4. The NEW queries are drawn in red, the REPEATEDMOUSE
queries are drawn in blue, and the REPEATEDNONMOUSE queries are drawn in
green. The black dashed lines indicate zero or more queries of any type.

Since the index of the query (a,a) in Q; is in [T'], and we remove one element
of h, we save log(IN/T') which is more than what we need to save.

Case 2. The jth mouse structure contains two distinct NEW queries (a1, aq),
(a2, az) such that h(ai, 1) = h(az, a2), and (a1, aq) is queried before (ag, as).
This is depicted in Fig. 5b. The encoding procedure stores the pair indices of
the queries (a1, 1), (a2, @2) in Q; in a list Ly and removes the entry h(asz, az)
from h.

In decoding, if the current (jth) salt is categorized as case 2, then it removes
the front element (i1,72) in the list Lo. Suppose that the i¢;th h query while
running on salt a is on (a1, a1). The decoding procedure gets the answer to this

query from h. It answers the ioth h query on (ag, ) with h(a1, 1) and sets
h(ag, Ctg) = h(a1, 041).

Since the pair of indices of the queries (a1, 1), (a2, a2) in Q; are in [T], and
we remove one element of h, we save log(N/T2) bits which is more than what
we need to save.

Case 3. The jth mouse structure contains a NEW query (a, «) such that h(a,a) =
a’ and o’ € MouseSlts; for some ¢ < j. This is depicted in Fig. 5¢. The encoding
procedure stores the tuple consisting of ¢, the index of the query (a, ) in Qj,
and the lexicographical order of a’ in MouseSlts; in a list L3 and removes the
entry h(a,a) from h.

In decoding, if the current (jth) salt is categorized as case 3, it removes the
front element (i1,1i2,73) in the list Ls. Suppose the ioth h query while running
on salt a} is on (a,a). It answers the query with a’ such that o’ is the salt in
MouseSlts;, whose lexicographical order is i3. It sets h(a,a) = a’.

Since i € [F], F' < u, the index of (a,«) in Q; is in [T], the lexicographical
index of a’ in MouseSlts; is in [2B], and we remove one element of &, we save
log(N/(2uT B)) bits which is more than what we need to save.

Case 4. The jth mouse structure contains a REPEATEDNONMOUSE query (a, )
such that h(a, @) = a. This is depicted in Fig. 5d. The encoding procedure stores
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the smallest index of the query (a, @) in Qfesh in a set S and removes the entry
h(a,«) from h. Note that we never add an index corresponding to the same
query multiple times to S. Indeed, if an index associated with (a,«) already
appears in S, the next query on (a, «) will be a REPEATEDMOUSE query and not
a REPEATEDNONMOUSE one, meaning that it cannot be added to S again.

In decoding, if the current (jth) salt is categorized as case 4, it checks for
every h query on (a, ) whether S contains the index of the query in Qfesh. If s0
it answers with a and sets h(a, o) = a.

Since the smallest index of the query (a, ) in Qfresh is in [F'T'], and we remove
one element of h, we save at least log(N/(uT')) which is more than necessary.

5.3 Handling Case 5

In this section, we describe our compression strategy in case the jth mouse
structure for salt a;» is categorized as case 5. That is, there is at least one salt d
such that d € MouseSlts; for some i < j and there are at most B — 2 edges in the
mouse structure between d and s where s is an answer to a NEW query. If there
are several possible candidate pairs, we choose one where the number of edges
is the smallest between the source and the destination salt.

Intuition. We refer to the salt s in the answer to the NEW query as the source
salt, and the salt that appears in some earlier mouse structure as the destina-
tion. We are guaranteed that the path in the mouse structure from the source
salt to the destination salt consists of at most B — 2 edges that are REPEATED-
NONMOUSE queries. (There is at least one intermediate edge between the source
and the destination because otherwise, the answer of a new query will be the
input of a REPEATEDMOUSE query, in which case this scenario would have been
classified into case 3. Additionally, all the intermediate edges must be REPEAT-
EDNONMOUSE since we consider the shortest possible path from such source to
such destination.)

Let the NEW query, whose answer is s, be (a,«). Suppose the path from
the s to the d in the mouse structure consists of REPEATEDNONMOUSE queries
(@1,01),...,(ap,ap) where a; = s, p < B — 2. The main idea is to avoid en-
coding s = h(a,a) and recover it by encoding the lexicographical order of d in
MouseSlts; and encoding the path required to backtrack from d to s in the query
graph at the time (a, ) is queried, i.e., encoding which of the past queries were
(ap,ap),...,(a1,0q) (in this order). The problem is that, in general, the path
back from d to s might be too expensive to encode. This depends on the number
of “other” edges incident on the nodes on the real path back from ¢ to s. If
all nodes on the path have very few edges incident on them, say less than my
of them, we encode each back edge using logmg bits per node, which requires
with at most log(B(mg)?~2) bits for the whole path back (the term B comes
from encoding the length of the path). But, if some node has many adjacent
edges, namely a multi-collision with more than mg edges, we will need to take
advantage of this fact to obtain our savings (and not encode the path back from
d to s).
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Definition 4 (Large multi-collision). We say that queries q1,--- ,qm form
an m-way multi-collision if all the q;’s are distinct and all the h(g;) are equal. We
say that the multi-collision is large if m = myg, where mg := 3elogu/loglogu.

If any of the queries in (ap, @), . . ., (a1, a1) are involved in a large multi-collision
of REPEATEDNONMOUSE queries in the query graph so far, we say we have
“encountered a large multi-collision”. In what follows, we explain how to obtain
the required compression if a large multi-collision was not encountered.

Encoding when no large multi-collision. Suppose that the NEW query whose
answer is the source salt s is (a, @), the destination salt is d and d € MouseSlts;
for some i < j. The path back from d to s contains only nodes that have at
most mg adjacent edges in the corresponding query graph since we have not
encountered a large multi-collision. The encoding procedures constructs a tuple
consisting ofthe index ¢, the index of query (a, ) in Q;, the lexicographical index
of d in MouseSlts;, and the path back from d to s in the query graph when (a, «)
is queried. It stores the tuple in a list Ls. Finally, it removes the entry h(a, @)
from h.

In decoding, if the current (jth) salt is categorized as case 5 without a large
multi-collision, it detects the query (a, ) from its index in Q;, then finds the
salt d using the index i and the lexicographical order of d in MouseSlts;, and
finally finds s using the path back from d to s. It answers the query with s.

Since i € [F], the index of (a,«) in Q; is in [T], the lexicographical in-
dex of @’ in MouseSlts; is in [2B], the path back from d to s can be en-
coded in log(B(mo)?~2) bits, and we remove one element of h, we save at least
log(N/(2uT B?(mg)®~2)) bits which is more than necessary.

Encoding with large multi-collision. Suppose that the NEW query whose
answer is the source salt s is (a, @), the destination salt is d and d € MouseSlts;
for some i < j. Suppose further that the path back from d to s contains at least
one node that has m > mg adjacent edges in the corresponding query graph (i.e.,
an m-multi-collision) such that these m edges are REPEATEDNONMOUSE queries
when running A, on a;. First, observe that the multi-collision does not involve a
self-loop. Indeed, if any node in the mouse structure has a REPEATEDNONMOUSE
query whose answer is itself, the mouse structure would be classified into case 4,
and therefore we will never reach this case.

At this point, we argue that we can record the multi-collision by encoding
the indices of all queries associated with the multi-collision and the center, and
remove their answers from h. To this end, we store log N + log (I:Z) bits and
remove mlog N bits. We have that the saving is at least

mlog N —log N — log (f) > log (Nmfl . ( m )m)

eFT

- N\"? N mm - N\"? N )
) uT T2 emy2 | = o8 uT T2
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bits, where the first inequality follows by using the binomial inequality (I;T ) <
(eFT/m)™, the second inequality follows since F' < u, and the last inequality
follows since for m > mg = 3elogu/loglogu it holds that m™ > e™u?. Thus,

Claim 5.5 The number of bits saved is at least

(m—1) -log [ min N_ N
T2’ uTBng(B_Q) ’

Proof. The claim follows since the minimum between the two terms is always
upper bound by N/(uT) and upper bounded by N/T?. [ |

Thus, every m-multi-collision we record allows us to save the number of bits
corresponding to m — 1 mouse structures. It is left to argue that we do not
over-count, namely, that we do not count the removal of the same element from
h twice. Indeed, the same multi-collision may be encountered in several mouse
structures. To this end, observe that if a salt in a mouse structure is the center
of a large multi-collision which we had recorded earlier, we will be in one of the
following two cases:

1. There is a query in this mouse structure whose answer is the center of the
multi-collision, and this query was in an earlier mouse structure.

2. There is a query in this mouse structure whose answer is the center of the
multi-collision, and this query was not in any earlier mouse structure. (Note
that by the structure of collisions, i.e., a mouse structure, there could be
either one such query or two.)

Case 1 need not be handled. The reason is that if the condition in it holds,
then the multi-collision is, in fact, outside of the (shortest) path from the source
to the destination. Therefore the scenario will either be classified as a mouse
structure without a large multi-collision or a different large multi-collision will
be encountered for this mouse structure.

In case 2, first note that when we encounter a multi-collision, we add the
relevant queries to the multi-collision if they were not already recorded and only
then remove the corresponding entry from h. Therefore, we never remove any-
thing twice. The last point we need to argue is that the we get enough savings.
Above we showed that we have sufficient saving for m — 1 mouse structures.
Recall that we defined that we encounter a large multi-collision if at least my
REPEATEDNONMOUSE queries are involved in a multi-collision on some path
we care about. It follows from this that a multi-collision of size m will be rele-
vant in at most m — mg mouse structures- beyond that, it will no longer be a
multi-collision because there will be less than mg REPEATEDNONMOUSE queries
among the queries of the multi-collision. Since mg = 1, savings for m — 1 mouse
structures is sufficient for us.

Overall, as claimed earlier, case 5 has 3 different further categorizations— no
multi-collisions and the two cases for multi-collisions.

The general ideas required for handling case 6 are similar to what we have
already presented, but there are some subtleties. See full details in the full ver-
sion [19].



On Time-Space Tradeoffs for Bounded-Length Collisions in MD Hashing 27

6 Proving the STB Conjecture for SB « T

This section proves another upper bound on the advantage of any auxiliary-input
adversary in the bounded-length collision resistance game of salted MD hash in
the AI-ROM. The main theorem is stated next.

Theorem 6.1. Let C' = 29 .6 et For any N,M,B,S,T € Nog and fizing
S := S +logN, it holds that

ai-cr T2 4T B2 1
witasnecom{(5) ()] -+

The proof of this theorem mostly mirrors that of Theorem 5.1, except in the
way that few of the cases are handled in the compression argument. Technically,
we derive the following Lemma 6.1 (an analogue of Lemma 5.1), and combine it
with Lemma 4.1 to get the claimed bound in Theorem 6.1.

Lemma 6.1. Fiz N,M,B,S,T,u € Nog, o € {0,1}°. Then, for any A, that
makes at most T queries to its oracle, it holds that

i~ B2\ T\ "
Adviao v a1, B (05 A2) < (2964 max{(u ~ ) ’ (N) }) .

The proof of this lemma is in the same spirit as the proof of Lemma 5.1 with
several key differences. The main difference is how we encode the path back from
a given destination node to the associated source node. In Section 5, we do this
in a somewhat straightforward manner by encoding the length of the path and
then the index of every edge to take, where the index might be large if there is
a large multi-collision associated with that node. Large-enough multi-collisions
were handled separately, so we had a bound (mg ~ logu/loglogu) for the range
of the index of each back-edge. In this section, we encode the source node by just
writing its lexicographic index among all possible sources within a given distance
in the query graph. Of course, there might be too many possible sources at a
given distance, making it too expensive to encode. But, and this is our main
technical observation in this section, if there are too many possible sources, then
there must be many large multi-collision, and therefore we can save enough bits
by taking advantage of it.

We proceed by setting up the graph-theoretic definitions and lemmas. In the
lemma below, we show that if in the query graph there is a node v such that
there are at least p nodes which have a shortest path of length d to the node
v, then there must be at least p — 1 edges involved in a multi-collision in the
induced sub-graph.

Definition 5 (d-neighborhood of a vertex). Let G = (V, E) be a directed
graph. We say that a node vi € V is in the d-neighborhood of vo € V if the
shortest directed path from vy to vy in G consists of (exactly) d edges.
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Definition 6 (multi-collision of edges in a graph). For an edge e = (a,b),
we refer to b as the target of the edge. We say that edges e1,--- ,en, form a
m-multi-collision if all of them share a common target. We refer to the common
target as the center of the multi-collision. We refer to m as the size of the multi-
collision.

Lemma 6.2. Let G = (V, E) be a directed graph. Let d € Nwg and p € Nwg such
that p = 2. Suppose that there is a node v € V such that there are p distinct
nodes in its d-neighborhood. Then, there are t > 1 distinct nodes in G, such that
each of them have in-degree B; = 2 fori=1,...,t, and Zle(ﬁi - =zp-1

The proof of this lemma is via an inductive argument and appears in the full
version [19].

A direct corollary is that in the query graph, if for any salt s there are at least
p+1 salts in its d-neighborhood, then there must be p queries involved in multi-
collisions on the paths from the nodes in its d-neighborhood to s. We obtain
non-trivial compression for large enough p by encoding those multi-collisions.

Non-trivial encoding for multiple multi-collisions. We consider ¢ multi-
collisions of sizes f1, ..., ;. We encode these t multi-collisions by encoding the
t centers of the multi-collision, and for each center, we encode the index of the
queries in Qfresy that form the multi-collision in a set. Recall that the indices of
the queries in Qgesh are in [F'T]. The total number bits we need to encode is

N FT FT — Zf;l Bi Nt (uT)Z§:1 Bi
10g<<t)</31>"'< s )) < log (W
[ NH(utT)P Ry si=3
=lo < t'ﬁl'ﬁ2'6t' )a (6)

n

where the inequality follows by using (?) < TT and F' < u, and the equality
follows by letting 8 = Z§=1 B; and rearranging.

Claim 6.2 If 3 > e3u?/2, then Eq. (6) < log (N'(u*T)P2'T?").

We defer the proof of this claim to the full version [19]. From this claim it follows
that when 8 > e3u?/2, by storing the multi-collisions as above, the amount of
bits saved is at least

ud

>(ﬁ—t)l 1 ﬁ i > ul 3 E i
= og | min T2 AT = ulog | min T2 AT s

where the second inequality follows since t < 3/2, and 3/2 > e3u?/4 > u? > u.
For the bound that we want to get in this section, the amount of bits we need

to save per mouse structure is log (min {%, ﬁ}) (see explanation below),

and so we indeed save enough from encoding one such set of multi-collisions.

N N
log N? —log (N*(u*T)?~2T?%") = tlog (T2> + (B — 2t) log ( T>
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The compression argument. We encode a source node from a destination
node by encoding the distance and which of the nodes at the given distance from
the destination node is the source node. If the number of candidate nodes at the
specified distance is larger than e*u?/2, by Lemma 6.2, we are guaranteed that
there exist ¢ multi-collisions of size 1, 8, ..., 3; such that 8 > Z:zl(ﬂi -1 =
e3u?/2. This implies, by Claim 6.2, that we can already save enough by only
encoding this set of multi-collisions. Using this argument we prove Lemma 6.1
which in turn implies Theorem 6.1, as explained above. We defer the proof of
Lemma 6.1 to the full version [19].
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