Low Communication Complexity Protocols,
Collision Resistant Hash Functions and Secret
Key-Agreement Protocols* **

Shahar P. Cohen172[0000_0002_4609_5952] and Moni Na0r173[0000_0003_3381_0221]

! Department of Computer Science and Applied Mathematics, Weizmann Institute of
Science, Rehovot, Israel.

shahar.cohen@weizmann.ac.il

3 moni.naor@weizmann.ac.il

2

Abstract. We study communication complexity in computational set-
tings where bad inputs may exist, but they should be hard to find for
any computationally bounded adversary.

We define a model where there is a source of public randomness but the
inputs are chosen by a computationally bounded adversarial participant
after seeing the public randomness. We show that breaking the known
communication lower bounds of the private coins model in this setting is
closely connected to known cryptographic assumptions. We consider the
simultaneous messages model and the interactive communication model
and show that for any non trivial predicate (with no redundant rows,
such as equality):

1. Breaking the £2(y/n) bound in the simultaneous message case or the
2(logn) bound in the interactive communication case, implies the
existence of distributional collision-resistant hash functions (dACRH).
This is shown using techniques from Babai and Kimmel [BK97]. Note
that with a CRH the lower bounds can be broken.

2. There are no protocols of constant communication in this preset
randomness settings (unlike the plain public randomness model).

The other model we study is that of a stateful “free talk”, where par-
ticipants can communicate freely before the inputs are chosen and may
maintain a state, and the communication complexity is measured only
afterwards. We show that efficient protocols for equality in this model
imply secret key-agreement protocols in a constructive manner. On the
other hand, secret key-agreement protocols imply optimal (in terms of
error) protocols for equality.

1 Introduction

What does a lower bound mean if it is not feasible to find the bad inputs? In
other words, can we bypass it, if we assume that the choice of inputs is done by
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a process that is computationally limited? In this work we study this issue in
the setting of communication complexity.

The study of communication complexity deals with proving bounds on the
amount of communication that is required to perform certain tasks when the
input is separated: two parties, Alice and Bob, have as inputs z € X and y € Y
respectively; how many bits do they have to send each other (as a function of
|X| and |Y]) for computing the value of a function f(z,y)? An answer for such a
question depends, of course, on the exact model details: Do Alice and Bob have
any limitation in the communication? Do they communicate directly or through
a third party? What predicates f are they trying to compute? See Kushilevitz
and Nisan [KN96] and Rao and Yehudayoff [RY20] for extensive background on
communication complexity.

There are several models of communication that differ mainly on two proper-
ties: whether the strategy of the participants can be probabilistic and the exact
communication settings (network layout). The participants of those models do
not have a bound on their running time, however, they are required to be correct*
for every input in the space.

When the participants are allowed to be probabilistic there is an important
distinction: whether they share common random bits (public coins) or not (pri-
vate coins). It is important to note that the random bits (in both options) and
the problem’s inputs (z and y) are independent. This can be seen as uniform
random bits that are chosen after the (worst-case) input was chosen.

By definition, the private coins model is no stronger than the public coins
model and indeed some tasks can be done in the latter but cannot be done in
the former with the same communication complexity (see below). On the other
hand, the private coins model may be considered more realistic, where there is
no assumption of independent public random string.

However, both the public and private coins models are known to be ‘better’
than the deterministic model in the sense that they have more efficient protocols
in terms of the communication complexity: for instance, as proved by Yao, the
deterministic communication complexity of many predicates is 2(n) (Alice and
Bob can do nothing better than just sending their full inputs), while in the prob-
abilistic world there is quite a lot to be done. Equality is a prominent example,
with complexity of @(logn) for the private coins model and ©(1) for the public
coins model.

We examine another relaxation that can help us: limiting all parties, including
the one who selects the inputs (the adversary), to a computationally bounded
world. We will not require that Alice and Bob be correct for every input in
the space, but only on inputs that are chosen by a computationally bounded
adversary. Note that the new definition is by nature relevant only to probabilistic
algorithms.

Considering a polynomially bounded adversary raises the question of whether
there are benefits from different computational hardness assumptions: can we re-

4 For the probabilistic version they are required to succeed with constant high prob-
ability.



duce the communication complexity of protocols by assuming that certain tasks
cannot be performed efficiently? That is, given that Alice and Bob in our new
definition do not have to be correct for every input in the input space, a compu-
tational hardness assumption can be used for proving that no efficient adversary
can find bad inputs with non-negligible probability.

Back to the relationship between the public and private coins models: we
propose a new model that is, in general, more powerful than the private coins
but still realistic. Also, in contrast to the above mentioned models, our model
is computational — the participants’ running time is bounded by some poly(\)
where ) is the security parameter. In our model, there is a public random string
but there is an additional adversarial participant that chooses the inputs depend-
ing on the public random string, it can be seen as a public random string that
is ‘fixed’ in advance and therefore we called it preset public coins model. See
Definition 2.7 for formal specification.

The two communication patterns we consider are:

Simultaneous Messages Model (SM). Alice and Bob are given = and y re-
spectively and should compute a function f(z,y) but without communicating
with each other. Instead, each one sends a message to a third party (a referee)
who calculates f(x,y) given the messages from Alice and Bob.

Interactive Communication Model. Alice and Bob get their inputs x and
y respectively and can communicate with each other without any limitations
on the number of rounds.

In both settings, the communication complexity measure is the total length of
the messages sent by Alice and Bob.

Stateful preprocessing communication. The second type of model we consider is
where the communication complexity matters only at some critical period and
the question is whether we can get very succinct protocols. The two parties can
talk freely beforehand. At some point the action starts, they receive their inputs
and need to decide with little communication the result.

In the SM model we consider a variation that differs by two properties:

Free talk. A protocol with free talk is one where Alice and Bob communicate
also before getting their inputs. The messages during the free talk phase
(before the inputs are chosen) do not count in the communication complexity
of the protocol. Alice and Bob maintain (secret) states afterwards. However
the adversary sees the whole communication and can use it when choosing
the inputs.

Rushing adversary. The inputs are chosen by a computationally bounded ad-
versary depending on the public discussion it witnesses in the preprocessing
phase. A rushing adversary can choose Bob’s input at the ‘last moment’: The
adversary first chooses the input of Alice depending on the public random
string and after Alice sends her message to the referee the adversary chooses
the input of Bob depending on both the preprocessing transcript and on and
Alice’s message.



Note: while allowing “rushing” gives the adversary more power, it is not an
unreasonable model, e.g. in a sketching environment, when the adversary
sees how one party ‘sketched’ its input and may then select the inputs to
the other one. We do not know whether we need this power in order to get
the result that very succinct protocols imply secret key agreement.

1.1 Cryptographic Primitives

We discuss a computationally bounded world. We assume that all parties have
limited resources (especially at runtime). A way to express those limits is by
cryptographic primitives (see the next examples).

Necessity of Primitives. One of the aims of research in foundations of cryptog-
raphy is to find out which cryptographic primitives are essential and sufficient
for which tasks. Similarly, it is valuable to know whether certain primitives on
their own cannot help us achieve a certain goal.

In this paper we prove several implications of the form that the existence of
communication protocols with certain properties entails the existence of certain
primitives. In other words, in order to design succinct protocols in those models
we must be using somewhere in the protocol primitives of a certain kind.

1.2 Cryptographic Hash Functions

A hash function is one that maps values from a large domain to a smaller
range. One of the most basic cryptographic objects is a hash function with
some hardness property. For instance, a family of hash functions H, is collision
resistant if for a random h €r H it is hard to find two inputs x # y that collide
(h(x) = h(y)).

For such a function, for any two inputs that were chosen by a computation-
ally bounded adversary, we know that w.h.p., h(z) = h(y) = =z = y. This
means that the function preserves some relation between its inputs: The equal-
ity predicate is (w.h.p.) preserved also after the values were compressed by h.
Moreover, since the function is collision resistant, that property holds for any
(z,y) chosen by a computationally bounded adversary knowing h.

This notion can be generalized in several directions:

1. More relaxed hardness requirements can be defined. The weaker the defini-
tion the more hope we have to construct it from minimal assumptions.

2. We can extend the definitions to include random algorithms: functions that
get also random bits and output correct values w.h.p.’.

3. We can extend the definitions to hash functions that preserve more properties
and not just the equality predicate.

We discuss the last two points in the section below.

5 The probability is over the choices of the random bits.



1.3 Adversarially Robust Property-Preserving Hash Functions

Consider a predicate P: U x U — {0, 1} for a universe U = {0,1}". Let z,y € U
and we want to compute P(z,y), but we cannot have both z,y on the same
machine (say, for some storage reasons). A natural approach for this issue is
using sketching: By using sketches we get shorter strings and it is easier to
get both (sketched) values on the same machine. Of course, computing P on
sketched values may be impossible in terms of information, so we relax the
correctness requirement: the process may fail (compute a wrong value) with at
most a negligible probability®.

Hash functions as above, that allow us to compute a predicate given the
hashed values, are called property-preserving hash functions (hereafter PPH).
We examine PPH in an adversarial environment, that is, the predicate should
be computed correctly w.h.p. also for values chosen by an adversary. Such hash
functions are called adversarially robust PPH. The more access to the hash
function given to the adversary the more robust the PPH is.

The study of adversarially robust property-preserving hash functions was
initiated by Boyle et al. [BLV18]. It can be seen as a special case of the model
introduced by Mironov et al. [MNS11] who initiated the study of the adversarial
sketch model (here the participants also get the input online). That notion is
similar to the SM model except for the differences:

1. The allowed error probability in communication complexity is a (small) con-
stant instead of negligible in PPHs.

2. The parties in the SM model are allowed to be randomized.

3. The PPHs model is computational.

Our model bridges some of the gaps and we will show the connection between
the models. Note that the preset public coins SM model is a generalization of
the PPHs model in the sense that the participants are allowed to be randomized.
In this regards it is closer to the model of Mironov et al. [MNS11].

1.4 Secret Key Agreement

A secret key agreement (SKA) is a protocol where two parties with no prior
common information agree on a secret key. The key has to be secret in the
sense that no probabilistic polynomial time adversary given the full transcript
of the communication between Alice and Bob can compute it with non-negligible
probability (more accurately, distinguish it from a random string). That notion
is defined formally in Definition 2.19.

We will show that certain low communication protocols imply the existence
of SKA by showing a construction of SKA from those protocols.

5 The probabilities are over the sampling of a hash function among the functions
family.



1.5 Our Results

We consider preset public coins communication complexity models and prove
that the lower bounds proved for the private coins model cannot be broken in
our computational model without assuming the existence of distributional CRHs
(dCRH is a hash function where uniformly random collisions cannot be found by
a bounded adversary w.h.p., see Definition 2.16) It is known that dCRHs exist
only if one-way functions exist and there is an oracle separation between them
(i.e. there are no black-box constructions of dCRHs from one-way functions).

A non-trivial predicate is one with no redundant rows and columns (see
Definition 2.1)

Theorem (informal, see Theorems 3.2 and 3.14). In the preset public coins Si-
multaneous Message model: for any non-trivial predicate, protocols with com-
munication complexity o(y/n) imply the existence of dCRHs (in the sense that
a dCRH can be constructed from the protocol).

In the interactive model: The same is true for ¢(n) = o(logn).

Gap from upper bound. We note that such succinct protocols are achievable using
a CRH. Closing the gap between CRH and dCRH is left as an open problem
(see conclusions).

Consider the free talk model, where two parties communicate and may have
a secret state as a result, before the inputs are chosen based on an eavesdropper
adversary who has access to the communication but not to the secret states. If
secret key agreement protocols exist, then we can get the power of the public
coins model: we can construct a protocol for the equality predicate with error
probability bounded by 27¢ where ¢ is the communication complexity.

In the other direction, nearly optimal protocols imply a secret key agreement:

Theorem (informal, see Theorem 5.2). In the stateful free talk model, the ex-
istence of a protocol of complexity c¢(n) for equality with failure probability
bounded by ¢ < 2797¢ against a rushing adversary implies the existence of a
secret key agreement protocol.

Again here there are gaps between the possibility and impossibility results. For
the implication we do need a low error protocol (with respect to the commu-
nication complexity) and also we do not know whether a rushing adversary is
essential.

The various implications we showed are summarized in Table 1.

On the other hand, regardless of assumptions, constant communication pro-
tocols cannot exist in our model. This is in contrast to the public coins model,
where there are protocols of O(1) communication even in the SM model (e.g. for
the equality predicate).

Theorem (informal, see Theorem 4.1). In the interactive communication model,
protocols for any non trivial predicate, of communication complexity O(loglog n)
bits are not secure against an adversary with running time poly(n).



Table 1. Summary of Implications and Results

Comput. Bounded World:
Breaking The Bound
Possible Using  Implies

Information-Theoretic
Lower Bound

SM 2(y/n) CRH dCRH
Stateless Interactive 2(logn) CRH dCRH
Stateful For Equality:

SM 2(n) SKA

(Rushing Adv) SKA*

* Holds only for near optimal protocols.

1.6 Related Work
Communication Complexity

The study of communication complexity was initiated by Yao [Yao79] who intro-
duced the SM private coins model and asked what is the complexity of the equal-
ity predicate in this model. The problem was solved by Newman and Szegedy
[NS96] who provided the 2(y/n) tight lower bound. It was also solved, using
different and simpler techniques, by Babai and Kimmel [BK97]” using a combi-
natorial proof, and by Bottesch et al. [BGK15] using information theory®.

Babai and Kimmel’s result is more general and they actually proved the lower
bound not only to the equality predicate but to any non-redundant predicate
(see Definition 2.1). Moreover, their technique proved to be useful in more mod-
els: Ben-Sasson and Maor [BM15] applied this technique also for the interactive
model and proved that for any non redundant function, any private coins pro-
tocol requires communication complexity of at least £2(logn) (see proof for the
equality predicate in Kushilevitz and Nisan [KN96]).

Although the above mentioned results are in the information-theoretic world
(can be seen as an unbounded adversary), Naor and Rothblum [NR09] introduced
and studied a computational model in order to study online memory checking
algorithms: The consecutive messages model where the public coins are chosen
after the adversary chooses z (the input for Alice). They adapted this technique
and showed that breaking the mentioned information-theoretic {2(y/n) lower
bound in their computational model is possible if and only if one-way functions
exist. At first glance one can think that their model is very close to our preset
public coins SM model. However, important details differ: For instance, the fact
that = (Alice’s input) does not depend on the public random string.

Public Coins vs. Private Coins In certain ways our model lies between the
public and private coins ones. Therefore, it is worth pointing out the possible

" See in [BK97] also the similar proof of Bourgain and Wigderson.
8 Bottesch et al. actually discuss quantum variants of the SM model and give the
simpler proof for our classical case as a warm-up.



gap between them. For the interactive communication settings, Newman [New91]
proved that the gap can be at most O(logn) additively. It is tight, since the
equality predicate can be computed by protocols of O(1) communication in the
public coins model but requires ©(logn) bits in the private coins model.

In the SM model, as mentioned, the gap may be much larger: the equality
predicate can be computed using O(1) bits in the public coins model, but in the
private coins model £2(y/n) bits are required.

Settings where worst-case inputs are hard to find

One area where computationally bounded choices of inputs was considered is
error correcting codes. Here assuming the channel is computationally bounded
may help and better rates than those achievable by codes for worst-case errors are
possible. Such works were done by Lipton [Lip94] and Micali et al. [MPSW10].
These constructions required a trusted setup with a key that should not leak.
Grossman et al. [GHY20] suggested “good” uniquely decodable codes for the
computationally bounded channel with transparent setup. Grossman et al. relied
on strong cryptographic assumptions to construct a code better than codes for
worst-case errors.

Harsha et al. [HIKNV04] studied tradeoffs between communication complex-
ity and time complexity and described Boolean functions with a strong commu-
nication vs. runtime tradeoff.

1.7 Technical Overview

Babai and Kimmel’s Characterizing Multiset. We will use the technique of Babai
and Kimmel for proving connections between the communication complexity
and cryptographic primitives in both models (SM and interactive). They proved
that in the SM model, Alice’s behavior can be characterized by a relatively
small multiset of messages. Ben-Sasson and Maor expanded it for the interactive
model and proved that Alice’s behavior can be characterized by a multiset of
deterministic strategies.

We use those observations and show that the adversary can use the charac-
terizing multisets to find bad inputs for Alice and Bob. That is, we construct
a function that for any x (Alice’s input) generates a characterizing multiset of
the behavior of Alice for this z. We claim that an adversary who can break the
security of this function, can find bad inputs for the protocol. On the other direc-
tion, if such a protocol exists it implies the existence of a certain cryptographic
primitive.

In more details: We show a construction of a function that for an Alice’s input
(x € X) outputs a multiset that characterizes Alice’s behaviour. We claim that
a collision in such function induces bad inputs for the protocol as it implies two
inputs that make Alice behaves similar. That is, the correctness of the protocol
implies the security of the function. However, the construction is probabilistic
and the function does not output a characterizing multiset for every inputs but
only for at most every input. Hence, it may not be collision resistant but only



one-way function. Moreover, we show it also a distributional collision resistant
since it outputs a characterizing for at most every input.

2 Models and Preliminaries

2.1 Model Definition

Let f be a predicate that Alice and bob would like to compute. For a predicate
f to be interesting we may assume that the f has no redundancy:

Definition 2.1 (Non-Redundant Predicate). Predicate f: X xY — {0,1}
is non-redundant if there are no two identical rows or two identical columns in
the truth matriz. In other words, Vx1 # xo : 3y s.t. f(x1,y) # f(x2,y) and for
Yy1 # yo as well.

Also, we discuss only predicates where their non-redundancy can be ‘proven’
or found efficiently:

Definition 2.2 (Efficiently Separable Predicate). Let f: X xY — {0,1}
be a non-redundant predicate, then f is efficiently separable if there exists PPTM
M that finds the element promised by Definition 2.1. That is Vx1 # 29 € X:

Pr  [f(z1,y) # f(22,y)] = 1 — negl(n)

yM(z1,72)
and similarly for Vy; # y2 € Y as well.

Note 2.3. It is not clear that a Non-Redundant Predicate that is not Efficiently
Separable implies the existence of one-way functions. In fact, it seems that hard
problems in NP (“Pessiland”) already implies the existence of such predicates,
and hence as far as we know it is not a sufficient assumption for mounting
meaningful cryptography.

The only specific predicate we discuss is the equality predicate, EQ(x,y) =
Lyy—yy- For the equality predicate it is easy to see that both Definitions 2.1
and 2.2 hold.

Now, we define the communication layouts:

Definition 2.4 (Interactive Communication Model). Alice and Bob are
given x and y respectively and should compute some function f. They may send
each other messages without any limit (but the total number of bits sent is the
complezity).

Definition 2.5 (Simultaneous Messages (SM) Model). In the simultane-
ous messages model, Alice and Bob are given x and y respectively and should
compute some function f without communicating with each other. Instead, each
one sends a message to a third party (a referee) who calculates f(x,y) given the
messages from Alice and Bob.

Following Babai and Kimmel we assume without loss of generality that the
referee is deterministic.



Fact 2.6. In the SM model there exist protocols for the equality predicate of
complexity O(y/n). The protocols found independently by Ambainis, Babai and
Kimmel, Naor and Newman; see [BK97] for references.

Fact 2.6 is an example of the possible gap between probabilistic and deterministic
protocols in the SM model because the equality predicate is non-redundant and
because of the following well known fact:

Fact. In the SM model, the deterministic communication complexity of any non-
redundant predicate is £2(n).

Now, we are ready to define our model formally, in the above described
communication layouts. Recall that our model is computational. That is, the
participants’ running time is bounded by some poly()\) for some security param-
eter A = poly(n), it’s important especially for the adversarial participant. That
is, any PPTM run time is bounded by poly(\).

Definition 2.7 (Preset Public Coins). A protocol for a function f in the
the preset public coins is defined by the following game: Let Alice and Bob be
PPTMs with running time poly(\).

A public uniform random string rpyy is sampled®.

The adversary sees Tpyp and chooses (x,y) € X x Y.

Alice and Bob get (x,rpup) and (y, Tpup) Tespectively.

Alice and Bob send message(s) (optionally using private coins) in order to
compute some target function.

Optionally: More steps that depend on the communication settings. For in-
stance, in the SM model the referee steps in here.

T oo~

&

We say that a protocol is e-secure in this model if for every PPTM adversary
Adv with running time poly()A) the probability that the computation of Alice
and Bob will be correct is at least 1 —e:

Pr [Protocol Fails| <
pub

(z,y)Adv(Tpus)
Alice and Bob private coins

Amplification. The usual requirements in communication complexity is for ¢ =
1/3 and then to argue for amplification by repetition. Here we have to be a bit
more careful, since the correctness requirement is computational. However, we
know that for games of a certain structure we get parallel amplification: Bellare
et al. [BIN97] showed that parallel repetition of computationally sound protocols
doesn’t always lower the error as one may expect. However, they proved that
for three-round protocols the error does go down exponentially fast'® as in the
information-theoretic case.
A protocol in our model can be evaluated in the following 3 rounds:

9 Can be generalized to a sample from any known efficient distribution.
10 See Canetti et al. [CHSO05] for better parameters.
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1. The prover chooses the public random string.
2. The adversary chooses the inputs of Alice and Bob.
3. The prover chooses Alice’s and Bob’s private random string.

Note 2.8. Alice’s and Bob’s algorithms are public and since they don’t have
any secret state or secret input they can be simulated (also by the adversarial
participant). It is a core fact when we are using the technique of Babai and
Kimmel in computational settings in the proofs of Theorems 3.2 and 3.14 and
Theorem 4.1.

2.2 Free Talk Model

We consider a variation to the SM model where Alice and Bob are allowed to
communicate freely in a preprocessing phase, before the inputs are chosen:

Free talk. Free talk is a ‘free’ communication that Alice and Bob can have
before the inputs are chosen by the adversary. Alice and Bob can generate
states (possibly secret) in the free talk phase. Those states can be used
afterward to reduce the communication complexity.

However, the adversary is also stronger, in two ways:

Free Talk Eavesdropping. The transcript of the free talk phase is known to
the adversary and it may choose the inputs depending also on it.

Rushing. Rushing adversary decides Bob’s input at the ‘last moment’: Rush-
ing adversary chooses the input of Bob after Alice produces its message.
That is, first Alice’s input is chosen and Alice sends its message, and after-
wards, Bob’s input is chosen depending on Alice’s message and Bob sends
its message.

Definition 2.9 (SM Preset Public Coins With Stateful Free Talk and
Rushing Adversary). A protocol for a function f in the the SM Preset Public
Coins With stateful free talk and rushing adversary is defined by the following
game: Let Alice and Bob be PPTMs with running time poly(\).

1. Alice and Bob toss coins and communicate in order to generate their (possibly
secret) states T4 and Tg respectively.

2. The adversary sees their full communication (but not their internal states
T4 and ) and sets Alice’s input x € X.

3. Alice (that has Ta as her internal state) gets x and sends a message m4 to
the referee.

4. The adversary sees m 4 and chooses Bob’s input y € Y, optionally depending
on ma and the free talk’s transcript.

5. Bob (that has T as his internal state) gets y and sends a message mp to
the referee.

6. The referee, as a function of ma and mp, computes the target predicate.

11



To simplify the description we assume, without loss of generality, that Alice and
Bob are probabilistic only in the first step. (This is wlog since they can toss
coins in the first step and save them in their private states for later use.)

In the stateful model we consider a scenario with a ‘patient’ adversary: there
are multiple sessions between Alice and Bob and the (rushing) adversary can
choose one session to attack among them, after seeing the message Alice choose.

Definition 2.10 (Stateful Free Talk c-Secure Protocol). We say that a
protocol is e-secure in the stateful model if for every PPTM adversary Adv with
running time poly(\) who involved in poly(\) sessions and chooses among them
one session as the defining one (after seeing Alice’s message) the probability that

the computation of Alice and Bob will be correct for the chosen session is at least
1—e.

2.3 Notation

Messages Space. Denote by M4 and Mp Alice’s and Bob’s messages spaces.
In the interactive model we consider Alice’s and Bob’s deterministic strate-
gies, every strategy is represented by a rooted binary tree of depth ¢ (the
total communication): The protocol begins in the root, each vertex is owned
by one party who chooses one of the children and informs the other party by
sending a bit. Finally, the leaves represent the protocol’s result. We denote
the set of deterministic strategies of Alice and Bob by S4 and Sp respec-
tively.

Private random string. Denote by r4 € R4 the private random string of
Alice.

Public random string. Denote by rpup € Rpup the public random string in
the protocol (it is given also to the adversary).

Secret State. When Alice and Bob have secret states we denote them by 74
and 7p respectively.

Participant. In the SM model, for a public random string r,,;, denote the
strategy of Aliceby A, : XxXRs — Maand Bobby B, : XxRp — Mp.
When the public random string rp,p is clear from the context we may omit
the subscript. (When Alice and Bob have a secret state we denote Alice and
Bob as a function that gets a secret state 7 instead of private random string).

Referee. In the SM model denote the referee by a function p,._, : Ma x Mp —
{0,1} for a public random string rpu, or p when rpy, is clear from the
context.

Communication Complexity. Denote the length of the total communication
by ¢ = ¢(n, \).

Protocol. We denote the protocol by 7, and m(z,y) denotes running the pro-
tocol on inputs = and y.

2.4 Probability

To measure distance between two distributions we use the total variation dis-
tance:

12



Definition 2.11 (Statistical Distance). Let D1 and Dy be two distributions
and D(E) be the probability of event E under the distribution D.

A(Dy,Dz) = max_|Dy(E) — Ds(E)|

We use in our proofs the following concentration lemma:

Lemma 2.12. Let X1, Xs,...,X: be mutually independent random variables
where E[X;] =0 and |X;| < 1. Let S = %Zle X, then

Pr[S > 6] < e 01/2

which is a rephrasing of the following Chernoff bound:

Theorem 2.13 (Chernoff Bound [AS08, Theorem A.1.16]). Let X1,..., X,
be mutually independent random variables where E[X;] = 0 and | X;| < 1 and
let S=3"1_, X;. Then

Pr[S>a]l < e /2

2.5 Collision Resistant Hash Functions

A collision resistant hash function (CRH) is a function that any efficient algo-
rithm has at most a negligible probability of a collision:

Definition 2.14 (CRH). Let a functions family H be a family of functions
that (1) compress (2) are computable in polynomial time. H is a family of CRHs
if for every polynomial p(-) for every PPTM Adv and large enough A,

Pr  [r#yAh(z) = h(y)] < —

heH A
(z,y)<«Adv(h) p( )

Note that, the output of the function cannot be too small with respect to the
security parameter. Otherwise, collisions can be found easily by trying sufficient
inputs.

Simon [Sim98] showed that a CRH cannot be built from black-box one-way
functions. Since one-way functions are existential equivalent to a lot of basic
cryptographic primitives, we know that also they cannot be black-box used to
construct CRHs. For an example, see Wee [Wee07] who ruled out constructions
for statistically hiding commitments with low round complexity that are based
only on black-box one-way functions.

Distributional Collision Resistant Hash Functions Distributional colli-
sion resistant hash functions (ACRH) are functions where it is hard for any
adversary to generate collisions that are close to random collisions. We first
have to define an ideal collision finder:
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Definition 2.15 (Ideal Collision Finder COL). The random function COL
gets a description of a hash function h and outputs (x,z') s.t. x is uniformly
random and x' is uniformly random from h='(z). Note that:

1. The marginal distribution of x and x' is the same: z and x' are uniformly
random (but not independent).
2. It is possible that v = 2.

That notion of distributional collision resistance hash functions is due to
Dubrov and Ishai [DI06]. However, Bitansky et al. [BHKY19] deviated from this
definition and used a stronger definition!!. Since our results hold also for the
stronger definition we will use it:

Definition 2.16 (ACRH). Let a functions family H be a family of functions
that (1) compress (2) are computable in polynomial time. H is a family of dis-
tributional CRHs if there exists some polynomial p(-) s.t. for every PPTM Adv,
and large enough A,

1

ACOL(R), Adv(h)) = o

where h < H.

This definition is a generalization of distributional one-way functions'? and hence
implies it. Furthermore, Bitansky et al. showed that dCRHs can be used for
applications that one-way functions aren’t known to achieve (and are black-box
separated) [BHKY19].

Although the notion of dCRH is much weaker than CRH, as noted by Dubrov
and Ishai [DI06], the black-box separation result of Simon [Sim98] applied also for
dCRH: Its collision finder is the same as COL in our definition (Definition 2.15).
Simon proved that relative to COL one-way functions exist (although (d)CRHs
do not).

2.6 Adversarially Robust Property-Preserving Hash Functions

Here we define the notion of adversarially robust property-preserving hash func-
tions. We follow Boyle et al.’s notion of direct-access robust property-preserving
hash functions:

Definition 2.17 (Direct-Access Robust PPHs). Let a functions family H
be a family of functions that (1) compress (2) are computable in polynomial time
and let Eval be a deterministic polynomial time algorithm. H (with Eval) is a

11 By switching the order of quantifiers, they require one polynomial for any adversary
and not that for any adversary there exists a polynomial. See the comparison in
[BHKY19].

2 Functions where it is hard to sample uniformly from h~'(h(z)) for random x. Such
functions are known to exist if and only if one-way functions exist [IL89]. (in contrast
to dCRH).
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family of Direct-Access Robust PPHs for a predicate P: X x X — {0,1,%} '3 if
for every polynomial p(-) for every PPTM Adv and large enough )\,

Pr [Ple.y) # 5 A Play) # Buallh.h(o). hy) # P(a.)] <
(z,y)«Adv(h)

2.7 Secret Key Agreement and its Amplification

In a secret key agreement protocol two participants who do not have a common
secret, but each one has its own source of randomness, both output a value (the
secret). The participants’ output has to satisfy two properties: it should be the
same value for the two participants (agreement), and it has to be unknown to
any efficient observer (secrecy). We follow the definition of Holenstein [Hol05]:

Definition 2.18 ((«, 8)-Secret Bit Agreement (SBA)). An efficient two
party protocol without input (aside from the security parameter \), with one bit
output for each participant b and b’ respectively where b,b’" € {0,1} is an («, 5)-
secret bit agreement if

Prib=1]> HTO‘
and for every PPTM Adv with running time bounded by poly(\)
Pr[Adv(r)=b|b=1b]< 172

where T is the complete transcript of the protocol.
The previous definition is a weaker notion of the usually desirable stronger no-
tion:
Definition 2.19 (Secret Key Agreement). («,f)-secret bit agreement is a
secret key agreement protocol if o = 1 —negl(\) and 8 =1 — negl()).
Holenstein [Hol06] proved when an (a, 3)-secret bit agreement can be amplified
efficiently to a secret key agreement:
Theorem 2.20 ([Hol06, Corollary 7.5]). Let efficiently computable func-
tions a(N), B(A), be given such that

l-«a

14+«

<p

_ 8 _ 1
Let ¢ = max(2, W) and ¥ = ATy araye); @nd assume that
‘D'iM € poly(\). If there exists an (a, B)-secret bit agreement protocol for all but
finitely many k, then there exists a computationally secure key agreement.

Note that a secret key agreement is unlikely to be based (only) on one-way
permutations and collision resistant hash functions in a black-box manner: It is
known that any secret key agreement protocol in the random oracle model'* can
be broken using an O(n?) queries attack [IR89; BM09] and this is tight.

13 4 is a don’t care symbol, see [BLV18] for a comparison of “total vs. partial predicates”.

14 CRHs exist in this model.
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3 Collision Resistance and the Preset Public Coins model

3.1 CRHs imply succinct protocols

We start by noting that the lower bounds shown in Section 3.2 (about the
necessity of dCRHs) are almost tight, since using a CRH one can break those
bounds (£2(y/n) in the SM model (Theorem 3.2) and 2(logn) in the interactive
model (Theorem 3.14)). See the full version for details.

Theorem 3.1. If CRHs exist, then given a family of CRHs {h: {0,1}" —
{0,111},

In the preset public coins SM model: There exist protocols of communica-
tion complexity O(v/A) for the Equality predicate.

In the preset public coins interactive model: There exist protocols of com-
munication complezity O(log A\) for the Equality predicate.

3.2 Succinct Protocols Imply dCRHs

Theorem 3.2. Let ¢(n) < o(+v/n). Given a protocol for an efficiently separable
predicate (Definition 2.2) of complezity c(n) in the preset public coins SM model,
then distributional CRH functions exist and it is possible to construct them from
the protocol.

Proof. Our intuition is that after fixing the public random string r,,p, the model
is similar to the private coins SM model where the adversary is faced with
a problem defined by the random string. We therefore appeal to Babai and
Kimmel’s definitions and techniques. Furthermore, in Lemma 3.5 we will also
repeat the proof of [BK97, Lemma 2.3] with a different constant and make it
constructive.

For each multiset of Alice’s messages and one message from Bob we consider
the probability of acceptance by the referee:

Definition 3.3 (Referee’s Expected Value for a Multiset). For any rpu,
for a multiset T of members from M4 and mp € Mp, let

QTmp) = B [pr,u Tl mm)) = § 3 oo (Tl )
1€(t]

where t = |T|.

Now, we show that for every input of Alice z € X, there exists a multiset char-
acterizing the behavior of Alice on x. In other words, instead of running Alice,
we can approximate the protocol’s result (referee’s output) by a uniform sample
from the multiset. Furthermore, we prove that such a multiset can be found
(w.h.p.) by some (relatively few) independent samples from the distribution de-
fined by Alice (given = and ryyp).
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Definition 3.4 (Characterizing Multiset). For any rp., a multiset T of
elements from M4 characterizes Alice for x € X if Vmp € Mp,

Q(T7 mB) - :E)Ar I:prub(ATpub<xaTA)7mB) = 1] S 01
where Q(T,,mp) is the referee’s expected value for the multiset T, and Bob’s

possible message mp € Mp (Definition 3.3).

Lemma 3.5 (Sample a Characterizing Multiset). For any rpu, for « €
X, let v = (ry,...,rY) be t independent uniform samples from R where t =
2-200 - In(2|Mp|). Then, for the multiset T, = { A, (x,ry) : i € [t]} it holds
that Vmp € Mp,

Pr [
(i.e., T, characterizes Alice for x)

Proof. Let T, be as defined. Vi € [t], mp € Mp,
E [prpub (T, [Z]a mB)] = E)Ar [Prpub (Arpub (337 TA)7 mp) = 1}

1

Q(TwamB) - E)Ar [prub(A’l‘pub(mvrA)amB) = 1} ’ S Ol:l Z 1- m

= E [prpub(Tx[i],mB) - ];’Ar [Prous (Arp o (@,74), mp) = l]} =0

where the probability is over the random choice T,[i] +- A, ., ().
Now, for i € [i], define random variables

77(1) = Prows (TI [ZL mB) - I;)AI‘ [prpub (ATpub (x7 TA)’ mB) = 1} .

Since the members of T, are independent random variables, we have that all
{n(7) : i € [t]} are independent random variables with expectation 0. Hence, we
can use a Chernoff bound to bound the probability that, for a fixed mp € Mp,

S n(Tuli)| > 0.1-t.

i€ [t]

In other words, the probability that
Q(Ty,mp) — E’Ar [prpub(ATpub(a:,rA),mB) = 1] > 0.1

is bounded by

0.1)2t

Pr| S pro (Telilomp) — B[S prn (Tulil, mp)]| > 0.1] < 22 (Lemma 2.12)
" e i€(t]

— 9~ 70

— 9e-2In(2[Mz])

_ 1

2[Mp*
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By the union bound (over all mp € Mp),

| M|
P:/r [E!mB s.t. ‘Q(T7 mp) — IT’AI' [prp“b (A (z,74),mB) = 1}’ > 0.1] < 2|MB|2
B 1
2|Mp|

a

We define a hash function by following the process of Lemma 3.5 (running Alice
t times independently):

Construction 3.6 Characterizing Multiset Function

Definition: The function is defined by the public random string rpun and ¢t Alice’s
random tapes 74, ...,7% € Ra.

Output: For z € X, the value of the function is the multiset as in Lemma 3.5:

h(z) = The multiset {A,, (,7%) i € [t]}

where the multiset is encoded as a sequence A, (,74),..., A ., (x,74), note
that every Alice’s message can be encoded using log |[M4| = ¢ bits.

Observation 3.7. For all x € X, the function from Construction 3.6 outputs
a multiset that characterizes r w.p. 1 — m where the probability is over the

uniform random choice of 1, ...,7% € Ra.

Observation 3.8. The function from Construction 3.6 is compressing: The do-
main of the function is of size 2", but the range is of size at most

(20)15 _ 24OOC<(c+1)-ln2 — 2@(c2) — 20(71)

Next, we prove that any z and z’ which share a characterizing multiset,
induce bad inputs for the protocol (since Alice’s behavior on x and 2’ is similar).

Proposition 3.9. Letx, 2’ € X andy € Y that separates them (Definition 2.1),
if there is a multiset T that is characterizing for both x and x’ then, the sum of
the failure probability of w(x,y) and w(x’,y) is at least 0.8. In other words, at
least one of them fails.

Proof. Since T is a characterizing multiset (Definition 3.4) of both z and 2/,
then Vmp € Mp

Q(T, mB) - lT)AI‘ [p?”pub (Arpub (IvTA)’mB) = 1} <01
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and the same for 2. This means
l;’Ar [Prous (Ary o (@,74), mp) = 1] € [Q(T, mp) +0.1]
and
Pr [Prpu (A (2',74),mp) = 1] € [Q(T,mp) £0.1].
Putting it together we get that:
E’AI' [p,»pub (Arpub (x,74),mp) = 1] - E’Ar [p,.pub (Arpub (z',74),mpB) = 1] < 0.2.
(1)
Assume without loss of generality that f(z,y) =0 and f(z/,y) =1

Pr [’/T fails on (xvy)] = Pr [prub (Arpub ((E,TA), BTpub (yaTB)) = 1]

TA,TB
= - E [prpub (Arpub (m’ TA)’ Brpub (y7 TB))]
ATB
= B | [prp (o (270, B (7)) |

> E 5 [Prpus (Ar, o (@', 74), By, (4,78))] — 0.2} (Equation (1))

B

= E E [prpub(ATpub(aj/,TA),BTpub(y,rB))ﬂ —0.2

B

= Pr [p,«p“b(ATp“b(x’,rA),Brp“b(ymg)) S 1} —0.2

TATB
= Pr[r succeeds on (z',y)] — 0.2
=1—Pr|r fails on (2',y)] — 0.2
= 0.8 — Pr[r fails on (2, y)]

Hence, the sum of the failure probability of the protocol on (x,y) and the failure
probability of the protocol on (2, y) is

Pr[n(z,y) fails] + Pr[n(z’, y) fails] > 0.8
(|

However, now we deal with the fact that there exist 2’s s.t. the multiset h(x)
does not characterize = (Observation 3.7).

Lemma 3.10. Let w be an SM protocol of complezity c(n) = o(y/n) and h(x) be
as in Construction 3.6. If we have an efficient adversary Adv .oiiision that breaks
the security of h as a distributional CRH for some p € poly(\):
1
A Acho iston h 7CO£ h S AN
( uision(h) (h)) o)
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Then, we can construct an adversary Adv, with running time of the same order
as Advcollision s.t.

Pr[r fails on inputs from Adv.] > 0.4 <1 - p(l)\)) — negl(\)

Proof. Adv,’s algorithm is:

Algorithm 3.11 Near Ideal Collision Finder for i to Bad Inputs for Protocol
i

Construct h(z) using the public random string of 7 and as in Construction 3.6.
z,x" + Adveonision(h)-

Find y € Y which separates  and z’ (promised to be efficient by Definition 2.2).
Pass to Alice and Bob (z,y) w.p. 1/2 or (2',y) w.p. 1/2.

Ll e e

First, we consider COL’s distribution: A pair (z,2’) that was sampled from
COL (the ideal collisions finder, Definition 2.15) will not be usable for Algo-
rithm 3.11 if any of the following conditions hold:

2. h(xz) = h(z’) is not characterizing x or «’.

We call a pair (x,2’) a colliding pair if neither of the above two conditions hold.
In the following claims we bound the probability for those bad events.

Proposition 3.12. The probability of sampling a pair (x,x) from COL (i.e.,
x = ') is negligible. That is,
P = 2] = negl
(:c,ac')<—rCO£ [# = 2] = negl(n)

Proof. First, consider the number of pairs (z,2') s.t.  # 2’ but h(z) = h(z').
By the pigeonhole principle there exists a set of ’s of size at least 27=<* with the

’717(',2
same image. Hence, there are at least (*, ) = O((2"=")2) many pairs (z,2')
s.t.  # o’ but h(z) = h(z’). On the other hand, the number of pairs (z,z) is

2™. Hence,

o 2™ - 9
(z7m/:!?£c(9£ [.’L’ =X ] =0 <2n—|_(2n_0(n))2 = negl()\) ((, = ()(II))

a

Proposition 3.13. For a random h, the probability of sampling from COL a
pair (z,x') s.t. the multiset h(x) does not characterize x or x’ is negligible.
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Proof. Let (x,2') + COL, recall that the distribution of each element from
COL (z and z') is uniform (Definition 2.15). For each element in the pair, the
probability that the multiset h(x) does not characterize it is at most 27¢ (Ob-
servation 3.7) and by the union bound the claim follows. O

By Propositions 3.12 and 3.13, a sample from COL is colliding w.p. 1 — negl(}\).
However, the distribution of Advcenision is not exactly the same as COL, but

1
— > A(COL d collision
oy = A0 Adveotision)
> (m’m/)gi’gvcommn [(z,2") not colliding] — (z,x/F£c05 [(z,2") not colliding]

and we can conclude that the probability that Algorithm 3.11 does not get a
colliding pair (z,2’) in step 2 is bounded by,

1
Pr x,2") isn’t colliding] < —— + negl(\
(z,2" ) Adveollision [( ) g] N p(A) s ( )

To conclude: In cases that a colliding pair (z,2’) was found by the adversary.
The adversary chooses at random a pair from (z, y) and (2',y) (where y separates
x and 2’, and can be found efficiently by Definition 2.2). By Proposition 3.9,

Pr[n(z,y) fails] + Pr[n (a2, y) fails] > 0.8
and hence the failure probability over the random choice of the pair is at least

Pr  [m(z,y) fails] > 0.4

(2,9)Advr
T

Now, put it together with the probability of finding a colliding pair (for h) and
we get the probability that the protocol 7 fails on inputs from the adversary:

Pr[Adv, finds a colliding (z,2)]-  Pr  [n(z,y) fails]

(z,y)Adv,

1 4

>(1——= —negl(N\) |- —

= (1 5 ) 5
O

We get that given an adversary for the distributional CRH we can find bad
inputs for the protocol as required for the proof.
|

Interactive Protocols

For general (interactive) protocols we can also prove a similar implication as in
Theorem 3.2 for a logarithmic bound by the technique adaptation of Ben-Sasson
and Maor [BM15]:
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Theorem 3.14. Let c(n) < 0. logn, where 6. < 1/2 is a constant that depends
only on e. For an efficiently separable predicate (satisfying Definition 2.2), given
a protocol of complexity ¢(n) in the preset public coins interactive model, a dis-
tributional CRH can be constructed.

Ben-Sasson and Maor studied protocols in the general communication settings
and instead of using a characterizing multiset of messages they used a char-
acterizing multiset of deterministic strategies. They have a variation of [BK97,
Lemma 2.3] that says that there exists a strategies multiset of size 20(°) that
characterizes the behavior of Alice for z € X.

For a detailed proof see the full version.

A Corollary for PPHs

Corollary 3.15. Without assuming the ezistence of distributional CRHs one
cannot get better than /- compression for a direct-access robust equality PPH,
even when extending the definitions for randomized hash functions.

Proof. Observe that any PPH can be used to solve the same problem in the preset
public coins SM model. Hence, this corollary is simply rephrasing Theorem 3.2
in the terms of adversarially robust property-preserving hash functions. a

Note that the other direction is true as well: Every protocol in the preset
public coins SM model for f(x,y) of ¢(n) bits ‘induces’ a PPH for f of ¢(n) - n®
bits for some € > 0. That is, we start with any preset public coins SM protocol
and repeat it n° times to make the error probability negligible. This protocol
defines a family of PPHs and its random coins are fixed when sampling a function
from the family.

4 No Ultra Short Interactive Communication

The power of the preset public coins model power lies between the public and
the private coins models. As noted, the public random coins model is strictly
more powerful than the private one: there are protocols of O(1) bits only in this
model. We show (unconditionally) that in our model there are no functions with
o(loglogn) communication complexity:

Theorem 4.1. Let c(n): N +— N be s.t. 23¢™) = O(logn) and let f: X x Y —
{0,1} be an efficiently separable predicate (satisfying Definition 2.2, i.e., non
redundant s.t. can be proven efficiently). In the preset public coins interactive
communication model, if the adversary has a running time of poly(\) (where A
is the security parameter) then, there are no protocols of complexity O(c(n)).

Proof. Assume there is such a protocol in the preset public coins interactive
model for some non-redundant function f of complexity c(n).

In the proof of Theorem 3.14 we adapted Construction 3.6 for interactive
protocols. The constructed hash function has the following properties:
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— Random collisions in the function induce (w.h.p.) bad inputs in the protocol
(Lemma 3.10).
— The range of the function is of size

22-2001n(2\SB\)

1Sal" = |84

Those properties are the key points of the adversary described by Algorithm 4.2
that searches for random collisions in a brute force manner.

Algorithm 4.2 Finding Bad Inputs in Ulta-Succinct Protocols

1. Construct a characterizing function h(-) (Construction 3.6).
2. Repeat at most 3 - 92" = poly(A) times:
(a) Choose a pair z # 2’ € X uniformly at random.
(b) If h(x) = h(z'):
i. Find y € Y that separates x and z’ (can be done efficiently, as promised
by Definition 2.2).
ii. Output (z,y) w.p. }/2 or (z',y) w.p. 1/2
iii. Halt

Let h be a characterizing function of the protocol (Construction 3.6). The
proof relies on the following two claims:

Proposition 4.3. There must be a collision in h.

Proof. The range of the characterizing function h(x) is of size (number of possible
characterizing sets):

‘SA‘22A200111(2|SB\) _ 22c.2‘2001n(220+1) < 2230

Hence, since 23¢ = O(logn) = o(n) there must be a collision in the function. O

Proposition 4.4. The adversary described in Algorithm 4.2 finds a collision
w.h.p.

Proof. Since the range is small (same order as the running time of the adversary
92% = poly(}\)), the adversary can find random collisions easily. The probability
for a random pair to collide is at least 22‘% and hence, after 3 - 22 trials, the
probability that a collision was not found is at most:

23c 3
275 1\?
Pr [h(x) £ h(z)]*F < (1—2230) e
93¢
= Pr[h(z) # h(z")])** <005
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We get that w.h.p. the adversary finds a collision in the function h. However,
not every collision implies bad inputs for the protocol: the construction of the
characterizing function implies that there exist also bad collisions: z and z’ s.t.
h(z) = h(z') but h(z) doesn’t characterizes z or 2’ (recall Observation 3.7).
However, in almost all collisions it is not the case and h(z) characterizes x and
a’ (recall Proposition 3.13). Now, since the collision that Algorithm 4.2 finds is
completely random we can conclude,

Pr [the adversary finds a colliding pair] > 1 —0.05 — ——
and by Proposition 3.9

1 8 1 1
Pr [the protocol will fail] > 510 <1 —0.05 — ) >3-

5 Secret Key Agreement from Efficient SM Protocols

5.1 Optimal Protocols from SKA

Our first observation is that it is possible to obtain an optimal protocol (in terms
of the error as a function of the communication) for the equality predicate once
given a secret key agreement protocol, following relatively simple principles. The
error is 27¢ (where ¢ is the communication complexity after the free talk) plus a
negligible factor reflecting the probability of breaking the secret-key exchange.
For details see the full version.

Theorem 5.1. In the stateful preset public coins SM with free talk model: Given
a secret key agreement protocol there is, for any c¢(n), a protocol for the equality
predicate of complexity c(n), where any adversary can cause an incorrect answer
with probability at most 27¢ + negl(n), satisfying Definition 2.10.

5.2 SKA from Near Optimal Protocols

Theorem 5.2. An SM protocol with stateful free talk for the equality predicate
of complezity c(n) = O(loglogn) for c¢(n) larger from some constant, that is
e-secure (Definition 2.10) with e < 2797¢(") implies the existence of secret key-
agreement protocols.

Proof. Assume we have such a protocol 7 for the equality predicate EQ: {0, 1}™x
{0,1}™ — {0, 1}. We will use 7 for constructing a secret key-agreement protocol.
The idea is to construct a weak secret bit agreement (Definition 2.18) that can be
amplified into a full secret key agreement (« and S according to Theorem 2.20).
The construction is based on the following: (c, 8)-SBA protocol:
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Algorithm 5.3 Weak Bit Agreement

1. Alice and Bob communicate and toss coins according to the free talk of protocol
7 to generate their secret states 74 and 7p respectively.

2. Alice selects at random a bit b € {0,1} and uniformly random inputs zo,z1 €
{0,1}".

3. Alice evaluates ma = A(xp,74) (that is, a message of the protocol 7 for EQ(-,-)).

4. Alice sends to Bob (ma,z1).

5. Bob evaluates mp = B(z1,7R).

6. Alice outputs b and Bob outputs b’ = p(ma, mg).

Lemma 5.4. Algorithm 5.3 is a (a =1-2"¢23 3= 2’6/2+1)—SBA protocol.

Proof. Let ¢ = ¢(n). We have to show its agreement and secrecy properties:

Agreement. By the properties of protocol m, specifically that the error e <
270.75(71)

pepoy)z1- (L) s (1) Lo dta
- 2 - 2 2 2

Secrecy. We should show that for every PPTM adversary Advgp,

275 27275/2+1 2c/2 -1

Pr[Advgpa(ma,z1) =b | b=10] < 5 5 = 573

Assume towards contradiction that Pr[Advepa(ma,z1) =b|b=10b] > 202/5/;1

We show that given Advgpa, we can construct Adveq that finds bad inputs for
the protocol 7 (with probability higher than ¢):

Lemma 5.5. Given an adversary Advgp, with success probability (quessing b
when it is equal to b') at least %, we can construct an adversary Adv.q with
running time O(6 - 2°T1) s.t.

Pr 7 fails on inputs from Adv.) > 2797 > ¢.

Proof. The strategy of the adversary Adveq to find bad inputs is:

Algorithm 5.6 Adveq — Find Bad Inputs Using Advgp,

1. Repeat at most 6 - 2°*! times:
(a) Select uniformly at random x € {0,1}" and set it as Alice’s input.
(b) Let Alice’s message (output) be ma € Ma.
(c) Select uniformly at random z’ € {0,1}".
(d) If Advspa(z,ma) =1 and Advepa(z’,ma) = 1:
i. Pass the message ma to the referee and set Bob’s input to be either y = x
w.p. 12 or y =2’ w.p. 1/2.
ii. Halt.
(e) Otherwise, continue to the next session.
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Recall that the private states of Alice and Bob are 74 and 75 (unknown to
the adversary). The success of the adversary Adveq relies on choosing a colliding
x' (e, o' st. Az, 75) = A(2',78)).

For x € {0,1}™ denote by p2 and pl the probability of a random z’ € {0,1}"
to be bad in the following sense:

1. Let pY be the probability that for a random z’: x and 2’ collide yet are not
identified by Advgp, as such. lLe.,

pg = /1?41;1 [A(.’ﬂ) = A(SL'/) A Astba(xlaA(xaTA)) = 0] .

2. Let pl be the probability that for a random 2’: x and 2’ do not collide yet
are identified by Advgp, as such. Le.,

Py = Pr [A) # @) A Advaa(a’, A, 74)) = 1]

Let p, = max(pl,pl). For a random free talk session and over the random
choice of x € {0,1}", we know that E, [p,] =Y., p. Pr[p,] <27¢/2%1

We will analyze the probability of success of each session and then argue
that at least one session succeeds in outputting a value w.h.p. We need to show
the probability of outputting a pair of strings that agree on the message Alice
sends (“Correct”) is not much smaller than outputting a pair that does not
agree (“Wrong”). To compare the probability of outputting a wrong value to
the probability of outputting the correct value, note that the probability of
outputting a wrong value is at most > .1y, Prlps] - ps < 2-¢/2, On the other
hand we will argue that the probability of outputting a correct value (with
identification) is roughly (at least) 27¢. The ratio between them is roughly 2-0-5¢
and we get an attack of the equality protocol that is better than its purported
security.

For the rest of the proof see the full version. a

Lemma 5.5 implies the secrecy of Algorithm 5.3 (otherwise, we get a contra-
diction for the security of protocol ).

This means that Algorithm 5.3 is an (1 —27%/273 27¢/2+1).SBA and the
proof of Lemma 5.4. ]

Finally, we have to show that Theorem 2.20 can be used to amplify the secret
bit agreement:

Proposition 5.7. For the functions a(c) = 1—27¢/273 and B(c) = 27¢/?>T1 the
conditions in Theorem 2.20 hold.

For proof see the full version.
We conclude, by Proposition 5.7 that the SBA of Algorithm 5.3 (Lemma 5.4)
can be amplified efficiently into a full-fledged secret key agreement protocol. O
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6 Conclusions

Role of private randomness. In this paper we introduced a computational model
for communication complexity. However, it can also be seen as a generalization
of (deterministic) property preserving hash functions to probabilistic algorithms.
We studied some relations between the power of private randomness and crypto-
graphic primitives such as collision resistance. The main open problem left from
this point is whether CRHs are equivalent to preset public coins SM protocols
of complexity o(y/n) and whether we can break that bound using a primitive
weaker than CRHs. Another direction could be to show how to use o(y/n) equal-
ity protocols in order to get low communication string commitment.

Boyle et al.’s lower bounds. Boyle et al. [BLV18] proved two general lower bounds
for property preserving hash functions using communication complexity'®:

1. A lower bound for reconstructing predicates: Boyle et al. proved that for
predicates that can be used for reconstructing the original string there cannot
exist (compressing) property preserving hash functions. This lower bound is
also true for our preset public coins SM model. However, we didn’t necessarily
consider reconstructing predicates (for instance, the equality predicate is not
a reconstructing predicate).

2. General lower bound from one-way communication: Boyle et al. proved that
any property preserving hash function cannot compress better than the one-
way communication complexity'®. This lower bound is also true in our model,
but it is too loose in our context since in our model the inputs and the public
random string may be dependent (e.g., the equality predicate complexity is
O(1) in the one-way communication complexity model).

Multi CRHs (MCRH). For k > 3, A familty of hash function is k-multi-collision
resistant if finding a collision of size k is hard: no PPTM can succeed in finding
Z1,...,xk s.t. h(z1) = ... = h(xg) with non-negligible probability (for k = 2
it is the regular notion of collision resistance); see [KNY18; KY18; RV22] for
the relationship between MCRHs, dCRHS and CRHs. One question is whether
MCRHs can be constructed from succinct protocols in a black-box manner.

Secret key agreement. We showed a tight relationship between secret key agree-
ment protocols and succinct protocols for the equality predicate in the SM pre-
set public coins stateful free talk model. On the one hand, SKA can be used for
constructing an equality protocol in this model, and on the other hand, equality
protocols with good error in this model can be used for constructing SKA pro-
tocols. The open questions are (i) whether the existence of protocols with much
worse error probability (e.g., constant error probability for ¢ which O(loglog \))

!5 See also Hardt and Woodruff [HW13] who proved robustness limitations for linear
functions.

16 See Fleischhacker and Simkin [FS21] and Fleischhacker et al. [FLS22] for more such
lower bounds.
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also imply SKA and (ii) whether the fact that we allowed the adversary Adveq
to be rushing was essential.
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