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Abstract. This paper proposes the first practical pairing-free three-
move blind signature schemes that (1) are concurrently secure, (2) pro-
duce short signatures (i.e., three or four group elements/scalars), and
(3) are provably secure either in the generic group model (GGM) or the
algebraic group model (AGM) under the (plain or one-more) discrete
logarithm assumption (beyond additionally assuming random oracles).
We also propose a partially blind version of one of our schemes.

Our schemes do not rely on the hardness of the ROS problem (which can
be broken in polynomial time) or of the mROS problem (which admits
sub-exponential attacks). The only prior work with these properties is
Abe’s signature scheme (EUROCRYPT ’02), which was recently proved
to be secure in the AGM by Kastner et al. (PKC ’22), but which also
produces signatures twice as long as those from our scheme.

The core of our proofs of security is a new problem, called weighted frac-
tional ROS (WFROS), for which we prove (unconditional) exponential
lower bounds.

1 Introduction

Blind signatures [1] allow a user to interact with a signer to produce a valid sig-
nature that cannot be linked back by the signer to the interaction that produced
it. Blind signatures are used in several applications, such as e-cash systems [1,2],
anonymous credentials (e.g., [3]), privacy-preserving ad-click measurement [4],
and various forms of anonymous tokens [5,6]. They are also covered by an RFC
draft [7].

This paper develops the first practical pairing-free three-move blind signa-
ture schemes that (1) are concurrently secure, (2) produce short signatures (i.e.,
three or four group elements/scalars), and (3) are provably secure either in the
generic group model (GGM) [8,9] or in the algebraic group model (AGM) [10]
under the discrete logarithm (DL) or the one-more discrete logarithm (OMDL)
assumption (in addition to assuming random oracles [11]). Our DL-based scheme
also admits a partially blind version [12], roughly following a paradigm by Abe
and Okamoto [13], that targets applications where signatures need to depend on
some public input (e.g., an issuing date) known to the signer. An overview of
our schemes is given in Table 1.



Unlike blind Schnorr [14], Okamoto-Schnorr [15], and other generic construc-
tions based on identification schemes [16], we do not rely on the hardness of
the ROS problem, for which a polynomial-time attack has recently been pre-
sented [17]. Also, unlike Clause Blind Schnorr (CBS) signatures [18], we do not
rely on the assumed hardness of the mROS problem, which is subject to (mildly)
sub-exponential attacks and we can thus support smaller group sizes.! In fact,
our schemes all admit tight bounds, and this suggests that they can achieve
(A\/2)-bit of security on A-bit elliptic curves, supporting an instantiation with
256-bit curves. Our security proofs rely on a reduction to a new variant of the
ROS problem, called weighted fractional ROS (WFROS), for which we prove an
exponential, unconditional lower bound. Therefore, another benefit over CBS,
beyond concrete parameters, is that we do not need to rely on an additional
assumption.

Perhaps as a testament of the unsatisfactory status of pairing-free schemes,
the only other scheme known to achieve exponential, concurrent, security is
Abe’s scheme [19]. Although its original (standard-model) proof was found to
be flawed, proofs were then given both in the GGM [20] and the AGM [21],
along with a proof for the restricted setting of sequential security [22]. Still, it
produces longer signatures and public keys, and is overall less efficient. Also, it
only offers computational blindness (under DDH), whereas our scheme provides
perfect blindness.

DISCRETE-LOGARITHM BASED BLIND SIGNATURES. We stress that our focus here
is making pairing-free schemes as practical and as secure as possible. Indeed,
very simple pairing-based blind signature schemes in the ROM can be obtained
from BLS signatures [23,24]. Blind BLS offers a different trade-off: signatures
are short (i.e., one group element) and signing requires only two moves, but
signature verification requires a more expensive (and more complex) pairing
evaluation. Indeed, the current blind signature RFC draft 7] favors RSA over
BLS, also due to lesser availability of pairings implementations. In particular,
several envisioned applications of blind signatures are inherently browser-based,
and the available cryptographic libraries (e.g., NSS for Firefox and BoringSSL
for Chrome) do not yet offer pairing-friendly curve implementations.

In contrast, (non-blind) Schnorr signatures [25,26] (such as EADSA [27]) are
short, can rely on standard libraries, and outperform RSA. Though their blind
evaluation requires three rounds, this may be less concerning in applications
where verification cost is the dominating factor and the signing application can
easily keep state. Indeed, [7] identifies CBS as the only plausible alternative to
RSA, and our schemes improve upon CBS by avoiding the mROS assumption.
Once the group order is adjusted to resist sub-exponential attacks, we achieve
comparable signature size, more efficient signing, and accommodate for partial

! The best known attack against mROS [18] runs in time 2¢F'0s(¢+D+A/(+log(t+1))

where A is the security parameter and ¢ corresponds to the number of concurrent
sessions. The worst £ gives a 20(\/logA) attack, and in practice, this suggests a choice
of A = 512 to achieve 128-bit security for all ¢’s.



Scheme PK size| Sig. size | Assumption | Communication

BS: (Section 4) 1G 3Zyp GGM 2G + 37y

BS, (full version) 1G 47Zy OMDL 2G+472Z,
BS; (Section 5.1) 2G 47, DL 2G +47,
PBS (Section 6) 1G 4 Zyp DL 2G + 47y
Blind Schnorr [18] 1G 27y OMDL + ROS 1G+ 27,
Clause Blind Schnorr [18]| 1G 27 OMDL + mROS 2G+47Z,

Abe [19,21] 3G 2G4+ 617, DL A bits + 3G + 6 Z,

Table 1. Overview of our results. The four schemes proposed in this paper com-
pared to pairing-free schemes that admit GGM/AGM security proofs in the literature.
All schemes are three-move and secure assuming the ROM; All schemes except BS;
admit AGM security proofs; further p = |G|. As in plain Schnorr signatures, most
schemes allow replacing one element in Z, with a group element in the signature. The
ROS assumption can be broken in polynomial time unless the scheme is restricted
to tolerate only a very small number of sessions. Also, the mROS assumption admits
sub-exponential attacks, which require the choice of a larger order p over all schemes
(roughly 512-bit for 128-bit security [18]).

blindness. (No partially blind version of CBS is known to the best of our knowl-
edge.)

Finally, note that it is easier to prove security of pairing-free schemes under
sequential access to the signer. For example, Kastner et al. [21] prove that plain
blind Schnorr signatures are secure in this case, in the AGM, assuming the
hardness of OMDL. Also, Baldimtsi and Lysyanskaya [22] (implicitly) prove
sequential security of Abe’s scheme. However, many applications, like PCM,
easily enable concurrent attacks.

ON IDEAL MODELS. The use of the AGM or the GGM, along with the ROM, still
appears necessary for the most practical pairing-free schemes with concurrent
security. As of now, solutions solely assuming the ROM can only handle bounded
concurrency [16] or, alternatively, their communication and computation costs
grow with the number of signing sessions [28,29,30].

A number of other schemes [31,32,33,34,35,36,37] partially or completely
avoid ideal models, some of which are fairly practical. However, they do not
yet appear suitable for at-scale deployment.

1.1 A Scheme in the GGM

Our simplest scheme only admits a proof in the generic-group model (GGM)
but best illustrates our ideas, in particular, how we bypass ROS-style attacks. It
is slightly less efficient than Schnorr signatures, i.e., a signature that consists of
three scalars mod p (or alternatively, two scalars and a group element). Nonethe-
less, it has a very similar flavor (in particular, signature verification can be built
on top of a suitable implementation of Schnorr signatures in a black-box way).



PREFACE: BLIND SCHNORR SIGNATURES AND ROS. Recall that we seek an
interactive scheme (1) that is one-more unforgeable (i.e., no adversary should be
able to generate ¢ + 1 signatures by interacting only ¢ times with the signer),
and (2) for which interaction can be blinded. It is helpful to illustrate the main
technical barrier behind proving (1) for interactive Schnorr signatures. Recall
that the verification key is X = ¢* for a generator g of a cyclic group G of prime
order p, and a signing key x. The signer starts the session by sending A = g%,
for a random a € Z,. Then, the user sends a challenge ¢ = H(A,m) for a hash
function H and a message m to be signed. Finally, the signer responds with
s =a + ¢z, and the signature is o = (¢, s).

Let us now consider an adversary that obtains £ initial messages A1,..., Ay
from the signer, where 4; = g®. By solving the so-called ROS problem [38,16,18],
the attacker can find £+1 vectors @y, ..., 011 € Zf; and a vector (cq,...,cp) € Zﬁ
such that

L
Yoo =cr (1)
j=1

for all i € [£+1], where ¢f = H(Hizl A?EJ) ,m¥), for some message m} € {0, 1}*.
(Here, agj) is the j-th component of &@;.) Then, the attacker can obtain s; =
a; + c;x from the signer for all j € [¢] by completing the ¢ signing sessions. It is
now easy to verify that (¢}, s}) is a valid signature for m} for all i € [¢+1], where
sF = Z§=1 az(-] ). s;. Benhamouda et al. [17] recently gave a simple polynomial-
time algorithm to solve the ROS problem for the case ¢ > log(p), which thus
breaks one-more unforgeability.?

Fuchsbauer et al. [18] propose a different interactive signing process for
Schnorr signatures that is one-more unforgeable (in the AGM + ROM) assuming
that a variant of the ROS problem, called mROS, is hard. The mROS problem,
however, admits sub-exponential attacks, and as it gives approximately only 70
bits of security from an implementation on a 256-bit curve, it effectively forces

the use of 512-bit curves.?

OUR FIRST SCHEME. We take a different path which completely avoids the ROS
and mROS problems to obtain our first scheme, BS;. Again, we present a non-
blind version — the scheme can be made blind via fairly standard tricks, as we
explain in the body of the paper below. Again, the public key is X = ¢g* for a
secret key x. Then, the signer and the user engage in the following protocol to
sign m € {0, 1}*:

1. The signer sends A = g* and Y = X¥ for random a,y € Z,.
2. The user responds with ¢ = H(A,Y,m)
3. The signer returns a pair (s,y), where s = a + czy.

2 Many envisioned implementations allow for £ > log(p). Still, is worth noting that
the scheme retains some security for £ < log(p) even in the standard model [16].

3 mROS depends on a parameter £, with a similar role as in ROS — sub-exponential
attacks require ¢ < log(p), but a one-more unforgeability attack for a small £ implies
one for any ¢' > ¢ simply by generating (¢ — ¢) additional valid signatures.



4. The user accepts the signature o = (¢,s,y) iff g° = A-Y°and Y = XV.

Verification simply checks that H(g*X ~¥¢, X¥ M) = c. In particular, note that
(¢, s) is a valid Schnorr signature with respect to the public-key X¥ — this can
be leveraged to implement the verification algorithm on top of an existing im-
plementation of basic Schnorr signatures that also hash the public key (EADSA
does exactly this).* Further, as in Schnorr signatures, we could replace ¢ with A
in ¢, and our results would be unaffected.

SECURITY INTUITION. To gather initial insights about the security of BSq, it is
instructive to attempt an ROS-style attack. The attacker opens £ sessions and
obtains pairs (A1,Y1),..., (A, Ye), where A; = g% and Y; = X¥% = ¢*¥% for all
i € [£]. One natural extension of the ROS attack is to find ¢ + 1 vectors &; € Zf;

along with messages m¥,m%, ... € {0,1}* such that
N )
ct=H([]47 ][y mi
Jj=1 j=1

for all i € [¢ + 1] and then find (c1, ..., ¢) € Z{ such that

) 4
Sal oy =ct- Y a? oy, (2)
i=1 =t

for all ¢ € [¢ + 1]. Indeed, if this succeeded, the adversary could complete the ¢
sessions to learn (s;,y;) by inputting ¢;, where y; is random and s; = a;+c;-z-y;.
One could generate ¢ + 1 signatures (c¥, s¥,y¥) for i € [¢ + 1] by setting s¥ =

Z§:1 agj)sj and yf = Z§:1 agj) -y;. These would be valid because

gszk = gZ§:1 o (aj+cjzy;)
c¥
¢ NE) T 0@y (2) ¢ Mo ¢ ROANE
= I]}Aj X =1 QG Y I_I‘4j . Iﬁ[)@
j=1 j=1 j=1
However, finding (c1, ..., c¢) that satisfy (2) for £+ 1 ¢’s simultaneously is much

harder than ROS. An initial intuition here is that X¥ completely hides y to the
point where y is revealed later in the session, where it appears like a random and
fresh weight in the sum, independent of c;. This intuition is however not correct,
as an attacker can use the group element X¥ and can try to gain information
about y, but our proof will show (among other things) that in the GGM no
useful information is obtained about y, and y is (close to) uniform when it is
later revealed.

4 Note that this only superficially resembles key-blinding for Schnorr signatures [39].
Here, the “blinding” y is actually public and part of the signature.



THE WFROS PrROBLEM. The above attack paradigm is in fact generalized in
terms of a new ROS-like problem that we call WFROS (this stands for Weighted
Fractional ROS), for which we prove an unconditional lower bound. WFROS
considers a game with two oracles that can be invoked adaptively in an inter-
leaved way:

- The first oracle, H, accepts as input a pair of vectors &, E € Z?f“, which are
then associated with a random ¢ € Zy.

- The second oracle, S, allows to bind, for some i € [¢], chosen input ¢; € Z,
with a random weight y; € Z. During the course of the game, this latter
oracle must be called ezactly once for each i € [£].

The adversary finally commits to a subset of £+ 1 prior H queries and wins if for
each query in the subset, which has defined a pair of vector &, 8 and returned 9,
we have A/B = §, where

A=a® + 3 4 (@® D e a®), B =8O+ Y g8 4 ¢ 4OY)
1€[4] 1€[4]

Here, v(¥ denotes the i-th component of vector 7. Our main result (Theorem 1)
says that no adversary making QQy queries to H can win this game with proba-
bility better than (Qf + 2¢Qwu)/(p — 1), or, in other words, Qu > min{,/p, p/¢}
is needed to win with constant probability. Note that £ « ,/p is generally true,
as for our usage, £ is bounded by the number of signing sessions.

Our GGM proof for BS; transforms any generic attacker into one breaking
the WFROS problem. This transformation is actually not immediate because a
one-more unforgeability attacker can learn functions of the secret key = when
obtaining the second message from the signer. A similar challenge occurs in
proving hardness of the OMDL problem in the GGM, which was recently resolved
by Bauer et al. [40], and we rely on their techniques.

1.2 AGM Security and Partial Blindness

The Algebraic Group Model (AGM) [10] can be seen as a weaker idealization
than the GGM. In particular, AGM proofs deal with actual groups (as opposed
to representing group elements with random labels) and proceed via reductions
that apply only to “algebraic adversaries”, which provide representation of the
group elements they output to the reduction. AGM has become a very popular
model for validating security of a number of practical group-based protocols.
The main barrier to proving one-more unforgeability of BS; in the AGM is
that the representation of XV could leak some information about y that would
not be available in the GGM, and thus we would not be able to apply our argu-
ment showing that y is still (close to) random looking when it is later revealed
— our reduction in the GGM security proof crucially relies on this. To over-
come this issue, for the two schemes BS, and BS3, we replace XY with a hiding
commitment to y. In particular, we propose two different ways of achieving this:



Scheme BS,. Here, XV is replaced by gt XV. Later, the signer responds to chal-
lenge ¢ with (s,y,t), where s = a + ¢-y - x. A signature is o = (¢, s, y,t).
Scheme BSs3. Here, !XV is replaced by ¢'Z¥, where Z is an extra random

group element included in the verification key.

We consider BS; mostly for pedagogical reasons. Indeed, we can prove security
of BSs in the AGM based solely on the discrete logarithm problem (DL). In
contrast, BSq relies on the hardness of the (stronger) one-more DL problem
(OMDL) [41], which asks for the hardness of breaking ¢ + 1 DL instances given
access to an oracle that can solve at most ¢ (adaptively chosen) DL instances.
While we know that OMDL is generally not easier than DL [40], a prudent
instantiation may prefer relying on the (non-interactive) DL problem. While
BS3 requires a longer key, one could mitigate this by obtaining Z as the output
of a hash function (assumed to be a random oracle) evaluated on some public
input.

The proof of security for both schemes consists of showing that any adversary
breaking one-more unforgeability can be transformed into one breaking either
OMDL or DL (depending on the scheme) or into one breaking the WFROS
problem. For the latter, however, we can resort to our unconditional hardness
lower bound (Theorem 1).

ADDING PARTIAL BLINDNESS. Finally, we note that it is not too hard to add
partial blindness to BS3, which is another reason to consider this scheme. In
particular, to obtain the resulting PBS scheme, we can adopt a framework by
Abe and Okamoto [13]. The main idea is simply to use a hash function (modeled
as a random oracle) to generate the extra group element Z in a way that is
dependent on a public input upon which the signature depends. We target in
particular a stronger notion of one-more unforgeability, which shows that if the
protocol is run £ times for a public input, then no £+1 signatures can be generated
for that public input regardless of how many signatures have been generated for
different public inputs. We defer more details to Section 6.

Outline of the Paper

Section 2 will introduce some basic preliminaries. Section 3 will then introduce
the WFROS problem, and prove a lower bound for it. We will then discuss
our GGM-based scheme in Section 4, whereas variants secure in the AGM are
presented in Section 5. Finally, we give a partially blind instantiation of our
AGM scheme in Section 6.

2 Preliminaries

NoOTATION. For positive integer n, we write [n] for {1,...,n}. We use A to denote
the security parameter. We use G to denote an (asymptotic) family of cyclic
groups G := {Gy}r>0, where |G| > 2*. We use ¢g(G,) to denote the generator



of Gy, and we will work over prime-order groups. We tacitly assume standard
group operations can be performed in time polynomial in A in G, and adopt
multiplicative notation. We will often compute over the finite field Z, (for a
prime p) — we usually do not write modular reduction explicitly when it is clear
from the context. We write Zj = Z,\{0}. We often need to consider vectors

ae Zf) and usually refer to the i-th component of @ as o(?) € L.

BLIND SIGNATURES. This paper focuses on three-mowve blind signature schemes,
and our notation is similar to that of prior works (e.g., [16,18]). Formally, a
(three-move) blind signature scheme BS is a tuple of efficient (randomized) al-
gorithms

BS = (BS.Setup, BS.KG, BS.S1, BS.S,, BS.Uy, BS.Uy, BS.Ver) |

with the following behavior:

- The parameter generation algorithm BS.Setup(1*) outputs a string of pa-
rameters par, whereas the key generation algorithm BS.KG(par) outputs a
key-pair (sk,pk), where sk is the secret (or signing) key and pk is the public
(or wverification) key.

- The interaction between the user and the signer to sign a message m € {0, 1}*
with key-pair (pk, sk) is defined by the following experiment:

(st®,msgy) < BS.S1(sk), (st chl) «— BS.U;(pk, msg,,m) ,
msgy <« BS.Sa(st%, chl) , o «— BS.Uy(st", msg,) .

3)

Here, o is either the resulting signature or an error message 1.
- The (deterministic) verification algorithm outputs a bit BS.Ver(pk, o, m).

We say that BS is (perfectly) correct if for every message m € {0,1}*, with
probability one over the sampling of parameters and the key pair (pk, sk), the
experiment in (3) returns o such that BS.Ver(pk,o,m) = 1. All of our schemes
are going to be perfectly correct.

ONE-MORE UNFORGEABILITY. The standard notion of security for blind sig-
natures is one-more unforgeability (OMUF). OMUF ensures that no adversary
playing the role of a user interacting with the signer ¢ times, in an arbitrarily
concurrent fashion, can issue £+ 1 signatures (or more, of course). The OMUFgs
game for a blind signature scheme BS is defined in Figure 1. The corresponding
advantage of A is defined as Advge™ (A, \) := Pr[OMUFZs(\) = 1]. All of our
analyses will further assume one or more random oracles, which are modeled as
an additional oracle to which the adversary A is given access.

BLINDNESS. We also consider the standard notion of blindness against a mali-
cious server that can, in particular, attempt to publish a malformed public key.
The corresponding game Blindés is defined in Figure 2, and for any adversary
A, we define its advantage as Advga"d(A, \) := ’Pr[Blind“B“s()\) =1]-1] . We

2
say the scheme is perfectly blind if and only if Advglsind(A, A) = 0 for any A and

all \.



Game OMUF%5()) : Oracle S; :

par — BS.Setup(1*) sid —sid + 1

(sk,pk) < BS.KG(par) (Stéia, msgy) < BS.S1(sk)

sid—0;0—0;Zan — F Return (sid, msg;)

{(mi, 0% ) brepen] < A% (pk) Oracle Sa(i, ¢;) :

If 3 k1 # k2 such that (mi‘l ) ‘7;:1) = (m?i;, ‘7;:2) If i ¢ [sid]\Zan then return L
then return 0 msg, <« BS.Sx(stf, ¢;)

If 3 k € [¢ + 1] such that BS.Ver(pk, o}, m}) =0 |Tg, « Ta, U {i}
then return 0 {—/0+1

Return 1 Return msg,

Fig. 1. The OMUF security game for a blind signature scheme BS.

Game Blind’é‘s CVE Oracle U1 (i, msggi)) :
par — BS.Setup(1*) If i ¢ {0,1} or sess; # init then return L
bes{0,1} ;b0 < b; by «— 1—b [5€sSi < open v
b s ANTULU2 (54 (st, chl®) « BS.U1(pk, msg!”, mp,)
If ¥ = b then return 1 Return chl®
Return 0 Oracle Ua(i, msggi)) :
Oracle INIT(p~k;7 Mo, M1) : If ¢ ¢ {0,1} or sess; # open then return L
sessp «— init sess; < closed ‘
sess; < init oy, < BS.Ua(st, msgg))
pk < pk If sessp = sess; = closed then
Mo «— Mg ; My < My If oo = L or o1 = L then return (L, 1)
Return (o9, 01)
Return (i, closed)

Fig. 2. The Blind security game for a blind signature scheme BS.

GAME-PLAYING PROOFS. Several of our proofs adopt a lightweight variant of the
standard “Game-Playing Framework” by Bellare and Rogaway [42].

3 The Weighted Fractional ROS Problem

This section introduces and analyzes an unconditionally hard problem under-
lying all of our proofs, which we call the Weighted Fractional ROS problem
(WFROS). It is a variant of the original ROS problem [38,16,18], which, in turn,
stands for Random inhomogeneities in a Quverdetermined Solvable system of lin-
ear equations. While ROS can be solved in polynomial time [17] and its mROS
variant can be solved in sub-exponential time [18], we are going to prove an
exponential lower bound for WFROS.



Game WFROSZ\p :

hid <~ 0 ; Zgn <« I

T — A"3(p)

If 7 & [hid]
Return 0

For each j e J, ) ‘
Aj a;_o) + Zie[z] yi(a§-2171) +c- 045-21))
B; — B]('O) + Zie[e] yi(ﬁj@zfl) - ﬁ](_m))

If Vj € j : (A] = 5jB]' A Bj #* O) then
Return 1

or |J| <€ or Zan # [{] then

-

Oracle H(d&, 8) :

hid « hid +_‘1 .

Qhid < @ 5 Phia < B

Ohia < L

Return dpiq, hid

Oracle S(i, ¢;) :

If ¢ ¢ [(]\Zgn then return L
Yi «—$ Z:

Zon < Zn U {3}

Return y;

Return 0

Fig.3. The WFROS problem. Here, &3 € Z21 which is indexed as @ —
(@@ a9y and § = (B©@,...,p29).

THE WFROS PROBLEM. The problem is defined via the game WFROSZ\p, de-
scribed in Figure 3, which involves an adversary A and depends on two integer
parameters ¢ and p, where p is a prime. The adversary here interacts with two
oracles, H and S. The first oracle allows the adversary to link a vector pair
a, 5 € Z?f“ with a random inhomogeneous part § € Z;‘j — each such query de-
fines implicitly an equation A/B = § in the unknowns Cy,...,Cp and Yy,...,Y,.
A call to S(i, ¢;) lets us set the value of C; to ¢; and set Y; to a random value y;.
The second oracle S(i,-) must be called once for every i € [£]. It is noteworthy
to stress that the ¢;’s can be chosen arbitrarily, whereas the corresponding y;’s
are random and independent.

In the end, the adversary wins the game if a subset of £+ 1 equations defined
by the H queries is satisfied by the assignment defined by querying S. In particu-
lar, we define Adef;mS (A) = Pr [WFROSZ‘F = 1]. Note that it would be possible
to carry out some of the following security proofs using restricted versions of the
WFROS game, but the above formulation lets us handle all schemes via a single
notion.

A Lowger BouND FOrR WFROS. The following theorem, our main result on
WEFROS, shows that any adversary winning WFROS with constant probability
requires Qp = 2(min{,/p, p/f}) queries. (Also, note that all applications of
interest assume ¢ < ,/p.)

Theorem 1 (Lower bound for WFROS). For any ¢ > 0, any prime number
p, and any adversary A playing the WFROS*? game that makes at most Qu
queries to H, we have

Qu(2¢ + Qu)

p—1 '

The proof is given in the next section. To gain some very high-level intuition,
we observe that a key contributor to the hardness of WFROS are values y;,

Advy oo (A)

N

10



which are defined after the c;’s are fixed and hence randomize the A; and B;’s.
Therefore, to satisfy A; = §; - B;, the adversary is restricted in the way it plays.
For example, to satisfy an equation defined by an H query (&;, Ej), the adversary
can pick ¢;’s such that (a;mfl) + cia§21)> =9 (ﬁ;zl*l) + ciﬂj(-zz)) for all i € [£].
Then, the equation A; = 0, B; is satisfied no matter what the y;’s are. Our proof
shows that the adversary has to pick ¢;’s this way — and in fact, it has to follow
even more restrictions. Finally, we show that under these restrictions, no set of
¢ 4+ 1 equations can be satisfied simultaneously.

3.1 Proof of Theorem 1

Let A be an adversary for the WFROS game that makes at most Qg queries to
H. Without loss of generality, we assume that A makes exactly one query (i, ¢;)
to S for each i € [¢] and that A always outputs J < [Qu]-

In the WFROSép game, for each j € [Qu], denote the event W; as

(O) + Z 21 1) +Cz (21)) j 0) + Z IB(ZZ 1) te- 5(21))
1€[4]

(W1)

+ D w8 4 e ) % 0. (W2)

i€[4]

In other words, W is the event that the equation defined by the j-th H query
is satisfied. Then, A wins if and only if | 7| > ¢ and W; occur for each j € J.
Denote W := (|7] > £) A (/\jej Wj) and wo have AdvT(A) = Pr[IW].

To bound Pr[W7], we need notation to refer to some values (formally, random

variables) defined in the execution of the WFROS;}I, game. First, denote as I{(ﬁf
the contents of the set Zg, when the adversary makes the j-th query to H, and
let (&j,ﬁj) be the input of this query to H, which is answered with §;. Also,
let Iﬁ{l)k = [(]\If(ijn)7 i.e., the set of indices i € [¢] for which A has not yet made
any query (i,-) to S when the j-th query to H is made. Further, ¢y, ..., ¢, and
Y1, - .., Ye are the values defined by querying S.

Now, for each j € [Qu], we define the following events:

Event E( ). First, let E be the event that 5( )+ZzeI(]) Yi (5(21 Vg B (2 )
# 0. For each ¢ € I(jn)k, also let Eé ()j 0 be the event that 0452Z by Ci+ 521) #
0 (5;-2%1) +ci ﬁj(-zl)). Finally, let E](-l) = Eilj) v (\/'LE[I(]) 1 Eé’l()j’i)).

unk
Event E](-Q). We denote the event E](Z) as the event where

. j 21 2i—1 2i—1 21
VieZd) al?. g = ofiD . g0 (4)
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Note that events Ej(-l) and E](-2) are, by themselves, not necessarily unlikely — the
adversary can certainly provoke them. However, we intend to show that this has
implications on the ability to satisfy the j-th equation. In particular, we prove
the following two lemmas in Sections 3.2 and 3.3 below, respectively.

Lemma 1. Pr[W; A Ej(l)] < ﬁ%.

Lemma 2. Pr[W; A (— ](.1)) A EJ(-Q)] < pl%l.

. 1
Now, if we denote E(1) := Vjeram Wi A Ej( )) and E® = Vjeram Wi A
(ﬂEj(vl)) A E](-Z)), the union bound yields Pr[E(M] < % and Pr[E®?)] <
%. Our final lemma (proved in Section 3.4) is then the following:

Lemma 3. Pr(W A (=EMW) A (=E®@)] < %'

The three lemmas can be combined to obtain

_ Q20+ Q)

Priw] < Pr[EW] + Pr(E@] + Pr(W A (=EW) A (=E@)] -
b

which concludes the proof. In the next three sections, we prove the three perced-
ing lemmas.

3.2 Proof of Lemma 1

Throughout this proof, let us fix j € [@Qu]. We first define a sequence of ran-
dom variables (Dg, D1, ..., Dy, X1, ..., X;,), where n = ¢ + 1, such that E](l)
implies one of Dy,..., D, is not equal to 0 and Dg + Zke[n] DX, = 0. Fur-
ther, we also ensure that Xj is uniformly distributed over Z;; independent of

(Do, D1,...,Dg, X1,...,Xi_1) for each k € [n] and use this to bound Pr[Ej(-l)].
More concretely:
- Let Do := af” + ¥, 700 ys (af”*l) e afifl))’ X1 = —4;, Dy := B +

Dier Yi (BJ(»%_U +c- ﬂj(Qi))’ and note that Eﬁ) is equivalent to D; # 0.
fin k

- Further, for 1 < k < \I&LL denote iy, € Iﬁil)k as the index such that (i, c;, )
is the k-th query made to S among the indexes in Il(ljn)k and let Xy 41 = yi,,

Disy i a;_mfl) +e .a§2ik) s <ﬁj(‘2ik71) e, _/BJ(_M))’ we have Eél()”k)

occurs is equivalent to Dy41 # 0.
- For |I£Z])k| +1 <k <n,let Dy =0 and X}, be a random variable uniformly
distributed in Z5 independent of (Do, D1, ..., Dk, X1,..., X—1). 5

5 For |I‘(li)k| + 1 < k < n, D, Xi act as placeholders so that we can apply Lemma 4

for an a priori fixed value n instead of a random variable |I(j) |+ 1.

unk

12



Note that Do+ X _, DpXi = a;o) + Zie[é] Yi - (a§2i71) +c - a§-2i)) —0;- (BJ(O)

+Zie[£] i (BJ(_zifl) ¥ .ﬁ](_%))). Therefore, by (W1), we know W) occurs im-

plies Do+ >, D;X; = 0. Thus, the event W; A Ej(»l) implies, in addition, that

one of Dy, ..., Dy is not equal to 0. Then, the upper bound Pr[W; A Ej(»l)] < 1‘%
follows by combining the following lemma® and claim. The proofs of the lemma

and claim are presented in the full version of this paper.

Claim 1 For each k € [n], Xy is uniformly distributed over Z independent of
(D07' . 7Dk:;X1;' . ;Xk—l)'

Lemma 4. Let p be prime. Let Do, Dy,..., Dy, Xy,..., X, € Z, be random
variables such that for all k € [n], X, is uniform over Uy, S Z, and independent
Of (l)o7 e 7Dk7X1; ce an—l)- Then,

n n
. 1
Pr{3ie{0,....,n} : D; #0 A D0+§1Djxj _o] gi; ik
3.3 Proof of Lemma 2
It is easier to introduce a new event F; and show that W; A (— ](-1)) implies

F;. We will then bound Pr[F; A Ej(-z)]. In particular, define the event F} as

vieZdl ol ol - (B 4 BP) =0 (FY)
A p2i-1) | 5(20) 0 F2
A 2 Yi Bj +G 5]‘ #0, ( )

et

and we have the following lemma.
Lemma 5. If W, A (ﬁEJ(-l)) occurs, then the event F; occurs.

We also denote

o e 70 g oV e 1) gD (2i-1)
D] = D) | Zez—unlﬂﬁj #0pru W | ZEIunkWBj = 0,6] #0;.
j j

J

We have |D;| < |{i e YA

unk

2i . j 2i j
B 0y fie TN | B = 0}] = T .
Claim 2 The event F; A E](Z) implies §; € D;.

The proofs of the above claim and lemma are presented in the full version of

this paper. Note that ¢; is generated uniformly at random, independently of D;;,

since the latter is defined by the j-th H query. Therefore, Lemma 5 and Claim 2
- ¥ 2) @) IZihl <

yield Pr{W; A (=E;7) A Ej7] < Pr[F; A Ej7] < Pr[d; e D] < o < 5.

5 Note that Lemma 4 cannot be directly derived from the Schwartz-Zippel lemma
by viewing Do + Z?:1 D;X; = 0 as a polynomial of Xi,...,X,, since we cover
for example the case where Dy, D1, ..., D,, are adaptively chosen, i.e., each D; can
depend on Xi ..., X;_1.
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3.4 Proof of Lemma 3

To conclude the analysis, we introduce yet another event, (). We will show
below that W A (=EM) A (=E®) implies E®), and thus it is enough to upper
bound the probability of E®) occurring. Concretely, F®) is defined as follows
(the definition of the following events F): is given in Section 3.3).

(3)

Event E®). For each J1,J2 € [Qu] and j; < ja, denote the event E(j1 i)

as

. (41) (J2) . (21) p(2i—1) (2i—1) ,(24) (24) p(2i—1) (2i—1) (2i)
Jie Z-u]nlk QVAHE @ .ﬂjl # @y "Bjd N ag, 'ﬂjz # @, 'ﬂjz ’

unk

Denote E') — E®

3
(J1,52) (J1,92) A Fjl " Fj2 and E®) = \/ El( :

J1,J2€[Qul,j1<jz ' (ji.j2)"

To see why the above implication is true, assume that W indeed occurs, but

both EM and E® do not occur. We now fix some j € J. We know W; occurs,

but both Ej(l) and Ej(?) do not occur. In particular, by the definition of EJ@), we

know there exists i € Il(lzl)k such that agzi) . B](?i_l) # 045-%_1) . BJ(-%).

, . @) @) G _
Let i) be the smallest index in V) such that a(m""“)-ﬁ;mmi“ Vo afl’“i“ 2

min unk 7
(27;(1)

B; min)_Since W occurs, we know | 7| > £. Then, since zr(fn)n € Il(i)k c [4] for each
jeJ and |J| > ¢, by the pigeonhole principle, we know there exists ji,j2 € J
such that j; < jo and sznlr)l = zgfrz, ((]31) i)
know both W;, A (ﬁEj(ll)) and Wj, A (ﬁEj(;)) occur, by Lemma 5, we have

F;, and F}, both occur. Therefore, we know E’E?i,m = E((ji),jz) ~n F; A By,

which implies £ occurs. Also, since we

occurs, which implies E®) occurs.

Therefore, we have Pr[W A (=EW) A (=E®)] < Pr[E®)]. We now just
need to bound Pr[E’§§37j2)] for any j; < j».
(3)
. . , (71,72 . 4
WAKY r\Il(lflz such that aﬁl) 75341[3](»121) # 0 and ozi” 7(5]'2[3](»22” # 0. Then, since F},

unk

To gain insight, suppose B’ ) occurs. We can show that there exists i €

Q2D s .ﬂ(2i—1) Q2D s ‘ﬂ(Zi—l)
and Fj, occur, by (F1), it holds that 20— = ¢; = 22 22
" =85, a s —6,,-8;
. J1 7155 J2 72 Pia
However, this can occur with only small probability since d;, and J;, are sampled
independently. The following claim makes this formal. The proof is presented in

the full version of this paper.

Claim 3 For any ji,j2 € [Qu] such that j1 < jo, suppose E®

(ji.ja) OCCUTS.
Let igir be the smallest index in Il(lzlk) N 11(11212 such that ag.?idif) . ﬁj(.lzid‘ffl) +
aﬁidif*l) '/Bj(-fidif) and agidif) 'ﬁj(-jidifil) # Ozgidifil) 'ﬁ](»jid‘f). Then, we have

(2igjr—1) 'y 'B(Zidiffl)
175

olFain) _ 5]-15;121‘]‘”) # 0. Moreover, let T = i1

9 (2iqif) (2igif)
J1 a 2tdi _63'1'5]’1 i

, and we have

(2idif*1)_T_a(_2idif)

B(Zidif—l) _T. Bj(fidif) £0 and 5j2 _ %

g2
i —1 2iqi)
J ,33(_21d;f )_Tﬂ;;d;f)
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Algorithm BS;.Setup(1?) : Algorithm BS;.U;(pk, msg,, m) :

p— 1[Gy X —pk; (AY) < msg,
Let g be the generator of Gy T1,T2 «<$ ZLp ; Y <3 Z;’,‘
Select H: {0,1}* — Z, Y Y7, A gh - A7 Y™
Return par < (p, g, H) d— HA|Y"|m)
Algorithm BS;.KG(par) : € ¢ + 12
(p, 9, H) < par st (6 ¢ym XY )
TesZ¥ ;X < g° Return (st*, c)

p
sk —x;pk— X Algorithm BS;.Ux(st*, msg,) :
Return (sk, pk) (e,c,r1,v,X,Y,A) < st*
Algorithm BS;.S:(sk) : (8,y) — msg,
T—sk; X —g" Ify=0o0rY #XYorg°#A-Y°
asZy,;y st then return L
P Sty ey
st® «— (a,y,x) ; msg; — (A,Y) Return o « (¢, s, 9/)
Return (st®, msg;) Algorithm BS;.Ver(pk,o,m) :
Algorithm BS:1.S»(st®, ¢) : (¢,8,y) «— 0o

If y = 0 then return 0
Y—XY,Ae—g® Y€

If ¢ # H(A|Y | m) then return 0
Return 1

(a,y,7) «— st’
sS<—a+c-y-x
Return msg, < (s,y)

Fig. 4. The blind signature scheme BS; = BS1[G].

Let T and iq;s be the values defined in the above claim. Consider the step when
d0j, is generated. We know the jo-th query to H has been made, and thus &;,
and @-2 are determined. Also, since j; < ja, the ji-th query to H has returned,
and thus @;,, @;,, and J;, are determined. Therefore, we know %qir and 1" are
also determined. Thus, we know d;, is picked uniformly at random from Zj

independent of igs¢, &;,, &j,, le, sz, 0j,, and T'. Then, by the above claim,

2 i 2 i i i
Pr[E/(3) 2di f) 6jlﬁ 2di f) # 0 . 6 (2 dif—1) T (2 dif)
] < 2L 1 2L
(J17J2 21d;f 1) G BJZZdlt) £0 J2 ﬁ( aif =1 _p, ﬁ( dif)
B (21d1f D _pg (2ld.f) a(2id1f) 5]16(2%110 £0
5(21d1f D_. ﬁ(%m) ﬁ(Zldxf 1) _T. /BJQ'Ld,f £0
< ﬁ .

4 Efficient Blind Signatures in the GGM

This section introduces our first scheme, BSq, which relies on a prime-order cyclic
group and a hash function H. We describe this scheme formally in Figure 4.
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Roughly, it extends (blind) Schnorr Signatures by sending an additional group
element Y = XV in the first round. Then, the signer’s final response to challenge
c reveals y along with s = a + cxy. We also note that we could consider a variant
of the scheme where the signature consists of o = (4’,s',y’), where A’ replaces

c.

SECURITY ANALYSIS. First off, we observe that the protocol is blind. We give a
complete proof of the following theorem in the full version of this paper.

Theorem 2. Let G be an (asymptotic) family of prime-order cyclic groups.
Then, the blind signature scheme BS1[G] is perfectly blind.

Our main result shows OMUF security of BS; in the generic-group model
(GGM) following Shoup’s original formalization [8], which encodes every group
element with a random label. To this end, we present in Figure 5 a game describ-
ing a GGM-version of OMUF security for BS;, adapting the one from Section 2.
We also define a corresponding advantage Advggllu[z]ggm(fh A) to measure the
probability that A wins the game. Note that to keep notation homogenous, it
is convenient to allow the game to depend on G, although the game itself only
makes use of the order of the group. The game also models the hash function H
as a random oracle, to which the adversary is given oracle access.

The following theorem states our main result in the form of a reduction to
WPFROS and is proved in Section 4.1.

Theorem 3 (OMUF Security of BS;). Let G be an (asymptotic) family of
prime-order cyclic groups. For any adversary A for the OMUF-GGMBS:1€] \)
game making at most Qr queries to I, QQs, queries to S1, and Qu queries to
the random oracle H, there exists an adversary B for the WFROS;, ,p problem,
where p = |G|, making at most Qu + Qs, + 1 queries to the random oracle H

omuf-ggm f Qs (Qa+2Qu+2Qs; +2) .
such that Advgg 1" (A, A) < Advy °,(B) + (T 0s, 10 where Qg s

the maximum number of queries to @ during the game OMUF-GGM, and we
have Q¢ = Q + 4Qs, + 4.

By Theorem 1, we have the following corollary.

Corollary 1. Let G be an (asymptotic) family of prime-order cyclic groups.
For any adversary A playing game OMUF-GGMBSl[G]()\) making at most Qpy
queries to II, QQs, queries to S1, and Qu queries to the random oracle H, we

omuf-ggm 2Q4(Qae+2Qu+2Qs, +2) _
have Adesl[G]gg (A4, < ép—il-rQsHl +pr)1 , where Qo = Q +4Qs, + 4.

We note in particular that the concrete security of BS; in the GGM is compa-
rable to that of the discrete logarithm problem, in that Q¢ = 2(min{,/p, p/Qu,
p/Qs, }) is necessary to break security with constant probability.

4.1 Proof of Theorem 3

Let us fix an adversary A that makes (without loss of generality) exactly Qp
queries to IT, QJg, queries to Sy, and Qp queries to the random oracle H. Without
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Game OMUF—GGM“B“SI[G]()\) : Oracle S; :

P |Ga|; x s ZF sid «—sid + 1
sid<«—0;0«0;Zan «— J; Cur— & asid <= Lp ; Ysia < Ly
E<0:T<0 StSia < (asid, Ysia)
{(mk, ok) }repes1) s A5 (p, &(1), () msg; < ((asia), P(Ysia))
If 3 ky # ko such that (mg,, 0%, ) = (ma,,ok,) then |Return (sid, msg,)
Return 0 Oracle Sz (i,¢;) :
If 3k € [£+ 1] such that yf =0 If i ¢ [5id]\Zgn then
or cp # H(P(sk — ¢k -y - @) | Py - @) [ mi) Return L
where (ck, Sk, yr) = ok then return 0 (@i, yi) < st
Return 1 Si—ai+¢ yix
Oracle ¢(v) : msg, < (si,Yi)
If v € Cur then return =(v) Ztin < Tin v {i}
Z(v) «s {0, 1}'°®\ = (Cur) b—t+1
Cur « Cur n {v} Return msg,
Return Z(v) Oracle H(str) :
Oracle II(£,€',b) : If T'(str) = L then

T(str) «s Z,

If 3v,v" € Cur such that ¢ = Z(v) and ¢ = Z(v’) then
Return T'(str)

Return (v + (—1)%0")
Else return L

Fig. 5. The OMUF security game in GGM for the blind signature scheme BS;[G].

loss of generality, assume it also makes exactly one query (i,¢;) to Sy for each
i € [@s,]. Then, after A returns, we know ¢ = Qg, and Zg, = [Qs,]- Also, it
is clear that the overall number of queries to @ in OMUF-GGMgg , is at most
Qqﬁ = QH + 4@31 + 4.

We prove the theorem by going through a series of games, from Gamey to
Gamey, where Gamey is the OMUF—GGM“B“S , game and Gamey is an interme-
diate game that enables an easier reduction to WFROS. Here, however, we first
introduce Gamey and Lemma 6 and then discuss the reduction to WFROS,
which is the core of the proof. We leave the definition of the intermediate games
between Gamey to Gamey to the proof of Lemma 6. The game-hopping argument
is non-trivial, but it follows the same blueprint as in [40].

DEFINITION OF Gamey. The pseudocode description of Gamey is given in Fig-
ure 6. The main difference from OMUF—GGM“B“S1 is that the encoding oracle @
takes as input a polynomial instead of an integer in Z,,. (Note that the adversary
cannot query @ directly, and thus this difference is not directly surfaced.) This
essentially captures the algebraic core of our proof.

Also, for a valid query (i,¢;) to Sa, the output values (s;,y;) are directly
sampled uniformly from Z, x Z;’j. Furthermore, when this happens, two polyno-
mials, Ry = A;+¢;-Y;—s; and Ry = Y; —y, - X, are recorded in the set L. Then,
in the encoding oracle @, two polynomials, P, and P,, are considered to differ
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Game Gamey: Oracle Sq :
p — |Ga| sid « sid + 1
sid«—0;4«—0;S—; Cur— msg; < (P(A sia), P(Ysia))
E—0);T<() Return (sid, msg;)
{(mr, o%) trefe41) < ATSUS2H (p (1), B(X)) Oracle Sa2(i, ¢;) :
If 3 k1 # k2 such that (my,,0k,) = (Mky, ok,) then If4 ¢ [51d]\Zan then return L
Return 0 858 Ly ; ys s ZF
If 3 k € [£ + 1] such that y¥ =0 R1<—AZ+C¢Y-—I;¢
or ¢, # H(D(sk — ck - yx - X) | D(yk - X) || ms) Ro — Y; — yiX
where (ck, Sk, Yr) = ok then return 0 L < LU {Ry,Rs)
Return 1 msg, — (56, 9:)
Oracle &(P) : If 3 P, P> € Cur such that
If 3P’ € Cur such that P =1, P’ then P #Prand P, =1 P>
Return = (P’) then abort game
2(P) «s {0, 1}/"°s® N\ =(Cur) Thn < Zan v {i}
Cur < Cur n {P} L—1(+1
Return =(P) Return msg,
Oracle IT(£,€',b) : Oracle H(str) :
If 3P, P’ € Cur such that £ = 5(P) If T(str) = L then
and ¢’ = Z(P’) then T (str) s Zp
Return &(P + (—1)°P’) Return T'(str)
Else return L

Fig. 6. The definition of Games. The symbols P and P’ denote polynomials over
variables X, {A;, Yi}ie[sia]- Also, a new equality notation, “=1”, is used. We say P1 =r,
P if and only if P1 — P» can be represented as a linear combination of polynomials in L.

if and only if P; # P>, where P; = P, means that P; — P, can be generated
as a linear combination of polynomials in L. Still, P; #; P» could occur when
queries Py and P, are made to @, but they becomes equal (in the sense of “=p")
after L is updated. The game aborts when this happens.

Overall, we have the following lemma. The proof is presented in the full
version of this paper.

omuf-ggm A Q3
Lemma 6. Advgg)ior®" (A, A) < Pr{Game;” = 1] + T Ta

ReEDUCTION TO WFROS. The core of the proof is to relate the probability of
the adversary A winning Game, with the advantage of an adversary B winning
the WFROS problem, as stated in the following lemma. The proof is given in
Section 4.2.

Lemma 7. For every A, there exists an adversary B for the WFROSqy, ,, prob-
lem, where p = |G|, making at most Qu + Qs, + 1 queries to H such that

(2Qe +1)(Qu + Qs, +1)
p— Qo '

Pr[Game;' = 1] < Advis™s (B) +

Qs,,p

()
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The statement of Theorem 3 follows by combining Lemmas 6 and 7.

4.2 Proof of Lemma 7

We construct B that interacts with A by simulating the oracles from Game, using
the two oracles S and H in WFROS. In particular, we extract suitable vectors &
and E to query to H in WFROS; i.e., each RO query str is decomposed as str =
4 €Y || m, where €4 and £Y are encodings of group elements. If both encodings
are valid, there must exist P4, PY such that Z(P4) = ¢4 and Z(PY) = ¢¥
; then, B defines two vectors & and E to make a corresponding query to H in
WEFROS. The oracle S is also used to simulate the signer’s second stage. Finally,
when A outputs Qs, + 1 different valid message-signature pairs in Gamey, B
tries to map each valid message-signature pair to a query to H in WFROS. We
show that this strategy succeeds with probability close to that of A succeeding.

THE ADVERSARY B. Specifically, B initializes the variables sid, Cur, Zg,, =, and
T as in Game,. In addition, B initializes an empty table Hid, used later in the
simulation of H.

 Then, B runs A on input (p,é(l),q%()()) and with access to the oracles I1,
S1, Se, and H. These oracles, along with @, operate as follows:

Oracles é, II: Same as in Gamey. In particular, L is updated by calls to S,.

Oracle Slz Same as in Gamey.

Oracle S,: Same as Gamey except that instead of sampling y; randomly, if
i € [sid]\Zgn, B makes a query (i,¢;) to S and uses its output as the value
Y-

Oracle H: After receiving a query str, if T(str) # L, the value T'(str) is re-

turned. Otherwise, str is decomposed as str = ¢4 Y |m such that the
length of ¢4 and ¢ is [log(p)]-

— If there exist P4, PY e Cur such that Z(P4) = ¢4 and 5(PY) = ¢Y,
denote the coefficients of P4, PY as

PA =t + X+ Y aMA+ Y anY, (6)
i€[sid] i€[sid]

PY =394 X+ Y BMA+ D B (7)
i€[sid] i€[sid]
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Then, B issues the query (&, ,§) to H, where @, 3 € ZiQSlH are such that
e
a(i/):<in’ i’ =2i—1, i¢€ [sid]
—ahi ) ' =2i, i e [sid]
0, 0.W.

f_ﬁX =0
) — TﬂYi, z”=2i—1,ie[sid].
phi i =2, i€ [sid]

L0, o.w.

After receiving the output (0piq, hid), B sets T'(str) « dphiq and Hid(str) «—
hid.
— Otherwise, if €4 ¢ T'(Cur) or ¥ ¢ T/(Cur) (or if the decomposition of str is
not possible), B samples T'(str) uniformly from Z, and sets Hid(str) = L.
Finally, B returns 7T'(str).

After A outputs {(mj,0})}re(qs, +1), B aborts if the signatures are not valid,
i.e., one of the following conditions is not satisfied:

Vki, ko€ [Qs, +1]and ky # ky = (mf,, 0% ) # (mf,,0%,) (9)

VEe[Qs, +1] : yf #0 A ¢f = H(str}), (10)

where (cf, s¥,y¥) = o and str} = &(s¥ — ¢ -y - X) | Dy} - X) | m¥. (Here, H
and @ are the oracles described previously.) Further, B aborts if the following
condition does not hold:

VkelQs, +1] : Hid(str}) = L. (11)

Otherwise, B outputs J := {Hid(str})}re[qs, +1]-

ANALYSIS OF B. Note that B queries to H at most once when it receives a query
to H and makes s, + 1 more queries to H when checking the validity of the
output. Therefore, B makes at most Qu + Qs, + 1 queries to H. Also, it is clear
that B simulates oracles S1, Sy in Gamey perfectly. For the simulation of H, the
only difference is that the distribution of dy;q outputting from H in WFROS is
uniformly over Zj, where in Gamey it is always uniformly from Z,. However,
the statistical distance between the two distributions is 1/p. Since B makes at
most Qu + s, + 1 queries to H, the statistical difference between the view of A
in Game, and that in the one simulated by B is bounded by (Qu + @s, + 1)/p.

Denote the event E; such that when B checks the output from A, both (9) and
(10) hold. As these are exactly the winning conditions of Game,, which is simu-
lated statistically closed to perfect, we have Pr[E;] + % > Pr[Game;' =

1]. Also, let E5 be the event for which the condition (11) holds immediately
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afterward. If E» does not happen, but E; does, then we know A outputs a valid
message-signature pair (mj, o)) such that Hid(str}) = L, which is unlikely to
happen. The following formalizes this.

Claim 4 Pr[E; A (—E3)] < —QQSB(gzggSIH).

Then, we can conclude the proof with the following claim.

Claim 5 If both Ey and Eo happen, then B outputs a valid WFROS solution

J, which in turn implies that Pr[E1 A Es] < Advgzrﬁi,(l?),

The proofs of the above two claim are presented in the full version of this paper.

5 Efficient Blind Signatures in the AGM

We now present schemes that are secure in the algebraic group model (AGM) [10].
This model considers security for algebraic adversaries - these are adversaries
that, when used within a reduction, provide a representation of any group ele-
ment they output in terms of all prior group elements input to the adversary. (We
dispense with a more formal definition since the use of the AGM is self-evident
in our proofs.)

5.1 A Protocol Secure under the DL Assumption

In this section, we introduce a scheme, which we refer to as BSs3, that relies on
the hardness of the (plain) discrete logarithm (DL) problem, which is formal-
ized in Figure 8. In contrast to BS;, our new scheme (described in Figure 7)
requires an extra group element Z in the public key, and the commitment XY
in is replaced by ¢‘Z¥. (This will necessary result in an additional scalar in
the signature.) However, one could generate Z as an output of a hash function
(assuming the hash function is a random oracle, which we assume anyways),
although, interestingly, our proof for BSz will show that blindness holds even
when Z is chosen maliciously by the signer (who may consequently also know
its discrete logarithm). We also present a slightly simpler alternative protocol,
called BSs, in the full version of this paper, that avoids the need of such an extra
group element, at the cost of relying on the hardness of a stronger assumption,
the one-more discrete logarithm (OMDL) problem. (Needless to say, a scheme
based on DL only is seen as more desirable than a scheme based on the OMDL
assumption [43].)

The additional group element Z will in fact allow us to develop a partially
blind version of BS3, which we refer to as PBS, which we discuss in Section 6
below. We note that in fact all results about BS3 can be obtained as a corollary
of our analysis of PBS, because a blind signature scheme is of course a special
case of a partially blind one. However, we are opting for a separate presentation,
as the main ideas behind the reduction are much simpler to understand in (plain)
BSs, and the proof of PBS adds some extra complexity (in particular, in order
to obtain a tighter bound), which obfuscates the main ideas.
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Algorithm BS3.Setup(1?) :
p < [Gal; g < 9(Gn)
Select H : {0,1}* — Z#
Return par < (p, G, g, H)

Algorithm BS3.KG(par) :

(p, G, g, H) < par
Ts$Zp; X —g° ; Z 3Gy
sk —z ; pk — (X, 2)
Return (sk, pk)

Algorithm BS3.S1(sk) :
z— sk ; X «g°
a,t«—sZy ; y<—$Z;’f
A—g®C—g'zv

Sts - (aﬁy?tvm) ) msgl - (A7C)
Return (st®, msg;)
Algorithm BS3.Sx(st’, ¢) :
If ¢ = 0 then return L
(a7 y? t? x) <~ Sts
sS<—a+c-y-x

Return msg, < (s,y,t)

Algorithm BSs.U;(pk, msg,, m) :

X < pk; (A, C) < msg,

T1,T2 <8 Zp 5 Y1, Y2 <—$Z;<

A — g . A/2 (O — CMgT?

¢ HA'|C'|m)

cc -

st « (¢, ¢, 1,72, 71,72, X, Z, A, C)
Return (st“, ¢)

Algorithm BSs.Uz(st*, msg,) :

(0’0177‘1’7‘27’7177%X,Z7A7C) « st

(5,9,1) < msg,

Ify=0o0rC#g"'Z%or g° # A- XY
then return L

s« (m/72) - s+ 11

Y —y-y;t —y-t+r

Return o « (c,s',y,t)

Algorithm BSs.Ver(pk,o,m) :

(¢c,s,y,t) — 0o

If y = 0 then return 0
Ce—g'Z¥; Ae—yg* - XY

If ¢ # H(A | C' | m) then return 0
Return 1

Fig. 7. The blind signature scheme BS3 = BS3[G].

SECURITY ANALYSIS. The following theorem establishes the blindness of BSs.
(Its proof is presented in the full version of this paper.)

Theorem 4. Let G be an (asymptotic) family of prime-order cyclic groups.
Then, the blind signature scheme BS3[G] is perfectly blind.

The core of the analysis is once again a proof that the scheme is one-more
unforgeable in the AGM, i.e., we only prove security against algebraic adver-
saries. In particular, we model the selected hash function as a random oracle H,
to which the adversary is given explicit access.

Theorem 5. Let G be an (asymptotic) family of prime-order cyclic groups. For
any algebraic adversary Aag for the game OMUFBSs[€] (A\) making at most Qs,
queries to S1 and Qu queries to the random oracle H, there exists an adversary
Balog for the DLog problem running in a similar running time as Aag such that

AdVEEE (Aaig, ) < 2AdVE" (Bjog, ) + (@ tU@uas@e 1)

Proof (of Theorem 5). Let us fix an adversary Aajg that makes at most Qg,
queries to S; and Qg queries to the random oracle H. Without loss of generality,
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Game DLogé()\) :

p<—[Gal; g g(Gx) ; X <Gy
Y A(p,va/\’X)

If ¥ = X then return 1

Return 0

Fig. 8. The DLog game.

‘Aa
Game OMUFBS;%G]()\):
P—ICxl5 9 —9(Gr) sz sZp; X —g"; Z <Gy
sid—0;0<—0;Zan<— ;T (); hid0; Hid « ()
{(mif, o Yreperr) < A" (p, 9, G, X, Z)
If 3 k1 # k2 such that (mjf , o} ) = (my,,0F,) then
Return 0
If 3k € [+ 1] such that yf =0
% sk —c*~y* i y* %k
or ¢l # H(g% X7k | g' Z% [[my)
where (¢}, s¥,yf,tF) = off then return 0
Return 1
Oracle HA||C'|m) :
If T(A|C|m) = L then
T(A|C|m)—sZy
hid « hid + 1 ; Hid(A | C | m) < hid
N X .7 WA ~aCi
/ AzgagXa z% Hie[sid] AT G
39 5% 32 GA: 5Cs
/ ngﬁgXﬁ z° Hie[sid] A? Ciﬁ
Stia <« T(A[C | m) ; Guia < @ ; Pria < B
Return T'(A || C||m)

Oracle Sy :

sid «—sid + 1

Gsid, tsid < Zp

Ysiad <5 L)

stiia < (Gsid, Ysid, tsid)
Agiq — gaSid

Caiq «— gtsid ZYsid
msg; < (Asia, Csia)
Return (sid, msg; )

Oracle Sz (1, ¢;) :
If ¢ ¢ [sid]\Zgin
or ¢; = 0 then
Return L
(ai,yi ti) < sti
Si Qi +Ci " Yi T
msgy < (si,Yi, ti)
Ztin < Lsin U {i}
{—0+1
Return msg,

Fig. 9. The OMUF security game for the blind signature scheme BSs[G].

assume A, makes exactly Qg, queries to S; and exactly one query (4, ¢;) to So
for each ¢ € [Qs, ]. Then, after A, returns, we know ¢ = Qs, and Zg, = [Qs, |.

The OMUF’;S"‘;TG] game is formally defined in Figure 9. In addition to the

original OMUF game (defined in Figure 1), for each query (A | C|m) to H, its
corresponding hid is recorded in Hid(A | Y | m), and the output of the query is
recorded as dniq. Also, since A,j, is algebraic, it also provides the representations

of A and C, and the corresponding coefficient & and B are recorded as &hid and
Bhid-

Denote the event WIN as A,j; wins the OMUF?S“:*[G]
message-signature pairs {mZ,UZ‘}ke[Qs1+1] are distinct and valid. Furthermore,

game, i.e., all output
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let us denote str} := gk X =i || gtz | my. We let E be the event in the
OMUF ’345‘:‘;‘{[@] game for which, after the validity of the output is checked, for each
k€ [Qs, + 1] and j = Hid(str}),” the following conditions hold:

OAé;(— Z yi'Ci%Sé;-\i:—(Sj'y;:, (12)
ie[Qs, ]
B+ X wi B =uk. (13)
iE[Qsl]

Since Adv%rsn;[fg] (Aaig, A) = Pr{WIN] = Pr[WIN A E]+ Pr[WIN A (—E)],
the theorem follows by combining the following two lemmas with Theorem 1.

Lemma 8. There exists an adversary Bytros for the VVFROSQSl p problem mak-
ing at most Qu+Qs, +1 queries to the random oracle H such that Advggrl‘i;(l?wfros)
= Pr[WIN A E].

Lemma 9. There exists an adversary Baiog for the DLog problem running in a
similar running time as Aug such that Adva®® (Baiog, \) = iPr[WIN A (—E)].
m]

The proof of Lemma 8 is presented in the full version of this paper, which is
similar to the proof of Lemma 7.

5.2 Proof of Lemma 9

Proof. We first partition the event WIN A (—E) into two cases. Denote Fj as
the event in the OMUF“BL‘S";g[G] game that there exists k € [Qs, + 1] such that
(12) does not hold, and denote F» as the event that there exists k € [Qs, + 1]
such that (13) does not hold. Then, if E' does not occur, we know either F; or
F, occurs. Therefore, we have WIN A (—E) = (WIN A Fi) v (WIN A F;).

We then prove the following two claims.

Claim 6 There exists Bé?gg for the DLog problem running in a similar running

time as Aag such that PrfWIN A Fi] < Advélog(Bé?gg, A).

Claim 7 There exists B((ﬁ())g for the DLog problem running in a similar running

time as Aalg such that Pr[WIN A Fp] < /—\dvgog(ngg, A).

From the above two claims, we can conclude the lemma by construct the adverary

Balog that runs either B((i?())g or Bfﬁgg with 1/2 probability. m

Proof (of Claim 6). We first give a detailed description of Bé?gg playing the
DLogg game.

" Here, Hid(str) must be defined since a query strf is made to H when checking the
validity of the output (m}, o).
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THE ADVERSARY Bé(l)()) Initially, B((ﬂog mitializes sid, Zgn, ¢, T, hid, and Hid as

described in the OMUFBS“I‘g[G] game. After BY

samples z uniformly from Z, and sets X « W,Z « g¢°.

dlog receives (p, g, Gy, W) from the

DLogg game, BY
Then, Bdlog

SQ, and H. These oracles operate as follows:

dlog
runs Aajg on input (p, g, Gy, X) and with access to the oracles Sy,

Oracle S;: Bdlog samples sgiq, tg;q uniformly from Z, and y;; unifomly from Z
and sets Agyq = ¢ X~ Yeia and Cyq = g tsa. Then, Bdlog returns (sid, Agiq, Csid)-
Oracle Sy: Same as in the OMUFjg ’lg | game if ¢ ¢ [sid]\Zg or ¢; = 0. Other-

wise, after receving a query (%, cz) to Sg from Aaig, Byjo, S€ts yi < yi/c; and

B
dlog
t; < ti —y; - z. Then, B((l?())g returns (s;, ¥;,t;) to Aalg.

Oracle H: Same as in the OMUF?:S"‘?[G] game.
After receiving the output {(m},o})} ke[Qs, +1]» B((ﬂ()) aborts if the event WIN A
Fi does not occur.

It is clear that Bék))g simulates the OMUFg alg [c] game perfectly. Therefore, it

is left to show that if the event WIN A F} occurs within the simulation, Bé?gg
can compute the discrete log of X, which equals to W.

Suppose WIN A Fj occurs. There exists k € [Qs, + 1] and j = Hid(str})
such that (12) does not hold. Since Hid(str}) = j and J; = ¢}, we have

gS:X Jyk—gkX ckyk—gJXaZa nA CJ. (14)
1€[sid]

Similar to the preceding case, since Bdlog knows the discrete log of Z as z and
(12) does not hold, by substituting A; = g5 X ¥ C; = gtiZ¥%, and Z = ¢*
into (14), B((i?())g can compute the discrete log of X as

A
Z.z— Zze[Qg]( 31—|—oz (i +yi-2))
0F = iejqs, Vi € - & + 05y

O

The proof of Claim 7 is presented in the full version of this paper, which is
analogous to the proof of Claim 6.

6 Partially Blind Signatures
This section presents our partially blind signature scheme, PBS, which is detailed

in Figure 10. The scheme builds on top of the BS3 scheme by replacing the extra
generator Z contained in the public key with the output of a hash function F
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Algorithm PBS.Setup(1?) :

p < [Gal; g < 9(Gy)

Select H : {0,1}* — Z#
Select F : {0,1}* — G
Return par «— (p,Gx, g, H,F)

Algorithm PBS.KG(par) :
(p,Gx, 9, H, F) « par

€Tr «<$ Zp 5 X «— gx

sk —x;pk— X

Return (sk, pk)

Algorithm PBS.S;(sk, info) :

z «— sk ; X « ¢° ; Z < F(info)
a,t «—sZy ; y<—sxsZ;<

Aeg® i Ceg'zY

st® < (a,y,t,x) ; msg; « (A,C)
Return (st®, msg;)

Algorithm PBS.S»(st%, ¢) :

If ¢ = 0 then return L

(a7 y? t? m) “« Sts

S—a+c-y-zx

Return msg, < (s,y,t)

Algorithm PBS.U;(pk, msg,,info,m) :

X «—pk; (A, C) <« msg, ; Z — F(info)

1,72 <8 Lp 3 V1,72 <8 Ly

A — g . A /r2 (O — CMgT?

¢« H(info| A" | C" | m)

ce—c 7

st « (C, CI7T177'2771,727X7 Z: A7 C)

Return (st“, ¢)

Algorithm PBS.Ux(st*, msg,) :

(C, Cl,Tl,T2,717’YQ,X, Z7A7C) « st

(5,9,1) < msg,

Ify=0o0rC#g"'Z%or g° # A- XY
then return L

s’ (m/r2) s+mn

Y —y-y;t —y-t+r

Return o « (c,s',y,t)

Algorithm PBS.Ver(pk, info, o, m) :

X <« pk ; Z < F(info) ; (¢, s,y,t) — o
If y = 0 then return 0

Ce—g'ZV; Ae—yg*- XY

If ¢ # H(info | A||C | m) then return 0
Return 1

Fig. 10. The partially blind signature scheme PBS = PBS[G].

(also modeled as a random oracle in the OMUF proof) applied to the public
input info. We do not formally redefine the syntax of partially blind signatures,
but we note that it simply extends that of blind signatures by adding the extra
input info € {0, 1}* to the signer, the user, and the verification algorithm.

BLINDNESS. We first study the blindness of PBS. The PBlindjgs game is defined
in Figure 11. The only difference between PBlind and Blind is that initially,
the adversary A also picks a public information info and interacts with PBS.U;
and PBS.U; for signing (info,mg) and (info,m;). Denote the advantage of the
adversary A as AdvBoe" (A4, \) := ‘Pr[PBlindéBS()\) = 1] — 1|. We say a partially

blind signature scheme PBS is perfectly blind if and only if AdvBaa"!(A) = 0 for
any A.

Theorem 6. Let G be an (asymptotic) family of prime-order cyclic groups. The
partially blind signature scheme PBS[G] is perfectly blind.

Since the algorithm PBS.U; and PBS.U, are almost the same as BS3.U; and
BS3.U,, we can use a proof similar to the one for BSs (Section 5.1) to show
PBS[G] is perfectly blind. The only difference is that in BS3, Z is given in the
public key, while in PBS[G], Z is given by F(info).
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Game PBlindgs()) : Oracle Uy (i, msg") :
par «— BS.Setup(1*) If ¢ ¢ {0,1} or sess; # init then return L
bes{0,1} ;b0 < b; by« 1—b |5€SS; < open _
b s ANTULU2 (54 (st¥, chl®) — PBS.U1(pk, msg\", info, ms, )
If b = b then return 1 Return chl®
Return 0 Oracle Uy (i, msgl”) :
Oracle INIT(pk, info, mig, 1711) : If ¢ ¢ {0,1} or sess; # open then return L
sessp «— init sess; «<— closed _
sess; < init oy, < PBS.Ux(st}, msgg))
pk — pk If sessy = sess; = closed then
info « info If 6o = L or o1 = L then return (L, 1)
Mo < Mo ; M1 < M1 Return (oo, 01)

Return (¢, closed)

Fig. 11. The PBlind security game for a partially blind signature scheme PBS.

OMUF SECURITY. We next study the OMUF security of PBS. Note that the
definition must also be adjusted: The main difference is that the adversary wins
as long as it can produce ¢ + 1 valid message-signature pairs for some info for
which it has run only ¢ signing sessions, regardless of how many signing sessions
are run with info’ # info (i.e., their number could be higher than £). We present
the corresponding game for the specific case of the scheme PBS and prove the
following theorem in the full version of this paper.

Theorem 7. Let G be an (asymptotic) family of prime-order cyclic groups. Let
Aaig be an algebraic adversary for the game OMUEFEPBSICN () such that for each
public information info, makes at most Qg, queries to S1 and Qu queries to the
random oracle H that start with info. Also, let the total number of distinct public
information info’s queried by Aaiz to S1 be bounded by Qinto- Then, there exists
an adversary Baog for the DLog problem running in similar running time as

. . 2
Aalg such that Advgréusl[fm (Aalg>>\) < 2Advélog(6dlog; )\) + Q.nfo(er+p352151 +1) +2.

The proof is very similar to that for BS3 except we need to additionally
perform a hybrid argument over queries to F, guessing which info will be the one
leading to a one-more forgery. However, we need to work harder here to ensure
the discrete logarithm advantage does not scale with Qjnfo-

We also note that we have no argument supporting the fact that the information-
theoretic term in Theorem 7 is tight and the inclusion of info in H is necessary.
However, a tighter analysis appears to require studying a more general version
of WFROS. We leave this to future work.
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