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Abstract. In 1992, Zheng, Pieprzyk and Seberry proposed a one-way
hashing algorithm called HAVAL, which compresses a message of arbi-
trary length into a digest of 128, 160, 192, 224 or 256 bits. It operates
in so called passes where each pass contains 32 steps. The number of
passes can be chosen equal to 3, 4 or 5. In this paper, we devise a new
differential path of 3-pass HAVAL with probability 2711*, which allows
us to design a second preimage attack on 3-pass HAVAL and partial
key recovery attacks on HMAC/NMAC-3-pass HAVAL. Our partial key-
recovery attack works with 2'22 oracle queries, 5 - 232 memory bytes and
29 3_pass HAVAL computations.

Keywords : HAVAL, NMAC, HMAC, Second preimage attack, Key recovery
attack.

1 Introduction

In 2004 and 2005, Biham et al. and Wang et al. published several important
cryptanalytic articles [1,2,12-15] that demonstrate efficient collision search al-
gorithms for the MD4-family of hash functions. Their proposed neutral-bit and
message modification techniques make it possible to significantly improve pre-
vious known collision attacks on MD4, MD5, HAVAL, RIPEMD, SHA-0 and
SHA-1 [3,9,10, 17], including the second preimage attack on MD4 which finds a
second preimage for a random message with probability 2756 [18].

There have also been several articles that present attacks on NMAC and
HMAC based on the MD4 family. In 2006, Kim et al. first proposed distin-
guishing and forgery attacks on NMAC and HMAC based on the full or re-
duced HAVAL, MD4, MD5, SHA-0 and SHA-1 [7] and Contini and Yin pre-
sented forgery and partial key recovery attacks on HMAC/NMAC-MD4, -SHA-0,
-reduced 34-round SHA-1 and NMAC-MD5 [4]. More recently, full key-recovery
attacks on HMAC/NMAC-MD4, reduced 61-round SHA-1 and NMAC-MD5
were proposed in FC 2007 [8] and in CRYPTO 2007 [6].
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The motivation of this paper is that 1) there are strong collision producing
differentials of HAVAL for collision attacks [10, 11], but no differential of HAVAL
has been proposed for second preimage attacks, and 2) there are distinguish-
ing/forgery attacks on HMAC/NMAC-HAVAL [7], but no key-recovery attack
has been proposed. This paper investigates if 3-pass HAVAL and HMAC/NMAC-
3-pass HAVAL are vulnerable to the second preimage and partial key recovery
attacks, respectively. (After our submission, we learned that Hongbo Yu worked
independently for her doctoral dissertation [16] on partial key recovery attacks
on HAVAL-based HMAC and second preimage attack on HAVAL).

The cryptographic hash function HAVAL was proposed by Y. Zheng et al. in
1992 [19]. It takes an input value of arbitrary length and digests it into variant
lengths of 128, 160, 192, 224 or 256 bits. In this paper, we present a new second
preimage differential path of 3-pass HAVAL with probability 27 % and devise
a second preimage attack on 3-pass HAVAL, and a partial key recovery attack
on HMAC/NMAC-3-pass HAVAL with 222 oracle queries, 5 - 232 memory bytes
and 299 3-pass HAVAL computations.

This paper is organized as follows. In Section 2, we describe HAVAL, HMAC,
NMAC, and notations. Next, we present a second preimage attack on 3-pass
HAVAL in Section 3 and apply it to recover a partial key of HMAC/NMAC-3-
pass HAVAL in Section 4. Finally, we conclude in Section 5.

2 Preliminaries

In this section, we give a brief description of the HAVAL hash function, the
HMAC/NMAC algorithms and notations used in the paper.

2.1 Description of HAVAL

HAVAL produces hashes in different lengths of 128, 160, 192, 224 and 256 bits.
It allows that users can choose the number of passes 3, 4 or 5, where each pass
contains 32 steps. It computes the hashes in the following procedure:

— Padding: an inserted message is padded into a multiple of 1024 bits.

— Compression function H: let M°, M ... M*® be 1024-bit message blocks
and each M* consists of 32 32-bit words, that is, M = M¢§||M{||--- || Mi,,
where M ; is a 32-bit word.

e ho = H(IV,M°), where IV is the initial value.
o hy = H(hg, M'),---  hy = H(hs_1, M")
— Output of HAVAL: H,

The HAVAL compression function H processes 3, 4 or 5 passes. Let Fy, F5,
F3, F; and F5 be the five passes and (D;,, M) be the input value of H, where
D;,, is a 256-bit initial block and M is a 1024-bit message block. Then the output
of the compression function D,,; can be computed in the following way.
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Ey = Diyn, By = F1(Eo, M), Ey = Fo(Ey, M), Es = F3(Ey, M);
Ey = Fy,(E5,M) (pass =4,5), E5 = F5(E4, M) (pass =5);

EsH Ey, pass =3
Doy =< E,HE,, pass=4
EsBEy, pass=25

o [ o [ o [ o [ o [ o | & | o

Fig. 1. i-th step of HAVAL hash function

Fig. 1 shows the i-th step of HAVAL, where a; represents the updated 32-
bit value of the i-th step. Let a 1024-bit message block M be denoted M =
Mo|| M| - - || M30]| M31, where M; (i = 0,1,---,31) is a 32-bit word, then the
orders of the message words in each pass are as in Table 1.

Each pass employs a different Boolean function f; (i = 1,2,3,4,5) and a
different permutation function. The following f; is used in pass i:

f1(xe, x5, T4, T3, T2, 1, T0) = T124 D T2x5 B T3T6 D Tox1 D X0
Jo(26, T5, T4, T3, T2, T1,T0) = T1T223 O ToT4Ts O T102 S 124 D
ToTe D T3x5 @ T4x5 D Tox2 D X0
f3(w6, T5, 4, T3, T2, T1,T0) = T1T2x3 B 124 B T2T5 B T3T6 B ToTz B To
fa(xe, x5, T4, T3, T2, T, T0) = T1X203 B T224%5 B T3T4%6 B T124 B ToTe @
T3%4 © T3T5 D X326 B XaTs5 O TaTs D Toxa B To

fs(z6, x5, Ta, T3, T2, T1,T0) = T1T4 B T2T5 B T3Te P Tex1T2T3 P ToLs B To

Let ¢;; be the permutation function of the j-th pass of the i-pass HAVAL.
Table 2 shows the ¢; ; used in each pass. In each step, the updated value a; is
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Table 1. Orders of message words

01 23456 78 9101112131415
16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31
51426181128 7 16 0 232022 1 10 4 8
30 3219172429 6 19121513 2 253127
19 9 4 202817 8 222914 2512 24 30 16 26
31157 3 1 0282713 6 21102311 5 2
244 0142 72823266 3020182519 3
22113121 8 27129 129 5 1517101613
27 3 21261711202919 0 12 7 13 8 3110
5 9143018 6 2824 2 231622 4 1 2515

Passl

Pass2

Pass3

Pass4

Passb

computed as
a; = (a;—g > 11) B (f(p(ai—7,ai—6, - ,a;-1)) > T7)BM; BC,

where X > i is the right cyclic rotation of X by ¢ bits, and C' is a constant.

Table 2. ¢; ; used in each pass

permutations“xe T5 T4 T3 T2 T1 To

V3,1 T1 XTo T3 T5 Te T2 T4
©3,2 T4 T2 T1 To T5 T3 Te
3,3 T T1 T2 T3 T4 T5 To
V4,1 T2 Te T1 T4 T5 T3 Lo
P4,2 T3 Ts5 T2 To T1 Te T4
4,3 T1 T4 T3 Te To T2 T5
©Y4,4 Te T4 To Ts5 T2 T1 T3
5,1 T3 T4 T1 To T5 T2 Te
©5,2 Te T2 T1 To T3 T4 T
$5,3 T2 e o T4 T3 T1 Ts
©5,4 T1 T5 T3 T2 To T4 Te
©5,5 T2 T5 To Te T4 T3 T1

2.2 Description of HMAC/NMAC

Fig. 2 shows NMAC and HMAC based on a compression function f which maps
{0,1}" x {0,1}® to {0,1}". The K; and K, are all n-bit keys and the K =
K||0°=", where K is an n-bit key. The opad is formed by repeating the byte
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‘0x36’ as many times as needed to get a b-bit block, and the ipad is defined
similarly using the byte ‘Ox5c’.
Let F : {IV} x ({0,1}*)* — {0,1}" be the iterated hash function defined
FIV, MY|M?||---||M®) = f(--- f(f(IV, M), M?)--- , M), where M’ is a
b blt message. Let g be a padding method, g(z) = .Z‘||10t”bll’l64( ), where ¢ is
the smallest non-negative integer such that g(z) is a multiple of b and bin;(x)
is the i-bit binary representation of . Then, NMAC and HMAC are defined as
follows:

NMACk, k,(M) = H(K2, g(H (K1, g(M))))
HMACk (M) = H(IV, g(K @ opad||H(IV, (K @ ipad||M)))).

M1 M2 Ms
h1 2 hs-l
padding
f hs+1
K 6 ipad M! Ms
hl h s-1
padding

K @ opad

\\
v— f f heo

Fig. 2. NMAC and HMAC

2.3 Notations

Let M and M’ be 1024-bit messages such that M = My||Mi]| - - - ||Ms1 and M’ =
M| M| -+ || M}y, where M; (i = 0,1,2,---,31) and M} (j =0,1,2,---,31) are
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32-bit words. We denote by a; (resp., a}) the updated value of the i-th step using
the message M (resp., M'). Let ¢; (resp., t}) be the output value of the Boolean
function of the i-th step using the message M (resp., M’). The j-th bits of a;
and t; are denoted a;; and t; ;. Additionally, we use several following notations
in our attacks, where 0 < j < 31.

- al[]] ;5 = 0,&177 - 1
— - j]:a” Laj,; =0,
/
g O,tzlj 1,
— ti[— ]] Lt; ;=0.

3 Second Preimage Attack on 3-Pass HAVAL

In this section, we show how to construct a second preimage differential path
of 3-pass HAVAL. Using this differential path, we find a second preimage of 3-
pass HAVAL with probability 27114, i.e., for a given message M, we find another
message M’ with probability 2114 satisfying H(M) = H(M'), where H is 3-pass
HAVAL. Our differential path of 3-pass HAVAL is stronger than the previous
ones [7,9,11,12] against the second preimage attack.

3.1 Second Preimage Differential Path of 3-Pass HAVAL

Let two 1024-bit message blocks M = Mo|| My||Mz|| - - |[M31 and M" = M| M|
M| -~ || My satisfy M; = M/ for ¢ = 0,1,---,21,23,24,--- ,31 and Mas @
M}, = 231, Then we can use these two messages to construct a second preimage
differential path of 3-pass HAVAL with probability 274, Table 3 shows our
second preimage differential path of 3-pass HAVAL, which has been constructed
as follows.

First of all, from the message pair we get the input difference to the 23-rd step
(Aais, Aays, Aarr, Aarg, Aarg, Aagg, Aagy, Aazz) = (0,0,0,0,0,0,0,a2(31]) if
a condition age 31 = 0 holds. Recall that (a;—s, ai—7,- - ,a;—2,a;—1) is the input
state to the i-th step. We assume that the output differences of the Boolean
functions from the 23-rd step to the 36-th step are all zeroes. Then we can
obtain the input difference to the 37-th step is (0,as0[20],0,0,0,0,0,0). It is
easy to see that the required assumption works if several conditions hold in
our differential, which we call sufficient conditions. For example, consider a dif-
ference Atgy. The input difference to the 24-th step is (Aayg, Aai7, Aars, Aayg,
Aasg, Aazy, Aaga, Aaszz) = (0,0,0,0,0,0,a22[31],0). The permutation is ¢(zg, 5,
X4, %3, T2, T1,To) = (21, To, T3, T5, Te, T2, £4) and the Boolean function is f(xg, x5,
X4, X3, T2, T1,Lo) = T1Z4 D Toxs O T3xe ® Tor1 O xo in the 24-th step. Thus,
flo(ze, x5, 24, T3, T2, T1,T0)) = Taxs DxexoDT5x1 Dryxe By and the most sig-
nificant bit of the output of the Boolean function in the 24-th step is az9 31a21,31P
a17,31023,31 D a18,31022,31 D G19,31021,31 D a1931. If a15,31 = 0, then the difference
of agg 31 does not have effect on the output difference of the Boolean function
and thus Aty = 0. Thus, a15,31 = 0 is one of the sufficient conditions. We show
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Table 3. Second preimage differential path of 3-pass HAVAL
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in Table 5 of appendix all the sufficient conditions which satisfy our differential
path .

In order to compute the probability that a message M satisfies the sufficient
conditions listed in Table 5, we need to check the dependency of the conditions.
To make the problem easier we first solve and simplify the conditions. In this
process we may reduce the number of the sufficient conditions. Consider the
conditions on the 20-th bit from the 31-st step to the 37-th step in Table 5.

31-st step : azo,20 = 0, ag4,20 =0

32-nd step : a29,20a26,20 P 28,20 P G29,20 = 0

33-rd step : as1,20027,20 © a32,20 ® azi,20 = 0

34-th step : a3 20a28,20 D a28,20  az2,20 = 0

35-th step - a29.20 = 0

36-th step : ags,20a32,20 D a34,20033,20 D 32,20 D a31,20 D azs,20 =0
37-th step : azi,20 = 0, @33,20a35,20 D A36,20034,20 P A35,20034,20 = 0

N oE e

In the 32-nd step, we can simplify the condition to ags20 = 0 by inserting
the value azg 90 = 0 which is the condition in the 35-th step. Using this con-
dition agg 20 = 0, we can obtain asz 2o = 0 in the 34-th step. This simplified
condition asz 20 = 0 and the 37-th step condition asj 20 = 0 make the 33-rd
step condition always hold. Moreover, the 36-th step condition is simplified to
a34,20033,20 D 43520 = 0 due to the conditions a31,20 = 0 and a32,20 = 0. Fol-
lowing is the simplified conditions for steps 31-37 (note that the number of the
sufficient conditions is reduced from 9 to 8 by solving the conditions):

. 31-st step : azo,20 = 0, a24,20 =0

. 32-nd step : a2g,20 =0

. 33-rd step : no condition

. 34-th step - as32.20 = 0

. 35-th step - a29.20 = 0

. 36-th step : az4,20a33,20 © a35,20 = 0

. 37-th step : azi,20 = 0, az3,20a35,20 D a36,20034,20 © @35,20034,20 = 0

~N O Uk W N

Table 6 in appendix collects all the simplified conditions for those of Table
5. We notice that the number of the sufficient conditions listed in Table 6 is 112,
which seems to make the probability that a message satisfy all these conditions
is 27112, However, it is not 2712, but approximately 27 ''4. This is due to the
fact that there are still dependencies in some conditions. For example, consider
the conditions on the 13-th bit from the 38-th step to the 41-st step in Table 6.

1. 38-th step : azs 13 = 1, a34,13032,13 D a3s,13 = 0
2. 39-th step : as3 13 # ass.13

3. 40-th step : asa 13 # az9.13

4. 41-st step : a40,13035,13 D a3s5,13 D asg,13 = 1

These 5 conditions do not hold with probability 27°, but with probability 273 1%.
The reason is as follows. The probability that the condition asg 13 = 1 is satisfied
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is 27 1. Table 4 lists all the possible values of a32,13, 034,13 and ags,13 which satisfy
4

a34,13032,13 D ass,13 = 0. The probability that this condition holds is %(: )
according to Table 4. In the 39-th step, the probability that ass 13 # ass13 is
satisfied is 27! since ass,13 is used only in the 39-th step. In the 40-th and 41-st
steps, if ass 13 = 0, then asg 13 and as413 should be 0 and 1, respectively, and
40,13 is either 0 or 1. The probability that ass 13 = 0 and az4,13 = 1 hold is % (one
out of four cases, see Table 4). Thus the probability that azs 13 = 1, a3513 = 0,
and agg 13 = 0 are satisfied is %(: i%) (recall that a49,13 does not have effect on
the condition 40,13035,13 D a35,13 D a39,13 = 1). If ags 13 = 1 and (39,13 = 1, then
a40,13 = 1 and asz4,13 = 0 due to the conditions a4o,13a35,13 ® a35,13 S a39,13 =1
and asq 13 7# asg.13. However, this is a contradiction to the condition of the 38-
th step (see Table 4), and thus if ags 13 = 1, then agg13 = 0, 40,13 = 1 and
azs,13 = 1. The probability that ass 13 = 1 and as4,;13 = 1 hold is i by Table 4
and each probability of asg13 = 0 and a49,13 = 1 is %, so the probability that
(a34,13, 35,13, a39,13, @40,13) = (1,1,0,1) is 1—16. Therefore, we can compute the
probability that the conditions in the 40-th and 41-st step hold is 13—6(2 5+ 1),
leading to a total probability 273 - 13—6 for the above 5 conditions. In this way, we

analyze the probability that the sufficient conditions in Table 6 are satisfied is
9—114_

Table 4. Possible values for the conditions on the 38-th, 40-th and 41-st step

step a32,13|a34,13|a35,13| probability
1 [ 1] 1 /8

38 o 1]o 1/8
1|0 o 1/8
o] o] o 1/8

step |asa,13|ass,13|a39,13|a40,13| probability

10 1] 0] 00 [1/dxi/2x1/2

Al 1 o] 0| 1 [1/4x1/2x1/2
1|1 | o | 1 |1/4x1/2x1/2

3.2 Attack on 3-Pass HAVAL

The second preimage resistance on a hash function plays an important role to
block the attacker to produce a second preimage when a meaningful and sensi-
tive message (e.g. a finance-related message) is used. In literature, it is defined
as follows:

Second preimage resistance on a hash function H. for any given mes-
sage M, it is computationally infeasible to find another message M’ satisfying
H(M) = H(M')
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It follows that the second preimage attack on a hash function exists if for a
given message M there is an algorithm that finds another message M’ such that
H(M) = H(M') with probability larger than 27", where n is the bit-length of
hash values. The second preimage attack on 3-pass HAVAL works due to our
differential path;

— For a given message M, the probability that M holds the sufficient conditions
listed in Table 6 is 27114,

— If the message M holds the sufficient conditions, then the message M’ which
only differs from M at the most significant bit of the 22-nd message word
has a same hash value.

4 Partial Key-Recovery Attacks on HMAC/NMAC-3-
Pass HAVAL

In this section, we present partial key recovery attacks on HMAC/NMAC-3-
pass HAVAL, which works based on our differential path described in Section 3.
More precisely, we show how to find the partial key K7 of NMAC-3-pass HAVAL
and f(K @ ipad) of HMAC-3-pass HAVAL (note that knowing f(K @ ipad) and
f(K @ opad) allows to compute the MAC value for any message). Since HMAC
= NMAC if f(K @ipad) = K; and f(K ©opad) = Ko, we focus on the NMAC-3-
pass HAVAL attack which finds K; with message/MAC pairs. Recall that K; is
placed at the position of the initial state in NMAC. This implies that recovering
the initial value of 3-pass HAVAL is equivalent to getting the partial key K; of
NMAC-3-pass HAVAL.

The main idea behind of our attack is that the attacker can recover the initial
state of NMAC-3-pass HAVAL (in our attack it is K1) if he knows a 256-bit input
value at any step of 3-pass HAVAL. This idea has firstly been introduced in [4].
In this section, we first find ayg, a1s, a1 and asz which are used as a part of an
input value to the 24-th step. Remaining four-word input values a17, a19, agg and
a2o to the 24-th step is then found by 2'2® exhaustive searches. Let a;; be the
J-th bit of a; and v; = (a;—g >> 11) B (¢; >> 7) B C, where C is a constant used
in step 4 (note v; B M; = a;).

The value ay¢ is then revealed by the following Algorithm.

Algorithm 1. In order to recover the value aig, we use a condition a6,31 = 0
depicted in Table 6. The procedure goes as follows:

1. The attacker has access to the oracle O (=NMAC-3-pass HAVAL) and makes
2121 queries for 220 message pairs M = My, My, --- , M3, M3; and M’ =
M, M{,-- -, M5y, M3, that have the message difference given in Table 5.
Among the 2120 message pairs, Mg, My, -+ , My5 and M}, M],--- , M{5 are
all identically fixed, My and M/ vary in all 232 possible values, and 258 mes-
sage pairs in the remaining words M7, Mg, - -+, M3y and M7, Mig, -+, M},
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are randomly chosen. In this case, what the attacker knows is that ;¢ is iden-
tically fixed for all the 220 message pairs even though he does not know the
actual value ~i4.
2. For each candidate value vi6 in 0,1,---,232 —1;
(a) Choose the message pairs (M, M’) that make collisions for the corre-
sponding MAC pairs.
(b) Count the number of the message pairs chosen in Step 2(a) that satisfy
msb(’yw H Mlﬁ) =1.
3. Output 16 H Mg as a6, where 14 has the least count number in Step 2

(b).

As mentioned before, this algorithm works due to our differential with prob-
ability 2714, Notice that our differential encompasses a sufficient condition
aie31 = 0, and each message pair among the 2120 message pairs satisfies the
condition aj4,31 = 0, our differential holds with probability 27113 with respect
to this message pair. If the message pair (M, M’) makes the most significant
bits of a1 and ajg be 1, then the probability that the message pair (M, M’)
makes a collision is 27121 (= 2713 . 278) for it forces additionally 8 more suffi-
cient conditions in our collision producing differential. The reason is as follows. If
a16,31 = 1, then a difference Aty is not zero, but +231. However, this difference
value can be canceled by the output difference of the Boolean function in the
31-st step. In this procedure, each of steps 24-31 requires one more additional
condition, leading to total 8 additional conditions. Thus, the probability that
the message pair (M, M') has a same MAC value is not a random probability
but 27121 where the most significant bits of a;s and a}4 are 1. It follows that
if the right 16 is guessed, we expect 272(= 219 . 27121) collision pairs. On
the other hand, if 16 is wrongly guessed, the expectation of collision pairs is
25 (= 211897113 4 9l 91213 " (note that in the group of the message pairs such
that msb(v16 B Mig) = 1 there are on average half message pairs satisfying the
actual ai631 = 0). Since the probability that a wrong 716 does not cause any
collision pair is (1—27118)2""%. (1 —2-121)2"° (] _ 9-118)2""% (5 (—82) 932
we expect that there is no wrong 14 which leads to no collision in Step 2. Hence,
we can determine the right v15. To summarize, Algorithm 1 requires 2'2! oracle
queries (in Step 1) and 232 memory bytes (the memory complexity of this attack
is dominated by the counters for ;).

Next, we show how to recover the value aig, for which we use the condition
a1s,31 = 0 required in our differential. Since there is no condition on a7 (see
Table 6), the attacker chooses any message word Mp7. The main idea is similar
to Algorithm 1.

First of all, the attacker selects message pairs (M, M’) that have the mes-
sage difference given in Table 6, where My, My, -+, M7 and M}, M7,--- , M;,
are all identically fixed (Mo, My, -+, Mys and M, M7, --- , M{g should be the
same as those selected in Algorithm 1, which leads to ai6,31 = 0), Mg and Mg
vary in all 232 possible values, and 287 message pairs in the remaining words
are randomly chosen. Once the attacker gets the corresponding MAC pairs, he
performs Steps 2 and 3 of Algorithm 1 to recover a;g by setting 15, Mis, a1s

2119
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instead of 16, M16 and a16. The reason why recovering a;g requires half of the
message pairs, compared to when recovering a¢, is that this attack algorithm
exploits message pairs satisfying a;s,31 = 0 from the beginning. It increases by
twice the probability that our differential holds. The remaining analysis is the
same as that of Algorithm 1. To summarize, recovering a,g requires 2'2° oracle
queries.

Next, let us see how to recover as;. In order to recover as; we need to use
the condition agp 31 = a21,31, which is of a different form from the previous two
conditions aj6,31 = a18,31 = 0. However, the core in our attack is that asg 31 is
always a same value if My, My, --- , My and M}, M7, --- , M}, are all identically
fixed in all required message pairs, i.e, in 2''® message pairs (note that all these
message pairs satisfy a1631 = a1g,31 = 0, which the attacker can select from the
above algorithms). Similarly, among the 2118 pairs, Ms; and Mj, vary in all 232
possible values and 286 pairs of remaining words are randomly chosen.

Algorithm 2. The attack algorithm to recover as; goes as follows:

1. The attacker chooses the 2''® message pairs as above and asks the oracle O
for the corresponding 2® MAC pairs.

2. Choose the message pairs (M, M’) that make collisions for the corresponding
MAC pairs.

3. For each candidate value ¥9; in 0,1,---,232 —1;

(a) Divide two groups of which one contains message pairs that satisfy
msb(y21 B Ma;) = 0 and the other one contains message pairs that
satisfy msb(ya1 B M) = 1.

(b) Count the number of message pairs in each group that make collisions
for the corresponding MAC pairs

4. Output v21 B My as as1, where 797 is the value that has a group containing
the least count, and Mp; is the one of the values satisfying as031 = a21,31.

If the values agp and ag; satisfy the sufficient condition agp 31 = a21,31, then
the probability that the message pair (M, M’) makes a collision is 271! (note
that the three conditions aie,31 = 18,31 = 0,&21,31 = a20,31 are excluded in the
list of the sufficient conditions). On the other hand, if a2 31 7# a20,31, then the
probability that the message pair (M, M') makes a collision is 2719 (similarly, 8
more conditions are additionally needed). In case the right ~o; is guessed, one of
the two groups is expected to have 27111 . 217 = 96 collision pairs and the other
one is expected to have 27119 . 2117 = 272 collision pair. On the other hand, if a
wrong + is guessed, then the both groups are expected to have 27111 .2116 — 95
collision pairs each. It implies that the probability that a wrong 14 does not
cause any collision pair is about e™3? < 2732 and thus there is no wrong o1
to pass Step 3. To summarize, Algorithm 2 needs 2''° oracle queries and 232
memory bytes. Recovering as3 is quite similar to recovering a1 and a;g, which
requires 28 oracle queries.
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Exhaustive search for the remaining four words. Using the above algo-
rithms, we can compute the 128-bit a1¢, a1s, a1 and ags values. The remaining
128-bit ay7, a19, asg and asg values are found by the following algorithm. We con-
sider a message pair (M, M') selected from the above algorithms which makes a
collision.

1. Guess a 128-bit aq7, a9, asg, ass value;

(a) Check with the computed a1, ais, a1, ass and the guessed a17, a1g, asg, a2
that the message pair (M, M') makes a collision. If so, we determine the
guessed value as the right value. Otherwise, repeat Step 1.

(b) For the given message pair (M, M’) and ayg,a17,- -+ ,a22, recover the
initial value.

If a wrong value is guessed, the probability that it causes a collision is 272°6.
Since the number of wrong ai7, a9, G20, ass tested in the attack is 2!2® at most,
we can recover the right initial value. The time complexity of the exhaustive
search step is 21?® 3-pass HAVAL computations.

As a result, our partial key recovery attack has 2121421204 9119 9118 _ 9121.9
oracle queries and 2'?® 3-pass HAVAL computations.

Reducing the number of the 3-pass HAVAL computations. As described
above, our partial key-recovery attack is completed by two phases; the first phase
is to recover some portions of the 256-bit input value at step 7, and the second is
the exhaustive search phase for its remaining input bits. If we apply our attack to
the input value to step 29 instead of step 24, then we can recover as1, as3, daq, aog
and asg from the first phase with 2122 oracle queries and we recover the remaining
@22, a5 and agy with 2°° 3-pass HAVAL computations from the second phase.

5 Conclusion

In this paper, we have presented a new second preimage differential path of 3-
pass HAVAL with probability 2714 and exploited it to devise a second preimage
attack on 3-pass HAVAL, and partial key-recovery attacks on HMAC/NMAC-
3-pass HAVAL with 2!22 oracle queries, 5 - 23?2 memory bytes and 2%¢ 3-pass
HAVAL computations. We expect that our attacks would be useful for the further
analysis of HAVAL and HMAC/NMAC-HAVAL (e.g., full key-recovery attacks
on HMAC/NMAC-HAVAL).
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Sufficient Conditions of the Second Preimage
Differential Path of 3-Pass HAVAL

Table 5 shows the sufficient conditions of the second preimage differential path
of 3-pass HAVAL, which are derived from the property of the Boolean function
fi of appendix B. We solve and simplify the conditions of Table 5 and list the
solutions in Table 6.



Title Suppressed Due to Excessive Length 15

Table 5. Sufficient conditions of the second preimage differential path of 3-pass HAVAL

S |Sufficient conditions
23|a16,31 = 0,a20,31 =0
24 ai1g8,31 = 0
25|a20,31 = a21,31
26|a23,31 =
27 a24,31 = 1
28 a26,31 = 0
29|az8,31 =0
31lazo,20 =0, a24,20 =0
32|a29,20026,20 D azs,20 ® az9,20 = 0
33|as1,20027,20 D az2,20 ® azi,20 = 0
34|ass3,20028,20 D a28,20 © az2,20 = 0
35 a29,20 = 0
36|ass,20032,20 D a34,20033,20 D az2,20 D a31,20 D azs,20 =0
37|az1,20 = 0, a33,20a35,20 D a36,20a34,20 D a35,20a34,20 = 0
38lazr,13 = 0, a3q,13a32,13 D azs,13 =0
39|ass,0 =0, ass,9a33,0 D aze,o =0, a36,13233,13 ® a35,13 D aze,13 =0
40|as7,9a34,9 D asze,9 D az7r,0 =0, aszs,13a34,13 D a39,13 D azs,13 =0
41|agzg,0a35,9 © a40,0 D azg,9 = 0, a40,13a35,13 D azs,13 B azg,13 =0
42|as1,9a36,9 D a3e,9 D as0,0 =0, aze,13 =1
43las2,6 = 0, azr,9 =0, asg6asr,ec ® aso,6 =0,
a42,13039,13 D @41,13040,13 D a39,13 D aszs 13 D aze,13 =0
44|aq1,6a38,6 D 40,6 Das1,6 =0, azg 13 =1, a43,0a40,0 D a42,9a41,9 D a40,9 D azg,0 D azr o =0
45|a43,6a39,6 @ a44,6 D asz 6 =0, azg0 =0,
44,90041,0039,9 D 039,0043,9042,9 D a41,0043,0 D a39,0040,9 D G44,9041,9 D a43,90a429 = 1
46|as5,6a40,6 D 40,6 D asa6 =0
47|as6,30 = 0, a43,30041,30 D as4,30 =0, ag16 =0
48|a45,30a42,30 D a44,30 D a45,30 = 0, a47,6044,6 D a46,6045,6 D aa4,6 D asz,6 D as1,6 =0
49|a47,30a43,30 D a48,30 D aa7,30 =0, asz3 6 =1
50|a49,30a44,30 D a44,30 D a4s,30 =0
51laso,27 =1, as0,28 =0, a47,27a45,27 D asag,27 =0, a47,28a45,28 D aas,28 =0, aa5,30 =0
52|a49,27046,27 D aas,27 @ as9,27 = 0, a49,28046,28 @ a4 28 D as9,28 =0,
a51,30048,30 D 450,30049,30 D a48,30 D @47,30 D a45,30 =0
53|as1,27047,27 D as2,27 D as1,27 = 0, as1,28a47,28 D as2,28 D as1,28 =0, ag7.30 =0
54|as3,23 = 0, as0,23048,23 @ as1,23 = 0, as3,27048,27 O asag,27 ® as2,27 = 0,
a53,28048,28 D a4s8,28 P as2,28 =0
55|as4,19 = 0, as1,19049,19 D as2,19 = 0, a49 23 D as1,23 =0, ag927 =0, agg 28 =1
56|ass,21 = 0, as2,21 = 1, as0,21 =1, @ as3 21 =1, as3,19a50,19 D as2,19 @ as3,190 = 0,
as0,23 @ as5,23 = 1, ass,27a52,27 D as4,27a53,27 @ as2 27 @ as1,27 D aq9,27 = 0,
a55,28052,28 D a54,28a53,28 D as2,28 D as1,28 D a49,28 =0, as2,21a51,21 D as1,21 =0
57lase,14 = 1, ase,15 = 0, as4,21a51,21 D as3,21 @ asa,21 = 0, ase,23a51,23 D as1,23 B ass,23 =0,
a55,19a51,19 D as56,19 © a55,19 = 0, as1,27 =1, as1,28 =1
58|ass5,14052,14 D as5,14 D as4,14 = 0, as5,15a52,15 © as5,15 D as4,15 = 0,
as56,21a52,21 D as7,21 © ase,21 = 0, as7,19a52,19 ® as52,19 ® ase,19 = 0,
as7,23 D as6,23 D as7,23a55,23 = 0, as223 =1
59|as7,14a53,14 @© ass,14 D as7,14 = 0, as57,15a53,15 D ass,15 @ as7,15 = 0, as3,19 =0,
as8,21053,21 D as3,21 D as7,21 = 0, ass8,23a55,23 D as7,23a56,23 D as1,23 =1
60|as9,14a54,14 ® as4,14 = 0, as9,15a54,15 D as54,15 © ass,15 = 0,
as59,19056,19 D as8,19057,19 D as6,19 D as55,10 D as3,19 =0, as4,21 =0, as4,23 =1
61jass,14 = 0, ass,15 = 0, as5,19 = 0, aeo,21a57,21 D as59,21a58,21 D as7,21 D ase,21 D asz,21 =0
a59,19057,19 D a60,19058,19 D as59,19a58,19 = 1
62|ag1,14058,14 D a60,14059,14 D as8,14 @ as7,14 D as1,14 = 0, ago,15059,15 D asg,15 = 1
a61,15058,15 D a60,15059,15 D ass,15 D as7,15 D as1,15 = 1, ase 21 =1
63|as7,14 =1, as715 =1
64|aco,10 = 0, ae3,10 =0, ae1,10a58,10 P a62,10a59,10 = 1
67|a62,10a61,10 D a60,10 D ae6,10 =0
68|a64,10a62,10 D as6,10 = 0
69|a65,10a64,10 D as6,10 = 0
70 a66,10 = 0
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Table 6. Simplified sufficient conditions of the second preimage differential path of
3-pass HAVAL

S |Sufficient conditions

ai6,31 =0, a18,31 =0, a20,31 = a21,31,a22,31 =0

23 a23,31 = 0
24|a24,31 = 1, a24,20 =0
26|a26,31 =0
28|a2s,31 = 0, azg,20 =0
29 a29,20 = 0
30 a30,20 = 0
31 a31,20 = 0
32|az2,20 =0

36|aze,13 = 1, aze,o =0, as4,20a33,20 @ azs,20 =0

37lazr9 =0, asz7r,e =0, azr,13 =0, a33,20a35,20 B a36,20a434,20 B a35,20a34,20 = 0
38|azs,13 =1, aszs,o =0, asz4,13a32,13 P a3zs,13 =0,

39|ase,6 = 1, asg,e =0, ass,0asse =0, as3,13 7# ass,13

40la40,0 = 0, as0,6 =0, az4,13 # a39,13

41las1,6 = 0, a40,13a35,13 B ass,13 B azg,13 =0

42|ag2,6 =0

43|as3,.6 = 1, a42,13039,13 D @41,13040,13 B az9,13 = 0

44|a44,30 = 0, asa,6 =0, asa2,9a41,9 =0

45|ass.6 = 1, ass,30 =0, a41,0043,9 D A44,9a41,9 D 4390429 = 1
46|as6,6 = 1, ase,30 =0

47\aar,30 = 0, @43,30041,30 =0
48|ags,30 =0
49| as9,27 =0, ag9,28 =1

50| as0,21 = 1, aso,27 = 1, aso,28 =0

5llasi,27 =1, as128 =1, as1,15 =0, as1,14 =0,
Q47,27045,27 D aag,27 = 0, a4728045,28 D asg28 =0

52|as2,19 = 0, as2,21 = 1,a50,30a49,30 = 0, as2,23 = 1, aag 27 =0, a46,28 = a48,28

53|as3,10 =0, as3,14 =0, as3,15 =1, asz 21 =0, as323 =1, a47,28 Das228 =1
54|as4,14 = 0, as4,15

as4,19 = 0, a50,23048,23 D 51,23 = 0, as2.27 = 0,
a53,28048,28 D G48,28 D as52,28 =0

ass21 =0, as4,23
55|ass,14 = 0, ass,15

07
17
0, ass,19 =0, ass,21 =0, as1,19a49,19 = 0, a49,23 = as1,23
56|ase,19 = 0, ase,15 =0, ase,14 = 1, ase,21 = 1, as0,23 = as5,23

a54,27053,27 D as5,27 = 1, a55,28052,28 B @54,28053,28 D a52,28 D as1,28 D ass,28 = 0

57|as7,14 =1, asr,15 =1, asr21 =0, ase,23a51,23 B as1,23 B ass,23 =0

58|ass,21 = 1, ass ;14 = 0,ass,15 = 0, as7,23 @ ase,23 D as7,23a55,23 = 0

59|asg,21 = 1, ass,23as55,23 B as57,23a56,23 B as5,23 B as1,23 = 1, asg,15 =1
60|ass,19a57,19 @D as5,19 = 0, aso,10 =0, aeo,15 =1

61|as9,19a57,19 ® Geo,19a58,19 D as59,19a58,19 = 1, ae1,15 = 1
62|ae0,14059,14 D ae1,14 = 1

63 ae3,10 — 0
64|as1,10a58,10 D a62,10059,10 = 1
66 a66,10 = 0

67|as2,10a61,10 = 0
68|as4,10a62,10 = 0
69|aes,10064,10 = 0
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B Property of the Boolean Functions f;, f> and f3

Recall that the input value of the i-th step is denoted a;_g,a;_7, - ,a;_1 and
the output value of the Boolean functions of the i-th step is denoted ¢;. Tables
7, 8 and 9 show the relations between the input difference and t¢; of the i-th
step. In the column of Assumption in the Tables, as[j] represents the difference
(Aai—Svai—7,"' 3 Aasv"' ,Aai—l) = (0703 7as[ﬂ,07"‘ ,0) for i — 1 <s<
i — 7 and t;[] means that the output difference of the Boolean function of the
i-th step is zero (see Section 2.3 for the notations as[j] and ¢;[j]). Note that
even though the sign is altered from +j to —j in both as[j] and ¢;[j], still the
conditions are the same as in Tables 7, 8 and 9, however if the sign is altered
only in one of ag[j] and ¢;[j], the second conditions should be 1 (and the first
ones are not altered).

Table 7. Property of the Boolean function f;

HAssumption‘Conditions for satisfying the Assumption H

ti } a;—7 = 0

ai—1[j] [ti[j] |ai—7 = 1, ai—3ai—a ® ai—2ai—¢ ® ai—5a;—3 B a;—5 =0
t-; ] a;— = 0

aj_2[j] [ti[j] |ai—6 = 1, ai—3ai—4 ® a;i—7a;—1 D ai—5ai—3 D aj_5 =0

ti[] |ai—a = ai—s

a;_slj] [ti[j] |ai—a # ai—5, ai—10i—7 D ai—6ai—2 D ai—5 =0

tlﬂ a;—3 =0

ai—afj] [ti[j]|ai—s = 1, ai—1ai—7 ® ai—¢ai—2 B ai—5a;—3 B a;—5 = 0

ti } a;—3 = 1
ai—s[j] [ti[j] |ai—3ai—a ® ai—s =0, ai—1ai—7 B ai—eai—2 =0

tlﬂ a;—2 = 0
ai—glj] |ti[j]|ai—2 = 1, ai—3ai—4 ® a;—7a;—1 D ai—5ai—3 D aj—5 =0
tlﬂ a;—1 =0

ai_7[j] [ti[j]|ai—1 = 1, ai—3ai—4 ® a;—6a;—2 D ai—5ai—3 P ai—5 =0
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Table 8. Property of the Boolean function f>

HAssumption[Conditions for satisfying the Assumption

ti[] |ai—aai—6 ®ai—3 =0
a;_1[j] [tilj] |ai—aGi—6 B ai—3 =1,
A;i—6QAi—20i—3 D Ai—10;—6 D A;i—a;—2
@ a;—6a;—5 D ai—2a;-3Da,—7a;i—6 Da;—7=0
tif] |ai—3ai—6 D ai—a Daj—3 =0
a;_2[j] [tilj] |ai—3ai—6 B ai—a B ai_3 =1,
Ai—40i—60;—1 D Ai—1ai—6 D a;—6a;—5 D ai—10;—3 D a;—7a;—6 D a;—7 =0
ti[] |ai—2ai—6 ® ai—1 Daj—2=0
a;_s[j] [tilj] |ai—2ai—6 B ai—1 D ai—2 =1,
Ai—40;—60;—1 D Ai—4ai—6 D A;—6ai—5 D ai—70;—6 D a;—7 =0
ti[] |ai—1ai—6 ® ai—6 Daj—2 =0
ai—afj] |ti[j] |ai—1ai—6 ® ai—6¢ D ai—2 =1
a;i—6a;i—20;—3 D Ai—6ai—5 D a;—1a;—3 D ai—20;—3 D a;—7a;—6 D a;—7 =0
t; H ai—¢ =0
ai—s[j] |t:[j] |ai—e = 1,
Ai—4a;—60;i—1 D Ai—60i—20;—3 D Ai—40;—6
@ ai—aai—2 D a;—1a;—3 D a;i—20;—3 D a;_rai—¢ D a7 =0
ti]] |ai—10i—a @ ai—2ai—3 D ai—a D ai—s D a;—7 =0
a;_glj] [tilj] |@i—1Gi—a B ai—2ai—3 D ai—a D ai—5s Da;—7 =1,
Qi—4Gi—2 ® ai—10;—3 D a;—20;—3 B a;—7 =0
tZH a;—6 = 1
a;—7[j] [ti[j] |ai—e = 0,
A;—4Qi—50; D Ai—6A;i—20;—3 D A;—4ai—6
D a;—4a;—2 DB ai—6a;—5 Da;—1a;—3 D a;—2a;-3 =0
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Table 9. The property of the Boolean function f3

HAssumption[Conditions for satisfying the Assumption H

tz[] Ai—4 = 1
ai—1[j] [ti[j]|ai—a = 0, ai—1Gi—5ai—6 B ai—6ai—3 D ai—50,—2 D ai—aa;—7 =0
t,‘ ] a;—5 = 0
ai_2[j] [ti[1]|ai—s = 1, ai—6ai—3 D ai—4ai—7 D ai—10i—a D a;—1 =0
ti ] a;—6 = 0
ai—slj] [ti[7]|ai—6 = 1, ai—4ai—5a;—6 P ai—5ai—2 D Ai—1ai—7 D ai—10i—4 P a;—1 =0

ti[] |ai—sai—6 ® ai—7 B ai—1 =0
ai_alj] [ti[j]|ai—5ai—6 ® ai—7 D ai—1 =1, ai—6ai—3 P ai—5ai—2 B a;—1 =0
ti[] |ai—aai—¢ D ai—2 =0
ai—s[j] [ti[j] |ai—aai—6 ® ai—2 =1, ai—6ai—3 D ai—aai—7 B ai—10i—4 D a;—1 =0

ti[] |ai—aai—s ®a;—3 =0

aj_elj] [ti[j]|ai—aai—s D ai—3 =1, ai—5ai—2 B ai—4ai—7 B ai—16i—s B a;—1 =0

tl[] A;—4 = 0

ai—7[j] [tilj]|ai—a = 1, ai—aai—50i—6 D ai—6ai—3 D Ai—50i—2 D ai—10i—4 D ai—1 =0




