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Abstract Studying the security and efficiency of blind signatures is an
important goal for privacy sensitive applications. In particular, for large-
scale settings (e.g., cryptocurrency tumblers), it is important for schemes
to scale well with the number of users in the system. Unfortunately, all
practical schemes either 1) rely on (very strong) number theoretic hard-
ness assumptions and/or computationally expensive pairing operations
over bilinear groups, or 2) support only a polylogarithmic number of
concurrent (i.e., arbitrarily interleaved) signing sessions per public key.
In this work, we revisit the security of two pairing-free blind signature
schemes in the Algebraic Group Model (AGM) 4+ Random Oracle Model
(ROM). Concretely,

1. We consider the security of Abe’s scheme (EUROCRYPT ‘01), which
is known to have a flawed proof in the plain ROM. We adapt the
scheme to allow a partially blind variant and give a proof of the new
scheme under the discrete logarithm assumption in the AGM+ROM,
even for (polynomially many) concurrent signing sessions.

2. We then prove that the popular blind Schnorr scheme is secure un-
der the one-more discrete logarithm assumption if the signatures
are issued sequentially. While the work of Fuchsbauer et al. (EURO-
CRYPT ¢20) proves the security of the blind Schnorr scheme for con-
current signing sessions in the AGM+ROM, its underlying assump-
tion, ROS, is proven false by Benhamouda et al. (EUROCRYPT
‘21) when more than polylogarithmically many signatures are issued.
Given the recent progress, we present the first security analysis of the
blind Schnorr scheme in the slightly weaker sequential setting. We
also show that our security proof reduces from the weakest possible
assumption, with respect to known reduction techniques.

1 Introduction

Blind signatures, first introduced by Chaum [17], are a fundamental crypto-
graphic building block. They find use in many privacy sensitive applications
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such as anonymous credentials, eCash, and eVoting. Informally, a blind signa-
ture scheme is a interactive protocol between a wuser and a signer. Here, the
signer holds a secret key sk and the user holds the corresponding public key pk.
The goal of the interaction is for the user to learn a signature o on a message m
of its choice such that o can efficiently be verified using pk. The protocol should
ensure two properties [29]: (1) One-More-Unforgeability: if the protocol is run
¢ times, the user should not be able to create ¢ + 1 or more valid signatures
(2) Blindness: the signer cannot link the transcripts of protocol runs to the sig-
natures that they created. In particular, it does not learn the messages that it
signs. In a practical setting, signer and user might however want a more relaxed
property to include some shared information, e.g. a date when the signature was
issued or an expiration date. To this end, Abe and Fujisaki 2] introduced Partial
Blindness which guarantees that signatures with the same shared information,
the so-called tag, are unlinkable to protocol runs using this tag.

In spite of decades of study, the security guarantees of practical blind and
partially blind signature schemes remain unsatisfactory. Practical constructions
rely on strong number-theoretic hardness assumptions and/or computationally
expensive pairing operations over bilinear groups [9,[13}21,[24}/36]. Other con-
structions rely on weaker assumptions (and no pairings) but allow only for
a very small (polylogarithmic) number of signatures to be issued per public
key [3}/151/27,281/38./40142]. The reason for this is that the homomorphic structure
of these schemes gives rise to the so-called ROS attack (Random inhomogenities
in Overdetermined System of equations) when sufficiently many sessions of the
scheme are executed concurrently (i.e., if session can be interleaved arbitrarily).
Shortly after its discovery by Schnorr [45], Wagner [47] showed how to carry
out the ROS attack in sub-exponential time against the Schnorr and Okamoto-
Schnorr [35] blind signature Schemesﬁ A recent result of Benhamouda et al. [12]
improved the parameters of Wagner’s attack, presenting the first polynomial-
time attack (assuming that polylogarithmically many signing sessions can be
opened concurrently).

1.1 Owur Results

In this work, we revisit the security properties of two classic blind signature
schemes which do not rely on pairings: Schnorr’s blind signature scheme [16}/44)
and Abe’s blind signature scheme [1]. Neither of these schemes have meaningful
security guarantees if the number of concurrent signing sessions is beyond poly-
logarithmic (in fact, Abe’s blind signature scheme has no security proof at all
in a non-generic model of computation). Given the popularity of these schemes,
we believe that a reassessment of their security properties is long overdue. We
give a summary of our results below.

4 Although the attack can be formulated for all the aforementioned blind signature
schemes, the algebraic structure in the latter two schemes gives rise to an efficient
attack.



Abe’s Scheme. In the first part of our work, we study the concurrent security
properties of Abe’s blind signature scheme. This scheme was initially proven
secure under the DL assumption in the ROM (with blindness holding com-
putationally under the DDH assumption). However, a later work by Abe and
Ohkubo [34] pointed out that the original proof contained a flaw and gave a
security proof in the generic group model (GGM)+ROM instead. We general-
ize Abe’s scheme to the partially blind setting and prove security of our new
scheme in the more realistic AGM+ROM under the DL assumption. (We note
that Abe’s scheme can be obtained as a special case of our new scheme and thus
our proof of security thus applies also to Abe’s original scheme). As the work
of Abe and Ohkubo is not publicly available, our proof is inspired by Abe’s ori-
ginal proof and does not follow the blue print of a ‘GGM-style proof.” Instead,
we give a more general (and involved) proof that uses the AGM to avoid the
rewinding step that causes the problem in Abe’s proof. Apart from generalizing
Abe’s scheme to the partially blind setting, avoiding rewinding has the bene-
fit that our reduction is tight, allowing for relatively practical parameter sizes.
We stress that our reduction allows for the scheme to be proven secure with
concurrent signing sessions and for polynomially many signatures per tag.

Schnorr’s Scheme. In the second part of our work, we focus on the security
of Schnorr’s blind signature scheme. As we have already explained, the security
of this scheme is completely broken in the concurrent setting for reasonable
parameters. In spite of this, the Schnorr scheme continues to be one of the most
popular blind signatures due to its simplicity and its efficiency. Hence, it is an
important open question to settle what type of security this scheme actually
does achieve (if any).

We show that the blind Schnorr signature scheme is secure in the algebraic
group model (AGM) [22] + random oracle model (ROM) [10] if signing sessions
are sequential, i.e., if the i-th session is always completed before the (i 4+ 1)-st
session is opened.

In more detail, under the above model assumptions, the blind Schnorr sig-
nature scheme is secure against f-sequential one-more-unforgeability (¢-SEQ-
OMUF) under the f-one-more discrete logarithm (¢-OMDL) assumption. This
is true even when polynomially many signatures are issued for the same public
key pk. We remark that security under sequential signing sessions is still a very
meaningful security guarantee and has been explored in prior works (see below).
Namely, sequentiality of sessions is easy to ensure (from the signer’s perspective)
at the expense of some efficiency.

Our result improves upon that of Fuchsbauer et al. [23], which proves that
the scheme is secure under the OMDL+ROS assumption (when run concur-
rently). While the ROS problem is known to be information theoretically hard
as long as the number of concurrent signing sessions is polylogarithmic, the
recent work of Benhamouda et al. [12] shows a polynomial-time attack for
super-polylogarithmically many concurrent signing sessions. Therefore, the blind
Schnorr scheme is concurrently secure (in the AGM+ROM) if and only if the
signer issues at most polylogarithmically many signatures.



Negative Result (Schnorr). As OMDL is a relatively strong assumption (in
fact, [8] showed it is strictly stronger than g-discrete logarithm for known re-
duction approaches), a natural question is whether it is actually necessary for
proving Schnorr’s scheme secure. We answer this question by showing that our
reduction for blind Schnorr signatures in the AGM+ROM is optimal in the sense
that it is not possible to reduce ¢-SEQ-OMUF from (¢ — 1)-OMDL (or OMDL
with any lower dimension).

We use the meta-reduction technique [18] to rule out reductions in a very
strong sense: we show that any algebraic reduction that reduces (-SEQ-OMUF
from (¢ — 1)-OMDL in the AGM+ROM, can be turned into an efficient solver
against (¢ — 1)-OMDL. Our result complements that of Baldimtsi and Lysy-
anskaya [7], which also rules out a certain class of reductions for the blind Schnorr
scheme. Concretely, they show that reductions that program the random oracle
in a certain predictable way, can be turned into an efficient solver against the
underlying hardness assumption. While their approach restricts the type of ran-
dom oracle programming that the reduction may do, ours allows for arbitrary
programming, but restricts the reduction to be algebraic. On the other hand,
our (algebraic) reductions may themselves work in the AGM, which further
strengthens our result.

1.2 Related Work and Discussion

We have already mentioned several works that study the security of blind sig-
natures in the concurrent signer model. In the sequential model, the work of
Baldimtsi and Lysyanskaya [6] proves that an enhanced version of Abe’s scheme
is secure under DL. Pointcheval and Katz et al. [31,/39] give a transformations
that apply (among others) to the blind Schnorr and Okamoto-Schnorr scheme.
The resulting schemes remain secure even in the concurrent setting, but require
communication that grows linear in the number of signatures that have been
issued. In terms of practical parameters, these schemes are also significantly less
efficient than the schemes we consider here. Fuchsbauer et al. [23] gave a (con-
currently secure) scheme under the OMDL and modified ROS assumption in
the AGM+ROM. The latter assumption asserts the conjectured hardness of an
(apparently harder) version of the ROS problem, even given unbounded comput-
ing power. Nicolosi et al. [33] use a similar strategy to ours (i.e., by restricting
concurrency) to prove security of a proactive two-party signature scheme. In-
terestingly, they encounter similar issues as we do in our work, if concurrent
session are permitted. Drijvers et al. [19] show how a ROS based attack can be
applied in the context of multi-signatures (and how it can be overcome at the
cost of some efficiency). Finally, various constructions of blind signatures in the
standard model exist (e.g., [20L25]), but are usually not considered practical.

The Algebraic Group Model. [22] introduced the algebraic group model
(AGM) as a formal model to analyze group based cryptosystems. Previous works
had considered algebraic algorithms, for example [14,37]. In the AGM, any ad-
versary must output an explanation of how it computed its output group ele-
ments from the group elements in its input. Since its introduction, the AGM has



been readily adopted [5}/823}26l32] and has served as a useful tool to prove the
security of schemes that would be too difficult to analyze in the plain model. [43]
have furthermore extended the AGM to decisional assumptions.

While the AGM is a weakening of the GGM, proofs in the AGM are inherently
different from the GGM in the sense that they are reductions from one problem
to another instead of showing information-theoretic hardness. From a qualitative
point of view, proofs in the AGM provide a weaker form of security than proofs
in the plain model, but a much stronger one than proofs in the GGM. The
recent work of Agrikola et al. [4] shows that some results from the AGM can be
transferred to the standard model using strong but falsifiable assumptions. This
suggests that proofs in the AGM indeed hold some meaning for the plain model.

Another benefit of AGM proofs (over GGM proofs) is that they offer more
insight into how secure a scheme actually is when deployed in real-world applica-
tions, as we explain in the following. In the GGM, a proof consists of establishing
bounds on the runtime/success probabilities of an adversary attacking a partic-
ular signature scheme. These bounds often look similar for different schemes
from an asymptotic point of view. Because of this, they do not give much in-
sight into what computational assumptions are needed for the scheme to remain
secure when run in the real world. By comparison, AGM proofs are by means
of reduction from a computational assumption and thus can be used to assess
the real-world disparities between two schemes that ‘look equally secure’ in the
GGM. As a concrete example, our work gives a security proof for Abe’s scheme
under the discrete logarithm assumption. By comparison, we show that proving
Schnorr’s scheme secure (even under sequential signing sessions) requires the
much stronger OMDL assumption. Arguably, this makes Abe’s scheme the more
attractive choice (along with allowing for concurrent sessions) for real world sys-
tems. This insight could not have been gained from proving these schemes secure
in the GGM.

Open Questions. Our work leaves open the question of what can be proven
about both the Abe and Schnorr blind signature schemes in the random oracle
model only. Interestingly, the already mentioned work of Baldimtsi and Lysy-
anskaya [7] rules out a security proof for the blind Schnorr scheme using standard
reduction techniques even in the sequential signing model. Namely, their result
excludes such a reduction from a computational hardness assumption even if the
signer just issues a single signature (which trivially restricts the sessions to being
sequential). Another interesting direction for future work could be a more fine-
grained security analysis (in the AGM+ROM) of the Schnorr scheme in a less
restrictive signing model that allows for a low degree of concurrency. Namely,
the ROS attack requires a polylogarithmic number of signing sessions to be open
at the same time. Thus, it might be possible to prove the security of the scheme
if, say, up to a constant number of signing sessions may be interleaved at any
given point in time. Regarding Abe’s scheme, there might yet be a glimmer of
hope that the original proof can be salvaged (i.e., without requiring the AGM).



1.3 Organization

We first recall some preliminaries in section |2} In section |3| we introduce our
adaption of Abe’s scheme to the partially blind setting. We provide a proof
of partial blindness under DDH in section [3.1] as well as a proof of one-more-
unforgeability in section [3:2} We then provide the proof of sequential security of
blind Schnorr signatures in the AGM in section [4] and show that this result is
optimal in the number of OMDL-queries in section 4.1
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2 Preliminaries

2.1 Notation and Security Games

Notation. For positive integer n, we write [n] for {1,...,n}. We write z; for
the j-th entry of vector 7 and write z < X to denote that z is drawn uniformly
at random from set X'. We denote the security parameter with .

Security Games. We use the standard notion of (prose-based) security games
[11,/46] to present our proofs. We denote the binary output of a game G with
an adversary A as G” and say that A wins G if GA = 1.

2.2 The Algebraic Group Model

In the following, let pp be public parameters that describe a group G of prime
order ¢ with generator g. (We assume for simplicity that pp also includes the
security parameter \.) We denote the neutral element by ¢ and write all other
group elements in bold face. We further write Z, for Z/qZ.

Definition 1 (Algebraic Algorithm). We say that an algorithm A is algeb-
raic if, for any group element 'y € G that it outputs, it also outputs a list of
algebraic coefficients 2" € Z!, i.e.,

(v, %) ¢ A(X)
y=][x"

We denote this representation as [ylw. For an adversary A that has access to
oracles during its runtime, we impose the above restriction to all group elements
that it outputs to an oracle. Similarly, all group elements that A receives through
oracle interactions are treated as inputs to A; hence, such group elements become
part of? when A outputs group elements (and hence algebraic coefficients) at a
later point.

such that

In the algebraic group model (AGM), all algorithms are treated as algebraic
algorithms. Moreover, we define the running time of an algorithm A in the AGM
as the number of group operations that A performs.



2.3 Hardness Assumptions

We introduce the two main hardness assumptions that we will use in the sub-
sequent sections. As before, we will tacitly assume that some public parameters
pp are known and describe a group G of prime order g with generator g.

Definition 2 (Discrete Logarithm Problem (DLP)). For an algorithm A,
we define the game DLP as follows:

Setup. Sample x < Z, and run A on input g, U = g”.
Output Determination. When A outputs x’, return 1 if g”f/ = U. Otherwise,
return 0.

We define the advantage of A in DLP as
AdvRLP — pr [DLPA = 1} .

Definition 3 (One-More-Discrete Logarithm Problem (OMDL)). For
a stateful algorithm A and a positive integer £, we define the game (-OMDL as
follows:

Setup. Initialize C = (). Run A on input g.
Online Phase. A is given access to the following oracles:

Oracle chal takes no input and samples a group element y < G. It sets
C:=CU{y} and returns y.

Oracle dlog takes as input a group element y. It returns dlog, y. We as-
sume that dlog can be queried at most { many times.

Output Determination. When A outputs (yi,x;)'=), return 1 if for all i €
C+1]:y, € C, g% =y;, and y; # y; for all j # i. Otherwise, return 0.

We define the advantage of A in £-OMDL as
AdvOYPE = Pr [(-OMDL? = 1)

Definition 4 (Decsional Diffie-Hellman Problem (DDH)). For an al-
gorithm A we define the game DDH as follows:

Setup. Sample z,y,z < Zy and b <& {0,1}. Run A on input (g, g%, g¥, g +b?)
Output determination. When A outputs b/, return 1 if b = ' and 0 otherwise.

We define the advantage of A in DDH as

1
AdvPPH = |Pr[DDH” = 1] — 3"



2.4 (Partially) Blind Signature Schemes

In this section, we introduce the syntax and security definitions of partially blind
(three-move) signature schemes [27]. We note that a fully blind signature scheme
is a special case of a partially blind signature scheme where there is only one
tag info, the empty string. We will refer to schemes where the tag is always the
empty string as blind signature schemes.

Definition 5 (Three-Move Partially Blind Signature Scheme). A three-
move partially blind signature scheme is a tuple of algorithms BS = (KeyGen, Sign :=
(Signy, Sign,), User := (Usery, Users), Verify) with the following behaviour.

— The randomized key generation algorithm KeyGen takes as input paramet-
ers pp, and outputs a public key pk and a secret key sk. We assume for
convenience that pk contains pp and sk contains pk.

— The signing algorithm Sign = (Signy, Sign,) is split into two algorithms:

o The randomized algorithm Sign, takes as input a secret key sk and a tag
info and outputs a commitment C as well as a state stg.

o The deterministic algorithm Sign, takes as input a secret key sk, a state
stg, and a challenge e. It outputs a response R.

— The user algorithm User := (Usery, Users) is split into two algorithms:

o The randomized algorithm Usery takes as input a public key pk, a message
m, a tag info and a commitment C. It outputs a challenge e and a state
sty

o The deterministic algorithm Usery takes as input a public key pk, a state
sty, and a response R. It outputs a signature o or L.

— The deterministic verifier algorithm Verify takes as input a public key pk, a
signature o, and a message m and a tag info. It outputs either 1 (accept) or
0 (reject).

Definition 6 (Correcntess). We say that a partially blind signature scheme
BS = (KeyGen, Sign, User, Verify) is correct if for all messages m, all tags info
the following holds:

(pk, sk) <* KeyGen(pp)
(C,stg) <= Sign, (sk, info)
Pr | Verify(pk,sig, m, info) = 1: (e,sty) < Usery(pk, m,info,C) | =1
R <& Sign,(sk,sts, €)
o < Usery(pk, sty, R)

Definition 7 (Partial blindness under chosen keys). We define partial
blindness of a three-move partially blind signature scheme BS against an ad-

versary M wvia the following game:

Setup. Sample b < {0,1} and run M on input pp.



Online Phase. When M outputs messages mqg and mq, iﬁ(}ovand i@l, and a
public key pk, check if pk is a vali public key, and infooAf infoy. If so,
assign mg := My, infog == infog, my := Mm1_p, and info; := infoy. If pk is not
a valid public key or infog # infoy, abort and output 0. M is given access to
oracles Usery, Users, which behave as follows.

Oracle User;: On input a bit V', and a commitment C, if the session b’ is
not yet open, the game marks session b’ as open and generates a state
and challenge as (sty,e) < BS.Usery(pk, my, C,infoy ). It returns e to
the adversary. Otherwise, it returns L.

Oracle Users: On input a response R and a bit b, if the session b’ is open,
the game creates the signature sig,, as sig, := BS.Usera(pk,sty, R) to
obtain a signature sig,,. It marks session b’ as closed and outputs sigy,.
If both sessions are closed and produced signatures, the oracle outputs
the two signatures sigg,sig; to the adversary.

Output Determination. If both sessions are closed and produced signatures,
return 1 if the adversary outputs a bit b* s.t. b* = b. Otherwise, return 0.

We define the advantage of M in game BLINDgs as

BLIND,BS
Advy, =

Pr [BLINDM = 1] - ;‘ .
Definition 8 (¢-(Sequential-)One-More-Unforgeability (¢-(SEQ-)OMUF)).

For a stateful algorithm A, a three-move partially blind signature scheme BS,
and a positive integer £, we define the game (-OMUFgs (¢-SEQ-OMUFg¢ ) as
follows:

Setup. Sample (pk,sk) <~ BS.KeyGen(pp) and run A on input (pk, pp).
Online Phase. A is given access to the oracles Sign, and Sign, that behave
as follows.

Oracle Sign,: On input info, it samples a fresh session identifier id (If
sequential, it checks if sessioniq—1 = open and returns L if yes). If info
has not been requested before, it initializes a counter lcioseq,info = 0. It
sets sessioniq = open and generates (Ciq,Stiq) < BS.Sign(sk,info).
Then it returns Ciq and id.

Oracle Sign,: Ifzinfoeclosem]nfo < ¢, Sign, takes as input a challenge e and
a session identifier id. If session;q # open, it returns L. Otherwise,

it sets Lciosed,info ‘= Yciosed,info + 1 and sessioniq = closed. Then it
generates the response R via R < BS.Sign,(sk, stig, ) and returns R.
Output Determination. When A outputs tuples (my,01,info1), ..., (mg, ok, infog),

return 1 if there exists a tag info such that |{(mi,0i, infol-)|infoi = info}| >

Eclosed7m + 1 (where by convention Lciosed,info = 0 for any info that has not

5 We include this in case the scheme permits such a check - for example, one can think
of schemes where the public key consists of group elements, in which case a user may
be able to check that the public key consists of valid encodings of group elements.
Another example of such a check is in the original version of Abe’s scheme [1| where
z = Hi(g,h,y) which a user may check.



been requested to the signing oracles) and for alli € [k] : BS.Verify(pk, 05, m;, info;) =
1 and (m;, 0;,info;) # (m;,0;,info;) for all j # i. Otherwise, return 0.

We define the advantage of A in OMUFgs as
AdVRRES" = Pr [(-OMUFgs = 1] .
And, respectively for SEQ-OMUF g

Advi’}?ég-zOMUF = Pr [E-SEQ-OMUFQS = 1} .

3 Adaption of Abe’s blind Signature Scheme to allow
partial blindness

We begin by describing an adaption of Abe’s blind signature scheme BSA [1] to
the partially blind setting. A figure depicting an interaction between signer and
user can be found in the full version [30]. Let again G be a group of order ¢
with generator g described by public parameters pp. Let Hy: {0,1}* — G\ {€},
Hy: {0,1}* — G\ {¢}, Hz: {0,1}* — Z, be hash functions.

— KeyGen: On input pp, KeyGen samples h <+ G, z < Z, and sets y := g*. It
sets sk ==z, pk := (g, h,y) and returns (sk, pk).

— Sign,: On input sk, info, Sign; samples rnd < {0,1}* and u, d, s1, 52 <* Z,.
It computes z := H;(pk,info), z; = Hy(rnd), zy = z/z;, a = g%, by =
g° - z¢, by = h®2 . z4. It returns a commitment (rnd, a, by, by) and a state
sts = (u,d, s1, s2, info).

— Signy: Oninput a secret key sk, a challenge e, and state stg = (u, d, s1, $2, info),
Sign, computes ¢ :=e —d mod ¢, :=u — c-sk mod ¢ and returns the re-
sponse (¢, d, 1, $1,S2).

— User;: On input a public key pk and a commitment (rnd, a, by, bs), a tag
info, and message m, User; does the following. It samples v <& Zy and
T,t1,t2,t3,ta,t5 ¢ Zg. Then, it computes z := Hy(pk, info), z; := Ha(rnd),
a=a-gh -y (=127, =12], &= (/. Next, it sets 3, = b] g’ - (}*,
By = by -his - (i n = 27, and ¢ = H3(¢, (1,0, B, B2,n,m,info). Fi-
nally, it computes a challenge e := ¢ — t5 — ¢4 mod ¢, the state Sty =
(v,7,t1,t2,t3,ts, t5,m) and returns e, Sty .

— Usera: On input a public key pk, a response (¢, d,r,s1,$2) and a state
(v, 7,t1,t2,t3, ta, t5,m), Usery first computes p :==r + ¢1, w := ¢ + ta, 01 =
.81 +t3, 09 =83+ 15, and § := d + t4. Then, it computes =7 —9 -~
and € = H3((, (1, 8°y%, g7 (Y, ho2(3, 2*¢%, m). It returns the signature o =
(¢, G, p,w,01,02,0, 1) if 6 + w = €; otherwise, it returns J_E|

5 We note that the check for € = w + § implicitly checks that ¢ +d = e as well as

a = y°g”,b; = z{g® by = zIh*2, ie. it checks that the output of Sign — 2 was
valid.

10



— Verify: On input a public key pk, a signature (¢, (1, p,w,01,02,0, 1) and
a message m, Verify computes first z := H;(pk,info) and then e := H3((,
(1, g7y, g7 ¢, ho2 ¢S, 2#¢%, m,info). Tt returns 1 if § + w = &; otherwise, it
returns 0.

We note that the only change we made to Abe’s scheme is that in our variant,
the z part of the public key is derived as a hash of pk and a tag info instead
of as a hash of the other elements of the public key. It is easy to see that by
using an empty info this yields the original scheme and thus our proofs about
the adapted scheme also apply to the original.

We note that Abe refers to z,z1,(, (1 as the tags of a signing session or
signature. However, as we are considering partial blindness, we will refer to them
as the linking components. By [1], the original scheme is computationally blind
under the Decisional Diffie-Hellman assumption. For completeness, we provide a
detailed proof of the partial computational blindness of our variant in section[3.1}

3.1 Partial Blindness of the adapted Abe scheme

We provide a formal proof of partial blindness under chosen keys for the Abe
blind signature scheme. Abe [1] proved the scheme to be blind for keys selected
by the challenger.

Lemma 1. Under the decisional Diffie-Hellman assumption in G, Abe’s blind
signature scheme BSA is computationally blind in the random oracle model.

Proof. We use similar techniques as [6].
Game Gj The first game is identical to the blindness game from Definition |Z|
for Abe’s blind signature scheme.

Setup. G samples b < {0,1}.
Simulation of oracle H;. G; simulates H; by lazy sampling of group ele-

ments.
Online Phase. When M outputs a public key (g,y,h) and messages mg and
m1, and tags infog, infoy, Gy verifies infog = info; assigns my = m, and

my = mp—1

Oracle User;. works the same as described in Definition [7]

Oracle Usersy. works the same as described in Definition

Simulation of Hs. Hj is simulated through lazy sampling

Simulation of Hs. Hj is simulated through lazy sampling
Output determination. as described in Definition [7]

The second game replaces the signature for mg by a signature that is independent
of the run with the signer.

Game G The second game generates the signature on mg independently of
the corresponding signing session.

Setup. Gg samples b < {0,1}.

11



Simulation of oracle H;. G2 simulates H; by lazy sampling of group ele-
ments.
Online Phase. When M outputs a public key (g, y, h) and messages mg and m4

and m, ﬁ, G, verifies that the key is well-formed and that GFE)B = EFO:

and aborts with output 0 if thi/s\cileck fails. It ftgiller assigns mg = my, and

my = mp—1 as well as infog = infog and info; = infoy.

Oracle User;. For message mq, the oracle behaves the same as in G;. For
message my, it checks that session 0 is not open yet and opens session
0. Then the game picks J,w, 01, 02, p, pt uniformly at random from Z,. It
further draws two random group elements ¢ and ¢; and sets (3 == (/(;.
It then sets Hs(y* - g, ¢ - g7, (3 - h72, (% - 2", myg,infoy) = 0 + w. It
draws e < Z, uniformly at random and returns e as a challenge to the
adversary.

Oracle User;. For message mi, the oracle behaves the same as in Gy. For
message myg, on input ¢, d,r, s1, S2, the game does the following checksﬂ
e=d+c,a=g"y% b1 g=g" -Z(1170, by g =h* -Zg)o. It considers the
produced signature to be the one generated in User;.

Simulation of Hs. H, is simulated through lazy sampling

Simulation of Hs. For values not programmed in User;, G2 simulates Hs
via lazy sampling

Output determination. as described in Definition

Claim 1. The advantage of an adversary B to tell the difference between G1 and
Ga is AdvEH S = [Pr [Gq® = 1] - Pr |G, = 1] | < AVEPH.

Proof. We provide a reduction B’ that receives a random-generator DDH chal-
lenge (W,X,Y,Z) and simulates either Gy or Gz to the adversary. During
the first phase of the online phase, the reduction programs the random oracle
H; to return values Wi fi € Zq. For simulation of Hy, the reduction chooses
exponents g; <= Z, and returns values X%, yielding uniformly random values
from the group G. In User; for mg, when the adversary sends the commitment
which contains a random string rnd to be queried to the oracle Hs, the reduction
identifies the g = g; that was used as the random exponent for z; = X9. Denote
further by f the f; used for generation of z = H;(pk,info;). It sets ¢ = Y/ and
¢ = Z9. The reduction then proceeds to generate a signature by programming
the random oracle H3 as described in Gg. For mq, the reduction participates
honestly in the signing protocol. In Users, for mg, the reduction checks that
the adversary produces a valid signing transcript as described in Gso. If both
interactions yield valid signatures (i.e. the adversary produced a valid transcript
for mp and a valid signature for m,), the reduction outputs both signatures,
otherwise . If the adversary outputs it was playing game Gy, the reduction
outputs 0, otherwise it outputs 1.

We argue that if the challenge is a Diffie-Hellman tuple, the reduction sim-
ulates G1 perfectly. For a tuple W, W W W2 the tuple z = W/,z; =

7 We note that these checks need to be done explicitly here, as they are no longer
implicitly performed through checking that € = w + 9,
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W“'f'%,g = W/ ¢ = W* /9 i5 a valid Diffie-Hellman tuple w.r.t generator
W/ . Furthermore, the user tags ¢ and ¢; can be computed from z and z; using
blinding factor v = b. Furthermore, for any ¢, d,r, s1, s and signature compon-
ents w,d,p,o01,09, 1t there are unique choices of t1 = p —r,ts = w — ¢, t3 =
01— S1,ta =0 —d,t5 =09 — - S2, T = 4+ § - v that explain the signature in
combination with the transcript. Thus, the produced combination of signature
and transcript is identically distributed as an honestly generated signature.

If the challenge is not a Diffie-Hellman tuple, then the reduction simulates
G perfectly as the linking components (;, (1,; look like random group elements
and the reduction computes the same steps as Go to generate the signatures
and its outputs to the adversary. O

We describe the final game Gz where both signatures are independent from the
runs with the signer.
Game Gj3

Setup. Gg samples b <& {0,1}.
Simulation of oracle H;. Gj3 simulates H; by lazy sampling of group ele-

ments.
Online Phase. When M outputs a public key (g,y,h) and messages mo and
m1, Gg verifies that the key is well-formed and checks that infoy, = info;

and aborts with output 0 if this check fails. It further assigns mg = my; and

my = Mp—_1

Oracle User;. For session b, the game checks that session 0’ is not open
yet and opens session o'. It sets z := Hj(info). Then the game picks
0,w, 01,09, p, pt uniformly at random from Z,. It further draws two ran-
dom group elements ¢ and ¢; and sets (o := (/(;. It then sets Hs(y* -
g?, (¢ g7, (3 -ho2 ¢ -2" my ,infoy ) = d+w. It draws e < Z, uniformly
at random and returns e as a challenge to the adversary.

Oracle User,. For both sessions (denoted by ¢ = 0, 1), on input ¢;, d;, i, S1,4, $2,i5
the game does the following checks: e; = d; +¢;, a; = g™ - y“, by; =
gt . z‘f’fi, by ; = h% . zgfi. It considers the output signature to be the
one generated for this session in User;.

Simulation of Hs. Hj is simulated through lazy sampling

Simulation of H3. For values not programmed in User;, Ga simulates Hg
via lazy sampling

Output determination. as described in Definition

Claim 2. The advantage of an adversary B to tell the difference between G1 and
Gy is AdvS2®e — Pr [GZB’” = 1} —Pr [G:,,B”' _ 1} < AdvgP™.

Proof. Follows along the same lines as Claim [1} embedding the DDH challenge
in the signature for m; this time. a

In game Gg, the adversary cannot win, as both signatures are completely inde-
pendent from the two runs. As game Gg needs to program the random oracle Hj

twice to generate the signatures (this fails with probability at most 7 ?q

W
gr2lmol 1 1€
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if the adversary has made the exact same requests before), we get the following
overall advantage of

=20 AdVDPH 4+ AdvD)

AdyBLINDsss _ 2-qn DDH DDH
M i amo]

3.2 One-More-Unforgeability

In the following, we provide a proof for the one-more-unforgeability. Similar to [1]
we do this in two steps. First, we show that it is infeasible for an adversary to
generate a signature that does not use a tag that corresponds to a closed signing
session. (Note that the scheme is only computationally blind, and an unbounded
algorithm can link signatures and sessions since (z,z1, ¢, (1) forms a DDH tuple.
We call such tuples linking components, and refer to z,z; as “signer-side” and
¢, ¢1 as “user-side”.) This corresponds to Abe’s restrictive blinding lemma. Then,
as the main theorem, we show that it is also infeasible for an adversary to win
{-OMUF by providing two signatures corresponding to the same closed signing
session.

Our techniques. The main idea for both the lemma and the theorem is to
use the algebraic representations of the group elements submitted to the ran-
dom oracle Hj3 in combination with the corresponding signature to compute the
discrete logarithm of either y or h or in the tags z. This fails either when the
adversary has not made a hash query for the signature in question, or when the
representation of the hash query does not contain more information than the
signature, i.e., the exponents in the representation already match the signature.
We show that both of these cases only occur with a negligible probability. We
simulate the protocol in two different ways. One way is to use the secret key x
like an honest signer and try to extract the discrete logarithm of h or one of
the z. The other way is to program the random oracles H; and Hs so that the
reduction can use the discrete logarithms of z,zq,zs to simulate the other side
of the OR-proof for extraction of the secret key. We also use the programming of
the random oracles to efficiently identify which signature is the “forgery”. This,
in combination with not having to run the protocol twice for forking, renders a
tight proof.

Comparison to the original standard model proof by Abe [1] We briefly
recall that similar to our proof, the original proof also shows the restrictive
blinding lemma first, which, shows that an adversary that wins the OMUF
game and at the same time produces a signature where dlog. (1 # dlog, z1 ; for
all sessions 4, can be used to solve the discrete logarithm problem. The proof
uses the forking technique, i.e. it rewinds the adversary to obtain a second set
of signatures with different hash responses to Hs. The original proof of the re-
strictive blinding lemma also uses two signers, one that embeds in y and signs
using the z-side witness, another that embeds in h and signs using the secret key
x. These two signers are indistinguishable for a single run, however, two forking
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runs using the same witness reveal the witness being used internally. In partic-
ular, a forking pair of runs using the secret key = to sign, cannot be reproduced
by a signer that does not know the z-side witness. Therefore, the distribution
of signatures obtained from forking runs, in particular the components ¢ and w
may depend on which witness was used internally. We note that for example in
‘honestly generated’ signatures (i.e. when the adversary followed the User; and
Users algorithms to generate signatures), the a pair of signatures at the forking
hash query reveals exactly the same witness as the signer used to sign while
forking, so it is not clear why a similar thing may not also hold for ‘dishonestly
generated’ signatures.

As our reduction for the restrictive blinding lemma works in the AGM, we can
avoid the rewinding step. The adversary submits representations of all the group
elements contained in a hash query, which gives the reduction information that
would otherwise be obtained from the previous run. As the scheme is perfectly
witness indistinguishable, the representations submitted by the adversary are
independent of the witness used internally. We show in Claim [5] that even a
so-called reduced representation that does use factors that are only determined
after all signing sessions were closed, is likely to reveal enough information for
the reduction to be able to solve the discrete logarithm problem.

The Restrictive Blinding Lemma. We first provide a reduction for the re-
strictive blinding lemma in the AGM + ROM. We therefore define the game
/-RB-OMUFgsp as follows:

Setup: Sample keys via (sk = z,pk = (g, h,y)) < BSA.KeyGen(pp).

Online Phase: M is given access to oracles Sign,, Sign, that emulate the be-
havior of the honest signer in BSA. It is allowed to arbitrarily many calls to
Sign, and allowed to make ¢ queries to Sign,. In addition, it is given access
to random oracles Hy, Ho, Hs. Let finf, denote the number of interactions
that M completes with oracle Sign, in this phase for each tag info.

Output Determination: When M outputs a list L of tuples (m1, sig,, infoy), . ..
(my, sigy, infog), proceed as follows:

— If the list contains a tuple (m,sig,info) s.t. Verify(pk, m,sig,info) = 0,
or does not contain /i 4 1 pairwise-distinct tuples for some tag info,
return 0.

— Let z;,21; denote the values of z and z; used in the j-th invocation
of Sign,. If there exists (m,sig,info) € L with signature components
¢ # (1 (equivalently, (o # €), s.t. for all j with Hy(pk,info) = z; whose
sessions were closed with an invocation of Sign,, Cdlogzi “L3 £ (1, then
return 1. Otherwise, return 0. We call the first signature in L with these
mismatched linking components the special signature.

Define Advy; gen " = Pr[¢-RB-OMUF}s, = 1]. We show that an al-
gebraic forger M that wins /-RB-OMUFgsa can be used to solve the discrete
logarithm problem. This reduction is tight and does not require rewinding of the
adversary.
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Lemma 2 (Restrictive Blinding, see Lemma 3 in [1]). Let M be an al-
gebraic algorithm that runs in time tym, makes at most € queries to oracle Sign,
in RB-OMUFgsa and at most (total) qn queries to Hy, Ho, Hs. Then, in the
random oracle model, there exists an algorithm B s.t.

AdvDLP >}AdVRB-0MUF 41
-2

M, ¢,BSA 20
3
- (% + AdVE9E 1 AdvE - AdvEE 1 AdvaE)

Proof. Let M be as in the lemma statement. As before, we assume w.l.o.g. that
M makes exactly ¢ queries to Sign, and outputs a list of £+ 1 tuples. The proof
goes by a series of games, which we describe below.

Game Go. This is f-RB—OMUFBSA.

Game G;. To define G1, we first define the following event F. Ey happens if M
returns a list L of £+ 1 valid signatures on distinct messages my, ..., my and there
exists (m,sig,info) = (m, (¢, (1, p,w,01,02,0, 1) ,info) € L s.t. for all j whose
sessions were closed with an invocation of Sign,, Cdlogzj LGN #eand M
did not make a query of the form Hs((, (1, g°y%, g7 (9, h?2(3,z*¢%, m, info). In
the following, we refer to the first tuple (m,sig, info) € L as the special tuple for
convenience. G is identical to game G, except that it aborts when E; happens.

Claim 3. Pr[E] = 1
Proof. The only way for an adversary to succeed without querying Hs for the
signature is by guessing the hash value ¢ = w + . Since there are £ + 1 valid
signatures in L, the probability of guessing ¢ correctly for one of them is “Tl.

a

By the claim, we have that Adv,\c)l"1 > Adv,\c/';'0 —
q

Game G,. Game Go is identical to Gy, except that it keeps track of the
algebraic representations of group elements submitted to H3 by M and aborts
if a certain event Fy happens. In the following, we define the event Fo which
depends on these representations.

Simplifying Notations. For each query to Hs, the adversary M submits a set
of group elements (, (1, a, 81, B2, n along with a message m and info.

As M is algebraic, it also provides a representation of these group elements to
the basis of elements g, h,y, 7, 3, b1, bo, z] that it has previously obtained via
calls to Hy, Hy,Sign,, or Sign,. We note that by programming the oracles H;
and Hj the reduction knows a representation of its responses z; and z; ;. Any
element a, b, by that was returned as reply to a query to Sign; can be repres-
ented asa=y°-g",b; = z‘f -g% by = zg -h®2. Here, 21,29 = z/2; correspond
to the call Ha(rnd) made as part of answering this query to Sign,. This allows
us to convert any representation provided by M into a reduced representation in

16



the (simpler) basis g, h,y. For a group element o, we denote this reduced rep-

resentation by [o]5 and its components as Glo]+ h[o]? s Yol respectively, where
? = (g,h,y). If M wins, we denote the special message/signature pair in its
winning output as (m, info, (¢, (1, p,w, 01, 09,6, 1)). The algebraic coefficients of

this tuple define the following integers which we call “preliminary values”:

(JJ/ = y[a]7
5 = 9(B2]+ +z- Y(Ba]>
T Y]y + 9(¢a]7

5 = h[ﬁl]? 5 — h[n]—,» -
hici14 hiq,

We further define the following non-exclusive boolean variables that describe
when which of the above values is actually well-defined:

Co = (' # w) Cri= (W =w) A (T Y15 + i)y #0)
Cyi= (W =w) A (b #0)  Csi= (W =w) A (b, #0)

Claim 4. \/, C; = 1.

Proof. Since GY' =1 = (3 # ¢, it follows that TY(eo)» 9G] and h[@]? cannot
both be 0 when GY = 1. Therefore, either x - Yical» + 9ical» 7# 0 0r hie # 0.
Moreover, since [C2] = [(]7 — [G1] 7, either h¢,) # 0 or hyg, # 0, whenever

h[Cz]—f # 0. Therefore, (h[41]7 #0V h[<]7 #0Vz- Yica)w + 9ica)+ #0) =1 and
thus C V Oy V C3 = (W' = w). The lemma follows immediately. O

We now define Fs as the following event: w’ = w, and for any of §’,d"”, 6",
as long as its denominator is not 0 (i.e., it is well-defined), then it is equal to 6.
That is,

Ey =(Co=0)A(C1 =0V (C1 =1A (8 =46)))
AN(Co=0V(Cy=1A(8"=8))A(Cs =0V (Cs=1A (" =0))).

Claim 5. PI‘[EQ] < 3% + AdvgllOg + Advgljg + AdVgLOg + Advglfg

The proof for this claim can be found in the full version [30].

By the claim, Adva? > Advgt — 34

In the following, we explain how the reduction can simulate game Gg to the
adversary M and win the discrete logarithm game.

Simulation of H,, Hs, H3. We begin by describing how Sy, .S; simulate the
random oracles Hy, Hy, H3. These simulations are common to both S, and are
performed in the straightforward way using lazy sampling. We assume that the
oracles keep respective lists L; for bookkeeping, where L; stores input/output
pairs. More specifically.
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— Hy and Hj: on each fresh input &, H; samples v < Z, and returns g¥. It
stores (£,g%,v) in L;.

— Hj : on each fresh input (&,-), Hs samples ¢ < Z, and returns e. It stores
(€,1ep, €) in L.

— On repeated inputs H; returns whatever it returned the first time that £ was
queried.

Scheduling of Signing Sessions. We assume that each .S; internally schedules
sessions with the oracles Sign; and Sign, as required by G2. This can be easily
implemented by using a fresh session identifier for each new session.

Extracting Equations from Forgery. Suppose that M wins game G, i.e.,
GY = 1. Recall that in this case, M produces a one-more forgery of at least £+ 1
valid signatures, after having completed at most ¢ sessions with oracle Sign,. In
addition, we have required that one of the returned tuples (m, info, sig) be special,
i.e., that Cdlogzi “19 o£ ¢ for all z; and z1 ; (where again z; and z; ; corresponds
to the value of z and z;, respectively, derived during the j-th interaction with
oracle Sign, ).

From the verification equation of the special signature (m, info, sig), one ob-
tains the equations o = g” - y*, B1 = (§ - g7, B2 = (§-h?, n = z - ¢%. Denoting
wo,; = dlog z;, w := dlogh, we obtain the reduced equations

g[a]7 +x'y[o¢]—1> +w'h[o¢]—1>:p+x'w (1>
gy T2 Yy T sy = Gy T w-hig F2y) 0+ (2)
9ol T T Yol T W Risy) = (911 T W R T Y ) 002w

(3)
I T WAy + 2 Yo =wo pt (g, Hw b 2 ys) 6 (4)

We continue by describing simulators Sy which covers case Cy, and S7 which
covers C,C5,C3. As we will see, the values ¢, r,d, s1, so inside a signature is-
sued as part of a signing query are all known to S;. Together with the above
observations, it is easy for each simulator to convert a query to Hs into reduced
representation. Moreover, the winning tuple in M’s output can be identified
through knowledge of the logarithms of all z; and all z; ; efficiently.

Case Cy = 1. We describe simulator Sy, which simulates G using w. On input
a discrete logarithm instance U = g”, it behaves as follows:

Setup: Sy samples w < Z, and computes the public key pk as pk = (g,h =
g,y = U), which implicitly sets sk := x.

Online Phase. Sy runs M on input pp, pk and simulates the oracles Sign,,
Sign, as described below. In addition, it simulates the oracles H;, Ha, Hs as
outlined above.

Queries to Sign,. When M queries Sign,(info) to open session sid, Sy
checks in L, if pk,info has been previously requested from H; and if yes
sets wo siq accordingly, otherwise samples wy giq and programs Hi (pk, info) :=
g0, It samples tndgsiq < {0, 1} and sets z; giq = g¥1=14 = Ha(rndga),
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which places the tuple (rndsid, 21 sid, W1,sia) into Lo. It then sets zg giq =

. Wo,sid —W1,sid —
Z51d/zl sid, W2sid = - - ; Csid) T'sidy U1,sid» U2,sid <_ Zq> Asid =

CSld grs‘d bl,md - gu1 osid b2 sid = = h“2s1¢ and returns Asid, b1,§1d7 b2 sid -
Querles to Sign,. When M queries Sign,(sid, eqiq), So sets dsia = €sia —
Csid, S1,sid ‘= U1,sid — dsid - W1,sids S2,sid ‘= U2,sid — dsid - W2,sid and returns
Csid, Osid s Tsid S1,sids 52,sid-
It is straightforward to verify that the above simulation of Gg is perfect.
Solving the DLP instance. When M returns {41 message signature pairs, Sy
identifies the special signature using the exponents stored in Ls. It retrieves
the corresponding hash query to Hs from L3 together with representations
of a,fq,pP2,n. Sy uses Eq. and the fact that Cy = 1 & w # Yla]—>
to (efficiently) compute and output the value = as z = (p — Jlal — W -
h[a]7)/(y[a]7 —w). (In case Cy = 0, or there is no hash query corresponding
to the special signature, it aborts.)

If Cyp =1, then Sp’s simulation of Gg is perfect.

Case Cy = 0 We describe simulator S7, which simulates G2 using z. On input
a discrete logarithm instance U := g", it behaves as follows.

Setup. S; samples z < Z,. It sets pk := (g, h = U,y = g”), sk == x.

Online Phase. S; runs M on input pp, pk and simulates the oracles Sign,,
Sign, as described below. In addition, it simulates the oracles Hy, Hy, H3 as
outlined above.

Queries to Sign;. When M queries Sign,(info) to open session sid, S
checks if info was requested to H; already and if so sets wy ; accord-
ingly, otherwise it samples wy ; < Z, and sets Hy(pk,info) := wp ;. It
then samples rndgq <= {0,1}* and sets Z1gid = g = Hy(rndsiq)
(hence wy giq is known to S; from programming Hz). It then samples
Usid, dsid, S1,sid, S2,sid = Zg and sets agq = g*, by gq = g*=id - Ztliffd,
b gig = h%2sd . zds‘d and returns agiq, b1 sid, b2 sid-

Queries to Sign,. When M queries Sign, on input (sid,egq), S1 sets
Csid = €sid —dsid, Tsid ‘= Usid —Csid " & and returns csiq, dsid, Tsid, 51,sid; 52,sid

Solving the DLP instance. When M returns /+1 message signature pairs, S;
identifies the special signature using the exponents stored in Ly. It retrieves
the corresponding hash query to Hs from L3 together with representations
of «, B, B2, n. If there is no hash query to Hs corresponding to the special

signature, it aborts. Since Cy = 0 it holds that C; =1V Cy =1V C3 = 1.

S1 uses one of the following extraction strategies.

If Oy = 1: S; uses Eq. (3) and the fact that C1 = 1 = (- yi¢,)5 + gieal # 0),
to (efficiently) compute and output the value w as follows. S; first computes ¢’
as 0" = (gjp,]> + 2 Y(pa) )/ (T - Yica]o + gica))> Which gives the equality

0" (9icaly + 7 Yicaly) T W higy) = gipa)s + T gy + W Ry (5)
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Egs. and yield
0 (Gicals T2 Yiealo) T W Rl = Gl T T Ylga)y W higy)s

=0 (9icaly + 7 YlGaly T W Pyl5) F 02w

If h[32]7 _5'h[C2]? —0o9 # 0, 51 outputs w = ((5—5/)'(9[@]? +1‘-h[§2]?))/(h[52]? -
6 - hi¢,) — 02). We prove the following claim.
Claim 6. h[gﬂ_], -4 h[Cz]—{ — 09 #0.

Proof. Since C; = 1 and event E5 does not happen (since otherwise GY = 0),
we know that ¢ # ¢’. Hence, it suffices to show that if § # ¢’, then h; -0

h[@]7 — 09 # 0. Due to Eq. we get

8 (glealy T 7 Yie)y) T W higy), =

B2l

(Gl T T Yol T W i) o2 w

0

5 (gl + T Yeal) T W igy)s

which yields (6" — 6) - (g(¢,) + @ Y[co]) = 0. Since C1 = 1, we have g, + @~
Yica)» # 0, which contradicts the assumption that §’ # 4. O

It is easily verified that whenever C7 = 1, S7’s simulation of Gy is perfect.

If C; =0 and Cy = 1: S uses Eq. and the fact that Cy = 1 & (w =

Yja]») A (hie,)» # 0), to compute and output the discrete logarithm w of the

h
instance U as follows. S first computes ¢ == h[[fl]]7 which leads to the equality
Uy

5” Twe h[<1]7 + 9[51]7 tz- y[Bl]? = 9[51]7 tz- y[51]7 tw- h[ﬁl]?' (6)
Eqgs. @ and yield
0" w- ey F 9805 T Ve = 9Bl T Vs T W hisys
= Galy T )y T2 Ya)y) 0+ ot

By the same argument as in the previous case, § # §”, and S; can compute and

output w as w = (8- (gj¢,) T2 Yjcy)5 ) + 01— gipy)5 T2 Y(p1)5 )/ (6 —6") - hiey) ),
as Cy = 1 implies that h[g&]—,» = 0. Moreover, S1’s simulation of Gg is perfect if
(5 =1 holds.

If C; = Cy =0 and C3 = 1: In this case, S uses Eq. and the fact that C3 =
1l (w= Yl )A (h[C # 0), to compute and output the discrete logarithm w

of the instance U as we descrlbed below. S computes 6" = h[n]? / h[c]?, leading
to

8" w-higo + G T Yl = I T2 Y T W Ay (7)
Equations and (7)) imply that
8w by Gy T Yl = Gy T Yy T W Ry
=wo - i+ (95 Wiy + 2 yi5) - 6.
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As in the previous cases, 6 # 6", so Si can output w by computing w =

(0 (91¢1 T2 Yie15) + 1 wo — (g +2 Y )/ (6" =) - ey, ), since by, # 0
due to C'3 = 1. Moreover, S;’s simulation oi? G is perfect if C3 = 1 holds. Slnce

both simulators provide a perfect simulation (in their respective cases) and cover
all cases that can happen whenever G = 1, B can run the correct simulator to
extract the discrete logarithm with advantage Adv]é) LP > Advﬁ'z/ 2. Moreover,

we have Advii? > Advg® — —(22 + Adv®® + Adviy ® + Advi® + Advg®) >
G 3 dl dl dl dl

Ad(\i/MO — = (%2 4 Advg® + Advi ® + Advi 28 + Advg ) — SEL. Hence, tg & ty

arn

1 £+1
Advg™" 2o AdVTT B — 5

(3% + Adv dlog + Advgbg +Advd10g + Advgiog)
q

The Main Theorem In the following, we show that Abe’s blind signature
scheme has full one-more-unforgeability. We make use of the restrictive blinding
lemma to identify the forged signature.

Theorem 1. Let M be an algebraic algorithm that runs in time ty, makes at
most { queries to oracle Sign, in (-OMUFgsa and at most (total) qn queries
to Hy, Hy, H3. Then, in the random oracle model, there exists an algorithm B
such that

AdvDLP >1Advf/|)}\,féjsl; 3qn dvE DLP — AdVPLP _ AgyE DLP

— (Advi™? + Adve ® + AdvR"? + Advg?)

Proof. The proof is similar to the proof of lemma [2] We give a brief overview,
the full proof can be found in the full version [30].

The reduction embeds the discrete logarithm challenge in either y or all the z;
and z; ; by programming the random oracle H; and H. L.e. on input of a discrete
logarithm challenge U, the reduction sets either y = U and generates z;,z; ;,h
with known discrete logarithms to base g¥* for randomly chosen v; <> Zg,, or
the reduction sets y = g* for known z < Z,, h := g" for a known v € Z,,
and generates all z;,z; ; as U"* for v; & Zg4. This allows the reduction to either
generate signatures using its knowledge of the discrete logarithms of z;,z; j,
and h, or its knowledge of the secret key z. Due to lemma [2] we can assume
that there is one session that produces two signatures. As the responses for Hs
have been programmed, this session can be identified and a representation of all
group elements to g,y,z;, 21 ; is known to the reduction. Similar to the proof of
lemma [2| the algebraic representations of the group elements submitted in hash
queries to H3z can be used to compute preliminary w’ and ¢’,6”,6” for both
of the special signatures belonging to the same session. As at least one of the
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signatures was not created through a run of the honest signing protocol, using
similar arguments as for the special signature in lemma [2] thus the witness can
be computed by the reduction which yields the statement. a

4 Sequential Unforgeability of Schnorr’s Blind Signature
Scheme

In this section we show that Schnorr’s blind signature scheme satisfies sequential
one-more unforgeability under the one-more DL assumption in the AGM. We
first recall Schnorr’s blind signature scheme BSS below. A figure depicting an
interaction can be found in the full version ISOIE Let H: {0,1}* — Z, be a hash
function.

— KeyGen: On input pp, KeyGen samples = < Z, and sets x := g®. It sets
sk := z, pk := x and returns (sk, pk).

— Sign;: On input sk, Sign; samples r < Z, and returns the commitment
r :=g" and the state Stg := 1.

— Sign,: On input a secret key sk, a state Stg = r and a challenge ¢, Sign,
computes s := c¢-sk+r mod ¢ and returns the response s.

— User;: On input a public key pk, a commitment r, and a message m, Usery
does the following. It samples first samples «, 8 < Z,. Then, it computes
v/ =r-g”pk” and ¢ := H(r',m),c = ¢+8 mod ¢. It returns the challenge
¢ and the state Sty = (r, ¢, «, B, m).

— Userg: On input a public key pk, a state Sty = (r, ¢, a, ,m), and a response
s, Users first checks if g = r-x© and returns L if not. Otherwise, it computes
v =1 g pk? and ¢’ := s + o and returns the signature o == (r', s').

— Verify: On input a public key pk, a signature o = (r/, s’) and a message m,
Verify computes ¢’ :== H(r';m) and checks whether ¢ =1 pkcl. If so, it
returns 1; otherwise, it returns 0.

Theorem 2. Let M be an algebraic adversary that runs in time ty, makes at
most £ queries to Sign, in (-SEQ-OMUFggs, and at most q, random oracle
queries to H. Then there exists an adversary B such that

2
OMDL SEQ-OMUF qj, T qn +2
AdVB.,Z > AdVM,e,BSS — 72q ,

and B runs in time tg = tm + O(L + qp).

Proof. Let M be as in the theorem statement. Without loss of generality, we
assume that M makes exactly ¢ + 1 many Sign,() and exactly ¢ many Sign,
queries, and returns exactly £ + 1 valid signatures (rf,s7),...,(r7,,57,,) of

8 We use different letters to denote the variables in the scheme than what we used
in the previous section. Our choices are in line with the standard notation for this
scheme.
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messages mj, ..., m}fHﬂWe further assume that pairs (m7,r7),..., (mj,,r7)
are all distinct; otherwise M could not win /-SEQ-OMUFgss as we prove in
the following simple claim.

Claim 7. The pairs (mj,r}),...,(m},r}) are pairwise distinct for all i, j € [( +
1].

Proof. Suppose (mj,r;) = (mj,r}) for i # j € [{ +1]. If s; = s} then M
outputs two identical message/signature pairs, violating the winning condition.
Otherwise it cannot be the case that both (r},s]) and (r},s}) are both valid
signatures of m}, since given m; and r}, s} as in the valid signature is uniquely

defined (as in Eq. (?7)). O

Let x be the public key, r1,...,rp41 be the group elements returned by Sign,,
and M’s Sign, queries be Sign,(cy),. .., Sign,(cg). The proof goes by a sequence
of games, which we describe below. For convenience, we set Advﬁ'i = Pr[GM =
1].

Game Gg. This is the /-SEQ-OMUF game. We have that

Go _ SEQ-OMUF
Advy _AdVM,e,BSS

Game G;. In G; we make the following change. When M returns its final
outputs (m7, (r},s7)), ..., (mj, 1, (v 1, 5/,1)), together with r;’s algebraic rep-
resentation (v;, &7, pf 1, -, pg41) based on g, X, 11, ..., Teq1, for each i € [(+1]
for which H(r},m}) is undefined, we emulate a query ¢} := H(r},m}) via lazy
sampling. (If M has not seen a certain r; when outputting r}, then the game
naturally sets p; ; = 0, as M is not allowed to use r; as a base.) After that, we

define x; == c¢f +&F — Z§=1 p;i jcj, and abort if x; = 0 for all i. (Note that p,,,
does not appear in the definition of x;.)
G, and Gg are identical unless x; = 0 for all ¢ € [¢ + 1]. Call this event E.

2
Claim 8. Pr[E] < ttint?
q
Proof. If M does not query H(r},m}) for some i, then ¢} is a uniformly random
element of Z, in M’s view, so Pr[y; =0] =1/q.

Next we assume that M queries H(r},m}) for all ¢; call such query the i-th
special query. Since (m},r}) pairs are all distinct, ¢f = H(r},m}) is a uniformly
random element in Z, (independent of everything else) when M makes the i-
th special query. Also, r}’s algebraic representation (v}, f,p;l,...,p;‘,ul) is

9 Since the security game is sequential OMUF, and M can make at most £ many Sign,
queries, this implies that M can make at most £+ 1 many Sign; queries. Obviously,
any adversary who makes less than ¢ 4+ 1 many Sign; queries, or less than ¢ many
Sign, queries, or returns more than ¢ 4 1 valid signatures, can be turned into an
adversary who makes exactly ¢ 4+ 1 many Sign, and exactly ¢ many Sign, queries,
and returns exactly £+ 1 valid signatures, with the same advantage and roughly the
same running time.
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already determined when M makes its i-th special query. Any special query is
made either during a session which is eventually closed (i.e., between M’s j-th
Sign; query and j-th Sign, query for some j € [{]), or between two sessions
(including before the first session), or during the last session which is never closed
(i.e., after M’s (£ + 1)-th Sign; query). We consider these cases separately:

Case (. Suppose that there is any special query (say the i-th) made (a) between
two sessions (including before the first session); say the i-th special query is
made after the jo-th Sign, query and before the (jo + 1)-th Sign, query, or
(b) after the (£ + 1)-th Sign; query. Consider the time when M makes its i-th
special query H(r},m}). In case (a), at this point all group elements M has
seen are g,X,r1,...,Tj,, S0 pj; 11 = ... = p;, = 0; furthermore, the algebraic
coefficients (for r}) &, pfy,...,p;,, are all fixed. Finally, ¢; (where j € [jo])
is fixed when M makes its j-th Sign, query, which happens before M’s i-th
special query. Similarly, in case (b), at this point the algebraic coefficients (for

*

ry) FoPias - Pigp are all fixed, and cq,...,c, are fixed when M makes its
{-th Sign, query, which happens before M’s i-th special query. This means that
in both cases (a) and (b), all coefficients in y;’s expression, except ¢}, are fixed
when M makes its i-th special query. On the other hand, ¢} is a uniformly random
element in Z,. Therefore, Pr[y; = ¢f + & — i":l pici =0 = é, for a single
H(r;,m}) query. Since M makes ¢;, random oracle queries in total, we have that
Pr[x; =0A C1] < 2, and hence Pr[E A C1] < -

Case (5. Suppose that all special queries are made during some session which
is eventually closed. Since there are ¢ such sessions and ¢ + 1 special queries,
there is at least one session with at least two special queries during it; say the
i-th and (i+1)-th special queries are made during the jo-th session. Consider the
time when M makes its (i + 1)-st special query. At this point all group elements
M has seen are g,x,r1,...,Tj,, 8O pj ;41 = ... = p;, = 0; furthermore, the
algebraic coefficients (for v} and v} 1) &\ 071,107 40§15 Pisa1s -5 Pitjo
are all fixed. The output of M’s i-th special query c; is also fixed right after M
makes its i-th special query, which happens before M’s (i + 1)-th special query.
Finally, ¢; (where j € [jo—1]) is fixed when M makes its j-th Sign, query, which
again happens before M’s (i 4 1)-th special query. (This is because M’s (i + 1)-th
special query is made during the jp-th session, which is started after the j-th
session is closed.) This means that all coefficients in x; and x;4+1’s expressions,
except cj, and cj, , are fixed when M makes its (i 4 1)-th special query.

Next consider the time when M makes its jo-th Sign, query (i.e., when the jo-th
session is closed). At this point c;,; is also fixed, so the only coefficient in x;
and x;+1’s expressions which is not fixed is ¢, (to be chosen by M). In sum, the
last coefficient fixed is ¢;, (chosen by M), and the second last coefficient fixed is
¢;yq (uniformly random in Zg).

Consider the linear system with unknown c;,

_ Jo _
Xi=c; +&§ — =1 P;‘k,jcj =0,
_ * Jo % -
Xit1 = Cipq + &5 — Zj:l Pit1,;¢ = 0.
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_— §
Denote A := Pio G r& - Z;%Elpf’jcj and B := < fw'o ) the

Pit1jo Civr T &1 — 21 Piy1 G Pit1,50
augmented matrix and coefficient matrix, respectively, of . We first note that
if pf ;. = piy1,, = 0 all factors in eq. are fixed when M makes his query.
Thus, the probability that y; = ;41 = 0 is at most 1 over the choice of ¢ and
¢i41- In the following we assume that p} ; # 0 or pii; ; # 0. Then

Prlx; = xi+1 = 0] = Pr[cj, is the solution of (8)] < Pr[(8) has a solution]
= Pr[rank(A) = rank(B)] < Pr[rank(A4) < 1] = Pr[det(A) = 0]

* * * * jo—1 «
i joCiv1 + 07 o (§in — 2;0:1 Piv1;6) | 1

Jo— -

_pi+1,j0(ci +& - j=1 Pi,jcj) =0 q

)

for a single pair of H(rj,m;) and H(rj ,,m;, ;) queries. (The last equation
is true because when M makes its (i 4 1)-th special query, ¢, is a uniformly
random element of Z,, and all other coefficients are fixed.) Since M makes g
dh
random oracle queries in total, we have that Pr[x; = xi+1 = 0ACo] < (qi), and

hence Pr[E A Cy] < @.

In sum, we have that (let case Cy be “M does not make the i-th special query
for some i € [¢ +1]”)

Pr[E] = Pr[E A Co] + Pr[E A Cy] + Pr[E A C5]

1oagn (%) d+a+2
a2l
q q q 2q

<

2
By the claim, Ade:L < Advﬁ” — %’q’””.

Reduction to -OMDL. We now upper bound Advﬁl via a reduction B from
¢-OMDL. B ruus on input (G, g, q), and is given oracle access to chal and dlog.
B first queries x := chal() and runs M(G, g, ¢, x). B runs the code of G; except
that (1) on M’s j-th Sign; query (j € [¢]), B returns r; := chal(); (2) on M’s j-th
Sign, query, B returns s; := dlog(g,r, - x%). (B answers M’s (¢ + 1)-th Sign,
query just as in Gy, i.e., by sampling 7441 <> Z, and returning ry4q := g"+1.)
Finally, when M returns its final outputs, if there exists an i € [{+1] s.t. x; # 0,
B computes

* * L * *
S =V — Zj:l Pi,8i = Pipr1Te+1

Xi

and
Tj = S5 — C4jT,

and outputs (x,r1,...,7re). (If x; =0 for all 7, B aborts.)
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Clearly, B runs in time tpm + O(£ + gp). We claim that B wins (-OMDL if M
wins Gy. Since M is algebraic, we have that

14 y4
* * *
* o I I | Pi,j Pie+1 _ v +p; To41 '3 Pi,j
ri 7gz CxXSEo. rj .r[+1 7g1 i, 04170+ xS rj .
Jj=1

Jj=1

On the other hand, since M wins Gy, i.e., (rf, s}) is a valid forgery on message
m;, we have that

g‘;:‘ — rf . XC:.
The two equations above combined yield

4
.
xCi & . H - gsi —Yi =PieqaTe+1 (9)
=1

By definition of s;, we have that

substituting into @, we get

xXi — XCZ+5372f:1 p:,jcj — gSj 77:*25:1 p:,js.ifpz,e+1rl’f+1’
so ¢ = dlogx. By again, r; = dlogr;. This means that B wins /~-OMDL.
We have that
Advg )™t = Advit.

We conclude that

2 2
AdvOMPL > AdySEQOMUF _ 0y T 4h T = +2qh =y
" ey q

completing the proof. ad

4.1 Optimality of Our Reduction

In this section, we show an impossibility result which states (roughly) that re-
ducing /-sequential one-more unforgeability of Schnorr’s blind signature scheme
from ¢-OMDL (as shown in section |4) is the best one can hope for. Concretely,
we show that any algebraic reduction B that solves (/{—1)-OMDL when provided
with black-box access to a successful algebraic forger A in (-SEQ-OMUFggs,
can be turned into an efficient adversary M against (¢ — 1)-OMDL.

Algebraic Black Boxes. We consider a type of algebraic adversary that, apart
from providing algebraic representations for each of its output group elements to
the reduction, does not provide any further access (beyond black-box access). In
particular, the reduction does not get access to the code of the adversary. This
notion was previously put forth and used by Bauer et al. [8].
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Theorem 3. E Let B be an algebraic reduction that satisfies the following: if
algorithm A is an algebraic black-box algorithm that runs in time tp then
OMDL SEQ-OMUF
AVERRT = e (AdvRT3MT)
and B runs in time tg(tp). (Here, eg and tg are functions in the success prob-
ability and running time of A). Then there exists an algorithm M (the meta-

reduction) such that
4
1
Advfﬂ)}}/[_]al‘ > € ((1 — q) )

and M runs in time ty = tg(O(£3)).

Proof Idea. We give a brief overview of the proof here, the detailed proof
can be found in the full version [30]. We employ the meta-reduction technique
[18]. Our meta-reduction provides the reduction with interfaces from the one-
more discrete logarithm game as well as an algebraic black box forger for blind
Schnorr signatures. It plays the OMDL game itself and forwards all oracle queries
and responses, thereby providing the reduction with the interfaces of an OMDL
challenger. The meta-reduction (in the role of the forger) first opens and closes all
signing sessions before it makes its first hash query. We note that up to this point
the only outputs made by the meta-reduction in the role of the forger have been
uniformly random queries to the Sign, oracle provided by the reduction, and
thus independent of the algebraic representations output by the meta-reduction
during the process. It then uses the algebraic representations output by the
reduction as well as the responses from Sign, to compute the secret key through
means of linear algebra. The meta-reduction then starts making queries to the
random oracle provided by the reduction and generating signatures, providing
the discrete logarithm of its random commitments as a representation. Thus, all
representations as well as all queries made by the reduction are independent from
the algebraic representations that the reduction provides to the meta-reduction
but not a to a real adversary. When the meta-reduction has output its signatures
to the reduction, the reduction solves the OMDL challenge. The meta-reduction
at this point only forwards the solution to its own OMDL challenger and wins
whenever the reduction wins.

Doesn’t this also contradict Section[3? One may ask if it is possible to apply a
similar meta-reduction technique to Abe’s blind signature scheme or our partially
blind variant, which would contradict our result from Section [3| However, this
is not possible as the algebraic representations output by the reduction break
the witness-indistinguishability of the scheme. The meta-reduction would only
be able to compute the witness used by the reduction. Thus, the combination
of representations provided by the adversary and signatures provided by the
adversary would be dependent on the algebraic representations provided by the
reduction.

!0 This theorem even holds for a weaker version of ~~-SEQ-OMUF¢s where the ad-
versary A is required to output signatures for ¢ + 1 distinct messages.
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