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Abstract. Faced with the threats posed by man-in-the-middle attacks,
messaging platforms rely on “out-of-band” authentication, assuming that
users have access to an external channel for authenticating one short
value. For example, assuming that users recognizing each other’s voice
can authenticate a short value, Telegram and WhatApp ask their users to
compare 288-bit and 200-bit values, respectively. The existing protocols,
however, do not take into account the plausible behavior of users who
may be “lazy” and only compare parts of these values (rather than their
entirety).
Motivated by such a security-critical user behavior, we study the security
of lazy users in out-of-band authentication. We start by showing that both
the protocol implemented by WhatsApp and the statistically-optimal
protocol of Naor, Segev and Smith (CRYPTO ’06) are completely vulner-
able to man-in-the-middle attacks when the users consider only a half
of the out-of-band authenticated value. In this light, we put forward a
framework that captures the behavior and security of lazy users. Our
notions of security consider both statistical security and computational
security, and for each flavor we derive a lower bound on the tradeoff
between the number of positions that are considered by the lazy users
and the adversary’s forgery probability.
Within our framework we then provide two authentication protocols.
First, in the statistical setting, we present a transformation that converts
any out-of-band authentication protocol into one that is secure even
when executed by lazy users. Instantiating our transformation with a new
refinement of the protocol of Naor et al. results in a protocol whose tradeoff
essentially matches our lower bound in the statistical setting. Then, in
the computational setting, we show that the computationally-optimal
protocol of Vaudenay (CRYPTO ’05) is secure even when executed by lazy
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users – and its tradeoff matches our lower bound in the computational
setting.

1 Introduction

Instant messaging platforms are gaining increased popularity and hold an overall
user base of more than 1.5 billion active users (e.g., WhatsApp, Signal, Telegram
and many more [Wik]). These platforms recognize user authentication and end-
to-end encryption as key ingredients for ensuring secure communication within
them, and extensive efforts are currently put into the security of messaging, both
commercially (e.g., [PM16, Telb, Wha, Vib]) and academically (e.g., [FMB+16,
BSJ+17, CCD+17, KBB17]). A key challenge in securing messaging platforms
is that of protecting against man-in-the-middle attacks when setting up secure
end-to-end channels. This is exacerbated by the ad-hoc nature of these platforms.

Out-of-band authentication. Faced with the threats posed by man-in-the-
middle attacks, existing messaging platforms enable “out-of-band” authentication,
assuming that users have access to an external channel for authenticating short
values. These values are typically derived from the public keys of the users, or
more generally from the transcript of any key-exchange protocol that the users
execute for setting up a secure end-to-end channel.

For example, some messaging platforms offer users the ability to compare
with each other a value that is displayed by their devices (see Telegram [Tela],
WhatsApp [Wha], Viber [Vib] and more [Mem17]). This relies on the assumption
two users can establish a low-bandwidth authenticated channel (e.g., by recognizing
each other’s voice): A man-on-the-middle adversary can view, delay or even remove
any message sent over this channel, but cannot undetectably modify its content.

Such an authentication model that assumes a low-bandwidth authenticated
channel was considered back in 1984 by Rivest and Shamir [RS84].3 More recently,
this model was formalized by Vaudenay [Vau05] in the computational setting
(i.e., considering computationally-bounded adversaries) and extended by Naor et
al. [NSS06, NSS08] to the statistical setting (i.e., considering computationally-
unbounded adversaries) and by Rotem and Segev [RS18] to the group setting.
The out-of-band message authentication problem considers a sender that would
like to authenticate a message m to a receiver.4 The users communicate over
two channels: An insecure channel over which a man-in-the-middle adversary
has complete control, and a low-bandwidth authenticated channel, enabling the
sender to “out-of-band” authenticate one short value. The security requirement

3 Rivest and Shamir proposed the “Interlock” protocol which enables two users, who
recognize each other’s voice, to mutually authenticate their public keys in the absence
of a trusted infrastructure. Potential attacks on the Interlock protocol were identified
later on [BM94, Ell96].

4 As mentioned above, for messaging platforms the message m typically corresponds
to the public keys of the users or to the transcript of any key-exchange protocol that
they execute.
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asks for an upper bound on any man-in-the-middle adversary’s probability of
fooling the receiver into accepting a fraudulent message.

An effort vs. security tradeoff. Given that the out-of-band channel has only
low bandwidth, research on out-of-band authentication has so far focused on
constructing protocols that offer the best-possible tradeoff between the length of
their out-of-band authenticated values (corresponding to the amount of effort
required from the users) and their security (corresponding to the adversary’s
forgery probability). Vaudenay [Vau05], Naor et al. [NSS06] and Rotem and
Segev [RS18] provided complete characterizations of this tradeoff in their above-
mentioned respective settings, providing both lower bounds and protocols that
match them. However, these protocols rely on the assumption that the human
users indeed follow the protocol in its entirety. In particular, they rely on the
assumption that the users out-of-band authenticate the entire value that the
protocols instruct them to authenticate.

This assumption, however, may not always be realistic: The lengths of the
out-of-band authenticated values offered by the existing messaging platforms
may not align with the potential effort of different users. Specifically, existing
messaging platforms ask their users to out-of-band authenticate values whose
lengths range from roughly 200 bits (e.g., WhatsApp and Signal) to 288 bits (e.g.,
Telegram) – see Figure 1. Given that the out-of-band channel in implemented in
these platforms via a manual comparison operation, the security of such protocols
must take into account users that may compare only a subset of the positions
of these values. We refer to such users, who out-of-band authenticate only a
substring of the protocol’s out-of-band authenticated value, as “lazy users”.

As repeatedly demonstrated by research on usable security and human-
computer interaction, it is rather likely that a substantial part of the messaging
platforms’ user base may in fact be considered lazy (see, for example, [LS03,
PLF03, BA04, Her09, HZF+14, AFJ15, DDB+16] and the references therein).
This state of affairs, where a security-critical user behavior is not taken into
account, is extremely bothering.

1.1 Our Contributions

Motivated by the above-described plausible and security-critical behavior of “lazy”
users, we put forward a framework that captures the behavior and security of
such users in out-of-band authentication. Within our framework we characterize
the possible security guarantees for lazy users by presenting protocols together
with essentially matching lower bounds both in the computational setting and in
the statistical setting. Our main contributions are as follows.

The insecurity of existing protocols. We strengthen our motivation by
showing that the protocol implemented by WhatsApp [Wha] and the protocol of
Naor et al. [NSS06] are completely vulnerable to man-in-the-middle attacks when
the parties consider only a half (or fewer) of the characters of the out-of-band
authenticated value. This demonstrates that it is not only the case that the
existing protocols do not take security-critical user behavior into account, they
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Fig. 1. Out-of-band authentication in WhatsApp and Telegram. WhatApp
and Telegram (as well as many other messaging platforms) implement the out-of-band
channel by asking their users to manually compare two strings. WhatApp (on the right)
asks its users to manually compare 60 decimal digits corresponding to an out-of-band
authenticated value [Wha] of about 200 bits. Telegram (on the left) asks its users to
manually compare 64 characters corresponding to a 288-bit out-of-band authenticated
value [Telc]. The images are taken from [Mem17].

may in fact become completely insecure when executed by lazy users. In the
following section, we discuss the main underlying reason for these protocols’
vulnerability, and how our constructions overcome it.

Modeling the behavior and security of lazy users. We put forward a
framework that captures the behavior and security of lazy users. Our notions of
security consider both computational security and statistical security, and for each
flavor we derive a lower bound on the tradeoff between the number of positions
that are considered by the lazy users out of the out-of-band authenticated value
and the adversary’s forgery probability. These lower bounds are summarized in
Table 1, and we refer the reader to Section 1.3 for a more detailed overview.

Immunizing statistically-secure protocols against lazy users. Recall that
the statistically-secure protocol of Naor et al. [NSS06] becomes completely insecure
when executed by lazy users. Intuitively, this is the case because the influence of
each bit of the sender’s input message (i.e., the message to be authenticated) is
not “well-spread” across the out-of-band authenticated value (see Section 4 for
an in-depth discussion).
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Our Protocols
Our Lower Bounds

Forgery Probability Alphabet Size

Computational
Security

2−|I| 2 2−|I|·log |Σ| − 2−n

Statistical
Security

2−|I| 28 2−|I|·log |Σ|/2 − 2−n

Table 1. Summary of our results – protocols vs. lower bounds. We denote by
I the subset of positions of the out-of-band authenticated value that the users consider,
by Σ the alphabet over which the out-of-band authenticated value is defined, and by n
the length of the sender’s input message. Our computationally-secure protocol relies on
the existence of any one-way function (see Theorem 6.1), whereas our statistically-secure
protocol and our two lower bounds do not rely on any computational assumptions (see
Corollary 5.2, Theorem 7.1 and Corollary 7.3).
Note that our upper bound and lower bound in the computational setting match within
an additive 2−n term (which is a significantly lower-order term for not-too-short input
messages). In the statistical setting our bounds match within a constant factor (in
addition to the additive 2−n term).

Addressing this property, we provide a transformation that converts any
statistically-secure protocol (that does not necessarily provide any security for lazy
users) into a protocol that is statistically-secure for lazy users. Instantiating our
transformation with the protocol of Naor et al. results in a concrete statistically-
secure protocol for lazy users. Moreover, in the full version of the paper [NRS18] we
show that by refining the protocol of Naor et al. the resulting instantiation uses an
alphabet whose size is as small as 28 – which nearly matches our above-mentioned
lower bound in the statistical setting.5 We stress that our transformation and
the protocol resulted from applying it to the protocol of Naor et al. are oblivious
to the subset I of positions that users eventually read or even to the number
of positions they read. Meaning, we provide a single protocol that guarantees
security for every possible subset I. An interesting open question is whether a
protocol which is statistically-secure for lazy users can be constructed over a
binary alphabet.

In fact, our transformation can also be applied to any computationally-secure
protocol that satisfies a natural parallel composability guarantee. However, as
shown by our next result, this is somewhat unnecessary.

Matching the optimal tradeoff for computationally-secure protocols.
Whereas the statistically-optimal protocol of Naor et al. is completely insecure
for lazy users, we show that the computationally-optimal protocol of Vaudenay
[Vau05] is optimally secure for lazy users as well. Intuitively, this is due to the

5 As we discuss in more detail in Section 1.3, when moving to the setting of lazy users,
the size of the alphabet over which the out-of-band authenticated value is defined
becomes of great importance. This is in contrast to the traditional (non-lazy) setting,
in which this has no impact on security.
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following observation: Even though the out-of-band authenticated value in this
protocol is determined independently of the sender’s input message (which is
reminiscent of the protocol of Naor et al. in the statistical setting), the protocol
“ties together” the message and the out-of-band authenticated value in their
entirety using a non-malleable commitment scheme (which, in practice, can be
replaced by a hash function modeled as a random oracle). Note that as in the
statistical setting, the protocol is oblivious to the particular subset of positions
that the users eventually consider.

Extensions. We also discuss possible extensions of our framework. First, in the
full version [NRS18], we consider the notion of adaptive laziness, which gives the
adversary the ability to choose the subset of positions to be considered by the
users even after the out-of-band authenticated value is determined. Although
we find this notion somewhat less motivated in the context of lazy users, we
nevertheless extend our definitions and proofs of security to this stronger notion.

Second, we note that our notions of security, lower bounds and protocols
naturally extend to the group setting considered by Rotem and Segev [RS18].
Specifically, in the computational setting the protocol of Rotem and Segev can
be shown to be optimally-secure for lazy users; and in the statistical setting,
our general transformation can be easily adapted to support group protocols
(and can then be instantiated with the statistically-secure protocol of Rotem and
Segev).

1.2 Related Work

Bounds for out-of-band authentication. In the standard setting of out-of-
band authentication (i.e., with non-lazy users), Vaudenay [Vau05] and Vaudenay
and Pasini [PV06] established tight bounds for the tradeoff between the length
of the (entire) out-of-band authenticated value and the adversary’s forgery
probability in the computational setting. They provided a protocol [Vau05] in
which the forgery probability is bounded by 2−`, where ` is the bit-length of the
out-of-band authenticated value, and a matching lower bound [PV06]. Naor et al.
[NSS06] observed a gap between the computational and the statistical settings:
They proved that the forgery probability in the statistical setting of any protocol
is always at least 2−`/2, and provided a protocol that matches this lower bound
within a constant factor. We refer the reader to Table 2 for a summary of these
bounds, and note that our results provide a similar characterization for lazy users
in both the computational and the statistical settings (recall Table 1).

The security of messaging platforms. Many recent works addressed the
goals of formalizing the security guarantees of messaging platforms, as well as
analyzing the security of the protocols used by these platforms and identifying
potential weaknesses within them – see, for example, [FMB+16, HL16, BSJ+17,
CCD+17, CGCG+17, CGC17, KBB17, SKH17, RMS18, Gre18a, Gre18b] and
the references therein. Throughout this extensive line of research, the security of
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Protocols Lower Bounds

Computational
Security [Vau05, PV06]

2−` 2−` − 2−n

Statistical Security
[NSS06]

O
(
2−`/2

)
2−`/2 − 2−n

Table 2. Previous work – protocols vs. lower bounds. We denote by ` the length
of the out-of-band authenticated value and by n the length of the sender’s input message.
The computationally-secure protocol of Vaudenay [Vau05] relies on the existence of any
one-way function, whereas the statistically-secure protocol of Naor et al. [NSS06] and
the two lower bounds [NSS06, PV06] do not rely on any computational assumptions.

messaging protocols assumes an initial authentication phase for avoiding man-in-
the-middle attacks. As mentioned in most of the afore-listed references, such an
initial authentication phase is based on out-of-band authentication.

1.3 Overview of Our Contributions

We extend the existing framework for out-of-band authentication protocols
[Vau05, PV06, NSS06, RS18] to accommodate the security-critical behavior of
“lazy users”, that may consider only a certain part of the out-of-band authenticated
value (e.g., its left-most half, its right-most 10 characters, or a few randomly-
chosen positions). We model this behavior by having the sender send only a
substring of the out-of-band authenticated value, and requiring that for any
such substring the man-in-the-middle attacker’s forgery probability is bounded
by some pre-defined parameter associated with it. That is, whereas a standard
(i.e., “non-lazy”) out-of-band authentication protocol is parameterized by an
upper bound ε ∈ (0, 1) on the adversary’s forgery probability, a protocol in our
framework is parameterized by a function ε(·) which maps every subset I of
positions of the out-of-band authenticated value to an associated upper bound
ε(I).6

In addition, our definitions also extend those of Vaudenay and Naor et al.
by accounting for out-of-band authentication values over non-binary alphabets
(indeed, in the existing real-world implementations of out-of-band authentication
protocols, the out-of-band authenticated value is displayed to the users as a string
over some non-binary alphabet – recall Figure 1). When the users are assumed
to consider the entire out-of-band authenticated value, the particular choice of
alphabet (and alphabet size) is mainly a matter of providing a convenient user
interface. In the presence of lazy users, however, the size of the alphabet of the

6 Note that protocols in our framework must explicitly address (in terms of both com-
pleteness and soundness) the case where only part of the out-of-band authenticated
value is considered. This is the case, in particular, in our motivating example where
verification is done by comparing the out-of-band authenticated string to a value
that is computed by the receiver.
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out-of-band authenticated value plays an important role in what may be referred
to as the “granularity” of the users’ laziness.

Let us consider for concreteness a pair of users that read some 32 bits out
of a 64-bit out-of-band authenticated value. If the out-of-band authenticated
value is simply a 64-bit string (i.e., over a binary alphabet), then the users may
possibly read any of the

(
64
32

)
> 1.83× 1018 many 32-bit substrings of it. On the

other hand, if the alphabet is of larger size, say 8 characters, the users’ ability to
partially access the out-of-band authenticated value is more coarse-grained. In
particular, they can still read only a substring of the authenticated value, but
are restricted to reading specific blocks of consecutive 8 bits in their entirety. In
other words, users that read 32 bits in this setting may read only one of

(
8
4

)
= 70

many 32-bit substrings of the out-of-band authenticated value.

Identifying the weakness in existing protocols. It is quite simple to con-
struct a contrived example of a secure protocol that is completely insecure when
executed by lazy users. Thus, we chose to focus on the protocols of WhatsApp
[Wha] and Naor et al. [NSS06] for the following reasons: (1) the protocol imple-
mented by WhatsApp is among the most widely-used out-of-band authentication
protocols, and (2) the protocol of Naor et al. offers the optimal tradeoff between
the length of the out-of-band authenticated value and the adversary’s forgery
probability in the statistical setting (thus showing that both computationally-
secure protocols and statistically-secure ones may become completely insecure
when executed by lazy users).

Analyzing our rather simple attacks on these protocols (see Section 4), we
identify a key property that they have in common which makes them completely
insecure when executed by lazy users: Intuitively, different sections of the sender
input message (i.e, the message m to be authenticated) influence different sections
of the out-of-band authenticated value. Hence, if the users only consider a subset
of positions of the out-of-band authenticated value that is independent in some
sense from a particular part of the message to be authenticated, the adversary
can replace this part of the message in an undetected manner (we refer to this
property as “over locality”). In what follows, we discuss why the protocol of
Vaudenay in the computational setting does not suffer from over locality; and
how our general transformation in the statistical setting addresses it.

Naive approaches that fail. A potential approach to immunizing any compar-
ison based out-of-band authentication protocol against lazy users, is to have the
parties run the protocol and then hash the out-of-band authenticated value with
a random oracle (in addition to transmitting it over the insecure channel). On the
face of it, this resolves any over dependency on locality the initial protocol might
have exhibited. However, this approach may generally suffer from the major
shortcoming of introducing a tradeoff between the adversary’s running time and
its success probability (aside, of course, from relying on a random oracle which
may be undesirable if the security of the underlying protocol does not require
it). More concretely, an adversary that runs in time T (λ) has forgery probability
that is roughly (at least) T (λ)/2−|I|, where I is the subset of positions that the
parties consider. When I is small (which is exactly the case with lazy users), then
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the asymptotics “do not kick in”, and the latter forgery probability is significant.
This is precisely the reason why we are interested in protocols in which for every
such subset I, the forgery probability is bounded by ε(I) + ν(λ) (where ν(·)
is a negligible function of the security parameter λ) for every polynomial-time
adversary.

An additional potential approach is to have the parties apply some fixed error-
correcting code to the out-of-band authenticated value. Though this may have
the effect of increasing the fraction of inconsistent positions in the out-of-band
authenticated value at the end of any forgery attempt, it does not provide the
security guarantees we seek: If before applying the error-correcting code there was
some subset of t positions for some fixed t, for which there was an attack causing
the receiver to output a fraudulent message with probability ε, this may still be
the case after applying the code. Moreover, this approach has the consequence
of worsening the tradeoff between the length of the out-of-band authenticated
value and the adversary’s forgery probability. Similarly, adding redundancy to
the input message itself (e.g., by applying an error-correcting code to it) is not
necessarily helpful in immunizing protocols against lazy users.

Another possibility is to reduce the number of characters in the out-of-band
authenticated value by mapping it to a larger alphabet. As discussed above,
this has the effect of restricting the lazy behavior of the users; in particular,
assuming that the users read at least one character of the out-of-band value, after
increasing the alphabet size, this single character constitutes a larger fraction
of the out-of-band value. Alas, even if the new alphabet is sufficiently large so
that the out-of-band value consists just of two characters, the resulting protocol
may still be insecure for lazy users who read only one of them (this is the case,
for example, with the protocols of WhatsApp [Wha] and Naor et al. [NSS06]).
On the other hand, our lower bounds on the bit-length of the out-of-band value
(see Section 7) imply that in order for the out-of-band value to consists only of a
single character, its alphabet size has to be at least 1/ε, where ε is the forgery
probability. For any reasonable level of security, this means an impractical-sized
alphabet has to be used.

Security for lazy users via “influence spreading”. Our transformation in
the statistical setting takes as input a parameter t ∈ N and any statistically-secure
out-of-band authentication π with out-of-band authenticated value of length `
and forgery probability at most ε. It proceeds by having the sender S and the
receiver R run t parallel executions of π with the same input message m to S.
Afterwards, S parses each of the resulting t out-of-band authentication values as
a single character from an alphabet of the appropriate size, concatenates them
into a single string of length t (over the larger alphabet) and sends it over the
out-of-band channel. When considering some subset I ⊆ [t] of the characters in
the new out-of-band authenticated value, the receiver R accepts the message m
if and only if it accepts m in each of the executions corresponding to the subset
I. We show that for every subset I ⊆ [t], the forgery probability in this new
protocol is bounded by ε′(I) ≤ ε|I|.
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In light of our observations regarding protocols that are insecure for lazy users,
this transformation can be thought of in the following manner: We start with a
protocol that might be insecure for lazy users and suffer from over locality, and
we “spread” the influence of each bit of the input message across all characters of
the new out-of-band authenticated value via the parallel invocations of the basic
protocol.

When instantiated with the protocol of Naor et al. [NSS06] (while setting its
security to ε = 1/2), our transformation yields a protocol with a constant-size
alphabet which is statistically-secure for lazy users: For every subset I ⊆ [t], the
forgery probability corresponding to I is bounded by 2−|I|. However, using the
protocol of Naor et al. and their analysis “off the shelf” results in an alphabet
which is, though constant-size, large and impractical (concretely, it is of size
216 = 65536). Hence, in the full version [NRS18], we show by a refined analysis of
the protocol of Naor et al. that this constant can be reduced to 28 = 256 (which
fits nicely, for example, in the set of 333 emoji Telegram uses as the alphabet in
the verification of their voice calls).

Leveraging the “local sensitivity” of non-malleable commitments. In-
formally speaking, the protocol of Vaudenay [Vau05] consists of the following
steps: (1) On input m, S sends m to R, chooses a random rS and commits to
the message (m, rS); (2) R sends a random rR to S; (3) S reveals rS ; and (4)
S sends rS ⊕ rR over the out-of-band authenticated channel. In the lazy user
setting, where the users only read the subset I of positions in the out-of-band
authenticated value, R accepts m if and only if the value (rS ⊕ rR)I sent over
the out-of-band channel is consistent with her view of the protocol.

In Section 6 we prove that when the commitment scheme used in Step (1) is
a non-malleable commitment scheme, then this protocol is optimal for lazy users
(considering the matching lower bound from Section 7). Our proof goes about
by considering all potential synchronizations that a man-in-the middle attacker
might impose while attacking an execution of the protocol, and showing that in
each of them, an attack on the protocol that succeeds with probability noticeably
larger than 2−|I| can be translated into an attack on a different property of the
underlying commitment scheme.

From a more conceptual point of view, our proof leverages the fact that the
non-malleability of commitment schemes is a property which is “locally sensitive”
in the following sense. Informally, in a non-malleable commitment scheme, it
should be impossible, given a commitment c to some value v, to produce a
related commitment ĉ for some value v̂ such that v and v̂ satisfy any efficiently
recognizable relation. This includes, in particular, relations that are defined with
respect to a subset of the positions in v and v̂; and namely, the relation induced
by a successful forgery in Vaudenay’s protocol when the users only consider the
subset I of positions of the out-of-band authenticated value.

1.4 Paper Organization

The remainder of this paper is organized as follows. In Section 2 we present
the notation and basic definitions that are used in this work. In Section 3 we
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introduce our framework for modeling the behavior and security of lazy users in
out-of-band message authentication protocols. In Section 4 we show that existing
out-of-band authentication protocols may become completely insecure when
executed by lazy users. In Sections 5 and 6 we present statistically-secure and
computationally-secure out-of-band authentication protocols, respectively. Finally,
in Section 7 we derive lower bounds on the tradeoff between the adversary’s
forgery probability and the length of the out-of-band authenticated value in
out-of-band authentication protocols that are executed by lazy users.

2 Preliminaries

In this section we present the notation and basic definitions that are used in
this work. For a distribution X we denote by x← X the process of sampling a
value x from the distribution X. Similarly, for a set X we denote by x← X the
process of sampling a value x from the uniform distribution over X . For an integer
n ∈ N we denote by [n] the set {1, . . . , n}. For a string s and a subset I ⊆ [|s|]
of positions, we let sI (sometimes we may write (s)I) denote the substring of s
obtained by concatenating the characters of s in the positions specified by the set
I in increasing order. A function ν : N→ R+ is negligible if for any polynomial
p(·) there exists an integer N such that for all n > N it holds that ν(n) ≤ 1/p(n).

Shannon entropy. For a random variable X defined over a finite domain Ω,
we rely the standard notion of Shannon entropy: H(X) = −

∑
x∈Ω Pr[X = x] ·

log2 Pr[X = x]. Note that for any such X it holds that H(X) ≤ log2 |Ω|.

Non-malleable commitment schemes [DDN00]. We rely on the notion
of statistically-binding non-malleable commitments (for basic definitions and
background on commitment schemes, we refer the reader to [Gol01]). We follow
the indistinguishability-based definition of Lin and Pass [LP11], though we find it
convenient to consider non-malleability with respect to content, other than with
respect to identities. Intuitively speaking, a non-malleable commitment scheme
has the following guarantee: Any efficient adversary cannot use a commitment
to some value v in order to produce a commitment to a value v̂ which is “non-
trivially” related to v. For formal definitions regarding commitment schemes and
non-malleable commitment schemes in particular, see the full version [NRS18].

Dolev et al. [DDN00] constructed non-malleable commitment schemes from
any one-way function. Subsequently, Lin and Pass [LP11] and Goyal [Goy11] have
shown that constant-round non-malleable commitments can be constructed from
the same assumption. The round complexity was further improved by Goyal et
al. [GRR+14] to 4 rounds, and by Goyal et al. [GPR16] to 3 rounds assuming the
existence of an injective one-way function. Such schemes can also be constructed
efficiently in a simple manner in the random-oracle model [BR93]. For further
information regarding non-malleable commitment schemes in the standard model
see the references above as well as, for example, [Bar02, PR08, LP09, PPV08,
PW10, Wee10, GLO+12] and the references therein.
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3 Modeling the Security of Lazy Users

In this section we introduce our framework for modeling the behavior and
security of lazy users in out-of-band message authentication protocols. We start
by reviewing the communication model and existing notions of security for out-
of-band message authentication [Vau05, NSS06], and then present our notions of
security for the case of lazy users.

3.1 Out-of-Band Authentication

Following the framework of Vaudenay [Vau05] and Naor et al. [NSS06], we model
the interaction between the sender and the receiver as occurring over two types
of channels: A bidirectional insecure channel that is completely vulnerable to
man-in-the middle attacks, and an authenticated unidirectional low-bandwidth
channel from the sender to the receiver. The adversary is assumed to have
complete control over the insecure channel: She can read, delay and remove any
messages sent by the two parties, as well as insert new messages of her choice at
any point in time. In particular, this provides the adversary with considerable
control over the synchronization of the protocol’s execution. Nonetheless, the
execution is still guaranteed to be “marginally synchronized”: Each party sends
her message in the ith round of the protocol only upon receiving the due message
of round i − 1. As for the out-of-band channel, we assume that the sender is
equipped with a low-bandwidth channel, through which the sender may send
a short message to the receiver in an authenticated manner (but without any
secrecy guarantee). The adversary may read or remove this message, and may
delay it for different periods of time, but cannot modify it in an undetectable
manner.

We follow the definitions of Vaudenay [Vau05] and Naor et al. [NSS06],
generalizing naturally to consider out-of-band authenticated values over general
alphabets and not only over the binary alphabet. As we discuss later on, this
is of little importance in the standard setting (where the parties are assumed
to read the entire out-of-band authenticated value), but will play a significant
role when considering lazy users. Following Naor et al. we differentiate between
protocols that are computationally secure and ones that are statistically secure.
We formalize the notion of statistically-secure out-of-band authentication protocols
as:

Definition 3.1. Let n, `, r ∈ N, let ε ∈ (0, 1) and let Σ be an alphabet. A
statistically-secure out-of-band (n, `, r, ε)-authentication protocol over Σ is an r-
round protocol in which the sender S is invoked on an n-bit message and sends at
most ` characters of Σ over the out-of-band authenticated channel. The following
requirements must hold:

1. Correctness: In an honest execution of the protocol, for any input message
m ∈ {0, 1}n on which S is invoked, R outputs m with probability 1.
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2. Unforgeability: For any man-in-the-middle adversary A and for any ad-
versarially chosen input message m ∈ {0, 1}n on which S is invoked, the
probability that R outputs some message m̂ 6∈ {m,⊥} in an execution with S
that is attacked by A is at most ε.

A computationally-secure out-of-band authentication protocol is defined simi-
larly, except that security need only hold against efficient adversaries, and the
probability of forgery is also allowed to additively grow (with respect to the
statistical setting) by a negligible function of the security parameter.

Definition 3.2. Let n = n(λ), ` = `(λ), r = r(λ), ε = ε(λ), and Σ = Σ(λ) be
functions of the security parameter λ ∈ N. A computationally-secure out-of-band
(n, `, r, ε)-authentication protocol over alphabet Σ is an r-round protocol in which
the sender S is invoked on an n-bit message and sends at most ` characters of
Σ over the out-of-band authenticated channel. The following requirements must
hold:

1. Correctness: In an honest execution of the protocol, for any input message
m ∈ {0, 1}n on which S is invoked, R outputs m with probability 1.

2. Unforgeability: For any probabilistic polynomial-time man-in-the-middle
adversary A there exists a negligible function ν(·) such that: For any input
message m ∈ {0, 1}n chosen by the adversary and on which S is invoked, the
probability that R outputs some message m̂ 6∈ {m,⊥} in an execution with S
that is attacked by A is at most ε+ ν(λ).

3.2 The Security of Lazy Users

In order to formally capture the lazy-users setting, given an out-of-band authen-
tication protocol we define a collection of “lazy protocols”, one per each possible
subset of positions of the out-of-band authenticated value. Informally speaking,
given a protocol π in which the out-of-band authenticated value consists of `
characters, for a subset I ⊆ [`] of indexes, we consider the “lazy protocol” πI
in which the parties execute π, with the exception that S only sends over the
out-of-band channel the substring of the out-of-band authenticated value that
corresponds to the positions in the set I.

Specifically, let π be a (statistically-secure or computationally-secure) out-of-
band (n, `, r, ε)-authentication protocol over an alphabet Σ (recall Definitions 3.1
and 3.2). For every subset I ⊆ [`] of the positions of its out-of-band authenticated
value, the “lazy protocol” πI is defined as follows:

1. On input m ∈ {0, 1}n to S, the sender S and receiver R run the first r − 1
rounds of π. Let v ∈ Σ` be the out-of-band authenticated value that S is due
to send in round r.

2. S receives I and sends only vI over the out-of-band authenticated channel.
3. R receives I and vI , and decides on her output according to π.7

7 As noted before, the protocols we consider in this paper must be defined for every
substring of the out-of-band authenticated value.
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Using this notion, Definitions 3.3 and 3.4 below formalize the extensions
discussed above in the statistical setting and computational setting, respectively.
Intuitively, we define the security of out-of-band authentication protocols for
lazy users by letting the bound on the forgery probability be a function of the
subset I considered by the users. Concretely, an out-of-band authentication
protocol π is parameterized by some function ε, which maps each possible set of
positions I of the out-of-band authenticated value to be read by the users to a
matching upper bound on the forgery probability. That is, in case the users only
read the out-of-band authentication value in positions I, an adversary should
be able to make the receiver output a fraudulent message with probability at
most ε(I). This approach has the benefit of being very general on the one hand,
while coinciding with the standard definitions (see Definitions 3.1 and 3.2) when
I = [`]. We note, however, that one may still consider a more restrictive notion
where the forgery probability should only depend on the size of I (observe that
this is a strict restriction of our notion).

Definition 3.3. Let n, `, r ∈ N and let ε : 2[`] → [0, 1]. A protocol π is a
statistically-secure out-of-band (n, `, r, ε)-authentication protocol for lazy users
over alphabet Σ if for every I ⊆ [`] the protocol πI is a statistically-secure
out-of-band (n, |I|, r, ε(I))-authentication protocol.

Definition 3.4. Let n = n(λ), ` = `(λ), r = r(λ) and Σ = Σ(λ) be functions
of the security parameter λ ∈ N, and let ε = ε(λ, ·) : 2[`] → [0, 1]. A protocol
π is a computationally-secure out-of-band (n, `, r, ε)-authentication protocol for
lazy users over alphabet Σ if for every I = I(λ) ⊆ [`] the protocol πI is a
computationally-secure out-of-band (n, |I|, r, ε(·, I))-authentication protocol.

4 The Insecurity of Existing Protocols

In this section we show that existing out-of-band authentication protocols may
become completely insecure when executed by lazy users. We focus on the
computationally-secure protocol implemented by WhatsApp [Wha] and on the
statistically-secure protocol of Naor et al. [NSS06], and show that these protocols
are completely vulnerable to man-in-the-middle attacks when the parties consider
only a half (or less) of the out-of-band authenticated value.

Concretely, for each of these two protocols we present an efficient man-in-the-
middle attacker that fools the receiver into accepting a fraudulent message with
probability 1. Then, we discuss the basic underlying structure that these two
protocols share, which makes them completely insecure when executed by lazy
users.

WhatsApp’s protocol [Wha]. Consider any protocol where in order to authen-
ticate a message m, the sender S partitions m into two halves m = m1‖m2, and
authenticates each half using some out-of-band authentication protocol separately
and independently. The out-of-band authenticated value is then σ = σ1‖σ2, where
σ1 and σ2 are the out-of-band authenticated values of the two executions. If
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the underlying out-of-band authentication protocol is secure and the users read
the entire string σ, then this newly-defined protocol is secure as well (though,
possibly, with a sub-optimal tradeoff between the adversary’s forgery probability
and the length of the out-of-band authenticated value). However, consider for
example the case where the parties only read σ1 (or a substring of it). In this
case, no security is guaranteed and a man-in-the-middle adversary can trivially
make R output a fraudulent message of the form m̂ = m1‖m̂2 for some m̂2 6= m2.
A similar problem arises when the parties read only σ2 (or a substring of it).

The above protocol might seem like a pathological example, specifically
contrived for our needs, but this is in fact exactly the approach used by WhatsApp.
Concretely, a pair of WhatsApp users wishing to verify that each of them has the
correct key of the other user compare a 60-digit sequence displayed on each of
their screens. This sequence is derived by hashing each user’s key into a 30-digit
string, and concatenating the two strings.8 It is not hard to see that if the users
only compare the first half of the out-of-band authenticated value, it might very
well be the case that one of them holds a fraudulent key, completely compromising
the secrecy of their chat.

The protocol of Naor et al. [NSS06]. Naor et al. [NSS06] presented a
construction of a statistically-secure out-of-band authentication protocol that
relies on the following idea. Loosely speaking, the two parties iteratively hash
the message into shorter intermediate values until reaching a short enough value
that can be transmitted out-of-band. More concretely, in each round of the
protocol the parties cooperatively choose an algebraic hash function: They treat
the input message and the intermediate values as polynomials over finite fields of
appropriate sizes, and in each round, one party chooses a random element in the
field on which the polynomial is evaluated, and the other party chooses a random
shift to apply to the result. When choosing the last hash function, the sender
S is the one to choose the element on which the polynomial is evaluated. The
out-of-band authenticated value then consists of two parts: (1) The result of the
last hash function (according to the view of S); (2) and the last element S chose.

Yet again, if the parties read and compare the entire out-of-band authenticated
value, then Naor et al. proved that this protocol is secure (and provides the
optimal tradeoff between the adversary’s forgery probability and the length of
the out-of-band authenticated value). Alas, if the users are lazy, and read only
one of the two parts of the out-of-band authenticated value, then the protocol
becomes completely insecure. Concretely, if the parties only read the part that
corresponds to the last field element chosen by S, then a trivial attack exists:
The man-in-the-middle adversary simply runs two independent executions, one
with the sender S and one with the receiver R, on two different input messages,

8 From WhatsApp’s security white paper [Wha, p. 10]: “WhatsApp users additionally
have the option to verify the keys of the other users with whom they are communicat-
ing so that they are able to confirm that an unauthorized third party (or WhatsApp)
has not initiated a man-in-the-middle attack. This can be done by scanning a QR
code, or by comparing a 60-digit number. [...] The 60-digit number is computed by
concatenating the two 30-digit numeric fingerprints for each user’s Identity Key”.
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with the exception of choosing the same field element as S does in the last hash
function of her interaction with R.

Summary: The underlying weakness. The property that both of the above
examples share and which makes them completely insecure in the face of rather
trivial attacks can be articulated in the following manner: In both cases, different
sections of the input message to be authenticated affect different sections of
the out-of-band authenticated value. In the case of WhatsApp, each user’s key
affects only half of the out-of-band authentication value (but both keys should be
verified). In the case of Naor et al. [NSS06], the input message to be authenticated
goes into the computation of only half of the out-of-band authenticated value,
while the other half is simply a random value generated during the execution of
the protocol.

It is instructive to view our positive results also in this light, as this may
provide the reader with additional intuition regarding the security of our con-
structions:

1. In the statistical setting, our transformation (and its resulting protocol when
instantiated with that of Naor et al. [NSS06]) can be interpreted as follows.
We start with an out-of-band authentication protocol that guarantees no
security for lazy users to begin with (but does guarantee security for users
who fully comply with the protocol), and in particular may suffer from the
same problematic property described above. We transform this protocol into
a protocol that provides security for lazy users by “spreading” the influence
of each bit of the input message m across all characters of the out-of-band
authenticated value of the resulting protocol.

2. In the computational setting we consider Vaudenay’s protocol [Vau05] whose
out-of-band authenticated value is simply a uniformly-distributed string that
is generated during the execution of the protocol. Intuitively speaking, even
though this value is determined independently of the input message, we “tie
together” the message in its entirety and the out-of-band authenticated value
using cryptographic tools (namely, a non-malleable commitment scheme).

5 Immunizing Statistically-Secure Protocols Against
Lazy Users

In this section we present a generic transformation that uses any out-of-band
authentication protocol that is secure under a certain form of parallel repeti-
tion for constructing an out-of-band authentication protocol for lazy users. In
particular, our transformation can be applied to any statistically-secure proto-
col, and can thus be instantiated with the protocol of Naor et al. [NSS06]. As
our transformation itself is statistically secure, this yields a statistically-secure
protocol (that comes very close to matching our lower bound on the tradeoff
between adversary’s forgery probability and the length of the partial out-of-band
authenticated value considered by the lazy users – see Corollary 7.3).



The Security of Lazy Users in Out-of-Band Authentication 17

We first present and analyze our transformation for statistically-secure proto-
cols, as well as discuss the properties of its instantiation with the protocol of Naor
et al. [NSS06]. Then, we discuss the specific composability property required
of computationally-secure protocols in order for them to be compatible with
our transformation (this, however, is somewhat less motivated given that our
computationally-secure protocol in Section 6 already matches our lower bound in
the computational setting).

The transformation. The building block underlying our transformation is an
out-of-band authentication protocol that does not necessarily guarantee any
form of security for lazy users. Loosely speaking, our transformation proceeds
as follows: On input message m, the parties run ` parallel and independent
executions of the underlying protocol with the same message m, and parse each
of the resulting ` out-of-band authentication values as a single character from
an alphabet of the appropriate size. The sender S then concatenates these `
characters into a single string of length ` (over the larger alphabet) and sends it
over the out-of-band authenticated channel. In a lazy execution of the protocol,
where the receiver considers only some number t ≤ ` out of the ` out-of-band
authenticated characters, the receiver accepts m if and only if it m is accepted
in each of the corresponding t executions.

Intuitively, if the forgery probability of the underlying protocol is bounded by
ε′, then fooling a receiver that reads only a predetermined t-character subset of the
out-of-band authenticated value requires the adversary to break the unforgeability
(in the standard sense, not considering lazy users) of t copies of the underlying
protocol, and hence the adversary’s forgery probability is bounded by (ε′)

t in the
statistical setting.

More formally, let n′, `′, r′ ∈ N, let ε′ ∈ (0, 1), and let π′ is a statistically-
secure out-of-band (n′, `′, r′, ε′)-authentication protocol; that is, π′ is an r′-round
protocol for out-of-band authentication of messages of length n′, where the sender
out-of-band authenticates at most `′ bits, and the probability of forgery is bounded
by ε′. We use π′ to construct a statistically-secure out-of-band (n = n′, `, r = r′, ε)-
authentication protocol for lazy users, denoted πLazy, for any ` ∈ N, such that
ε(I) = (ε′)|I| for every I ⊆ [`].

The protocol for lazy users, denoted πLazy, is defined as follows for every
I ⊆ [`] (i.e., this is the “lazy protocol” πLazy,I – see Section 3):

1. On input message m to S, S and R run ` parallel executions of π′ up to
(and including) round r′ − 1 with the same input message m to S in all
executions. Denote the out-of-band authenticated values that S computes in
these executions by σ1 · · ·σ` ∈ {0, 1}`

′
.

2. For each i ∈ [`], S parses σi as a single character over an alphabet of size
k = 2`

′
; denote the ith character by βi. S then receives I = {i1, . . . , i|I|} ⊆ [`]

and sends σ = βi1‖ . . . ‖βi|I| over the out-of-band authenticated channel.
3. R receives I, parses σ = σi1 · · ·σi|I| as |I| binary strings of length `′ each.

For every i ∈ I, denote by m̂i the output of R in the ith execution given
R’s view of that execution (including σi). If for every i, j ∈ I it holds that
m̂i = m̂j , then R outputs m̂i1 . Otherwise, R outputs ⊥.
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The correctness and security of the protocol πLazy are stated in the following
theorem.

Theorem 5.1. Let π′ be a statistically-secure out-of-band (n, `′, r, ε′)-authenticat-
ion protocol, let k = 2`

′
and let ` ∈ N. Then, πLazy is a statistically-secure out-of-

band (n, `, r, ε)-authentication protocol for lazy users over an alphabet of size k,
where ε(I) = (ε′)|I| for every I ⊆ [`].

The correctness and round complexity of πLazy follow immediately from the
correctness and round complexity of π′, respectively. The unforgeability of πLazy
for lazy users (vis-à-vis Definition 3.3) is proven in the full version [NRS18],
yielding the above theorem.

A concrete instantiation. Naor et al. [NSS06] constructed a statistically-
secure out-of-bound (n, `′, r, ε′)-authentication protocol for any n, r ∈ N and any
ε′ ∈ (0, 1), where `′ ≤ log(1/ε′) + log(r−1) +O(1). Instantiating our protocol πLazy
with the protocol of Naor et al. as π′, while setting r = Ω(log∗ n) and ε′ = 1/2,
yields a statistically-secure out-of-band authentication protocol for lazy users
with the same round complexity and a constant-size alphabet. This is formalized
by the following corollary.

Corollary 5.2. For any n, ` ∈ N, there exists a statistically-secure out-of-band
(n, `, log∗ n, ε)-authentication protocol for lazy users over a constant size alphabet,
where ε(I) = 2−|I| for every I ⊆ [`].

In the full version [NRS18] we also provide a refined analysis of the protocol
of Naor et al. which reduces the alphabet size of the protocol from Corollary
5.2 to 28, and discuss how our transformation applies to computationally-secure
protocols with some specific parallel-composability property.

6 Matching the Optimal Tradeoff for Computationally-
Secure Protocols

In this section we show that Vaudenay’s computationally-secure protocol [Vau05]
can be extended to allow execution by lazy users, and that the resulting pro-
tocol matches our lower bound on the tradeoff between the adversary’s forgery
probability and the length of the out-of-band authenticated value for lazy users
(see Theorem 7.1). That is, the protocol offers the optimal tradeoff between
the adversary’s forgery probability and the length of the partial out-of-band
authenticated value considered by the lazy users.

The basic building block used by the protocol is any non-malleable statistically-
binding commitment scheme Com. From a foundational point of view, such a
scheme with a constant number of rounds can be constructed based on any
one-way function in the standard model, and from a more practical point of view,
such a scheme can be constructed by simply invoking a hash function modeled
as a random oracle (see Section 2).
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The protocol, which we denote by πComp, is parametrized by the security
parameter λ ∈ N, the message length n = n(λ) ∈ N and the length of the
out-of-band authenticated value ` = `(λ) ∈ N, and is defined as follows:

1. On input the security parameter λ ∈ N and a message m ∈ {0, 1}n, the
sender S chooses a random rS ← {0, 1}`, sends m to the receiver R, and
commits to the pair (m, rS) to receiver R using Com. Denote the resulting
commitment by cS and its corresponding decommitment by dS .9 Denote the
message and commitment as received by R by m̂ and ĉS , respectively.

2. The receiver R chooses a random rR ← {0, 1}` and sends it to the sender S.
Denote by r̂R the value that S receives.

3. The sender S sends the decommitment dS to R. Denote by d̂S the decommit-
ment R receives. If d̂S is not a valid decommitment to ĉS or if the revealed
value is not of the form (m̂, ∗), then R outputs ⊥. Otherwise, let (m̂, r̂S) be
the revealed value.

4. The sender S sends σ = rS ⊕ r̂R over the out-of-band channel. R checks if
r̂S ⊕ rR = σ. If so, R outputs m̂, and otherwise R outputs ⊥.

The following theorem captures the security of the above protocol, stating
that it provides the optimal tradeoff as discussed above.

Theorem 6.1. Let n = n(·), r = r(·) and ` = `(·) be functions of the security
parameter λ ∈ N and let Com be an r-round statistically-binding non-malleable
commitment scheme. Then, protocol πComp is a computationally-secure out-of-band
(n, `, r+3, ε)-authentication protocol for lazy users (over the alphabet Σ = {0, 1}),
where ε(λ, I) = 2−|I| for every λ ∈ N and for every I ⊆ [`(λ)].

Our protocol incurs an almost minimal overhead in the number of rounds
relative to the round complexity of the underlying commitment scheme: The
number of rounds of insecure communication is r+2 (this includes the r+1 rounds
necessary for commitment and decommitment), to which we add only a single
message over the insecure channel, and a single message over the out-of-band
authenticated channel. In the plain model, a non-malleable commitment is known
to exist with r = 3, while in the random oracle model, there exist non-interactive
non-malleable commitments (i.e., with r = 1).

The security proof of our protocol considers all possible synchronizations a
man-in-the-middle adversary may impose on an execution of the protocol. For
each such synchronization and for every possible subset I ⊆ [`] of positions of the
out-of-band authenticated value, we bound the forgery probability by 2−|I|+ν(λ),
for a negligible function ν(λ), by converting an adversary achieving better forgery
probability into an adversary that breaks a specific security property of the
underlying commitment scheme (i.e., binding, hiding or non-malleability). The
full proof is given in the full version [NRS18].
9 As a commitment scheme may be interactive, when referring to a commitment, we
mean the transcript of the interaction between the committer and the receiver during
an execution of the commit phase of the commitment scheme. When the scheme is
non-interactive, a commitment is simply a single string sent from the committer to
the receiver.
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7 Lower Bounds on the Security of Lazy Users

Vaudenay [Vau05] and Naor et al. [NSS06] established tight bounds on the tradeoff
between the adversary’s forgery probability and the length of the out-of-band
authenticated value in out-of-band authentication. In this section we show that
their lower bounds, in both the computational and statistical setting, directly
translate into corresponding lower bounds for protocols that are executed by lazy
users.

7.1 Computationally-Secure Protocols

In any computationally-secure out-of-band authentication protocol where the
probability of forgery is bounded by ε > 0, the sender must out-of-band authen-
ticate at least log(1/ε) bits. This can be seen, for example, by analyzing the
collision probability of the random variable corresponding to the out-of-band
authenticated value (see for example, [PV06]). Below, we show that this reasoning
generalizes to the case of lazy users: Namely, for each number k ∈ [`] of bits
read from the out-of-band authenticated value, we provide a corresponding lower
bound.

Theorem 7.1. For any computationally-secure out-of-band (n, `, r, ε)-authentica-
tion protocol for lazy users over alphabet Σ, it holds that

ε(I) ≥ 2−|I|·log |Σ| − 2−n

for every I ⊆ [`].

Proof. Let π be any computationally-secure out-of-band (n, `, r, ε)-authentica-
tion protocol for lazy users over alphabet Σ. Let λ ∈ N and ` = `(λ) and fix any
I ⊆ [`]. Consider the following attack:

1. Choose a random m← {0, 1}n and run an honest execution with S on input
m (with the adversary playing the role of R). Denote by v the out-of-band
authenticated value S sends at the end of the execution. Delay the relaying
of v to (the real) R until the end of the attack.

2. Choose a random m̂← {0, 1}n and run an honest execution with R, where
the adversary plays the role S on input m̂. Denote by v̂ the out-of-band au-
thenticated value that the simulated sender sends at the end of the execution.
If v̂I = vI , forward v to R; otherwise, terminate.

Denote by VI the random variable corresponding to the substring of the out-
of-band authenticated value defined by the positions in I, where the distribution
of VI is induced by an honest execution of π on a randomly chosen input message
to S. Then, the following holds:

Pr
(v̂I ,vI)←VI×VI

[v̂I = vI ] =
∑
vI

(Pr [VI = vI ])
2
= 2

log
∑

vI
(Pr[VI=vI ])

2

≥ 2
∑

vI
Pr[VI=vI ] log(Pr[VI=vI ]) = 2−H(VI).
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The inequality above follows from Jensen’s inequality.
Let ForgeI denote the event in which the above attack goes through; i.e., R

outputs a fraudulent message. By the correctness of π, it holds that

Pr [ForgeI ] ≥ Pr [v̂I = vI ∧ m̂ 6= m]

≥ Pr [v̂I = vI ]− Pr [m̂ = m]

≥ 2−H(VI) − 2n.

On the one hand, by the unforgeability of π, it must hold that ε(I) ≥ 2−H(VI)−2n.
On the other hand, it is always the case that H(VI) ≤ |I| · log |Σ|. Taken together,
these inequalities yield the theorem.

The lower bound of Theorem 7.1 should be thought of in the following terms.
On the one hand, if the message to be authenticated is short (relative to the
bandwidth of the out-of-band authenticated channel), then the sender can just go
ahead and send it over the out-of-band channel. On the other hand, if it is long,
then the term 2−n is small and of little significance, and the attack from our
proof succeeds with probability close to 2−|I|·log |Σ|. Specifically, for any protocol
in which the length of the out-of-band authenticated value is independent of the
length of the input message to be authenticated, the success probability of our
attack can be made arbitrarily close to 2−|I|·log |Σ| (while considering arbitrarily
long input messages).

7.2 Statistically-Secure Protocols

Naor et al. [NSS06] proved a lower bound on the length of the out-of-band
authenticated value in any statistically-secure out-of-band authentication protocol.
More precisely, they provided a lower bound on the Shannon entropy of the
random variable corresponding to the out-of-band authenticated value. If we
denote this random value by V , the lower bound of Naor et al. can be articulated
as follow:

Theorem 7.2 ([NSS06]). For any statistically-secure out-of-band (n, `, r, ε)-
authentication protocol it holds that

ε ≥ 2−H(V )/2 − 2−n

Theorem 7.2 implies the following, more general, lower bound for out-of-band
authentication protocols for lazy users over possibly non-binary alphabets.

Corollary 7.3. For any statistically-secure out-of-band (n, `, r, ε)-authentication
protocol for lazy users over alphabet Σ, it holds that for every I ⊆ [`]

ε(|I|) ≥ 2−|I|·log(|Σ|)/2 − 2−n.

Proof. Let π be any (n, `, r, ε)-authentication protocol for lazy users over alpha-
bet Σ. By definition, this means that for any I ⊆ [`], the induced protocol πI is
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an (n, |I|, r, ε(I))-authentication protocol. For every I ⊆ [`], denote by VI the
random variable corresponding to the substring of the out-of-band authenticated
value that is induced by the subset I. Hence, by Theorem 7.2, for every I ⊆ [`]
it holds that

ε(|I|) ≥ 2−H(VI)/2 − 2−n.

For every I ⊆ [`] it holds that H(VI) ≤ |I| · log |Σ|, and combining this fact with
the above inequality completes the proof.
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