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Abstract. We study non-malleable secret sharing against joint leakage
and joint tampering attacks. Our main result is the first threshold secret
sharing scheme in the plain model achieving resilience to noisy-leakage
and continuous tampering. The above holds under (necessary) minimal
computational assumptions (i.e., the existence of one-to-one one-way
functions), and in a model where the adversary commits to a fixed parti-
tion of all the shares into non-overlapping subsets of at most ¢ — 1 shares
(where t is the reconstruction threshold), and subsequently jointly leaks
from and tampers with the shares within each partition.

We also study the capacity (i.e., the maximum achievable asymptotic
information rate) of continuously non-malleable secret sharing against
joint continuous tampering attacks. In particular, we prove that when-
ever the attacker can tamper jointly with k > t/2 shares, the capacity is
at most ¢t — k. The rate of our construction matches this upper bound.
An important corollary of our results is the first non-malleable secret
sharing scheme against independent tampering attacks breaking the rate-
one barrier (under the same computational assumptions as above).
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1 Introduction

A t-out-of-n secret sharing scheme [5,28] allows to distribute a message into
n shares in such a way that: (i) given ¢ or more shares we can reconstruct
the original message; and (ii) any attacker corrupting strictly less than ¢ share
holders has no information about the message. The parameter ¢ is called the
reconstruction threshold, and a scheme with the above properties is called a
threshold secret sharing. An important efficiency parameter of secret sharing is
the so-called information rate, which equals the ratio between the length of the
message and the maximum length of a share.

Goyal and Kumar [18] introduced non-malleable secret sharing, which further
satisfies the following guarantee: (iii) no attacker tampering with possibly all of
the shares can generate a valid secret sharing of a message which is related to
the original shared value. This notion was inspired by the related concept of
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non-malleable codes defined by Dziembowski, Pietrzak and Wichs [11], and by
similar notions in the setting of non-malleable cryptography [12,13].

Clearly, we must put some restriction on how the attacker can tamper with
the shares (as if she can tamper with all of them in a joint manner she can
reconstruct the message and compute a valid secret sharing of a related value).
The original paper by Goyal and Kumar constructed threshold secret sharing
schemes both against independent tampering attacks (i.e., each share can be
tampered arbitrarily yet independently) and joint tampering attacks (i.e., the
attacker can partition any set of ¢ shares into two non-empty subsets and tamper
jointly with the shares contained in each subset). This initial result spurred
further research on the subject, yielding non-malleable secret sharing schemes
with additional properties and with resilience to stronger tampering attacks. We
review the state of the art for joint tampering (which is the focus of this paper)
below, and in Tab. 1, and refer the reader to §1.4 for additional related work.

1.1 Non-Malleability Against Joint Tampering

In a follow-up paper, Goyal and Kumar [19] constructed n-out-of-n non-malleable
secret sharing in a stronger tampering model where the attacker can partition
the n shares into two (possibly overlapping) subsets of its choice, and then jointly
tamper with the shares in each of the subsets independently. Similarly to the
construction in [18], the information rate of this scheme asymptotically reaches
zero (when the message length goes to infinity).

Brian, Faonio and Venturi [7] showed how to compile any leakage-resilient
secret sharing into a continuously non-malleable one [15,16] using a trusted setup
(and computational assumptions). Here, leakage resilience refers to the guarantee
that the secret remains hidden even given leakage from the shares. Continuous
non-malleability refers to the ability of the attacker to adaptively tamper poly-
many' times with the same target secret sharing.

When the initial secret sharing is resilient to joint-leakage attacks, the com-
piled scheme tolerates continuous joint-tampering and joint-leakage attacks in a
model where the adversary commits to a partition B = (By, ..., B,,) of [n] into
m disjoint subsets of size at most k£ at the beginning of the experiment, and
subsequently can tamper with and leak from the shares within each subset in an
adaptive fashion. The reconstruction set 7 (with cardinality |T| > t) associated
to each tampering query can be chosen adaptively, a feature sometimes known
under the name of adaptive concurrent reconstruction [1]. In this work, we dub
secret sharing schemes that are secure in the above setting as leakage-resilient
continuously non-malleable under selective k-joint leakage and tampering at-
tacks. By plugging recent constructions of leakage-resilient secret sharing under
joint-leakage attacks [9,22,23], we get rate-zero schemes satisfying this notion
either for arbitrary access structures with k = O(logn), or for threshold access
structures with k = ¢ — 1 (which is optimal).

! The only (necessary) restriction is that the experiment self-destructs after the first
tampering query yielding an invalid secret sharing.



Brian et al. [0] showed how to compile any leakage-resilient one-time non-
malleable secret sharing scheme with statistical security under selective k-joint
leakage and tampering attacks into a p-time computationally non-malleable se-
cret sharing under selective k-joint tampering attacks in the plain model (assum-
ing one-to-one one-way functions). Here, p-time non-malleability means that the
number of tolerated tampering queries is a-priori bounded (and the length of the
shares depends on it). Moreover, when the initial secret sharing is secure under
adaptive k-joint leakage and tampering attacks (i.e., the attacker can change
the partition adaptively within each leakage/tampering query), the compiled
scheme satisfies p-time non-malleability under semi-adaptive’ k-joint tampering
attacks too. Combined with [9,18,19,22,23], the results of [(] ultimately yield
rate-zero schemes satisfying the latter notion either for arbitrary access struc-
tures with & = O(logn), or for threshold access structures with k = O(t/logt)
(and k =t — 1 in case of selective partitioning).

Finally, Goyal, Srinivasan and Zhu [20] obtain rate-zero one-time non-malleable
threshold secret sharing with statistical security against ¢-cover free tampering,
which intuitively requires that every share is tampered together with at most
t — 2 other shares (this model includes disjoint tampering as a special case).

1.2 Our Results

A major drawback of [0] is that it only satisfies computational p-time non-
malleability. This is far from optimal, as the notion could in principle be ob-
tained information theoretically. On the other hand, [7] achieves continuous non-
malleability under selective partitioning of the shares at the price of assuming a
trusted setup (and minimal, inherent, computational assumptions).

Our main contribution is a construction of leakage-resilient continuously non-
malleable t-out-of-n secret sharing under selective k-joint leakage and tampering
attacks in the plain model (assuming one-to-one one-way functions), for any
k <t and ¢t > 2n/3. Furthermore, our scheme achieves the following features:

— The information rate asymptotically reaches 1, which we show to be optimal.
— Leakage resilience holds in the stronger (and more practical) model where the
length of the leakage (from each subset in the fixed partition of the shares)
is arbitrary, so long as it does not decrease the min-entropy of the shares by
more than ¢ bits (where £ > 0 is called the noisy-leakage parameter).
An interesting corollary of our results is the first non-malleable t-out-of-n se-
cret sharing under independent tampering attacks in the plain model (assuming
one-to-one one-way functions) breaking the rate-one barrier (for ¢ > 2n/3). In
particular, we obtain asymptotic rate ¢/2.

All previous non-malleable secret sharing schemes against joint tampering
had rate zero, and the only scheme with rate one was secure in the much weaker
setting of independent tampering [15]. In this vein, our result shows that the

2 In this setting, once a subset of shares has been tampered with jointly, that subset
is always either tampered jointly or not modified by future tampering queries.



Reference  Access Structure Non-Malleability Leakage Rate Assumptions Partitioning

[18] Threshold (t > 2) 1-Time (k < t) X O (lul™?) — Disjoint
[19] Threshold (t =n) 1-Time (k < t) X O(lu[®) — Overlapping
General Continuous (k < O(logn)) Bounded  poly(Jul,n,£,\)"T  TDPs, CRHs, CRS  Selective, Disjoint
7 Threshold (¢ > 2) Continuous (k < t) Bounded  poly(|ul,n,£,\)™"  TDPs, CRHs, CRS  Selective, Disjoint
Threshold (t =n)  Continuous (k < 0.99n) Bounded  poly(|u|,n,¢,A\)""  TDPs, CRHs, CRS  Selective, Disjoint
Threshold (¢t > 2) p-Time (k < t) X poly(Js], 7, p, A) T 1-to-1 OWFs Selective, Disjoint
Threshold (t =n) p-Time (k < t) X poly(Ju|,m,p, )" 1-to-1 OWFs Selective, Disjoint
[ General p-Time (k < O(logn)) X poly (||, 7, p, A)~* 1-to-1 OWFs  Semi-Adaptive, Disjoi
Threshold (t >2)  p-Time (k < O(t/logt)) X poly(Ju|, . p, A)~* 1-to-1 OWFs  Semi-Adaptive, Dis
Threshold (¢ = n) p-Time (k < 0.99n) X poly (||, n,p, A) " 1-to-1 OWFs  Semi-Adaptive, Disjoint
[20] Threshold (t > 2) 1-Time (k < 1) X poly(Ju],n, 6,0) T — Overlapping
[5], §6.1  Threshold (t > 2) 1-Time (k < t) Noisy poly(Jul,n, £, )T — Disjoint
§6.2  Threshold (t > 2n/3) Continuous (k < t) Noisy ~ 1—poly(n, £,X) - |u|~* 1-to-1 OWF's Selective, Disjoint
[5], §6.2 Threshold (¢t > 2n/3) Continuous (k < t) Noisy  t—poly(n, £, A) - |p| ROM/AGM Selective, Disjoint
§6.3  Threshold (¢t > 2n/3) 1-Time (k =1) Noisy t/2—poly(n, ,\) - ||t 1-to-1 OWFs —

Table 1. State-of-the-art non-malleable secret sharing schemes tolerating joint tam-
pering and leakage attacks. The value n denotes the number of parties, || is the size of
the message, ¢ denotes the leakage parameter, p is the number of tampering queries, A
denotes the security parameter, ¢ is the reconstruction threshold, and k is the maximal
number of shares that can be tampered jointly. Semi-adaptive partitioning refers to
the ability of the attacker to change the way the target shares are partitioned within
each leakage/tampering query in a somewhat restricted manner [6]. OWFs stands for
“one-way functions”, TDPs for “(doubly-enhanced) trapdoor permutations”, CRHs
for “collision-resistant hash functions”, CRS for “common reference string”, ROM for
“random oracle model”, and AGM for “algebraic group model”. For readability, in the
last two rows the values for the rates are displayed as lower bounds.

lower bounds on the rate of leakage-resilient and non-malleable secret shar-
ing [6,25] can be circumvented in the computational setting. We stress that cryp-
tographic assumptions are inherent for continuous non-malleability [15,16,29].

1.3 Overview of Techniques

The construction of our secret sharing schemes consists of two main steps. First,
we show how to obtain leakage-resilient continuously non-malleable t-out-of-n
secret sharing under selective (¢t — 1)-joint leakage and tampering attacks in
the plain model, with asymptotic rate zero. Second, we show how to boost the
asymptotic rate to one generically.

Rate-Zero Construction In order to explain our techniques, it will be useful
to recall the construction of leakage-resilient continuously non-malleable t-out-
of-n secret sharing under independent® tampering attacks in the plain model,
by Brian, Faonio and Venturi [7] (which in turn builds on the construction by
Ostrovsky et al. [20]). For simplicity, let us focus on the case t = n = 2 (i.e.,
so-called leakage-resilient non-malleable split-state codes).

Here, one takes the message p and commits to it via a non-interactive (per-
fectly binding) commitment scheme using random coins p, yielding a commit-
ment . Hence, the string pu||p is secret shared using a leakage-resilient one-time

3 i.e., one-joint leakage and tampering attacks.



non-malleable 2-out-of-2 secret sharing scheme. This yields shares (o1,03), so
that the final shares become ¢ = (v,01) and 03 = (7,02). In the following,
we will refer to o] as the left share and to o5 as the right share. The recon-
struction algorithm proceeds naturally by first checking that the left and right
commitment are the same value +, and thus reconstructing the string p|p from
the shares (01,02) and outputting p if and only if (u,p) is a valid opening for
the commitment.

The security analysis crucially relies on the assumption that the underlying
one-time non-malleable secret sharing scheme has statistical security. In partic-
ular, the main hurdle in the proof is to reduce continuous non-malleability to
one-time non-malleability. Brian et al. overcome this obstacle using the following
strategy. First, they move to a mental® experiment in which (o, 05) is a secret
sharing of ul||p’, where p’ is random and independent of the random coins p used
to compute the commitment 7. Second, they reduce a distinguisher between
the real and mental experiment to an (inefficient) attacker against statistical
leakage-resilient one-time non-malleability. The key idea of this reduction is to
simulate multiple tampering queries by leaking the commitments 7; and 42 con-
tained in the tampered shares 61 and 9. If 413 # J2 the reduction outputs L
and self-destructs, and otherwise it brute forces the commitment and outputs
the corresponding message.

In order for the reduction to go through, one needs to argue that it does
not ask too much leakage. Here is where noisy-leakage resilience kicks in. Brian
et al. assume that the underlying secret sharing satisfies an additional prop-
erty known as conditional independence: For any message, the right (resp. left)
share drops the conditional average min-entropy of the left (resp. right) share
by some (possibly small) parameter d € N. This property is satisfied by existing
leakage-resilient one-time non-malleable t-out-of-n secret sharing schemes in the
independent leakage and tampering model [7,26]. Now, the point is that, so long
as the commitments 4, and 45 are equal, the leakage on the left (resp. right) share
can be thought of as a function of the right (resp. left share), and thus the overall
leakage does not drop the min-entropy by more than d + |y| + O(log A) where
the additional loss |y| corresponds to the tampering query in which 41 # Ao
(and the term O(log \) corresponds to the index of such query). Luckily, the
latter happens only once because after that a self-destruct is triggered, which
ultimately allows the reduction to go through.

1st Barrier: leakage-resilient one-time non-malleability. The first (obvious) dif-
ficulty in order to generalize the above construction to the joint-tampering set-
ting is that we need a leakage-resilient one-time non-malleable ¢t-out-of-n secret
sharing under joint leakage and tampering attacks, which was not known. We
overcome this difficulty by suitably modifying a recent construction by Goyal,
Srinivasan and Zhu [20], which we briefly recall below.

4 In the hybrid experiment, one also needs to adjust the reconstruction algorithm so
that an attacker cannot distinguish between the hybrid and the original experiment
by mauling o1, o2 without changing the underlying shared value. In the description,
we omit these details to simplify the exposition.



The sharing procedure first shares the message p using a t-out-of-n secret
sharing scheme II. Then, given the resulting shares (o1, ..., 0y), it encodes each
o; into a codeword (o ;,0r,;) using a t-time non-malleable split-state code II !
Finally, it uses again the t-out-of-n secret sharing scheme I to obtain shares

(Uél’z, .. ,Uf{?) of the right part of the codeword og ; for each ¢ € [n]. This yields

shares (o ;)ie[m) and (Jgg)i,je[n], which are distributed to the players by letting

*

of = (oL, (Ug,)j)je[n]) for all 7 € [n].

Goyal et al. proved that the construction is a t-out-of-n one-time non-malleable
secret sharing scheme with statistical security under k-joint tampering® attacks
for any k < t. The original analysis did not consider leakage resilience. However,
it is not too hard to lift the proof to the setting in which the attacker is also
allowed to perform noisy-leakage attacks, so long as the secret sharing scheme
IT’" is noisy-leakage-resilient ¢-time non-malleable. See the full version [3] for a
formal treatment.

2nd Barrier: conditional independence. The second barrier is more subtle. One
may think that after obtaining leakage-resilient one-time non-malleable t-out-of-
n secret sharing under joint leakage and tampering attacks we would be done by
using this scheme instead of the t-out-of-n one-time non-malleable secret sharing
under independent leakage and tampering attacks in the construction by Brian,
Faonio and Venturi [7].

Unfortunately, generalizing their analysis based on conditional independence
to the case of joint leakage and tampering attacks is not straightforward. Recall
that the reduction cannot perform too much noisy leakage. In our case, the re-
duction needs to leak the tampered commitments (;)i[m, i-e. one commitment
for each set of tampered shares.’

For concreteness, let us focus on the leakage performed on the shares within a
fixed subset B; of the partition. While it is still true that, before self-destruct, the
tampered commitment 4; corresponding to a tampering query (7, (f1,---, fm))
can be thought of as a function of the shares within 7 \ B;, the fact that the
reconstruction set 7 can change across different tampering queries would re-
quire the following flavor of conditional independence: For any message and any
unauthorized subset U, the shares within [n] \ & drop the conditional average
min-entropy of the shares within & by some (possibly small) parameter d € N.

However, the leakage-resilient one-time non-malleable t-out-of-n secret shar-
ing under joint leakage and tampering attacks we described in the previous para-
graph does not satisfy such a strong flavor of conditional independence. This is
because, e.g., in Shamir’s secret sharing with ¢ < n, the conditional average min-
entropy of the first share conditioned on all other shares is zero (as given any ¢
shares we can interpolate the polynomial used to determine the shares). In §4,
we show how to circumvent this problem by leaving off one level of abstraction.

5 Actually, Goyal et al. prove security in the more general setting of t-cover-free tam-
pering, in which, intuitively, the subsets of the partition of the shares may overlap.

6 Note that in case the tampered commitments within one of the subsets B3; are not
equal, the reduction can immediately self-destruct.



Namely, we analyze the compiler from [7] when instantiated with (our leakage-
resilient variant of) the secret sharing scheme from [20]. Intuitively, this allows us
to perform an hybrid argument where at each step we reduce to leakage-resilient
t-time non-malleability of the underlying 2-out-of-2 secret sharing schemes, and
thus to only assume the standard flavor of conditional independence for such
kind of secret sharing schemes, which is much easier to achieve.

Capacity of Continuously Non-Malleable Secret Sharing The above con-
struction still has shares of length polynomial in the number of parties, the
leakage parameter, the security parameter, and the message size, thus yielding
information rate asymptotically reaching 0. Motivated by this limitation, we
study the capacity (i.e., the best achievable rate) of continuously non-malleable
threshold secret sharing against joint tampering. As our main negative result, in
§5.1, we establish that whenever the attacker can tamper jointly with & > ¢/2
shares, the capacity is at most ¢ — k.

The latter can be seen as follows. Let IT be any continuously non-malleable
threshold secret sharing scheme against joint tampering with at most k shares.
Consider the non-interactive commitment scheme whose commit procedure does
a secret sharing of the message p obtaining (o1, ..., 0y, ) using a continuous non-
malleable secret sharing scheme, and finally outputs v = (o1,...,0¢—k). If we
can show that this commitment is perfectly binding then |u| < |y| = (t — k) - s
(where s is the size of a single share), and thus the rate of II must be at most
t — k. Assume the commitment scheme is not perfectly binding, namely, there
exist two distinct messages u(9) and (Y, along with openings py and p;, such
that v = (01,...,04_%) is consistent with both (9, po) and (M, py).

We show how to construct an efficient adversary breaking continuous non-
malleability of IT. Let o* = (07, ..., 0}) be the target secret sharing. The adver-
sary computes offline ¢(9) = (0’§0), ce 0'7(10)) and oV = (O’%l), ce, a,(})) by secret
sharing (%) with coins py and (! with coins p;. Note that, by construction,
the first t — k shares of 0(®) and ¢(!) are identical. Hence, the attacker tampers
repeatedly with ¢* as described below:

— It fixes the partition B of [n] to be B = (By, Bz, Bs), such that B; = [t — k]
and Bz = [t]\ [t — k], and Bs is any k-sized partition of [n]\ [¢]. The fact that
k > t/2 ensures that B is a k-sized partition of [n].

— It defines the tampering query f that replaces the first ¢ — k shares of o*
with the corresponding shares of ¢(?) (which are the same of ¢(!)), and the
shares of o* within By with the corresponding shares of either ¢(®) or ¢(!)
depending on whether the i-th bit of oy, is either zero or one. The shares
within B3 are unchanged.

— It submits f = (f1, fo, f3) to the tampering oracle along with the reconstruc-
tion set 7 = [t]. Note that it is irrelevant how the shares within B3 were
modified, as those are not included in [¢].

Using the above tampering query, the attacker learns the i-th bit of oy . After
all the shares o, are obtained, it is trivial to break non-malleability by hard-



wiring those shares in the tampering function that is allowed to modify the shares
within B; (as By U By = [t], which allows to reconstruct the target message).

Rate-One Construction (and More) The above upper bound shows that the
best possible rate of continuously non-malleable secret sharing against (¢ — 1)-
joint tampering attacks is 1. As our last contribution, in §5.2, we show that
such a rate is achievable under the same computational assumptions needed for
our rate-zero construction. We do so by revisiting a paradigm originally due to
Krawczyk [21] for boosting the rate of classical threshold secret sharing.

Let II be a threshold secret sharing scheme with rate zero. The main idea is
to use II to share the private key x of a symmetric encryption scheme, obtaining
shares (K1,...,ky); hence, we encrypt the message p and use an information
dispersal in order to distribute the ciphertext v (along with the shares of the
key) to the parties. Namely, by denoting with ~; the i-th share of the information
dispersal, the final share of party ¢ is going to be o; = (k;,7;). Krawczyk proved
that computational privacy of this construction follows easily from the privacy
property of the underlying secret sharing scheme, along with semantic security of
encryption. Moreover, let t* be the reconstruction threshold of the information
dispersal, by setting t* = t, the rate of the scheme asymptotically reaches t
(thus share size is smaller than the message size) the reason is that the size of
the shares of the key do not depend on the size of the message. Such a rate is
known to be optimal.

Unfortunately, our capacity upper bound immediately implies that the above
construction cannot yield a continuously non-malleable secret sharing scheme
against (¢t — 1)-joint leakage and tampering attacks when ¢* = ¢. In fact the best
possible rate is one, which corresponds to setting the reconstruction threshold
of the information dispersal to t* = 1, essentially meaning that the same cipher-
text must be repeated in every share, i.e. o; = (k;,y). The main step of the
proof is to transition to a mental experiment in which the shares (o1,...,0,)
are computed by sharing an unrelated key &, and reduce a distinguisher between
this experiment and the original game to an adversary attacking leakage-resilient
continuous non-malleability of the underlying secret sharing scheme. In partic-
ular, the reduction needs to obtain the tampered ciphertexts (¥;)igpm), i.e. one
ciphertext for each set of tampered shares,” so that it can either decrypt the
ciphertext 4 := 41 = .-+ = 4, with the tampered key & obtained from the
challenger, or self-destruct in case the ciphertexts within the reconstruction set
T specified by the distinguisher are not all equal.

One possibility would be to obtain each ciphertext 7; via leakage queries,
and then to argue that this does not reduce the conditional average min-entropy
by too much since, before self-destruct, the ciphertext 4; can be thought of as a
function of the other shares. However, the possibility to change the reconstruc-
tion set 7 adaptively within each tampering query, would require us to assume
the strong flavor of conditional independence discussed in §1.3 (which we do

7 Note that in case the tampered ciphertexts within one of the subsets B; are not
equal, the reduction can immediately self-destruct.



not know how to achieve). Instead, we use a different technique, and obtain the
tampered ciphertexts via multiple tampering queries (and thus with no leakage).
In particular, given a tampering query from the adversary, our reduction sends
|v] + 1 different tampering queries. The first |y| queries extract the tampered
ciphertext 4 one bit at a time, while the last tampering query extracts the secret
key used to encrypt the message. To perform the first |7y| queries we fix two valid
secret sharing (ago), e aﬁlo)) and (05”, e 07(11)) for two distinct messages (%)
and (M. The i-th tampering query coordinates its outputs using the i-th bits
of the tampered ciphertexts. If the tampered ciphertexts are all the same then
the shares produced by the i-th tampering function are either (050), . ,07(,,0))
or (0", of) (depending on the i-th bit of §). On the other hand, if the
tampered ciphertexts are not all the same, let 7, 5 be the indexes such that the
ciphertexts 4; and 7,/ differ on the i-th bit, then the tampering function outputs

(U](go))kegj and (J’il))kegj, which triggers a self-destruct.

Finally, we show how to bypass the limitations imposed by our capacity upper
bound by extending the ideas behind our rate compiler in two directions:

— First, we analyze the rate compiler assuming the reconstruction threshold of
the information dispersal is any value t* < t — 1 and the adversary is limited
to what we call t*-intersecting tampering: Each tampering query (7, f) out-
put by the attacker is such that, for all subsets B; of the partition B, either
B;NT =0 or |B;NT| > t*. Note that this yields asymptotic rate ¢* for
the final secret sharing scheme (without contradicting our capacity upper
bound which does not consider t*-intersecting tampering). An important
consequence of this generalization is that it yields the first non-malleable
secret sharing scheme against independent tampering attacks with positive
rate t/2. We achieve this by setting t* = t/2, and by reducing an attacker
for independent tampering to a t*-intersecting-tampering attacker that par-
titions the shares into two blocks of ¢/2 shares each.

— Second, in the full version [3], we show that optimal asymptotic rate ¢ can
be obtained both in the random oracle model (ROM) and in the algebraic
group model (AGM). More in detail, we consider the same rate compiler
but where the sharing procedure additionally appends to each of the shares
a cryptographic hash h of the ciphertext . The reconstruction procedure
checks that the hash values are consistent (i.e., they are all the same and
equal to the hash of 7). In the ROM, we model the hash function as a random
oracle, while in the AGM we instantiate it using the so-called Pedersen’s hash
function. In the reductions, we show that one can extract the tampered
ciphertext 4 from the tampered hash h corresponding to each tampering
query, without the need to rely on leakage resilience of the underlying t-out-
of-n continuously non-malleable secret sharing scheme.

These results do not contradict our capacity upper bound which is for the
plain model only. Informally, this is true because both in the ROM and in
the AGM we can obtain extractable commitment schemes that are succinct
(i.e., where the size of a commitment is shorter than the size of the message).



Concrete Instantiations Finally, in §6, we show how to instantiate the build-
ing blocks required for all of our constructions. We construct a leakage-resilient
t-time non-malleable split-state code by generalizing the black-box transforma-
tion of Ball et al. [1] to the setting of noisy-leakage and multiple-tampering
attacks. This construction satisfies the conditional independence property that
is needed for the analysis of our secret sharing scheme from §4.

Putting everything together, for any ¢ > 2 (resp. t > 2n/3) we obtain the
first statistically-secure (resp. computationally-secure) t-out-of-n noisy-leakage-
resilient one-time (resp. continuously) non-malleable secret sharing under selec-
tive (t — 1)-joint leakage and tampering attacks with asymptotic rate zero (resp.
one), as also highlighted in Table 1.

1.4 Related Work

Non-malleable secret sharing with security against one-time joint-tampering at-
tacks further exists for certain restricted tampering classes including polynomials
of bounded degree (see Ball et al. [3]) and affine tampering (see Lin et al. [21]),
and for ramp secret sharing (see Chattopadhyay and Li [10]).

A series of papers focuses on constructing non-malleable secret sharing in

the weaker setting of independent tampering attacks [1,2,7,15,18,19,29]. In par-
ticular, Faonio and Venturi [15], as well as Brian et al. [7], previously analyzed
a simplified version of the rate compiler of Krawczyk [21] and the non-malleable
code construction by Ostrovsky et al. [20] (generalized to threshold secret shar-

ing) in the setting of both independent and joint leakage and tampering attacks.
However, their analysis requires a non-standard® flavor of noisy-leakage resilience
for the underlying rate-zero secret sharing scheme which we show to be not nec-
essary in this work.

2 Standard Definitions

For a string = € {0,1}*, we denote its length by |z|; if z,y € {0,1}* are two
strings, we denote by z||y the concatenation of z and y. If X is a set, |X|

represents the number of elements in X. We denote by [n] the set {1,...,n}.
For a set of indices Z = (i1,...,%;) and a vector x = (x1,...,x,), We write xz
to denote the vector (x;,,...,2;,). When z is chosen randomly in X, we write

x <s X. When A is a randomized algorithm, we write y <—s A(z) to denote a run
of A on input z (and implicit random coins p) and output y; the value y is a
random variable and A(z; p) denotes a run of A on input « and randomness p. An
algorithm A is probabilistic polynomial-time (PPT for short) if A is randomized
and for any input x,p € {0,1}*, the computation of A(z;p) terminates in a
polynomial number of steps (in the size of the input).

8 They require that the leakage on the i-th share does not drop the conditional aver-
age min-entropy of the share ¢ conditioned on all other shares j # i by too much.
This additional requirement makes their rate compiler incompatible with the non-
malleable secret sharing scheme by Brian, Faonio, Obremski, Simkin and Venturi [(]
which does not satisfy this property.
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Negligible functions. We denote with A € N the security parameter. A function
p is polynomial (in the security parameter) if p(\) € ©(\°) for some constant
¢ > 0 ; we sometimes write poly(A) for an unspecified polynomial. A function
v : N — [0, 1] is negligible (in the security parameter) if it vanishes faster than the
inverse of any polynomial in A, i.e. v(A) € O(1/p())) for all positive polynomials
p(A); we sometimes write negl(A) to denote an unspecified negligible function. We
assume that the security parameter is given as input (in unary) to all algorithms.

Random variables. For a random variable X, we write Pr[X = z] for the proba-
bility that X takes on a particular value x € X, with X being the set where X
is defined. The statistical distance between two random variables X and Y over
the same set X is defined as

AX,Y) = ;; |Pr[X = z] — Pr[Y = z]|.
Given two ensembles X = {Xj}ieny and Y = {Ya}ren, we write X = Y to
denote that they are identically distributed, X 2 Y to denote that they are
statistically close, i.e. A(Xx,Y) < negl(A), and X ~ Y to denote that they are
computationally indistinguishable, i.e. for every PPT distinguisher D:

[Pr[D(X,) = 1] — Pr[D(Y)) = 1]| < negl(X).

We extend the notion of computational indistinguishability to the case of in-
teractive experiments (a.k.a. games) featuring an adversary A. In particular, let
Ga(A) be the random variable corresponding to the output of A at the end of the
experiment, where wlog. we may assume that A outputs a decision bit. Given two
experiments Ga(A,0) and Ga(A, 1), we write {Ga(A,0)}ren ~ {GAM, D) }aen
as a shorthand for

[Pr[Ga()\,0) = 1] — Pr[Ga(), 1) = 1]| < negl(\).

The above naturally generalizes to statistical distance, which we denote by
A(Ga(N 0),Ga(N 1)), in case of unbounded adversaries.

Average min-entropy. The min-entropy of a random variable X with domain X is
Heo (X) := —log max,ecx Pr[X = 2], and intuitively it measures the best chance
to predict X (by a computationally unbounded algorithm). For conditional dis-
tributions, unpredictability is measured by the conditional average min-entropy
Hoo (X |Y) := —logE, [27H=X [Y=0)] [11]. The lemma below is sometimes
known as the “chain rule” for conditional average min-entropy.

Lemma 1 ([11], Lemma 2.2). Let X,Y,Z be random variables. If Y has at

most 2¢ possible values, then Hoo (X | Y, Z) > Hoo (X, Y | Z)—¢ > Ho (X | Z)—
L. In particular, Heo (X |Y) > Hoo (X,Y) — £ > Hyo (X) — 2.
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Game SKEN'X()\, b): Oracle Oenc (K, p1):
K<s K Return Enc(k, )

(MO,/LI,OZ) s A?enc(”v')vodec(KV'>(1)\)

4 «s Enc(k, us) Oracle Ogec(k,7):
Return ASE"C(H“)’O“‘(N")(@, 4) Ify=%
Return L
Else

Return Dec(x, )
Fig. 1. Experiment defining security of SKE.

2.1 Non-Interactive Commitment Schemes

A non-interactive commitment scheme Com is a randomized algorithm taking
as input a message p € M and random coins p € R and outputting a value
~v = Com(y; p) called commitment. The pair (u, p) is called opening.

Intuitively, a secure commitment scheme satisfies two properties called bind-
ing and hiding. The first property says that it is hard to open a commitment
in two different ways. The second property says that a commitment hides the
underlying message. The formal definitions follows.

Definition 1 (Binding). We say that a non-interactive commitment scheme
Com is computationally binding if for all PPT adversaries A the following is
negligible:

Pr [ # A Com(p's p') = Com(pu; p) | (1, p, 1’ p') <=5 A(1Y)] .

If the above holds even in the case of unbounded adversaries, we say that Com
is statistically binding. Finally, if the above probability is exactly 0 for all ad-
versaries (i.e. each commitment can be opened to at most a single message), we
say that Com is perfectly binding.

Definition 2 (Hiding). We say that a non-interactive commitment scheme
Com is computationally hiding if for all messages g, uy € M it holds that

{Com(l)‘,uo)})\eN ~ {Com(l)‘,ﬂl)},\ew .

In case the above ensembles are statistically close (resp. identically distributed),
we say that Com is statistically (resp. perfectly) hiding.

2.2 Symmetric Encryption

A secret-key encryption (SKE) scheme is a tuple X' = (Enc, Dec) of polynomial-
time algorithms specified as follows.
— Enc is a randomized algorithm that takes as input a key x € KC and a message
1 € M and outputs a ciphertext v € C, where M and C are the message
space and the ciphertext space respectively.
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— Dec is a deterministic algorithm that takes as input the key x € K and a
ciphertext v € C and outputs a message u € M U {L}, where L denotes an
invalid ciphertext.

We say that X satisfies correctness if, for all k € K and all messages y € M,
we have that Dec(k,Enc(k, u)) = p with probability 1 over the randomness of
Enc. As for security, we will need SKE schemes satisfying the standard notion of
indistinguishability against chosen-ciphertext attacks (IND-CCA). Informally,
this property states that it is hard to distinguish the encryption of any two
messages even if the adversary has encryption/decryption capabilities under the
target key. Formally, we have the following definition.

Definition 3 (Security of SKE). We say that ¥ = (Enc, Dec) is an IND-
CCA secure SKE scheme if the following holds for the experiment in Fig. 1: For
all PPT adversaries A,

{SKEE= 0, 0)}AEN ~ {SKE=(, 1)}AEN :

2.3 Information Dispersal

Information dispersals are similar to secret sharing schemes but they do not
guarantee privacy. Formally, let n,t € N, with t < n. A t-out-of-n information
dispersal is a pair of (deterministic) polynomial-time algorithms (IDisp, IRec)
defined as follows:

— IDisp takes as input a message p € M and outputs n shares i, ..., iy,

where each u; € M;.

— IRec takes as input a certain subset of shares and outputs a value in MU{L}.
We require the following correctness property: For all p € M and all Z with
|Z| > t, it holds that IRec((IDisp(u))z) = p.

3 Secret Sharing Schemes

A n-party secret sharing scheme IT, with message space M and share space
S =81 x...x 8, consists of polynomial-time algorithms (Share, Rec) specified
as follows:
— Share is a randomized algorithm that takes as input a message y € M and
outputs n shares o4, ...,0,, with ¢; € S;.
— Rec is a deterministic algorithm that takes as input a certain subset of shares
and outputs a value in M U {L}.
The subset of parties allowed to reconstruct the secret by pulling their shares
together form the so-called access structure. We consider the t-out-of-n access
structure where any subset of shares of cardinality bigger or equal to ¢ can recon-
struct (we call such subsets authorized), while any subset of shares of cardinality
less than ¢ cannot (we call such subsets unauthorized). Subsets of cardinality ex-
actly ¢ are called minimal authorized sets.
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Definition 4 (Threshold secret sharing scheme). Let n,t € N and t < n,
we say that II = (Share, Rec) is a t-out-of-n secret sharing scheme if the following
two properties are satisfied.

— Correctness: for all A € N, all p € M and all T with |Z| > t, we have that
Rec((Share(1*, i1))z) = p with overwhelming probability over the randomness
of the sharing algorithm.

— Perfect Privacy: for all pairs of messages g, p1 € M and for any U with
|U| < t, we have that

{(Share(1*, 10))u } aen = {(Share(1*, 111))us } ren,

If the above ensembles are statistically (resp. computationally) close, we speak
of statistical (resp. computational) privacy.

Finally, when considering the length of the shares, we define the information rate
of a secret sharing scheme as the ratio between the length of the secret message
and the maximal length of a share.

Definition 5 (Asymptotic rate). Let IT be an n-party secret sharing scheme
with message space M = {0,1}* and share space Sy X ... x S,. Let s(|ul, \) =
max;e(n) log [Si(|u], A)| where Si(|ul, ) x ... x Sp(|u|, A) is the share space for
messages 1 of length |p| and security parameter \. The asymptotic information

rate of II is defined to be

= inf lim ﬂ
AEN || —oo S(|u, )

3.1 Tampering and Leakage Model

In our model the attacker partitions all of the shares into m (non-overlapping)
blocks with size at most k, covering the entire set [n]. This is formalized through
the notion of a k-sized partition.

Definition 6 (k-sized partition). Let k,m € N. We call B = (By,...,Bm) a
k-sized partition of [n] if: (1) U;cpny Bi = [n]; (i0) Vi, iz € [m] such that iy # ia,

Fix p € M and let B be a k-sized partition of [n]. To define our security
model, we consider an adversary A interacting with a target secret sharing o =
(01,...,0p) of u as follows:

— Leakage queries. For each i € [m], the attacker can leak jointly from the
shares op,. This can be done repeatedly and in an adaptive fashion, so long
as the leakage does not decrease the min-entropy of the shares by too much.
Formally, for any p € M, for each ¢ € [m] and for £ > 0, we require that

Hoo())je8, | Ai) = Hoo (Z5)je8,) — L, (1)

where (21,...,3,) is the r.v. corresponding to Share(u), and A, is the r.v.
corresponding to the total leakage performed within B; (over all queries).
An adversary obeying this restriction is called ¢-leakage admissible.
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LR-CNMSS/P{'5(A, ): Oracle Owmp(0, T, (f1,- - -, fm)):

o s Share(us) If stop = true
stop < false Return L
Return ACksk(@:): 0ty (0,-1) Else
Vi e [m]a oB; = fi(UBi)

Oracle Oieak(o, (g1, .-, 9m)): i = Rec(67)
If stop = true If o € {po, pa}

Return L Return ¢
Else Ifop=_1

Vi € [m], A; = gi(oB,) Return L, and stop < true

Return A = Aq]|...||Am Else

Return £

Fig. 2. Experiment defining leakage-resilient continuously non-malleable secret sharing
against joint tampering. The tampering and leakage oracles are implicitly parameter-
ized by set B, messages (o, 11 and flag stop.

— Tampering queries. For each i € [m], the attacker can tamper jointly
with the shares op,. Each such query yields tampered shares &i,...,0y,
for which the adversary is allowed to choose a different reconstruction set
T C [n], with |T| > ¢, and see the corresponding reconstructed message.
This can be done repeatedly and in an adaptive fashion, the only restriction
being that after the first tampering query yielding an invalid message, the
answer to all future tampering (and leakage) queries is automatically set
to L (the so-called self-destruct feature). This restriction is well-known to
be necessary when an arbitrary polynomial number of tampering queries is
allowed [15,29].

Now we are ready to give the formal notion of security. Intuitively, leakage-
resilient continuous non-malleability states that, given two” messages jg, 1 €
M, no admissible adversary, as defined above, can distinguish whether it is
interacting with a secret sharing of g or of ;.

Definition 7 (Leakage-resilient continuous non-malleability [7]). Let n,
t,k € N and £ > 0 be parameters. A t-out-of-n secret sharing scheme II is (-
noisy-leakage-resilient continuously non-malleable under selective k-joint leakage
and tampering attacks ((k,0)-LR-CNMSS, for short), if for all messages o, 1 €
M, all k-sized partitions of [n], and all PPT {-leakage admissible attackers A,
the following holds for the experiment of Fig. 2:

{LR-CNMSSFIQ;(L,;;(A,O)}AGN < {LR—CNMSS%K%(A, 1)} (2)

AeN

9 Coyal and Kumar [I8] originally gave a simulation-based definition of non-
malleability (for the case of one-time tampering). It is folklore that this flavor of
non-malleability can be shown to be equivalent to the indistinguishability-based no-
tion we define (even in the setting of continuous tampering), so long as the message
length is super-logarithmic in the security parameter.
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When no leakage is allowed (i.e. £ =0), we simply say that IT is a k-CNMSS.

3.2 Related Notions

By adapting the above definition, we obtain several notions as special cases, as
detailed below.

Leakage-resilient one-time mnon-malleability. Let LR—NMSS‘;}’K%()\,I)) be the
experiment that is defined identically to LR-CNMSS/7{";;(), b), except that the
attacker is allowed a single tampering query and all the leakage happens before
such query. In this case, Definition 7 can be achieved information theoretically
(i.e., for all unbounded adversaries). In particular, Eq. (2) now becomes

A (LR—NMSS‘;{’,{";;()\,O);LR—NMSS‘}{K%(A, 1)) <e (3)

for some € € [0,1), and we speak of ¢-noisy-leakage-resilient one-time statistically
e-non-malleable secret sharing under selective k-joint leakage and tampering
attacks ((k, ¢, €)-LR-NMSS, for short).

Asymmetric p-time non-malleable codes. When the number of parties is n = 2,
i.e. in case II is a 2-out-of-2 secret sharing, we obtain the notion of leakage-
resilient split-state continuously non-malleable codes [16,20] as a special case.
Here, it will be useful to consider asymmetric shares and possibly to tolerate
different amounts of leakage from each side; towards this, when we explicitly need
the size of the shares, we speak of (s, sg)-asymmetric codes, where s = log|Sy |
is the size of the left share and sg = log|Sgr| is the size of the right share.
Moreover, it will suffice for us to consider an attack scenario where the adversary
performs all the leakage before tampering, and can only send p tampering queries
(where p is fixed a priori). Notice that, when the number of tampering queries is
bounded, then we can obtain security even without assuming self-destruct (i.e.,
the self-destruct flag stop is never set to true in the experiment of Fig. 2).

An adversary A is called (¢, ¢r)-leakage and p-time tampering admissible, so
long as it makes at most p tampering queries and performs all leakage queries
before the first tampering query, with the restriction that:

Hoo (S0 | AL) > Hoo(B1) — 40,
Hoo (Zk | AR) > Hoo(ZR) — lr,

where 3 = (X, XR) is the r.v. corresponding ot the target secret sharing, and
AL, AR are the r.v. corresponding to the total leakage performed on X , ¥g (over
all queries). In this case, we say that IT is an asymmetric (¢, {r)-leakage-resilient
p-time e-non-malleable split-state code (asymmetric (¢, (R, p,€)-LR-NMC, for
short). We denote the corresponding experiment as LR-NMC/ X" (X, b).
When no leakage is allowed (i.e., £, g = 0), we simply Speék of asymmet-
ric p-time e-non-malleable split-state codes (asymmetric (p, €)-NMC for short);
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similarly, when no tampering is allowed (i.e. p = 0), we speak of asymmetric
(4L, LR, €)-leakage-resilient split-state code (asymmetric (¢, fr)-LRC for short).
Finally, in the latter case, we also need the existence of an efficiently com-
putable algorithm Share such that, for all og € Sg and p € M, it holds that
Rec(Share(u, or), or) = 1+ and moreover the distributions of the left shares sam-
pled from Share is equivalent to the distribution of the left shares of Share con-
ditioned on the right share being or and the message being u. In other words,
given as input the message p and a right share og, the algorithm Share produces
a left share o such that (o, 0r) is a valid and properly distributed encoding of
1. We refer the reader to §6 for concrete examples of leakage-resilient split-state
codes meeting the above property.

4 Rate-Zero Continuously Non-Malleable Secret Sharing

In this section, we give a construction of a leakage-resilient continuously non-
malleable secret sharing scheme against selective joint tampering. We refer the
reader to §1.3 for an overview of our scheme (and its security) and here directly
provide a formal treatment.

Let IT = (Share, Rec) be the t-out-of-n Shamir’s secret sharing scheme. For
simplicity we assume that IT can support messages of variable length, namely
the sharing procedure chooses a field that is large enough to encode the input
message u for n parties (for simplicity, we assume that |u| > logn), and we
denote such field as F(|u|), or simply F when the message is clear from the
context. A share o; of IT is a tuple (i,2) where ¢ € [n] and x € F is a field
element; in particular, if p is the polynomial chosen by the Share algorithm, for
all i € [n], o = (i,p(7)). Let S;(|u|) := {(i,z) : x € F(Ju|)}, clearly a secret
sharing of p has support S1(Jp|) X - -+ X Sp(|u]). Consider the function idx that,
upon input a tuple o = (i*,z), outputs the first component idx(c) = *; in
particular, for a share o; generated by the sharing function Share, it holds that
idx(0;) = i. Finally, let [T’ = (Share’,Rec’) be a split-state code with codeword
space S| X Sg and Com be a non-interactive commitment scheme. Consider the
following derived scheme IT* = (Share™, Rec™).

— Algorithm Share™: upon input u, first sample randomness p <—sR and
compute v < Com(y;p) and (o1,...,0,) <sShare(u||p). Then, for each

i € [n], compute (o ;,0r ;) < Share’(0;) and (0,%3, R O'I({;-)) s Share(ogr ;).
Finally, set o = (v, 0L, (créi’)j)je[n]) for all i € [n] and output (o7,...,0%).

— Algorithm Rec”: upon input shares (o7 );ez, parse o; = (vi, oL 4, (ng)j)je[n])
for all ¢ € Z. Check that all the commitments (v;);cz are the same; if not
output L, and else let v be the commitment contained in each share. Com-
pute or; = Rec((aé{%)jez) and o; = Rec'(0 ;,0r,;); check that there exist
no distinct iy, 4 € Z such that idx(o;, ) = idx(0;,) (and output L otherwise).
Finally, reconstruct u||p = Rec((0;);cz) and output u if v = Com(y; p) and
1 otherwise.

We are now ready to state the following theorem.
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LR-CNMSS/2:4 (A, b) Hyblo#1 (), b) :

psR

7 1= Com(pu; p)

(01,...,0n) < Share(us||p)

(01, 0%) =5 Xiegn) Silus] + 1ol)

Vi >r, o) =0

Vi € [n] :
(o1,4,0R,i) s Share(0;)
(oL,4,0R,i) s Share’(o7)

(o’élﬂ?, c a}({?) +s Share(or,;)
o; = (v,0L,, (Uéz,)j)je[ﬂ)
O'* = (0’){7‘..70':;)

stop < false
Return Aotamp(o'*v')voleak@'*a')(]_/\)

Algorithm Split((o7 )icT):
(4)

Oracle Owmp(c™, T, (f1, .-+, fm)):
If stop = true, return L
Vi € [m] : 65, := fi(op,)
o =(o],...,00)
Vi € T7 &'f = (’?iv&L,h (&I({)J)Je[n])
If Elil,iQ S T : ’%1 76 ’%2
stop < true and return L
Else, let 4 :=4;
(Gi)ieT = Split((5] )ieT)
If Fiy,i2 € T : idX(&il) = idX(5'7;2)
stop < true and return L

. . ~ /
Vi1, i € T : Giy = 03y

Let 5’1‘1 = Oy
fillp = Rec((64)ieT)
If 5 # Com(j; ),

stop < true and return L
If & € {po, p1}, return o
Return £

or,i = Rec((og;)jeT)
o; = Rec'(aL,i,aR,i)
Output (0;)ieT Oracle Oleak (0™, (g1, - .., gm)):
If stop = true, return L

Else, return g1(05,),...,9m(05,,)

Fig. 3. Experiments in the proof of Theorem 1. The instructions boxed in red are the
modifications introduced by the hybrid experiment. For compactness, we denote by
Split the algorithm that reconstructs the shares o; from the shares (o, (Uél,;)je[n])-

Theorem 1. Let n,t € N, with t > 2n/3, and {_,¢g > 0. Assume that Com is
a perfectly binding and computationally hiding commitment and II' is an asym-
metric (0L, lr,negl(N\),t)-LR-NMC satisfying the following properties:

(i) There exists o € SL such that, for any u, there exists or € Sr such that
Rec' (o}, or) = pu-

(ii) There exists d > 0 such that, for any p, it holds that He (XL | Sg) >
Hoo (L) — d and Hoo (SR | B1) > Hoo(ZR) — d, where (B, XR) is the r.v.
corresponding to Share’(p).

Then, the above secret sharing scheme IT* is a t-out-of-n (t — 1,£*)-LR-CNMSS

so long as:

lR>(t—1)- 0"+ |p| + |y| +d+ 1+ log(N)
>0 +n-(t—1) -sg+ |y +d+1+1log(N),

where |p| € N is the length of the message, || is the length of a commitment
and sgr = log |SRr| is the size of a right share under IT'.

The privacy property of IT* follows readily by privacy of II and the computa-
tional hiding property of Com. In what follows, we focus on the proof of leakage-
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resilient continuous non-malleability. Wlog., we are going to assume that each
reconstruction set 7 queried by the adversary is minimal.'” Furthermore, we will
make the simplifying assumption that the partition B fixed by the attacker only
contains two subsets, i.e. B; and By. Note that this restriction is wlog. whenever
t > 2n/3: in fact, for any partition B = (B, ..., By), it is always possible to find
a set of indices 7 C [m] such that t/2 < ||J,c7 Bi| <t and then consider the two
subsets to be By = ez Bi (which contains less than ¢ elements by construction)

and By = Uigz Bi (which contains n — [U;cz Bi| < 3t/2—1/2 =t elements).

Remark 1. Note that if we restrict the adversary to only choose partitions of two
subsets, i.e. By, By C [n] s.t. BiNBy = () and B; UB2 = [n], then it only suffices to
require t > n/2+ 1. This is because we can put Bl := 31 and Bg := By, while the
restriction on ¢ comes from the fact that both B; and By must be unauthorized,
ie. |Bil,|Bz] <t—1, and therefore n = |By|+|Ba| < 2¢t —2, that is, t > n/2+ 1.

For r € [n], consider the auxiliary hybrid experiments Hyb,.(A,b) described
in Fig. 3 along with the original experiment in order to highlight the main dif-

ferences. In particular, in Hyb, (A, b), we replace the first r shares (o1,...,0,)
from the first application of IT with random and independent values (o1,...,0..),
letting the remaining shares ;. ,...,0,, the same as the original experiment.

Note that, when r = 0, we do not replace any share, hence, for all b € {0,1},
Hybg (A, b) = LR-CNMSS7.5 5(A, ). For all 7 € [n], we will prove by induc-
tion over the number of tampering queries that the experiments Hyb, _; (), b)
and Hyb, (A, b) are statistically close. Towards this, for all » € [n] U {0}, let
us denote by Hyb, (A, b, p) the experiment Hyb, (A, b) where the adversary A is
limited to ask exactly p tampering queries.

4.1 Induction Basis
The lemma below constitutes the basis of the induction.

Lemma 2. For allb € {0,1}, and all r € [n], it holds that

{Hybr—l (A7 b? 1)})\€N é {Hybr(/\a ba 1)})\EN .

Proof. The difference between the two hybrids is that in Hyb,.(A, b, 1) the share
o). is uniformly random, whereas in Hyb,._; (), b, 1) the share o/, is set to be o,
(as defined in the original experiment). For any j € [n], let £(j) € {1, 2} be the
index such that j € Be(;). The proof proceeds by reduction to leakage-resilient ¢-
time non-malleability of II’. In more detail, for a fixed choice of b € {0,1} and r €
[n], let A be an adversary telling apart the two hybrids with probability at least
1/poly(A). Consider the following (possibly inefficient) adversary A’ attacking
.

10 1t is always possible to modify the reconstruction algorithm Rec so that, upon input

more than ¢ shares, say o;,,...,04,..., with @1 < 4o < ... < 44 < ..., it only
considers the first ¢ shares o;,,..., 04, in order to reconstruct the message.
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1. Setup. Set the challenge messages to be o, and o]. sampled as in Hyb, (), b, 1),
and let 7 be the commitment corresponding to the message pp.

2. Shared randomness. For every i € [n] \ {r}, sample o ;, (aé{?)je[n] ac-
cording to Hyb,.(A,b). Then, let 4. = &(r) and ir = 3 — i € {1,2}. Let J
be any set such that B;, C J C [n] and |J| =¢ — 1. For all j € J, sample
the shares 0,({ )T uniformly at random. Finally, sample the left share o] given
by property (i) of II".

After this step, the reduction A’ knows o} and the following values:

Vien\J: v oL (Ug,)j)jew\{r} (4)
Vie J\{r}: v, oL, (Ug,)j)je[n] ()
For¢=r: v, (O-I(RZ,)j)jdn] (6)

3. Leakage queries. Upon receiving a leakage query g = (g1,¢92) from A,
construct the following leakage functions.

(a) Let gL be the leakage function which takes as input the value o ,, plugs
it in Eq. (6) and appends the values of Eq. (5) to obtain (07 )iep, (recall
that B; C J), and finally outputs 4; = g; ((¢7 )ies,, )-

(b) Let gr be the leakage function which takes as input the value og,,

computes the values (Jéi)r)ie[n]\j using ogr, and the values (O'I({)r)iej

and plugs them in Eq. (4) in order to obtain (o} );cpn)\s; then, ap-
pends the values of Eq. (5) to obtain (0])ies,,, and finally outputs
Aig = 9ir (07 )ieB,y,)-

Send (g1, gr) to the leakage oracle and forward the answer A;||A2 to A.

4. Tampering query. Upon receiving the tampering query (7, f = (f1, f2))
from A, construct the following leakage and tampering functions.

(a) Let gL be the leakage function which takes as input the value o ,, plugs
it in Eq. (6) and appends the values of Eq. (5) to obtain (o7 )ies, ,
computes the tampered shares (67)ies, = fi((0])ies, ) checks if all
the tampered commitments within 7 N B; agree on a single value
(and outputs L if not), and finally outputs the values 4, (é{%)ieBiL,jeT-

(b) Let gr be the leakage function which takes as input the value og ., com-
putes the values (UI(;)T)ie[n}\J using og, and the values (Jl(;,)r)iej and
plugs them in Eq. (4) in order to obtain (o7 );c[,)\7; then, appends the
values of Eq. (5) to obtain (07)ies,, , applies fi, to (07)ies,, , thus ob-
taining (6 )ies,,, checks if all the tampered commitments within 7 N B;,
agree on a single value 4g (and outputs L if not), and finally outputs r.

(c) For all i € T, let fi; be the function which takes as input the value
oL, Obtains (J}‘)jegiL by appending the values of Eq. (5) and plugging
oL, into Eq. (6), and then computes the tampered shares (&j)je&,L =
fi((0})jes, ) and outputs &\ ; if i € B; and the special share o} other-
wise.

(d) Foralli e T,let fr; be the function which takes as input the value og,

computes the values (ag’)r)ie[n]\ 7 using ogr , and the values (O'S’)T)ie 7 and
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plugs them in Eq. (4) in order to obtain (07 );c[n)\7; then, appends the
values of Eq. (5) to obtain (a;‘),;egm, applies f;, to (a;‘)iegiR, thus obtain-
ing (67 )ies,, , uses these values along with the values (&,({,)j)ie B, ,jeT Ob-
tained by g in order to reconstruct ogr; for all i € 7, and finally outputs
or,; if i € B; and a share ok, such that Rec’(oﬁ, O’EJ-) = Rec' (614, 0R.4)
otherwise.

Send the leakage query (gi,gr), thus obtaining ((%, (&g&)iegi*,je[n]),’%),

return L to A if 4. # Ar and, otherwise, call 4 the tampered commitment

obtained from such a query. Next, for all ¢ € T, send the tampering query

(fLis fr,i), thus obtaining the tampered share &; (or L, in which case return

1 to A), and replace &; with o, if 6, = ¢ or replace &; with ¢; if there

exists j € [n] such that &; = 7. Finally, check that there exist no distinct

i1,i2 € T s.t. idx(oy,) = idx(0;,) (and output L otherwise), reconstruct
il|p = Rec((6;)icT), check that 4 = Com(ji; p) (and return L otherwise),

replace ft with ¢ if i € {ug, u1} and return i to A.

5. Guess. Return the same distinguishing bit as that of A.

For the analysis, call Bad; the event that one tampering query modifies
the shares so that the tampered value (& ,,6r;) is a valid encoding of o).
(i.e., the adversary purposely replaces (o ;, or;) with a valid encoding of o).
Clearly, the probability of the event Bad; in the hybrid experiment Hyb, _, is
O(27*) as provoking the event corresponds to guessing the value o’ which is
uniformly random over S, (|uy| + |p|). Furthermore, the reduction perfectly sim-
ulates Hyb,_;(\,b,1) if the target codeword encodes o, and conditioning on
Bad = J, Bad; not happening. On the other hand, if the target codeword en-
codes o7, the reduction perfectly simulates Hyb,.(\, b, 1). In particular, the latter
holds because: (i) By perfect privacy of Shamir’s secret sharing the distribution
of the shares (07)iep, and (07)iep,, computed inside the leakage and tampering
oracles is identical to that of the target secret sharing of either Hyb, _;(),b,1)
or Hyb,.(A,b,1); (ii) The auxiliary information leaked by the functions (g, gr),
along with the answer to the tampering queries (fi i, fr)ic[s, yield a perfect
simulation of A’s tampering query.

Hence, to conclude the proof, it only remains to show that the constraints on
the leakage hold. The amount of leakage performed by the reduction is exactly
the one performed by A, plus the leakage used to obtain the tampered commit-

ments 7 ,9r and the tampered shares (5|(ai)j)ie B, je[n)» therefore we need:
>0 +t-(t—1) -sg+ |l and  lr >0+ |y

The lemma follows.

4.2 Inductive Step

The lemma below constitutes the inductive step. The proof appears in the full
version [3].
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Lemma 3. Fiz any p € poly(\) and assume that for all b € {0,1}, and all
r € [n], it holds:

{Hyb, ;(\,b,p)}, . ~ {Hyb, (A, b,p)}yex -

Then,
s
{Hbe,1<>\, bvp + 1)})\EN ~ {Hybr()‘a bap + 1)}>\EN .

4.3 Putting it Together

By Lemma 2 and Lemma 3, we get that, for all b € {0,1} and all r € [n],

{Hbe,1 ()‘7 b)}AEN ~ {Hybr()‘7 b)})\GN .

Hence, by repeatedly applying the triangular inequality, we have obtained

{Hyby(A,0)} ey & {Hyb,, (A, )}, oy -

The lemma below concludes the proof of the theorem. The proof appears in the
full version [3].

Lemma 4. {Hyb,()\,0)},cy ~ {Hyb, (A, 1)}, oy

5 Rate Compilers and Capacity Upper Bounds

In this section, we first establish an upper bound on the capacity of continuously
non-malleable threshold secret sharing against joint tampering. We focus on se-
cret sharing scheme that are not leakage resilient. Indeed, an upper bound on
the capacity of this weaker primitive implies an upper bound on the capacity of
leakage-resilient continuous non-malleable secret sharing schemes. Additionally,
we exhibit a compiler for boosting the rate of our construction from the previous
section so that it achieves the best possible rate in the plain model. For com-
pleteness, in the full version [3], we show that our upper bound on the capacity
can be overcome both in the random oracle model (ROM) and in the algebraic
generic group model (AGM).

5.1 Capacity Upper Bounds

We show the following upper bound on the maximal achievable rate of any
continuously non-malleable secret sharing scheme against k-joint tampering, for
k > t/2. Recall that computational assumptions are inherent for continuous
non-malleability, and thus our negative results hold even in the computational
setting.

Theorem 2. Let IT be at-out-of-n k-CNMSS scheme. If k > t/2, then IT cannot
achieve better asymptotic rate than o <t — k.
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Proof. We prove the slightly stronger statement that the capacity upper bound
holds even if the attacker always uses the same reconstruction set 7 across
all tampering queries. For simplicity, we assume that the share space of IT is
S =81x---xS, with |S;| = |S;| for all ¢, j € [n]. (A generalization is immediate.)
Consider the following commitment scheme:

— The commitment procedure Com, upon input a message p and random coins

p, samples shares (01, ...,0,) := Share(y; p) and outputs v = (01, ..., 0¢—k).

— The opening procedure, upon input an opening u, p and a commitment -,
recomputes the shares o1,...,0, and checks that v equals the first ¢t — k
shares.

We now prove that the above defined commitment scheme is perfectly binding.
Note that the latter implies that |u| < || because Com must be an injective
function. Thus, by letting s = log |S1], the rate satisfies o0 = |u|/s < |v|/s < t—k
(as desired).

Towards a contradiction, assume that Com is not perfectly binding. Namely,
there exist a commitment v and two openings (u(?), po) and (u™), p1) such that
both openings are valid for v and u(®) # (). Consider the following PPT at-
tacker against continuous non-malleability, with the values (9, po, ), p; hard-
coded in:

1. Let u§ and pi be any two distinct messages, and denote by (o1,...,04)
the target secret sharing of y; in the experiment defining continuous non-
malleability. For better readability, set ¢ = |(oy—r41]| - ||oe)]-

2. Compute the shares (O'(()O), cee U,(LO)) := Share(1(?); py) and (J(()l), cee J,(Ll)) =
Share(u(); p1). By validity of the openings, we have that UZ(O) = 051) for all
iet—k|.

3. Set T :=[t], By := [t — k], and By := [t] \ [t — k.

4. For each j € [f], the j-th tampering query is defined to be (T, (f1, 2(])))
where the tampering functions are specified as follows:

~ fil(o)ies,) = (0] ien -

ie))

5" ((04)ieB,) is the function that outputs (0(0)

. )ies, if and only if the
j-th bit of the string (o;);ep, equals 0 (and outputs (01(1))1-632 otherwise).
Let [ be the output of the j-th tampering query. Set «; := 0 if and only if

i =p® (and o := 1 otherwise).

5. Parse the string o, ..., as 0y_g41,. - . , 0¢. Forward the query (7, (f1, f3))
to the tampering oracle, where f] takes as input (o;);ep,, reconstructs the
message (7 (using the values o¢—g41, ..., 0¢), and finally either does nothing
(say, if the reconstructed message is uf) or outputs garbage.

6. Output b’ = 0 if and only if the output of the last tampering query is ¢ (and
otherwise output & = 1).

Note that t—k < k as k > t/2, and thus B = (B1, Bz) is a k-sized partition of T =
[t]. Moreover, the above reduction clearly breaks continuous non-malleability of
II with overwhelming probability. This concludes the proof.
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LR—CNMSS'L&O*”’LLA}’B(A, b) HyblﬁO»!fLAl’B(A, b) : Oracle Otamp(0.7 T, (fh s fm)):

K<+s KC If stop = true, return L
hsK vie fm) : 55, = fi(os,)
(K1, ..., kn) <3 Share(k) o= (Ull-~7011)~
(K1, .-, Kn) <8 Share(&) YZ SN = (Ri, %1)
~ <3 Enc(k, up) 7 = IRec((%:)ie7)
o If IDisp(Y) 7 # (Fi)ieT

(71’ -, 7n) = IDisp(7) stop < true and return L
vie [n]_ o % = Rec((%:)ieT)

._UZ = (K3, %) If K =1, stop < true and return L
o:=(on,...,0n) IfR=R &+ k
stop < false 5 o
Return Aotamp("")’o'e“(”"}(IA) i = Dec(%,7%)

If i = 1, stop < true and return L
If i € {po, pt1}, return o

Oracle Oleak (0, (g15- -, 9m)): Else return f

If stop = true, return L
Else, return g1(os,),.-.,9m(08,,)

Fig. 4. Experiments in the proof of Theorem 3. The instructions boxed in red are the
modifications introduced by the hybrid experiment.

5.2 Rate Compiler (Plain Model)

Let (IDisp, IRec) be an information dispersal, IT = (Share, Rec) be a secret sharing
scheme and ¥ = (Enc,Dec) be a secret-key encryption scheme. Consider the
following derived secret sharing scheme IT* = (Share™, Rec™).

— Algorithm Share™: upon input a message u, sample a random key & <s KC
and compute v <s Enc(k, 1), (71,...,7.) = IDisp(y) and (k1,...,Kn) ¢
Share(k); finally, for all ¢ € [n], let 0; = (k;,7;) and output (o1,...,04).

— Algorithm Rec™: upon input a set (0;);cr of at least ¢ shares parse o; =
(Ki,y;) for all i € Z, reconstruct x = Rec((k;)iez) and v = IRec((V:)icz)s
check that IDisp(y)z = (7i)iez (and return L if not), and finally output
= Dec(k, 7).

The construction above was first proposed and analyzed by Krawczyk [21]
in the setting of plain threshold secret sharing. The theorem below states its
security in the setting of continuous joint tampering and leakage attacks.

Theorem 3. Let n,t,t*, ¢ € N be parameters such that t* < t—1. Assume that:
— (IDisp, IRec) is a t*-out-of-n information dispersal;
— (Share, Rec) is a t-out-of-n (£,t —1)-LR-CNMSS;
— (Enc, Dec) is an IND-CCA secure secret-key encryption scheme.
Then, IT* is a t-out-of-n (¢,t — 1)-LR-CNMSS under the following restriction:
Each tampering query (T, f) output by the attacker is such that, for all subsets
B; of the partition B, either B;NT = or |B;NT| > t*. Moreover, the asymptotic
rate of IT* is o = t*.
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Proof. The proof proceeds by a hybrid argument. In particular, we argue that
the original experiment is computationally close to a mental experiment in which
we replace the secret sharing of the key s with a secret sharing of an unrelated
random key k. The mental experiments is depicted in Figure 4 along with the
original experiment in order to highlight the main differences. The lemma below
states that the two experiments are computationally indistinguishable. The proof
appears in the full version [8].

Lemma 5. For all po,pn € M, all (t — 1)-sized partitions B of [n], and all
b € {0,1}, it holds that:

LR-CNMSS"2:" () b } < {H N A,b} .
{ I ,A( ) \en Yo ,A,B( ) \eN
The lemma below concludes the proof of continuous non-malleability in Theo-
rem 3.

Lemma 6. For all ug, p1 € M, and all (t — 1)-sized partitions B of [n], it holds
that:

o1 < Ho,H1
{Hyblet 50, o)}AeN ~ {Hyblh 50, 1)}AeN .
Proof. By reduction to IND-CCA security of the symmetric encryption scheme.
Suppose that there exist two messages g, 1 € M, a (t — 1)-sized partition
B of [n], and a PPT adversary A that is able to distinguish between the two
experiments with non-negligible probability. Consider the following reduction A’
attacking IND-CCA security of X.

1. Setup. Set the challenge messages to be pg and w1, obtain the challenge
ciphertext 7, sample a key & <s /X and compute (v1,...,7,) = IDisp(%),
and (K1,...,ky) <s Share(%). Finally, for all i € [n], construct the share

*

0, ‘= (Iii,’}/i).

2. Leakage queries. Answer leakage queries as in the hybrid experiment.

3. Tampering queries. Upon input a tampering query (7, (f1,..., fm)), for
all i € [m], compute (6;);en, = fi((0;);eB,;), perform the consistency checks
on the tampered ciphertext 4 (and output L if any of these checks fails), and
then reconstruct the tampered key £ € K. If & = &, obtain the tampered
message i € M U{L} by sending 4 to the decryption oracle; otherwise,
compute i = Dec(k,7). If & € {uo, 1}, set i = o. Finally, return i to A
(and self-destruct if g = L).

4. Guess. Output the same distinguishing bit as A does.

For the analysis, note that the reduction is perfect and, in particular, for b €
{0, 1}, it perfectly simulates Hyb‘ﬁ’,jfﬁ} 5(A, b) whenever the challenge ciphertext
v is an encryption of py. This concludes the proof.

It only remains to discuss the rate of the construction. Towards this, note
that the length of the key k for the SKE scheme X, and thus the size of the
shares of the secret sharing scheme IT, only depends on the security parameter
A, the number of parties n and the tolerated leakage ¢ (but not on the length
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|i| of the message); call so(A, n,¢) the length of this portion of the final shares
(namely, ;). On the other hand, it is possible to achieve length of the ciphertext
|v] = || + O(X), hence the length of each share «; of the information dispersal

amounts to |v;| = ‘t’y—*‘ = M. Putting it together, we have obtained:
+O(A
s\, n, 2, u]) = so(A\, n, 0) + Mti*(),
that translates into
o = inf 7“”
XEN |u|—oo S(A, 1, €, 1))
. |l
= inf lim
XEN |pj—oo || + t* - poly(A, n, £)
=t*.

This completes the proof of Theorem 3.

Rate optimality. We stress that when k& = ¢ — 1, Theorem 2 says that the
capacity of continuously non-malleable secret sharing against joint tampering
with at most ¢t — 1 shares is 1. This is not in contrast with the fact that our
rate compiler from Theorem 3 achieves rate larger than 1, as the latter only
holds under an additional restriction on the way the attacker can manipulate
the shares. Nevertheless, it is possible to adapt the proof of Theorem 2 in order
to show that our rate compiler achieves the best possible rate whenever t* < /2.

Theorem 4. Let IT be a t-out-of-n (t—1)-CNMSS scheme under the restriction
that each tampering query (T, f) output by the attacker must be such that, for
all subsets B; of the partition B, either B;N'T =0 or |B; NT| > t*. If t* </2,
then II cannot achieve better rate than o < t*.

Proof. The proof is almost identical to that of Theorem 2, and thus we only
highlight the main differences. We change the definition of Com so that it now
outputs the value v = (01,...,04+), and we adjust the opening procedure ac-
cordingly. Hence, the goal is to prove, again, that Com is perfectly binding, so
that the rate of II must satisfy o < t*.

The reduction is identical to that in the proof of Theorem 2, except that now

we define £ := |o 41| - - - ||o¢| and moreover the adversary attacking continuous
non-malleability sets By := [t*] and Bs := [¢]\ [t*] in step 3, and parses the string
Q1,...,Qp a8 Opy1,...,0¢ in step 5. Note that |[By| = ¢* and |By| =t — t* >

2t* —t* = t*. Since t* <t — 1, the adversary is admissible which concludes the
proof.

Remark 2. More generally, Theorem 4 holds for t-out-of-n k-CNMSS so long as
k>t—tr.
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6 Instantiations

In this section, we show how to instantiate the building blocks required by the
abstract constructions of Theorem 1 and Theorem 3.

6.1 Leakage-Resilient p-time Non-Malleable Code

Here, we explain how to obtain noisy-leakage-resilient p-time non-malleable asym-
metric split-state codes with the additional properties stated in Theorem 1. Our
construction exploits leakage-resilient asymmetric split-state codes as defined in
§3.2, as recently introduced by Ball, Guo, and Wichs [1] and generalized to the
noisy-leakage setting by Brian, Faonio and Venturi [7].

Let IT = (Share, Rec), II; = (Sharei, Rec|) and ITr = (Shareg, Recr) be split-
state codes. Consider the following split-state code IT* = (Share™, Rec™).

— Algorithm Share™: upon input a message p, compute (o, oRr) <3 Share(),
and (UL,Lu UL,R) s ShareL(aL) and (O'RJ_, JR,R) s ShareR(aR). Set O'E = (UL,La
orRr) and of = (or,L,0LR), and output o}, ok.

— Algorithm Rec™: upon input two shares (o}, 0f), parse of = (oL L,0RR)
and of = (orL,0LR), compute the shares o = Rec (o 1,0 r) and or =
Recr(or,L, or,R), and output u = Rec(oy, or).

Theorem 5. For alli,j € {L,R}, let p,s;,s:; €N, ;,4; ; >0, and €, ¢; € [0, 1]
be parameters such that:

— SR < 8L,

— SLR < SLL, L > +p-spRr and bR > (R;

— SRR < SRL, LRL = €R+p-sLR and [lRR > £1.
Assume that:

— IT is an (sL, sr)-asymmetric (p,€)-NMC;

— IIy is an (sLL, sLR)-asymmetric (L, LR, €L)-LRC;

— IIr is an (sr,L, Sr.R)-asymmetric ((r L, R R, €r)-LRC.

Then, IT* is an (s, sk)-asymmetric (., ¢r,p,€ + 2(eL + €r))-LR-NMC, where
St = SL,L+ SRR and SE = SRt SR,L-

The proof to the above theorem (which appears in the full version [3]) goes
along the same lines of the proof of Theorem 7 in [7] for the case of 2-out-of-2
secret sharing. The only difference is that IT is a p-time NMC instead of a one-
time NMC, and we use different parameters for II| and Ilg. In particular, all
the hybrid experiments are the same as in [7] with the only difference that we
have to leak 2p tampered values (namely, &é{ 2%) 58 ,)a for j € [p]) instead of only
two; however, our choice of the leakage parameters allows us to do so, since

b >0 +p-srRR and lrRL >R+ D" SLR-

Finally, we show that the scheme IT* of Theorem 5 is able to achieve the
properties (i)-(ii) needed to instantiate Theorem 1. The lemma below states
that if the underlying NMC IT satisfies the additional property (i), so does the
scheme IT*.
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Lemma 7. Suppose that there exists op such that, for all u € M, there exists
or such that Rec(oy,or) = p. Then, there exists o) such that, for all p € M,
there exists o such that Rec* (o, of) = p.

Proof. Let o be such that, for all u € M, there exists og such that Rec(o, or) =
. Then, we can fix or g and o g and compute o | <—s Share| (o, o r). The new
left share will be o = (oL, 0rR) and, once fixed o and p € M, in order to
obtain the right share it suffices to compute og  <s Shareg(or,orr) and set

ok = (OR,L, OLR)-

The property (ii) is a bit more delicate because, even if II, IIg achieve it,
the random variables (X |, 3rr) and (Zgr, X1 r) are defined by (2 1,2 r) =
Share  (X1) and (Xg,, Xrr) = Sharer(Zr), and X and X are related distri-
butions. Instead, here we use a non-blackbox approach and prove that the asym-
metric code given by Appendix A of [7], which we describe below, allows IT* to
achieve property (ii).

Let Ext be a seeded extractor with d-bits source, r-bit seed and m-bit output
and let 2Ext be a two-source extractor with so-bits sources and r-bit output.
Consider the following secret sharing scheme IT;rc with message space M =
{0,1}™ and shares space S = {0,1}°* x {0, 1}%2:

— Algorithm Share: upon input the message p, randomly sample o9 <—s {0, 1}°2,
x5 {0,1}4, y <5 {0,1}2, compute p := 2Ext(02,y) and z := Ext(z,p) ® p
and finally output (o1, 02), where o1 = (z,y, 2).

— Algorithm Rec: upon input the shares (o1,02), parse o1 = (x,y,2) and
output p := z ® Ext(x, 2Ext(o1, ).

For all €,/1,¢5 > 0 there exists an appropriate choice of the parameters d
and r such that the above is an ({1, £2, €)-LRC (see [1,7] for the details) and,
moreover, the above admits the following alternative sharing algorithm Share :

— Algorithm Share: upon input the message 1 and the value oo, randomly
sample z s {0, 1}%, y +s {0, 1}*2, compute p := 2Ext(02,y) and z := Ext(z, p)
@ p and finally output (o1, 03), where o1 = (x,y, 2).

The following lemma proves that the above scheme allows our construction
IT* to achieve property (ii) of Theorem 1. The proof appears in the full version [3].

Lemma 8. Instantiating 1I, and IlIgr with the asymmetric LRC Il rc, for all
1w e M it holds that

Heo (B0 [ X)) 2 Hoo (E() — d Heo (B3| 37) > Hoo(ZR) — d,

where d = s+ sr and (X[, X%) = Share™(u) is the distribution of the shares of
W using the scheme I1*.

Corollary 5.7 of [20] shows that, for all n1, no € N and all polynomials p’, there
exists a two-source p-time e-non-malleable extractor for sources of full-entropy
of size n1,no, where p = ng(l)7 ny = 4ns 4+ p'(n2) and e = 9-15" " This scheme
has efficient pre-image sampleability and further satisfies the additional prop-
erty described in the hypothesis of Lemma 7. By the known connection between
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(leakage-resilient) non-malleable extractors with efficient pre-image sampleabil-
ity and (leakage-resilient) non-malleable codes, we obtain a (p, e - 2PIH+1)-NMC.
Additionally, we note that by our setting of the parameters in Theorem 5 we can
have f| > sg so long as the underlying schemes I} and Ilg allow to arbitrarily
set the parameters of leakage and of the codeword size of the left shares and
right shares, which is the case thanks to Theorem 6 of [7].

Hence, together with Lemma 7 and Lemma 8, we have obtained the following
corollary:

Corollary 1. For any si,sr,?,{r,p € N,e € [0,1], there is a construction
of an (s, sr)-asymmetric (¢, lr)-noisy leakage-resilient p-time e-non-malleable
code satisfying the additional properties stated in Theorem 1.

6.2 Leakage-Resilient Continuously Non-Malleable Secret Sharing

By instantiating Theorem 1, we obtain the following.

Corollary 2. Assuming the existence of one-to-one one-way functions, for any
n,t,0 € N with t > 2n/3, there is a construction of a t-out-of-n secret shar-
ing scheme satisfying noisy-leakage resilient continuous non-malleability under
selective k-joint leakage and tampering attacks, where k =t — 1.

Proof. The proof follows by instantiating the inner non-malleable code using
Corollary 1 and recalling that perfectly binding and computationally hiding com-
mitment schemes can be instantiated from one-to-one one-way functions [17].

Furthermore, by instantiating Theorem 3 with t* = 1, we obtain the following.

Corollary 3. Assuming the existence of one-to-one one-way functions, for any
n,t,¢ € N with t > 2n/3, there is a construction of a t-out-of-n secret shar-
ing scheme satisfying noisy leakage-resilient continuous non-malleability under
selective k-joint leakage and tampering attacks; moreover, the scheme achieves
asymptotic rate 1, which is optimal.

Proof. Tt is well known that IND-CCA secure SKE schemes can be constructed
in a black-box way from any OWF, whereas the information dispersal can be
instantiated using linear algebra over finite fields [27]; as for the continuously
non-malleable secret sharing scheme we can take the one given by Corollary 2.
Finally, when applying Theorem 3 with ¢t* = 1, the restriction on the tampering
queries disappears (any subset either contains at least t* = 1 share in 7 or does
not contain any share in 7) and we obtain the standard definition of continu-
ous non-malleability against (¢ — 1)-joint tampering attacks; since t* = 1, the
asymptotic rate'' of the construction is one, which, by Theorem 2, is optimal.

' For the information dispersal, it suffices to define IDisp(p) := (i, ..., ) (d.e., the
same message repeated n times) and IRec(p) := p.
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6.3 Breaking the Rate-One Barrier

Finally, Theorem 3 also allows to obtain the first non-malleable secret sharing
scheme against independent tampering attacks with rate larger than one.

Corollary 4. Assuming the existence of one-to-one one-way functions, for any
n,t € N with t > 2n/3, there is a construction of a t-out-of-n secret shar-
ing scheme satisfying one-time mon-malleability under independent tampering
attacks; moreover, the scheme achieves asymptotic rate t/2.

Proof. The construction is the same of Theorem 3 with t* = ¢/2,'? therefore the
concrete instantiation follows by Corollary 3.

The proof of security follows by a simple reduction to non-malleability against
joint tampering. In particular, assume that there exists an adversary A which is
able to break one-time non-malleability by submitting an independent tampering
query (T, f) to the tampering oracle. Then, it is possible to construct a reduction
A which partitions 7 into two subsets By, Bs of ¢/2 shares each, runs A, forwards
the tampering query (7, f) to the tampering oracle (recall that any independent
tampering query is also a k-joint tampering query for all k& > 1), and finally
returns the tampered message /i to A and outputs the same distinguishing bit of
A. Clearly, the attacker A perfectly simulates the view of A, and moreover the
condition |By UT| = |By UT| =t/2 is satisfied.

Remark 3. Corollary 4 can be trivially extended to include noisy-leakage re-
silience. Moreover, it can also be extended to continuous non-malleability if we
assume that the reconstruction set 7 is the same across all tampering queries.
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