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Abstract

In this paper we describe anew solution of the problem which is based on an gpplication of quantum
cryptography with quantum entanglement for smart-cards.
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1. Introduction

An interesting application of quantum cryptography for smart-cards using quantum transmission of
photons and an application of quantum key distribution for the quantum identification system were
published [1]. Here we present a new application of quantum entanglement for smart-cards to eliminate
the new physicd attacks on the smart-card and the possibility of quantum authentication.

The discusson of the quantum digita Signature was recently presented|[2].

Generdly we can summarize, that there are the following basic problems with existing identification

systems using smart-cards:

1) the customer must type the PIN (Personal Identification Number) to an unknown teller  machine
which can be modified to memorize the PIN;

2) the customer must submit the smart-card with information needed for the identification to an un-
known teller machine; in presence of an eavesdroper it can be also memorized together with the
PIN.

3) the smart-card based on silicon technology can be attacked even without its interaction with the
teller machine viamany noninvasive physica atacks.

In this way such identification system via smart-card can fail. The solution of these problemsisto em-

ploy optical fibres and optoelectronics on the smart-card together with entangled quantum optical states.

Quantum informeation processing works with qubits
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and qubits generally can be visuaized on Bloch sphere. Physically qubits can be realized via polarized
photons, where symbols | >and |_> are the polarized photonsand represent logical states |0) and |1).
The quantum ertanglement of two photons A,B then can be written as
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Such entanglement of two EPR photon states can be redized in nonlinear crydd:
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and EPR pairs has gpplication in quantum cryptography (see Appendix).

Here we present a new identification system, which in principle can use such quantum entanglement of

two photons and which solves these basic problens in the following way:

1) PIN will be typed directly to the card for activation of the optoelectronics devices located on the
smart-card and no PIN information will be exchanged with the teller machine,

2) The information needed for the identification of the card inside the teller machine will be pro-
tected against an eavesdropper through norntloca projection of the state of one member of the pair
of entangled photons which will hgppen during its propagation drectly on the smart card.

3) The power sourceis put directly on the smart-card (e.g., a photocell).

It is well known that in the ordinary teller machine without quantum channels all carriers of informa-
tion are physical objects open to copying or cloning. The information for the identification of the card
is enclosed by modification of their physical properties. The laws of the classical theory allow the dis-
honest eavesdropper to measure and copy the cryptographic key information precisdly.

Thisis not the case when the nature of the channels is such that quantum theory is needed for their de-
scription. Any totally passive or active eavesdropper operating on the quantum channel can be detected.



The current development of technologies of fiber and inte- polarization
grated optics makes it possible to construct quantum opto projection
electronic smart-card for our application. The travelling dis- ﬂ

tance for quantum transmission is very short here. This
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The new idea presented here is, that the projection on a &
lected polarization basis of the entangled photon from the :
Einstein-Podolsky-Rosen (EPR) pair of polarized photons @
occurs directly inside the smart-card, at the moment when

the second member of the pair is measured in the same basis  Figyre 1: Schematic representation
ingde the teler machine. of the QC smart-card
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2. The quantum entanglement for the smart-card

A scheme of the QC smart-card with the quantum entanglement is given in Fig.1. Here the solid line
presents the quantum channel (optical fiber), the duble dotted line presents the electric connection
from the photocell source and signa connection with teller machine. The single dotted line is the signal
pulse connection between the microchip and polarization modulator, which are integrated and with
active shielding are "secure” against external measurements of eectromagnetic fields from signal
pulses. An arrow indicates the position of the correlated photon on the smart-card at the instant of the
measurement of the other member of the pair in the tdler machine.

This quantum card cong s of:

a) aPIN activator, which can have the form of the ordinary card light-source calculator with sensor
keys; the user puts the PIN on the card to identify himself in a secure distance from the teller (i.e.
unknown guantum cryptographic verification device) and in a secure outer area; the card will be
blocked when the sequence of the three incorrect PINs will be given; as soon asthe activated card
is not used within short time period (say, 20 9), the activation is closed;

b) amicrochip with the implemented cryptographic key {0,1}" which islong enough to yield required
security for the given protocol; the microchip is activated when correct PIN is entered on the card;

c) apolarization modulator (PM), which transforms the cryptographic key {0,1}" to the optical polari-
zdion gates of the photon under the following encoding rules:

“0" isencoded as no change of the polarization;
“1” isencoded as change of the polarization Sate to the other besis date.

d) aquantum chamne condgting of asinglemode opticd fiber.

The smart-card is equipped with the optical connectors @,®@ for connecting the quantum channel to the
teller machine and electric connector @ that serves for auxiliary communication needed to trigger and
synchronize the operation of the smart-card with the arrival of photons from the teller and possibly also
for the exchange of classical information needed for redization of the cryptographic protocol.

Present technologies give the possibility to construct the card without significant radiation of electro-
magnetic energy and a new generation of microchips, which together with optoel ectronics elements are



resistant against possible known physical attacks. The main advantage is that no classical secret infar-
métion ever leaves the smart-card, only quantum information is going out.

In this way the smart-card controls the polarization of the photon which was projected randomly at one
of the two possible polarization states directly on the smart-card and no eavesdropper inside the card
dot has a chance to read-out the authentication information without being detected.

3. Thetdler machine with quantum entanglement

The teller machine, which is based on the quantum correlation principle, is plotted in Fig.2 and consists
of:

i) source of EPR photons; a pulsed laser source can be used to pump the down-conversion process
inanonlinear crysd,;

i)  the delay line that determines the moment of the projection of the polarization state of the corre-
lated photon on the smart-card at the noment of the detection of the second member of the pair
in the teller mechine;

iii)  the polarization controller serves for compensation of the polarization changesin the device,

iv)  Wollaston prism | serves for random projection of the polarization of one of the photons while
Wollagton prism |1 is used to analyze the resuiting polarization sate of the other photon;

v)  thetwo pairs of photon-counting detectors are used to detect the outputs of the Wollaston prisms.
The first par of detectors
(A,B) detects the realization
of random projection in the polarization
Wollaston prism | for the controller
photon that remains inside  caqg
the teller machine. The sec- slot %
ond pair of dgectors (C,D) is ‘®
used to measure the state of
the second EPR photon
which is coming modified or
not-modified from the smart-
card. Via modification of the detectors
polarization smart-card DL lc Bl
sends its ecret;

vi) the computer that drives the
operation of the whole de-
vice and where the informa-
tion obtained by measure-
ment on the detectors
AB,CD is processed ac-
cording to the given crypto-
graphic protocol and the ar
thentication key is compared TELLER
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inside the teller machine can be done with ordinary optica single-mode fibers (solid line) and
electric signd channd (dotted line) are in the same qudity like on the smart-card.

In such redlization the smart-card controls polarization while the teller machine controls detectors and
can obtain the secret information from smart—card only via quantum transmission. The teller machine
accepts or rejects the smart-card if the secret information coincides with the replica stored in its data-
base up to atolerable amount of errors. Some amount of errors must be tolerated due to physical imper-
fections of the device.

This is the authentication of the smart-card, which can be improved via known cryptographic protocols
that combine sending the classical public information, which can be under eavesdropper’ s control, and
quantum secret information, where eavesdropper’ s activity will be detected.

4. Quantum authentication of a message

At anintuitive level, a quantum authentication scheme is a keyed system which alows QC smart-card
to send an unchanged photon state with the polarizetion to the teller machine with a guarantee:

if teller machine accepts the received state as *"good” (the polarization of the second EPR photon is
detected as opposite) , the fiddlity of thet Sate to isamog 1.

Moreover, if the eavesdropper makes no changes, the teller machine should aways accept, and the fi-
ddlity should be exactly 1.

Of coursg, thisinforma definition isimpaossible to attain. The eavesdropper might dways replace QC
smart-card's tranamitted message with a completely mixed state. There would nonetheless be a smal
probability thet teller machine would acoept, but even when it did accept, the fiddlity of the received
stateto QC smart-card 'sinitid state would be very low.

The problem hereis that we are conditioning on teller's machine acceptance of the received Sate; this
causes troble if the adversary'sapriori chances of cheating are high.

A more reasonable definition would require a tradeoff between teller's machine chances of accepting,
and the expected fiddity of the received sysem to QC smart-card's initid Sate given its acceptance:
astdler's machine chance of accepting increases, so should the expected fiddlity.

It turns out that there is no reason to use both the language of probatlity and thet of fiddity here.

For dasscd tedts, fiddlity and probability of acceptance coincide.

With thisin mind we firgt define what conditutes a quantum authentication scheme, and then givea
definition of security.

A quantum authentication scheme (QAS) isa pair of polynomid time quantum agorithms A and B
together with a set of classica keysK such that:

A (QC smart card) takes asinput an m- qubit message sysem M and akey k and outputs atranamitted
system T of m+ t qubits B (teller machin) takes asinput the (possibly dtered) tranamitted sysem T
and adasscd key k and outputs two sysems am- qubit message state M , and asingle qubit VV which
indicates acceptance or rejection. The classca kesis states of V are calledaandr by convention.

For any fixed key k, we denote the cor responding super- operators by A« and Bk .



Notethat B may well have measured the qubit V to see whether or not the transmission was accepted
or rgjected. Nonetheess, we think of V as a qubit rather than adassica bit snce it will alow usto de-
scribe the joint sate of the two sysems M and V with a dendty matrix.

There are two conditions which should be met by a quantum authentication protocol. On the one hand,
in the absence of intervention, the recaived sate should be the same as the initid sate and teller me-
chine should accept.

On the other hand, we want that whenthe eavesdropper does intervene, teller's machine output sys-
tems have high fiddlity to the statement ~ether B rgjects or his received dateis the same asthat sent
by A". One difficulty with thisisthet it is not clear what is meant by ™" the same state” when A'sinput is
amixed gate. It turns out thet it is sufficient to define security in terms of pure states, what is our case.

5. Conclusions

We have discussed the possibility to utilize the advantages of quantum correlation for authentication.
Of course if we have more” robust” smart-card with detectors we can provide the mutual identification
between smart-card and teller machine via quantum cryptography. The possibility of quantum authen-
tication with this quantum smart-card is aso discussed.

Manufactures should be encouraged to develop enough cheap photoncounting detectors and
smaller optoel ectronics elements integrating the new generation of microchips with polarization modu-
lators.

We have shown a new positive solution to the open problem connected with the smart-card se-
curity and away to the quantum digital sgnature.
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Appendix

QUANTUM CRYPTOGRAPHY WITH ENTANGLED PHOTONS
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