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PKE Security Notions

I Semantic Security and Indistinguishability
[GM84, Yao82, Gol89]

I Non-Malleability [DDN91, BDPR98, BS99]
I Extended by non-adaptive and adaptive

chosen-ciphertext attacks (CCA) [NY90, ZS92]
I Replayable CCA security [CKN03]

Which one to
use?



Confidential Communication with PKE

INTERNET
Am

c ← Epk(m)

c

B

m ← Dsk(c)

m
c

pk, c



Confidential Communication with PKE

INTERNET
Am

c ← Epk(m)

c

B

m ← Dsk(c)

m
c

pk, c

Goal: Secure Channel Resource

•−→•A B

E



Confidential Communication with PKE

INTERNET
Am

c ← Epk(m)

c

B

m ← Dsk(c)

m
c

pk, c

Goal: Secure Channel Resource

m m



Confidential Communication with PKE

INTERNET
Am

c ← Epk(m)

c

B

m ← Dsk(c)

m
c

pk, c

Goal: Secure Channel Resource

m m
| · |

|m|



Confidential Communication with PKE

INTERNET
Am

c ← Epk(m)

c

B

m ← Dsk(c)

m
c

pk, c

Goal: Secure Channel Resource

m m
| · |

|m|

How to achieve?



Confidential Communication with PKE

INTERNET
Am

pk

B

(pk, sk)← K



Confidential Communication with PKE

INTERNET
Am

c ← Epk(m)

c

B

m ← Dsk(c)

m
c

pk, c

Assumption: Public key transmitted authentically.

←−•A B

E



Confidential Communication with PKE

INTERNET
Am

c ← Epk(m)

c

B

m ← Dsk(c)

m
c

pk, c

Assumption: Public key transmitted authentically.

pk pk



Confidential Communication with PKE

INTERNET
Am

c ← Epk(m)

c

B

m ← Dsk(c)

m
c

pk, c

Assumption: Public key transmitted authentically.

pk pk

pk



Confidential Communication with PKE

INTERNET
Am

c ← Epk(m)

c

B

m ← Dsk(c)

m
c

pk, c



Confidential Communication with PKE

INTERNET
Am

c ← Epk(m)

c

B

m ← Dsk(c)

m
c

pk, c

Internet: Insecure communication only.

−→A B

E



Confidential Communication with PKE

INTERNET
Am

c ← Epk(m)

c

B

m ← Dsk(c)

m
c

pk, c

Internet: Insecure communication only.

c

c



Confidential Communication with PKE

INTERNET
Am

c ← Epk(m)

c

B

m ← Dsk(c)

m
c

pk, c

Internet: Insecure communication only.

c′

c′



The Goal

Assumed

←−•

authenticated channel

−→

insecure channel



The Goal

Assumed

←−•

authenticated channel

−→

insecure channel

To Be Constructed

•−→•

secure channel



The Goal

Assumed

←−•

authenticated channel

−→

insecure channel

E has all the
capabilities of A.



The Goal

Assumed

←−•

authenticated channel

−→

insecure channel

To Be Constructed

•−→•

secure channel



The Goal

Assumed

←−•

authenticated channel

−→

insecure channel

To Be Constructed

•−→•

secure channel

Too strong!



New Goal: Confidential Channel

−→•A B

E

I Messages stored in buffer.
I Eve’s choices:

I deliver messages
I inject messages



New Goal: Confidential Channel

Bm
| · |

|m|

I Messages stored in buffer.

I Eve’s choices:

I deliver messages
I inject messages



New Goal: Confidential Channel

B

I Messages stored in buffer.
I Eve’s choices:

I deliver messages
I inject messages



New Goal: Confidential Channel

B

“deliver”

m

I Messages stored in buffer.
I Eve’s choices:

I deliver messages

I inject messages



New Goal: Confidential Channel

B

m′

m′

I Messages stored in buffer.
I Eve’s choices:

I deliver messages
I inject messages



The Goal

Assumed To Be Constructed

−→•

←−•

authenticated channel

−→

insecure channel

confidential channel



The Goal

Assumed

←−•

−→



The Goal

Assumed

←−•

−→

Parallel
Composition:

Again a resource.



The Goal

Assumed

←−•

−→

Parallel
Composition:

Again a resource.

Notation: [←−•,−→]



The Goal

Assumed To Be Constructed

−→•

←−•

−→



The Goal

Assumed To Be Constructed

−→•

←−•

−→

Goal: Construct −→• from [←−•,−→].



PKE Protocol

←−•

−→



PKE Protocol

←−•

−→

enc dec

A and B attach protocol converters.



PKE Protocol

←−•

−→

enc dec

Notation: encAdecB[←−•,−→]



PKE Protocol

←−•

−→

decINTERNET
Am

c ← Epk(m)

c

B

m ← Dsk(c)

m
c

pk, c



PKE Protocol

←−•

−→

dec

PKE Scheme:

Π = (K ,E ,D)

E
pk



PKE Protocol

←−•

−→

dec

PKE Scheme:

Π = (K ,E ,D)

E
pk

m

c



PKE Protocol

←−•

−→

decINTERNET
Am

c ← Epk(m)

c

B

m ← Dsk(c)

m
c

pk, c



PKE Protocol

←−•

−→

enc

PKE Scheme:

Π = (K ,E ,D)

K
pk

sk

D



PKE Protocol

←−•

−→

enc

PKE Scheme:

Π = (K ,E ,D)

K
pk

sk

D
c m



Security Notion

←−•

−→
enc dec

−→•



Security Notion

←−•

−→
enc dec

−→•

σ



Security Notion

←−•

−→
enc dec

−→•

σ

σ Translates attacks onto encAdecB[←−•,−→]
into attacks onto −→•.



Security Notion

D

←−•

−→
enc dec

−→•

σ



Security Notion

D D

←−•

−→
enc dec

−→•

σ



Security Notion

D D

Distinguishing Advantage

∆D(encAdecB[←−•,−→], σE−→•) :=

∣∣P [
D
(
encAdecB[←−•,−→]

)
= 1

]
− P

[
D
(
σE−→•

)
= 1

]∣∣

←−•

−→
enc dec

−→•

σ



Security Notion

D D

Distinguishing Advantage

∆D(encAdecB[←−•,−→], σE−→•) :=∣∣P [
D
(
encAdecB[←−•,−→]

)
= 1

]
− P

[
D
(
σE−→•

)
= 1

]∣∣

←−•

−→
enc dec

−→•

σ



Security Notion

D D

Construction Notion [Mau11]

[←−•,−→]
(enc,dec)
==⇒ −→•

if there exists efficient σ such that for efficient D

∆D(encAdecB[←−•,−→], σE−→•) = negl .

←−•

−→
enc dec

−→•

σ



Security Notion

D D

Construction Notion [Mau11]

[←−•,−→]
(enc,dec)
==⇒ −→•

if there exists efficient σ such that for efficient D

∆D(encAdecB[←−•,−→], σE−→•) = negl .

←−•

−→
enc dec

−→•

σ



Security Notion

D D

Construction Notion [Mau11]

[←−•,−→]
(enc,dec)
==⇒ −→•

if there exists efficient σ such that for efficient D

∆D(encAdecB[←−•,−→], σE−→•) = negl .

←−•

−→
enc dec

−→•

σ

In the paper:

If PKE Π is CCA
secure, such σ exists.
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Thank you!
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