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Our contributions

1. New techniques for simulating composite-order groups

2. New efficient ABEs

functionality

ABE for boolean formula sk, ct 50% shorter

ABE for arithmetic formula First adaptively secure scheme
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Composite-order groups [BGN 05, LW 10]

P,g primes

ct

ct

Gq

sk

Parameter hiding:
Gp=<g1> , Gg=<gy>

Forallw «R Z,
giveng," , g,"is hidden

DSE [Waters 09]
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Simulating composite-order groups

Parameter hiding:

W g — >
ATW],

Given g,V | g,W is hidden Given . @ELHTWbt
'WB], is hidden

W R Zg{H)X(kH)
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Conclusion

New efficient ABEs for boolean formula of size n:

[Al14, W14] Composite-order |sk|, [ct| =n+ O(1) g.e.
[Lewko 12, CLL+ 12] k-Lin |sk|, |ct] = O( (k+1)(n + O(1)) ) g.e.
[our work] k-Lin |sk]| , |ct] = (k+1)(n + O(1)) g.e.

Open problem k-Lin |sk|, |ct] =n+k+ O(1) ? g.e.



Thank you!

Questions?
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Encoding ++

mpk := [gl» g}"’, e(gbgl)“)
o KE(y,a)+r-rE(y,w)
Sk}’ " \g{’ gl )
sE(x,
cty = (g5, g7, e(g1,81)% - m)

Hiding: P(x,y) = 0 = (KE(y,a) + rE(y,w) ,sE(x,w) ) L «

Decryption: ny( kE(y,a) +r-rE(y,w), r .sE(x,W)) =«
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« Pairwise associative » property:
Foralls,r,wy, wy € Zpq : e(gy"15,8,"2") = e(gy 25,8, "17)
(A"W)(W,B) # (ATW,)(W;B)

« Associative » property:

N

Foralls,r,w € qu . e(g,%,g."") =e(g:®", g1")

(ATW)B = AT(WB)
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ABE: adaptive security

pk

[ : y
sk

mO, ml,X

y

Encpy (x, mp)

Challenger

y
b <R {01 [
{0,1} X

b’ ="b b

y

, } repeat

} repeat

Adversary

P(x,y)=0 for all y



