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Our goal:
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Order-Revealing Encryption

Our design:  
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Solution:  
 

– Use Kilian's protocol, but not its simulation theorem

– Instead prove that distributions are indistinguishable to
cross-linear tests  [SZ14]

– Index sets enforce that the adversary gets only such tests
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– Generalization:  best-possible CPA security for Multi-Input 
    Functional Encryption with a single secret key (1SK-MIFE)

 

– For branching programs, our 1SK-MIFE is 
    implementable

 

– Can also realize secret-key MIFE with multiple keys
   at the cost of a universal program transformation
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   – To compare 16-bit numbers:
             |CT| = 264 ring elements in a 9-linear map
 

– Open problem: practical ORE 

   – Construction generalizes to implementable MIFE for many
 functionalities of interest
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