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Background of KDM

Key Dependent Message
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Background of KDM

The threat of KDM?

The attacker may recover
- the password by using the
(g ) |x-ray scanner.




Background of KDM

State of the art.
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Background of KDM
Definition of KDM Security
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J. Black, P. Rogaway and T. Shrimpton. Encryption-scheme security in
the presence of key-dependent messages. In Kaisa Nyberg and Howard
M. Heys, editors, Selected Areas in Cryptography, volume 2595 of
Lecture Notes in Computer Science, pages 62-75. Springer, 2002.
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Background of KDM

[he difficulty in the security reduction.
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DDH or random

The simulator can not construct the
challenger ciphertext when b=1.




Background of KDM

Intuition of the difficulty of KDM

DDH:(g,gx’gr’grx)
IND-CPA:(g,9*,9",9"m
KDM:(g,9*,9",9" - X

N, N’

DDH assumption can not guarantee the
randomness of the quadruple when x and
gN{rx} are not independent to each other.




Background of KDM

Solution in the random oracle model

CL2001:E  (s),H(s)®sk
BRS2002:f (s),H(s)® f

Elgamal: g',g™-s,H(s)@®x

The ideal property of RO guarantees the
randomness even s is dependent on sk.




Background of KDM

Solution in the standard model

(g’gx’gr,grxx)
(9.9".9",9™ V)

Kgg 9%.9"") v=g°

9,9%0'9%,9"),r'=r+a

Move the message to the exponent.




Background of KDM

Is this solution ok?
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The security reduction works, but we can
not decrypt by using v~ {x}.




Background of KDM
he solution of BHHO2008
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The private key is split to a bit string and
encoded as group elements.




Background of KDM
The most important of BHHO2008:

Encryptions of the private key can be constructed
publicly without the private key.




Background of KDM

[ Attacker

The attacker can get the private key by
using the decryption oracle.




Background of KDM

Theoretical construction.
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CCS2009: Extend Naor and Yung’'s double encryption
framework to achieve KDM-CCA security.




Background of KDM

Hofheinz’s compact construction

g,,95. 9, , g;',(quv)rN2 (u™v) u" (1+N )MI[M] E (LAF([M])), vk, 0.1,

Preventing the public construction of key dependent message
encryption by using the entropy of the private key.

Preventing the challenge ciphertexts from release the entropy of the
private key completely by using the LAF (Lossy Algebraic Filter).




Our Contribution
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Our Contribution
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Our Contribution

How to divide the entropy of the private key
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Our Contribution

How to filter the entropy of the private key.
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Our Contribution

How to reuse the entropy of the private key.
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Our Contribution
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Hiding vs Lossy
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Conclusion
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Affine function vs Identity Function
KDM-CCA vs CIRC-CCA

[ More Efficient J
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