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simplified BKP14 is similar to CGW15
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extension: [GCD+16]+[GHKW16]

k+1
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[GCD+16] J. Gong, J. Chen, X. Dong, Z. Cao, S. Tang. Extended Nested Dual System Groups, Revisited. PKC 2016.
[GHKW16] R. Gay, D. Hofheinz, E. Kiltz, H. Wee. Tightly CCA-Secure Encryption without Pairings. EUROCRYPT 2016.@
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k 3k
MPK 3k A k er.,b-
>

Dimension extension:
» base matrix A: from (k+1) Xk to 3k Xk
» Wandk: from kX (k+1) to kX 3k

[GCD+16] J. Gong, J. Chen, X. Dong, Z. Cao, S. Tang. Extended Nested Dual System Groups, Revisited. PKC 2016.
[GHKW16] R. Gay, D. Hofheinz, E. Kiltz, H. Wee. Tightly CCA-Secure Encryption without Pairings. EUROCRYPT 2016.
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extension: [GCD+16]+[GHKW16]

Wi, A W, A Wi, A
normal space A-semi-functional space ~-semi-functional space
ko W;Dm ko Define bases for three spaces:

» hide different parts of W
» support nested-hiding using leftover entropy

[GCD+16] J. Gong, J. Chen, X. Dong, Z. Cao, S. Tang. Extended Nested Dual System Groups, Revisited. PKC 2016. q
f
[GHKW16] R. Gay, D. Hofheinz, E. Kiltz, H. Wee. Tightly CCA-Secure Encryption without Pairings. EUROCRYPT 2016.@
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summary

1. revisit/simplify BKP14 IBE

— additional feature —

v" both of them are weak

v a new instantiation of (generalized) nested dual system group
anonymous [AHY15]

v compare CW13 and BKP14 in a more clear way v “weak” means each id has

unique secret key

2. extend simplified BKP14 to the multi-challenge setting

v" achieve short ciphertexts (also high performance in other aspects) under standard assumption

v lead to the most efficient concrete construction
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Thank you for your attention! )

Any question?




