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Randomness in Key Generation

o

«— KeyGen g

True randomness (if it exists) is expensive

[LHABKW12] 0.5% of RSA keys on the internet shared common primes

[HDWH12] cause: low-entropy TLS and SSH keys generated at boot time

INSSKNM17] ROCA vulnerability: efficiently recovers (factoring-based)
private keys from public ones — Estonian and Slovakian smartcards compromised



How to Certify Randomness in Key Generation

Juels and Guajardo, PKC 2002




How to Certify Randomness in Key Generation

Goal: certify to the end user that her key was generated with high-entropy randomness
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How to Certify Randomness in KeyGen — Requirements

1. Alice has high-entropy randomness = Bob has no info about sk

2. Alice or Bob has high-entropy randomness = No adversary (other than Bob)
has more info about sk than with KG

3. Bob has high-entropy randomness = Alice’s computer cannot influence the
generation, no covert channel



How to Certify Keys — Requirements

1. Alice or Bob has high-entropy randomness = Keys indistinguishable from KG
2. Alice has high-entropy randomness = Bob has no info about sk

3. Bob has high-entropy randomness = Alice’s computer cannot influence the

generation, no covert channel ROCA




How to Certify Keys — Requirements

1. Alice or Bob has high-entropy randomness = Keys indistinguishable from KG

2. Alice has high-entropy randomness = Bob has no info about sk

3. Bob has high-entropy randomness = Alice’s computer cannot influence the
generation, no covert channel

[ With J&G’s protocol, log(A1) bit-capacity channels possible }




Multi-Sessions with Correlated Randomness
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= Not considered in J&G’s model —
= Cause of the vulnerabilities in G

[LHABKW12,HDWH12]



A not so Simple Example: Discrete-Log Keys

G = < g > of public prime order p
l Goal: generate y = g* l
X XB

m y, 1 = Prove(x,: g4 = y g~*B) m

X < X4 +xg modp
y « g* Verf(xg,y,m) =17




A not so Simple Example: Discrete-Log Keys

Alice can fix x to the value she wants

= (3) violated
XA XB

THQ y, T = Prove(x,: g*4 =y g~ *B) THQ

X < X4+ xg modp
y < g* Verf(xg,y,m) = 1?
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A not so Simple Example: Discrete-Log Keys

X XB

@ C « Com(x,) @

Yy,

X < X4 +xg modp >
y « g* Verf(xg,y,m) =17

1 = Prove(x,: C = Com(x,) N g¥A =y g~*B)
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A not so Simple Example: Discrete-Log Keys

With which randomness? Overlooked in J&G’s protocols
(2) might be violated

X XB

A

£ n ot @

Yy,

[

X < X4+ xg modp
y < g* Verf(xg,y,m) = 1?

7 == Prove(x,:C = Com(xy) N g¥4A =y g~*B)
S—

With which randomness?
(2) might be violated
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A new Model for Randomness Certification
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A new Model for Randomness Certification
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A new Model for Randomness Certification
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’ < | KeyGen| % %




A new Model for Randomness Certification
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Halting Attacks still
possible (but unavoidable)
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A Protocol for Discrete-Log Keys

Extract — X4

G = < g > of public prime order p
Goal: generate y = g*

XB

2,
%
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A Protocol for Discrete-Log Keys

Extract — X4

Extractable
—

C — Com(xy;1y)

XB

XB

2,
%
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A Protocol for Discrete-Log Keys

Extract — X4

x « 2- Extract(xy, xg)
y < g*

Extractable
—

C — Com(xy;1y)

XB

XB

2,
%
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A Protocol for Discrete-Log Keys

Extractable
Extract — Xy A

% \ @ C — Com(xy;1y) ; @
X4 7 N
/Dﬁ\ : B /ﬂqw

Yy,

x « 2-Extract(xy, xg) >
y < g” Verf(xg, C,y,m) = 1?

/
T == Prove (le,rA: C=Com(x;ry) A y= gz‘Extht(xA'xB))
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A Protocol for Discrete-Log Keys

Deterministic extractors for all sources do not exist

Extract — X Xp

/ \ & C « Com(xy;14) : @
X, T4 N
/D‘Q\ . B /O‘Q\

T
x « 2- Extract(xy, xg) >

y < g* Verf(xg, C,y,m) =17

!
T = Prove (x;l,rA: C=Com(xp;1) AN y= gz‘E"”“Ct("A'xB))
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A Protocol for Discrete-Log Keys

|deas can be generalized to all probabilistic circuits

Extract

% \ & C « Com(xy;14) ; @
X4 T4

Yy,

[
»

x « 2- Extract(xy, xg)
y < g* Verf(xg, C,y,m) =17

/
m == Prove (x}l,rA: C=Com(x;ry) A y= gZ‘E"”“Ct("A'xB))
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RSA Key Generation [NIST Standard]

» Choose at random two distinct large primes p and g
*Nepgando(N) =(p—1(q—-1)
= Choose 21¢ < e < 2256 such that gcd(e, p(N)) = 1; d « [e~! mod ¢(N)]

* pk « (N,e) and sk < (N, d) (or (p,q, e))
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RSA Key Generation [NIST Standard — Interpretation]

(2571, 2]
» Choose at random two distinct large primes p and g

*Nepgando(N) =(p—1(q—-1)
= Choose 21¢ < e < 2256 such that gcd(e, p(N)) = 1; d « [e~! mod ¢(N)]

" pk <« (N,e) and sk < (p,q,e)
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RSA Key Generation [NIST Standard — Interpretation]

Potentially some additional conditions, e.g., safe

» Choose at random two distinct large primes p and g
\ J L . )
The first two PrimeTest Algorithm

*Nepgando(N) =(p—1)(q—1)

= Choose 21¢ < e < 2256 such that gcd(e, p(N)) = 1; d « [e~! mod ¢(N)]
Part of PrimeTest

" pk <« (N,e) and sk < (p,q,e)
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A Protocol for RSA Keys

Extract — 13

Extractable

—
C < Com(ry; pa)

Tp

Tp

2,
%
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A Protocol for RSA Keys

Extractable
—

Extract «— 1

/ﬂQ\ Tp

s « 2—-Extract(ry, 1g)
a, ..., a, .., a; < PRF(s,) ~ counter mode
\_Y_J

k_y_l

P q

First two primes that pass PrimeTest

Tp

C « Com(r}; pa) @

T
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Extractable

Extract — I A

C « Com(ry;
<N BN -
T Pa

v

y N

T :

s « 2-Extract(ry, 1g)
ai, e.,P,..,q < PRF(s,")
N < pq
m < proof that N is the product of two integers
returned by PRF on seed s, that pass PrimeTest,
and are of binary length b



A Protocol for RSA Keys

Extractable

Extract — T

C « Com(ry;
.S e
T4 Pa .
N,e, (ak){kii,j}: [,
s « 2-Extract(ry, 1g) >

v

y N

ai, e.,P,..,q < PRF(s,") Verf(rg,C,m,N,e) = 17
N « pq [ fork #i,j, PrimeTest(a;) = 0? ]
m < proof that N is the product of two integers crucial to ensure that p and g
returned by PRF on seed s, that pass PrimeTest, really were the first two
and are of binary length b appropriate primes

+(ax) (k=i jy are returned by PRF
29



Extractable
Extract — e

v

C « Com(ry;
SRS e
T4 Pa .
N, e, (ag) k=i 0T
s « 2-Extract(ry, 1g) >

J

ai, e.,P,..,q < PRF(s,") Verf(rg,C,m,N,e) = 17
N < pq fork #+1i,j,ais returned by PRF on s
T < proof that N is the product of two integers and PrimeTest(a;) = 0?

returned by PRF on seed s, that pass PrimeTest,
and are of binary length b



A Protocol for RSA Keys - Instantiation

G =< g > ord(G)publicand prime

Extract — T Ts

SR o 2
Pa
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A Protocol for RSA Keys - Instantiation

G=<g>

Extract — 1 g

C «— gTahPa
S O e ©
Ly Pa .

s « 14 + H(rg) mod ¢, with £ Sophie-Germain prime s.t. | ord(G) — 1 and ord(G) > (2¢ + 1)*
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A Protocol for RSA Keys - Instantiation

G=<g>

Extract — 1 g

C «— gTahPa
S O e ©
Ly Pa .

s « 14 + H(rg) mod ¢, with £ Sophie-Germain prime s.t. | ord(G) — 1 and ord(G) > (2¢ + 1)*
PRF: Dodis—Yampolskiy in the group QR,,41 =< a >

(s,x) » a6+ mod ¢
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A Protocol for RSA Keys - Instantiation

G=<g>

Extract — 13

C « gTahPA
S-S —
Ly Pa .
r%\ ) B

S 1.+ H(rg) mod ¢
PRF: Dodis—Yampolskiy in the group QR,,.; =< a >

(s,x) » a6+ mod ¢

In 7t, compute P « gPh"P and Q « g%h'a

34



Extract

~ proving knowledge of x s.t. y = g%
l.e., a “double discrete logarithm”




» Introduced by Stadler at EUROCRYPT’96 for VSS

= | ater used to build GS [CS97], e-cash [CGO07], credentials [CGM12]

* Only method known so far to prove knowledge of DDLogs in ZK had
Q(log ord(G)) (prover) communication complexity because of {0,1}
challenges

» Using “Bulletproofs” [BBBPWM18] for arithmetic circuits, our proof has
O (loglog ord(G)) communication complexity



Z x;2¢, with x; € {0,1}

0<isn

- 1_[ a; mod ord(G),with a; € {1, azi}

0<isn

y = ng aj
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(bO_'aO)2 :E: (b Cllh 1)2 +'(a _'aﬂ,11 1)2

1<isn

+ ((ai -1 (a;—a ))2 =0

0<isn

by < ay
b; < bya,

bp—1 < bp—2an-1



(b
0 ao)z
), (bi-
a;
b;
i-1)* + (@*
a
—a
by_1)*

1<isn

4
«
a, — 1) (a-
_ g2
)
=0

0<
<i<n
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i < a

-
1

v

i < a

=
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(bo—a0) + ) (b —aby)* +(@* = ayby_,)?

1<isn-—-1
\ 2
+ z (u;v;)* + z (u; —a; + 1% + (vi —a; + azl) =0
0<isn 0<isn

ui<—al~—1

2l
Vis a;—a



(bo—ag)* + ) (b= aby1)* + (@ = ayby )’

1<isn-1

N2
+ z (u;v;)* + z (ui—ai+1)2+(vi—ai+azl) =0
0<isn 0<isn



(bo—a0) + ) (b —aby)* +(@* = ayby_,)?

1<isn-1
N2
+ z (u;v;)* + z (u; —a; + 1) + (vi —a; + azl) =0
0<isn o<isn | } \ )

Y B

Linear



G=<g>,y=gax

(by —ay *1)% + 2 (b; — a;b;_1)?* + (a* — a,by,_1)?

1<isn-1

N2
+ z (0 —wv)* + z (ui—ai+1)2+(vi—ai+azl) =0
0<isn 0<isn

(OVGI’ ZOT‘d(G)) A ocQp = Qg and WLaL + WRaR + Woao = WV [ax] + C
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Randomness Certification — Open Problems

= Would it be possible to use Bob’s randomness to amplify Alice’s instead
of strictly requiring either to have high-entropy randomness?
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= Would it be possible to use Bob’s randomness to amplify Alice’s instead
of strictly requiring either to have high-entropy randomness?

= Can one devise a more realistic model in which

= entropy is accumulated,

= sources are not independent of the extractors? [CDKT19]



