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Diophantine Equations

Multivariate polynomial equations with
= coefficients in Z

® solutions in Z
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Diophantine Equations

Multivariate polynomial equations with
= coefficients in Z

= solutions in Z
i i
2 a;xy %) =0
'] v LY_,
LENY = 0 for all but finitely many i

DPRM Theorem [1970]: satisfiability of Diophantine equations is undecidable
(negative answer to Hilbert’s tenth problem)



Diophantine Equations — Relevance

Problems that can be encoded as Diophantine equations:

Circuit-SAT, 3—-SAT
Graph coloring

Hamiltonian cycle
ILP



Diophantine Equations — Relevance

Problems that can be encoded as Diophantine equations:

= Circuit—-SAT, 3-SAT
= Graph coloring

= Hamiltonian cycle
= |LP

* Proving knowledge of
» RSA signatures (x¢® —kN —y =0)

= (EC)DSA signatures

= Verifiable shuffling of two lists (x;); and (y;)
y = U x, with U a permutation matrix

= Many more...



Arguments for NP in Z,, vs Z

» Solutions to certain problems (e.g. ILP) may not be a priori bounded



Arguments for NP in Z,, vs Z

» Solutions to certain problems (e.g. ILP) may not be a priori bounded

» Most problems can be naturally encoded as Diophantine equations
= no overheard from the reduction to an NP-complete problem



= Used to argue over integers

= Typically Zy for N = pq or ideal-class groups

= Assumptions: = strong RSA; difficult to compute small-order elements (except for
elements of order 2)



Pedersen Damgard and Fujisaki
G = < g > of public prime order p G of hidden order < 2P



Integer Commitments

Pedersen
G = < g > of public prime order p

h<—$G*

Damgard and Fujisaki

G of hidden order < 2bYc

—————————————————————————————————————————————————————

_____________________________________________________

g €< h > crucial for Hiding

10



Pedersen
G = < g > of public prime order p

h<—$G*

Tocommittox € Z, : C « g*h" for
r ¢ Ly

Damgard and Fujisaki

G of hidden order < 2bYc

h 5 G; a « |0;206%]; g « h®

Tocommittox € 7Z: C « g*h"for
g [O; 2bG+’1]



Pedersen
G = < g > of public prime order p

h<—$G*

Tocommittox € Z, : C « g*h" for
r ¢ Ly

To open C with (x,r):C = g*h*?

Damgard and Fujisaki

G of hidden order < 2bYc

h 5 G; a « |0;206%]; g « h®

Tocommittox € 7: C «
g [O; 2bG+’1]

g*h'for

To open C with (x,7): (2= (gxh’”)ZV

___________________________________________

To allow for efficient proofs
of knowledge of openings

___________________________________________



Integer Commitments

Damgard and Fujisaki
G of hidden order < 2P¢

he—¢G; a«g [O; ZbG”];g «— h¢

Proof on the parameters with {0,1} as
challenge space = size Q(b; log? 1) bits

New Scheme
G of hidden order < 2%¢

he¢G; ag [O; ZbG”];g «— h¢

Proof on the parameters with [0; 1198 4]
as challenge space = size O(b) bits
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Integer Commitments

Damgard and Fujisaki
G of hidden order < 2P¢

h «¢ G; a « |0;206%1]; g « h*
Proof on the parameters with {0,1} as

challenge space = size Q(b; log? 1) bits

For n integers, Q(nbg log? 1)

New Scheme
G of hidden order < 2%¢

h «¢ G; a « |0;206%1]; g « h*

Proof on the parameters with [0; 1198 4]
as challenge space = size O(b) bits

Only guarantees that g% €< h? >

For n integers, O(b; + logn)
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Damgard and Fujisaki
G of hidden order < 2%6

he—¢G; a«g [O; ZbG”];g «— h¢

Tocommittox € 7Z: C « g*h" for
g [0’ Zb(;+/1]

To open C with (x,7):C? =
(g*h")*?

New Scheme
G of hidden order < 2%¢

he¢G; ag [O; ZbG”];g «— h¢

To commit to x € Z: C « (g*h")?
for r < [0; 206+4]

To open C with (x,7): C?% =
(gxhr)4?



Arguing Knowledge of Dlogs in Hidden-Order Groups

G = < g > of hidden order < 2%6
g =h"
k <3 ?

c «7?
C

r—k —ca r

(over Z)

h"g¢ = t?
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Arguing Knowledge of Dlogs in Hidden-Order Groups

G = < g > of hidden order < 2%6
g =h"
k <3 ?

Y t ‘
t « hk & C ' @ on

r—k —ca r

h"g¢ = t?

gcl—CZ — hT'Z -1

c1 —Ccy € {—1,1}
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Arguing Knowledge of Dlogs in Hidden-Order Groups

G = < g > of hidden order < 2%6
g =h"
k <3 ?

c « [0, Al°84]
C

r—k —ca r

h"g¢ = t?
gcl—CZ — hTZ—T'l
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Arguing Knowledge of Dlogs in Hidden-Order Groups

G = < g > of hidden order < 2%6
g =h"
k <3 ?

C « [O,Alogl]
C

r—k —ca r

h"g¢ = t?
If C1 —Cy| 1, — 11 (h(rz—rl)/(c1—cz) g_l)cl_cz = 1G
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Arguing Knowledge of Dlogs in Hidden-Order Groups

G = < g > of hidden order < 2%6
g =h"
k <3 ?

c « [0, Al°84]
C

r—k —ca r

h"g¢ = t?
(h(rz—r1)/(C1—C2) g—l)cl_cz = 1.

could be of order 2 .



Arguing Knowledge of Dlogs in Hidden-Order Groups

G = < g > of hidden order < 2%6
g = h“, |C(| < ZbG+A

k<—$7

c « [0, Al°84]
C

r—k —ca r

-
-] < b+ ylog A h"g¢ = t?
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Arguing Knowledge of Dlogs in Hidden-Order Groups

G = < g > of hidden order < 2%6
g = hd, |a| < 2b6+/1

k<—$7

r—k —ca r

—
|| < b+ log A h"g¢ = t?

__________________

__________________

C « [O’Alogl]
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Arguing Knowledge of Dlogs in Hidden-Order Groups

G = < g > of hidden order < 2%6
g = hd, |a| < 2b6+/1

k g [O, 212bg+lllog l]
c « [0, Al°84]

r—k —ca r

—
|| < b+ log A h"g¢ = t?

__________________

__________________
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Arguing Knowledge of Dlogs in Hidden-Order Groups

g1 = h*t; ...; g, = h%n

51; ey fn < [O' Alogl]

& : E1y e @
T T

use ¢ aq + -+ + &,y a@s witness for gt -+ g,i"
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Inner-Product Argument over the Integers

gi/2 02 ESf >

2
C=(g"geh)*h?*f") and< a,b > =z

N 2,
5 %
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Inner-Product Argument over the Integers

2
C = (gihggz h1191 hgze<a,b>f‘r)

N 2,
5 %

9i/2 0y, ESf >
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Inner-Product Argument over the Integers

C = ( -a1 fazkb1 e<ab>f‘r)2

U (_gf'Zhbl azblfTU ;
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Inner-Product Argument over the Integers
C = ( ‘a1;~a2,ﬁb1hb2' <a,b>fr)2

U (_gf'Zhbl azblfTU
V — gzlhbzealbzfﬁ/& U)V , @
x « [0,A1°84]
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Inner-Product Argument over the Integers
2
C = (g;hggz h1191 hgze<a,b>fr)

U (_g](-z'ZhlZ?leazblfTU U V
V< g3thyebaf W@ ’ :
x « [0,21984]

a < aq + xa,

b < xby + b,

\ )
|

Half the size of (a4,a,) and (by, b,)!
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Inner-Product Argument over the Integers
2
C = (g;hggz h1191 h12928<a,b>f1”)

U githy e fTy .
Ve g3thazetbzf ’”V@ ' :
X [O, Alogl]

N ———— M

a < aq +xa,
b « xby + b,

t «ry+1rx+ryx?

4 2
((9Fg2)*(hah$)Peft) = (UX*CHV)
Recurse!
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Inner-Product Argument over the Integers

((gFg2) (huhPectft)" = (u%*c7v)]

11 1 0
X1 Xo X3 Vo — 1
x{ x5 x5 V3 0
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Inner-Product Argument over the Integers

((gFg2) (huhPectft)" = (u%*c7v)]

1 1 1 V1 0
X1 X2 X3 Vo = 1
xf x% x5 V3 0

Even if x4, x, and x5 are pairwise
distinct, there may not be a sol. in Z!
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Inner-Product Argument over the Integers

((gFg2) (huhPectft)" = (u%*c7v)]

11 1 0
X1 Xo X3 Vo — 1
x{ x5 x5 V3 0

XajdX =detX I3

33



Inner-Product Argument over the Integers

((gFg2) (huhPectft)" = (u%*c7v)]

XajdX =detX I3

4
aci Acz pbcaybez 7. crp\ _ ,2detX
(975" 95" hy®* b, e%cfTc) = C
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Inner-Product Argument over the Integers

((gFg2) (huhPectft)" = (u%*c7v)]

XajdX =detX I3

4
acai Acz ypbcaybez z. v\ _ 2detX
(975" 95" hy®* b, e%cfTc) = C

2 det X must divide all the exponents of the |.h.s. under
the assumptions on G
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Inner-Product Argument over the Integers

((gFg2) (huhPectft)" = (u%*c7v)]

XajdX =detX I3

a

aca C,2 th,l th,Z eZCfT'C 4 — C'Z
gl gz 1 2 o
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Inner-Product Argument over the Integers

((gFg2) (huhPectft)" = (u%*c7v)]

XajdX =detX I3

a

aca C,2 th,l th,Z eZCfT'C 4 — Cz
,91 gz 1 2 o

Similarly for U and V
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Inner-Product Argument over the Integers

((gFg2) (huhPectft)" = (u%*c7v)]

XajdX =detX I3

a

ac1 C,2 th,l th,Z eZCfT'C 4 — Cz
,91 gz 1 2 o

1, = gpgl(x)gpgz(x) hphl(x) h129h2 (x)epe(x) o ()

1 2 1
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Inner-Product Argument over the Integers

((gFg2) (huhPectft)" = (u%*c7v)]

XajdX =detX I3

a

aca C,2 th,l th,Z eZCfT'C 4 — C'z
,91 gz 1 2 o

g =g, 2 1

must be 0 under the
assumptions on G

Pg,(X) Dpg,(x) p P (%) h120h2 (x) oPe (x)fpf (x)
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Inner Products for Diophantine Satisfiability

a,oarp = Qo and WLaL + WRaR + Woao — WVv + C
S—
(over Z) Committed integers



Procedure for Polynomial-Degree Reduction

2x3+xy —1=0
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Procedure for Polynomial-Degree Reduction

2x3+xy —1=0

U« x4 vexy;, weux
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Procedure for Polynomial-Degree Reduction
2x34+xy —1=0
U« x4 vexy;, weux

(u—x)4+wW—-—xy)+w —ux)*+QCw+v —1)2=0
J | J

| |

\

Hadamard Linear
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Procedure for Polynomial-Degree Reduction
2x34+xy —1=0
U« x4 vexy;, weux

(u—x)4+wW—-—xy)+w —ux)*+QCw+v —1)2=0
J | J

| |

\

Hadamard Linear

a,cap=apand W;a; + Wgap + Wopag =Wy v+ C
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= Damgard and Fujisaki gave a proof that x,, x,, x; committed in
Cl' Cz, C3 Sat|Sfy X1X9 = X3

" Yieny Qi xil xf)’ of total degree § which requires M (v, §)
multiplications = 2 M(v, §) + 1 commitments and M (v, §)
consistency args. S

<3 —v-1

» Communication complexity ) ((";‘S) (j;+ bG))

max bit length of sol.



Arguing Diophantine Satisfiability

= With our commitments, polynomial-degree reduction algorithm
and inner-product argument over the integers

= args. of size 0(8¢ + min(v, 6) log(v + 6)b; + H) bits

vs. 0 ((v ") bG>>

Height of the polynomial
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» Can such arguments be aggregated?

» Can the verification time (~ linear in the bit length of the
witness) be reduced (e.g. to log)?



