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What is Private Set Intersection?
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Common friends?
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Private Set Intersection (PSI)



Private Contact Discovery

Password Breach AlertAds Conversion Measurement



State-of-the-art PSI
• Prior work [FNP’04, DSMRY’09, DCKT’10, ADCT’11, HEK’12, DCW13, PSZ14, PSSZ15, 

PSZ’14, KKRT’16, RR17a, RR17b, CLR17, DRRT18, PSWW18, GN’19, PRTY’19, PRTY’20, …]

• This work: semi-honest security, sets of  the same size
• Which protocol should we adopt?
• Most efficient one!
• Tradeoff  between Computation & Communication
• Monetary cost [PRTY’19]

Computational efficiency
High network bandwidth

Communication efficiency
Low network bandwidth

[KKRT’16]:
Best fit for high bandwidth

[PRTY’19] (SpOT-Light):
Best fit for low bandwidth



Can we achieve a better balance?

Computational efficiency
High network bandwidth

Communication efficiency
Low network bandwidth

[KKRT’16]:
Best fit for high bandwidth

[PRTY’19] (SpOT-Light):
Best fit for low bandwidth

?

Our Work:
- Best fit for Internet setting

(e.g. 30-100 Mbps)
- One-sided malicious security

- Lowest monetary cost



Single-Point OPRF[KKRT’16] PSI

Our Work Multi-Point OPRF PSI

Cuckoo Hashing [PR’04]

OT (extension) + 
symmetric-key crypto

[PRTY’19] OT (extension) + 
polynomial interpolation

over a large field



Single-Point Oblivious Pseudorandom Function (OPRF)

Input: ⊥ Input: "
Output: # Output: $%(")



Single-Point PSI from Single-Point OPRF

Input: ⊥ Input: "

#$
#%
#&
…
…

'( #$ , '( #% , '( #& , …

" ∈ ,?

"Output: . Output: '((")



PSI from Single-Point OPRF?
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Computation & Communication: ) *#



PSI from Single-Point OPRF using Cuckoo Hashing [KKRT’16]
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PSI from Single-Point OPRF using Cuckoo Hashing [KKRT’16]



PSI from Single-Point OPRF using Cuckoo Hashing [KKRT’16]
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Takeaway: Alice has to send multiple PRF values per element.

Single-Point OPRF



Single-Point OPRF

Input: ⊥ Input: "
Output: # Output: $%(")



Multi-Point OPRF

Input: ⊥ Input: "#, "%, … , "'
Output: () "# , … , () "'Output: *



PSI from Multi-Point OPRF

Input: ⊥ Input: "#, "%, … , "'
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Output: *+ "# , … , *+ "'Output: /



Single-Point OPRF[KKRT’16] PSI

Our Work Multi-Point OPRF PSI

Cuckoo Hashing [PR’04]

OT (extension) + 
symmetric-key crypto

[PRTY’19] OT (extension) + 
polynomial interpolation

over a large field



Oblivious Transfer (OT) [Rabin’05]

Input: ! ∈ {0,1} Input: (),(*

Output: (+ Output: ⊥

SenderReceiver

Note: - OTs can be done by . / public-key operations and .(-) symmetric-key 
operations using OT extension [IKNP’03].



Single-Point OPRF [KKRT’16]

Input: !Input: ⊥

0 1 0 0 1

#$ ← {0,1}+ #, ∈ {0,1}+
1 0 0 1 0

1 1 0 1 0! .(!)

pseudorandom, deterministic, 
e.g. 1234 ! with public 5

6 ← {0,1}+



Single-Point OPRF [KKRT’16]

Input: !Input: ⊥

0 1 0 0 1 1 0 0 1 1

#$ = #& ⊕ ((!)
1 0 0 1 0

1 1 0 1 0

#& ← {0,1}1

! ((!)

pseudorandom, deterministic, 
e.g. 2345 ! with public 6

7 ← {0,1}1



Single-Point OPRF [KKRT’16]

Input: !Input: ⊥

0 1 0 0 11 0 0 1 0 1 0 0 1 1

#$ ← {0,1}+ #, = #$ ⊕ /(!)
2 ← {0,1}+



Single-Point OPRF [KKRT’16]

Input: !Input: ⊥

0 1 0 0 11 0 0 1 0 1 0 0 1 1

OT

#$ ← {0,1}+ #, = #$ ⊕ /(!)
2 ← {0,1}+

SenderReceiver



Single-Point OPRF [KKRT’16]

Input: !Input: ⊥

0 1 0 0 1 1 0 0 1 11 0 0 1 0

#$ ← {0,1}+

OT

#, = #$ ⊕ /(!)
2 ← {0,1}+

SenderReceiver



Single-Point OPRF [KKRT’16]

Input: !Input: ⊥

1 0 0 1 11 0 0 1 0 0 1 0 0 1

#$ ← {0,1}+

OT

#, = #$ ⊕ /(!)
2 ← {0,1}+

SenderReceiver



Single-Point OPRF [KKRT’16]

Input: !Input: ⊥

1 0 0 1 11 0 0 1 0 0 1 0 0 1

#$ ← {0,1}+

OT

#, = #$ ⊕ /(!)
2 ← {0,1}+

SenderReceiver



Single-Point OPRF [KKRT’16]

Input: !Input: ⊥

0 1 0 0 1 1 0 0 1 11 0 0 1 0

1 1 0 1 1 # = %& ⊕ ( ⋅ * !

Output: + = (, # , -. / = 0 # ⊕ ( ⋅ * / Output: -. ! = 0 %&

%& ← {0,1}6

OT

%7 = %& ⊕ *(!)
( ← {0,1}6

0 1 0 0 1/ *(/)



Single-Point OPRF [KKRT’16]

Input: !Input: ⊥

0 1 0 0 1 1 0 0 1 11 0 0 1 0

1 1 0 1 1 # = %& ⊕ ( ⋅ * !

Output: +, ! = - %&

%& ← {0,1}4

OT

%5 = %& ⊕ *(!)
( ← {0,1}4

0 1 0 0 18 *(8)

Output: 9 = (, # , +, 8 = - # ⊕ ( ⋅ * 8



Single-Point OPRF [KKRT’16]

Input: !Input: ⊥

0 1 0 0 1 1 0 0 1 11 0 0 1 0

1 1 0 1 1 # = %& ⊕ ( ⋅ * !

Output: +, ! = - %&

%& ← {0,1}4

OT

%5 = %& ⊕ *(!)
( ← {0,1}4

0 1 0 0 18 *(8)

Output: 9 = (, # , +, 8 = - # ⊕ ( ⋅ * 8



Single-Point OPRF [KKRT’16]

Input: !Input: ⊥

0 1 0 0 1 1 0 0 1 11 0 0 1 0

1 1 0 1 1 # = %& ⊕ ( ⋅ * !

Output: +, ! = - %&

%& ← {0,1}4

OT

%5 = %& ⊕ *(!)
( ← {0,1}4

0 1 0 0 18 *(8)

= - %& ⊕ ( ⋅ (* 8 ⊕ *(!)
Output: 9 = (, # , +, 8 = - # ⊕ ( ⋅ * 8

Takeaways: 
(a) If  8 = !, then +, 8 = - %& no matter what ( is chosen. 
(b) If  8 ≠ !, then +, 8 is hard to guess.



Multi-Point OPRF

Input: ⊥

0 1 0 1 1

1 0 0 1 0

1 1 0 0 1

0 0 1 1 1

"# ← {0,1} *×, "- ∈ {0,1} *×,

Input: /-, /0, … , /*
1 0 0 1 0 2 ← {0,1},

/-
3(/-)



Multi-Point OPRF

Input: ⊥

0 1 0 1 1

1 0 0 1 0

1 1 0 0 1

0 0 1 1 1

"# ← {0,1} *×, "- ∈ {0,1} *×,

Input: /-, /0, … , /*
1 0 0 1 0 2 ← {0,1},

/-
3(/-)

pseudorandom, deterministic, 
e.g. 6"78 / with public 9



Multi-Point OPRF

Input: ⊥

0 1 0 1 1

1 0 0 1 0

1 1 0 0 1

0 0 1 1 1

0 1

0

0

0

"# ← {0,1} *×, "- ∈ {0,1} *×,

Input: /-, /0, … , /*
1 0 0 1 0 2 ← {0,1},

/-
3(/-)

pseudorandom, deterministic, 
e.g. 6"78 / with public 9



Multi-Point OPRF

Input: ⊥

0 1 0 1 1

1 0 0 1 0

1 1 0 0 1

0 0 1 1 1

0 1

0

0

0

"# ← {0,1} *×, "- ∈ {0,1} *×,

Input: /-, /0, … , /*
1 0 0 1 0 2 ← {0,1},

/0

3(/0)



Multi-Point OPRF

Input: ⊥

0 1 0 1 1

1 0 0 1 0

1 1 0 0 1

0 0 1 1 1

0 1

0

0

0

"# ← {0,1} *×, "- ∈ {0,1} *×,

Input: /-, /0, … , /*
1 0 0 1 0 2 ← {0,1},

/0

3(/0)



Multi-Point OPRF

Input: ⊥

0 1 0 1 1

1 0 0 1 0

1 1 0 0 1

0 0 1 1 1

0 1 1

0

0

0 0 1

"# ← {0,1} *×, "- ∈ {0,1} *×,

Input: /-, /0, … , /*
1 0 0 1 0 2 ← {0,1},

/0

3(/0)



Multi-Point OPRF

Input: ⊥

0 1 0 1 1

1 0 0 1 0

1 1 0 0 1

0 0 1 1 1

0 1 1

0

0

0 0 1

"# ← {0,1} *×, "- ∈ {0,1} *×,

Input: /-, /0, … , /*
1 0 0 1 0 2 ← {0,1},



Multi-Point OPRF

Input: ⊥

0 1 0 1 1

1 0 0 1 0

1 1 0 0 1

0 0 1 1 1

0 1 0 1

1 1 0

0 1

0 0 1

"# ← {0,1} *×, "- ∈ {0,1} *×,

Input: /-, /0, … , /*
1 0 0 1 0 2 ← {0,1},



Multi-Point OPRF

Input: ⊥

0 1 0 1 1

1 0 0 1 0

1 1 0 0 1

0 0 1 1 1

0 1 0 1

1 1 0

0 1

0 0 1

"# ← {0,1} *×, "- ∈ {0,1} *×,

Input: /-, /0, … , /*
1 0 0 1 0 2 ← {0,1},



Multi-Point OPRF

Input: ⊥

0 1 0 1 1

1 0 0 1 0

1 1 0 0 1

0 0 1 1 1

0 1 0 1 0

1 1 1 1 0

0 0 0 1 1

0 0 0 1 0

"# ← {0,1} *×, "- ∈ {0,1} *×,

Input: /-, /0, … , /*
1 0 0 1 0 2 ← {0,1},



Multi-Point OPRF

Input: ⊥

0 1 0 1 1

1 0 0 1 0

1 1 0 0 1

0 0 1 1 1

0 1 0 1 0

1 1 1 1 0

0 0 0 1 1

0 0 0 1 0

"# ← {0,1} *×, "- ∈ {0,1} *×,

Input: /-, /0, … , /*
1 0 0 1 0 2 ← {0,1},



Multi-Point OPRF

Input: ⊥

0 1 0 1 1

1 0 0 1 0

1 1 0 0 1

0 0 1 1 1

0 1 0 1 0

1 1 1 1 0

0 0 0 1 1

0 0 0 1 0

"# ← {0,1} *×, "- ∈ {0,1} *×,

Input: /-, /0, … , /*
1 0 0 1 0 2 ← {0,1},

OT

SenderReceiver



Multi-Point OPRF

Input: ⊥

0 1 0 1 1

1 0 0 1 0

1 1 0 0 1

0 0 1 1 1

0 1 0 1 0

1 1 1 1 0

0 0 0 1 1

0 0 0 1 0

"# ← {0,1} *×, "- ∈ {0,1} *×,

Input: /-, /0, … , /*
1 0 0 1 0 2 ← {0,1},

OT

SenderReceiver



Multi-Point OPRF

Input: ⊥

0 1 0 1 1

1 0 0 1 0

1 1 0 0 1

0 0 1 1 1

0 1 0 1 0

1 1 1 1 0

0 0 0 1 1

0 0 0 1 0

Input: "#, "%, … , "'
1 0 0 1 0

() ← {0,1} '×0 (# ∈ {0,1} '×0

2 ← {0,1}0

OT

SenderReceiver



Multi-Point OPRF

Input: ⊥

0 1 0 1 1

1 0 0 1 0

1 1 0 0 1

0 0 1 1 1

0 1 0 1 0

1 1 1 1 0

0 0 0 1 1

0 0 0 1 0

Input: "#, "%, … , "'
1 0 0 1 0

() ← {0,1} '×0 (# ∈ {0,1} '×0

2 ← {0,1}0

OT

SenderReceiver



Multi-Point OPRF

Input: ⊥

0 1 0 1 1

1 0 0 1 0

1 1 0 0 1

0 0 1 1 1

0 1 0 1 0

1 1 1 1 0

0 0 0 1 1

0 0 0 1 0

Input: "#, "%, … , "'

0 0 0 1 1

1 1 0 1 0

0 1 0 1 1

0 0 1 1 1

1 0 0 1 0

() * :

*
+(*)

./ ← {0,1} '×6 .# ∈ {0,1} '×6

8 ← {0,1}6

OT



Multi-Point OPRF

Input: ⊥

0 1 0 1 1

1 0 0 1 0

1 1 0 0 1

0 0 1 1 1

0 1 0 1 0

1 1 1 1 0

0 0 0 1 1

0 0 0 1 0

Input: "#, "%, … , "'

0 0 0 1 1

1 1 0 1 0

0 1 0 1 1

0 0 1 1 1

1 0 0 1 0

0

0

0

1

0

(( )

+, "- :

"-
.("-)

+, / :

/
.(/)

01 ← {0,1} '×8 0# ∈ {0,1} '×8

: ← {0,1}8

OT



!" ← {0,1} )×+ !, ∈ {0,1} )×+

. ← {0,1}+

Multi-Point OPRF

Input: ⊥

0 1 0 1 1

1 0 0 1 0

1 1 0 0 1

0 0 1 1 1

0 1 0 1 0

1 1 1 1 0

0 0 0 1 1

0 0 0 1 0

Input: 0,, 01, … , 0)

0 0 0 1 1

1 1 0 1 0

0 1 0 1 1

0 0 1 1 1

1 0 0 1 0

0 0 0 1 03( )

0
0

0

1

0

3( )

(a) If  6 = 08, then 9: 6 = 9: 08 no matter what . is chosen. 
(b) If  6 ∉ <, then 9: 6 is hard to guess.

Note: We can prove security against malicious Alice.

9: 08 :

08
=(08)

OT

9: 6 :

6
=(6)



Single-Point OPRF[KKRT’16] PSI

Our Work Multi-Point OPRF PSI

Cuckoo Hashing [PR’04]

OT (extension) + 
symmetric-key crypto

[PRTY’19] OT (extension) + 
polynomial interpolation

over a large field



Open Problems

• Best computation & communication?

• Malicious security against Bob?

Our Work:
- Best fit for Internet setting

(e.g. 30-100 Mbps)
- One-sided malicious security

- Lowest monetary cost

Computational efficiency
High network bandwidth

Communication efficiency
Low network bandwidth

[KKRT’16]:
Best fit for high bandwidth

[PRTY’19] (SpOT-Light):
Best fit for low bandwidth



Thank you!


