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Standard vs Algebraic

» No reduction from DLog to CDH in the standard model.
» et A be an algebraic algorithm which solves CDH.

> B(G, X):
» vz

> (Y, 0,00, 03) + A(G,X,X + VG)
(646 + £2X + (3(X +VG) = Y)

> {x7,x3} < Solve (6 + X + £3(X + v)) = X(X + v) (mod p)

> Output x; such that X = x;G
» Conclusion: AGM enables new security reductions
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(ﬁ, P)-uber assumption (Boneh Boyen Goh 2005)

» General idea: Describe many assumptions
> ReZp[Xa,...,. Xm]", P € Zp[Xq, ..., Xm]

Ri = Ri(¥)G

. R, = Ry(X)G
X < Ly, : — gt — P(X)G

Rn = Rn(Y)G

> Easyif P e Span(R): P =Y aR;
P(X) = > aiRi(X)
P()?)G = Za;R;

» Hard inthe GGMif P ¢ Span(ﬁ) (non-triviality condition)
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Univariate case

> We can reduce g-DLog to a non-trivial (R, P)-uber
assumption:

Let A an adversary against ((Ry, ..., Rn), P)-uber
Let g such that Vi : deg(Rj) < q
Let's break g-DLog
BAXO XM X(@):
> R,‘ = ZI’,’JXU) = ZR;(X)G
» (P,aq,...,ap) « A(Rq,...,Rp)

> aRi=P)
> {X7,..., x5} < Solve (3_aiRi(X) = P(X))
> Output x;* such that x; G = X(V
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Generalization

» Uber:
» Group — Bilinear Group (type 1,2, 3)
» Univariate — Multivariate (CDH)
(embed the challenge in every coordinate: x; := yix + v;)
> Fixed targets — Flexible targets
A can choose P ¢ Span(R).

» Ruber: Polynomials — Rational fractions (g-SDH)
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Generalization

» Uber:

» Group — Bilinear Group (types 1,2, 3)
» Univariate — Multivariate (CDH)

(embed the challenge in every coordinate: x; := y;z + v))
> Fixed targets — Flexible targets

A can choose P ¢ Span(R)

» Ruber: Polynomials — Rational fractions (g-SDH)

» Druber: Add decisional oracles (Gap-DH) (New)

> Gegenuber: Constant generator — generate its own
generator (LRSW) (New)

A can choose G’ and return (G', P(X)G').
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Thm: g-DLog does not imply One-More DLog in the AGM.
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Thank you for your attention.
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