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The technological landscape of the early 21st century

e |_ots of data.

*|ncreasing parallel computing powetr. #

*|nvestments in Machine Learning talent.

+ Much better software products.

- Privacy concerns.
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Can we protect privacy

without sacrificing the

benefits of modern
data science?
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Isn’t that what FHE is for?

*In FHE, a client sends a ciphertext to a server.

* [he server obliviously computes on the ciphertext.
* [he client gets back the result.

* Multiparty extensions exist.

* But no non-interactive way for server to extract intelligence from multiparty data.
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Today’s Topic

Allowing a server to
aggregate my data with
that of other users,

non-interactively.




The Agenda

How does DDFE relate to FE?
*What is DDFE"

e Construction of DSum-DDFE
e Construction of AONE-DDFE

e Construction of IP-DDFE
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A Brief History of Functional Encryption

Public Key Encryption [Cocks 1973, RSA 1977]
|dentity-Based Encryption [BF 2001, Cocks 2001]
Attribute-Based Encryption [SW 2004, GPSW 2006]

Functional Encryption [SW 2008, O’Neill 2010, BSW 2011]
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Functional Encryption Is a framework

* PKE Is not a special case of IBE.
It IS a weaker primitive.

*|BE Is not a special case of ABE.
It IS a weaker primitive.

| BE and ABE are special cases of FE.
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Functional Encryption for Multiple Users

Multi Input / Multi Client Function Encryption [GGJS 13, GKLSZ 13]

Decentralized Multi Client Functional Encryption [CDGPP 18]

Ad Hoc Multi Input Functional Encryption [ACFGOT 19]

Dynamic Decentralized Functional Encryption

Edouard Dufour Sans Dynamic Decentralized Functional Encryption CRYPTO 2020



The Agenda

*How does DDFE relate to FE? vV
What is DDFE?

e Construction of DSum-DDFE

e Construction of AoNE-DDFE

e Construction of IP-DDFE
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DDFE - Informally

Bob

Charlie Diane

Edouard Dufour Sans Dynamic Decentralized Functional Encryption CRYPTO 2020



DDFE - Informally
@

We want to train a 10000-layer deep
Convolutional Neural Network to do image
classification from your photos

Alice

@
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DDFE - Informally
@

Alice

@

Edouard Dufour Sans

Ok, but | care about my
privacy...

Ok, but | care about my
privacy...

Ok, but | care about my
privacy...

Ok, but | care about my
privacy...

Dynamic Decentralized Functional Encryption

Bob

Diane
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DDFE - Informally
@

Alice D
Date: 3/1/2020 Date: 3/1/2020

To be aggregate.d with dgta To be aggregated with data
from Bob, Charlie, and Diane from Alice, Charlie, and Diane

Bob

Charlie D Diane
Date: 3/1/2020 Date: 3/1/2020

To be aggregated with data To be aggregated with data
from Alice, Bob, and Diane from Alice, Bob, and Charlie
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DDFE - Informally

| cannot learn anything from
this data, it’'s encrypted!

Date: 3/1/2020 Date: 3/1/2020
e aggregated with data To be aggregated with data
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DDFE - Informally
@

: Allow training of Neural Allow training of Neural
Alice Bob

Network on data from Me, Network on data from Alice,
Charlie w

Bob, Charlie, Diane Me, Charlie, Diane
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Allow training of Neural Allow training of Neural D
Network on data from Alice, Network on data from Alice, Iane
Bob, Me, Diane Bob, Charlie, Me




DDFE - Informally

Allow training of Neural Allow training of Neural
Network on data from Alice, Network on data from Alice,

Allow training of Neural Allow training of Neural
Network on data from Me, Network on data from Alice,

Date: 3/1/2020 Date: 3/1/2020 Date: 3/1/2020 Date: 3/1/2020

To be aggregated with data To be aggregated with data

To be aggregated with data To be aggregated with data
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DDFE - Informally

Allow training of Neural Allow training of Neural
Network on data from Alice, Network on data from Alice,

Allow training of Neural
Network on data from Alice,

~ 8 5 8

Date: 3/1/2020 Date: 3/1/2020

To be aggregated with data To be aggregated with data Date: 3/1/2020 Date: 3/1/2020

To be aggregated with data To be aggregated with data
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DDFE - Formally

* A Functionality

F L PEXKEYXL(PH XM — {0,1}*
«Setup(A): Generate public parameters.

Pk, sk, < KeyGen(): Generate my public/private key pair.
- Encrypt(sk,;, m): Generate a ciphertext ct,;.
-DKeyGen(skpk, k): Generate a functional key dkpk,k.

.Decrypt((dkpk,kpk)pke%K, (¢t,) pkew,): Evaluate F.
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DDFE - Functionality examples

K =S(APH)XE
Set of users and a
circult

* M = Fmages X Dates X S(PK)
An Image, a date, a set

To be aggregated with data

of users
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DDFE - Functionality examples

F ((pk, (% ,NN_training)) ;. co,, (Pk, (X, Date, %)) 1 cq,) = NN_training((x,;) xco,)

Allow training of Neural ® %M _—— % K %

Network on data from Me,
Bob, Charlie, Diane

e ate is the same for all cts

* NN _training is the same for

Date: 3/1/2020

To be aggregated with data a I I ke S
from Bob, Charlie, and Diane
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The Agenda

*How does DDFE relate to FE? Vv

*What is DDFE? vV

e Construction of DSum-DDFE
e Construction of AONE-DDFE
e Construction of IP-DDFE
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DSum-DDFE: The functionality

- Sums over an Abelian Group A.

M =AXS(PH)x {0,1}*

A group element, a set of users, a label.

- A =0
No keys.

- F (. (Pks e U ) = Y X
pkEU
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If the user pk can compute
amask 7, 4, » € A such that

Z Mokt = 0,

pk'e
then they can just publish
xpk T rpk,%,f
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Can we sample from

(rpk)pke% | Z rpk = (

pke

In a decentralized and non-interactive way?

Edouard Dufour Sans Dynamic Decentralized Functional Encryption CRYPTO 2020



DSum-DDFE: Sum-of-PRFs [Waters in CC09]

 Computational solution.

- Compute shared randomnesses K, ;- via DH.

Compute 1, o/ o a@s

Z Fka,pk/(f) - Z Fka,pk,(f)

pk' € U pk' € U
pk’ < pk pk < pk’
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DSum-DDFE: Technical Difficulties
@

Alice U = {Alice, Bob} Bob

¢ = Today
Charlie w
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DSum-DDFE: Technical Difficulties
@

Alice U = {Alice, Bob} Bob

¢ = Today

| learn nothing.
Charlie
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DSum-DDFE: Technical Difficulties
@

Alice U = {Alice, Bob} Bob

¢ = Today
Charlie w
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DSum-DDFE: Technical Difficulties
o 8

Alice U = {Alice, Bob} U = {Alice, Bob} Bob

¢ = Today ¢ = Today
Charlie w
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DSum-DDFE: Technical Difficulties
o 8

Alice U = {Alice, Bob} U = {Alice, Bob} Bob

¢ = Today ¢ = Today
Charlie w
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| learn that
XAlice T ABob — 8.




DSum-DDFE: Technical Difficulties
@

Alice U = {Alice, Bob} Bob

¢ = Today
Charlie w
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DSum-DDFE: Technical Difficulties

xAlice — 3 & 2232 x;ul-ce — 20 & Zz32
Alice U = {Alice, Bob} % = {Alice, Bob} Bob

¢ = Today ¢ = Today
Charlie w
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DSum-DDFE: Technical Difficulties

XAlice — 3 & Zz32 xj:”l-ce — 20 & Z232
Alice U = {Alice, Bob} % = {Alice, Bob} Bob

¢ = Today ¢ = Today
Charlie w

Edouard Dufour Sans Dynamic Decentralized Functional Encryption CRYPTO 2020

| should learn nothing.




DSum-DDFE: Technical Difficulties

XAlice — 3 & Zz32 xj:”l-ce — 20 & Z232
Alice U = {Alice, Bob} % = {Alice, Bob} Bob

¢ = Today ¢ = Today
Charlie w
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| learn that

/ .
XAlice + VAlice, % .0 — *Alice — VAlice, U0 = XAlice — *Alice =




All-or-Nothing Encapsulation: The functionality

- M = {01V X S(PFK) x {0,1}%

L bits of data, a set of users, a label.

- A =0
NoO keys.

F (€, (Pk, X1, U, 0)) prear) = (DK, X,01) 1
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All-or-Nothing Encapsulation
solves the problem of an
adversary abusing linear

structure without getting enough
ciphertexts for the Finalize
condition to kick In.
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All-or-Nothing Encapsulation from IBE

| 7/ | layers of IBE encryption on
identity £ + my key for identity £
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All-or-Nothing Encapsulation
from |BFO1] has

succinct ciphertexts
|Paper]
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The Agenda

*How does DDFE relate to FE? Vv
*\What is DDFE? Vv
e Construction of DSum-DDFE v

e Construction of AoNE-DDFE Vv
e Construction of IP-DDFE
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Inner Product DDFE: The functionality

- lInner Products over Zp.

M =7, % S(PH) X (0,1}

A scalar, a set of users, a label.

- A = 1Pk Yo preu | U € S(PF)}

Welights over a set of users

- F ((Pka (Pk/, ypk’)pk’e%)pke% ) (p k’ (xpk’ %’ f))PkE%) — Z kay pk
pkeU
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Inner Product MCFE: Basic idea [CDGPP 18]

- KeyGen(): secret key § « Z,
- Encrypt(s,(x, %, ). ¢* - (U || )

- DKeyGen((s k)pkE%, (ypk, pk )pke%) 2 SpkYpk
pkelU

- Decrypt(dk (PKs Cop) prca):
ypk/%(f)dk H ( Xk %(%‘ ‘Lp) ka/%(f) ZpkE% SpkYpk

pkeU pkeU

Z pkelU xpky pk

— &8
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How do we distribute key
generation?
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How do we distribute key
generation?

The keyisasumotthey,s,,,
just use DSum!
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How do we protect against
repeated queries?
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How do we protect against
repeated queries?

Same as DSum, with AoNE!
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Going from scalar messages Z

to vector messages Zd

requires IPFE and another use
of AONE [Paper].
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Recap: Our contributions

IBE —

DDFE NIKE ——p

Groups =——p
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