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secure processor

Access Pattern Leakage 
(or, why encrypting the data is insufficient?)



Kidney  
Problem

Liver 
Problem

Heart  
Problem

Access Pattern Leakage 
(or, why encrypting the data is insufficient?)



Oblivious 
RAM

Oblivious RAM 
(or - How to Hide the Access Pattern?)

Write(addr1,v)

Write(addr2,v)

Read(addr3)

v



Oblivious RAM
• Introduced by Goldreich and Ostrovsky 

[STOC’87,STOC’90,JACM’96] 


• Informal definition: 
• The access pattern can be simulated from just the 

number of data accesses 

• The access pattern is data independent


• Lower bound:  memory N 
•  Ω(log N) amortized overhead even with crypto 

[GoldreichOstrovsky96,LarsenNielsen18]



Overhead of Oblivious RAM

Lower Bound: [Goldreich’87,LarsenNielsen’18]

[Goldreich’87]

[Ostr’90/GO’96]

[GoodrichMitzenmacher’11, PathORAM’12]

[KushilevitzLuOstrovsky’12]

PanoRAMa: [Patel,Persiano,Raykova,Yeo’18]

Our Result: 

O(
p
N logN)

<latexit sha1_base64="pKl6zuwEtmA0k4e3YRVwGonLN7I=">AAAB+nicbZDLSsNAFIZP6q3WW6pLN4NFqJuSiKDLohtXtYK9QBPKZDpth04mcWailNhHceNCEbc+iTvfxmmbhbb+MPDxn3M4Z/4g5kxpx/m2ciura+sb+c3C1vbO7p5d3G+qKJGENkjEI9kOsKKcCdrQTHPajiXFYcBpKxhdTeutByoVi8SdHsfUD/FAsD4jWBuraxdvyp66lzqtTTweDVDtpGuXnIozE1oGN4MSZKp37S+vF5EkpEITjpXquE6s/RRLzQink4KXKBpjMsID2jEocEiVn85On6Bj4/RQP5LmCY1m7u+JFIdKjcPAdIZYD9VibWr+V+skun/hp0zEiaaCzBf1E450hKY5oB6TlGg+NoCJZOZWRIZYYqJNWgUTgrv45WVonlZcw7dnpeplFkceDuEIyuDCOVThGurQAAKP8Ayv8GY9WS/Wu/Uxb81Z2cwB/JH1+QNnZJNt</latexit><latexit sha1_base64="pKl6zuwEtmA0k4e3YRVwGonLN7I=">AAAB+nicbZDLSsNAFIZP6q3WW6pLN4NFqJuSiKDLohtXtYK9QBPKZDpth04mcWailNhHceNCEbc+iTvfxmmbhbb+MPDxn3M4Z/4g5kxpx/m2ciura+sb+c3C1vbO7p5d3G+qKJGENkjEI9kOsKKcCdrQTHPajiXFYcBpKxhdTeutByoVi8SdHsfUD/FAsD4jWBuraxdvyp66lzqtTTweDVDtpGuXnIozE1oGN4MSZKp37S+vF5EkpEITjpXquE6s/RRLzQink4KXKBpjMsID2jEocEiVn85On6Bj4/RQP5LmCY1m7u+JFIdKjcPAdIZYD9VibWr+V+skun/hp0zEiaaCzBf1E450hKY5oB6TlGg+NoCJZOZWRIZYYqJNWgUTgrv45WVonlZcw7dnpeplFkceDuEIyuDCOVThGurQAAKP8Ayv8GY9WS/Wu/Uxb81Z2cwB/JH1+QNnZJNt</latexit><latexit sha1_base64="pKl6zuwEtmA0k4e3YRVwGonLN7I=">AAAB+nicbZDLSsNAFIZP6q3WW6pLN4NFqJuSiKDLohtXtYK9QBPKZDpth04mcWailNhHceNCEbc+iTvfxmmbhbb+MPDxn3M4Z/4g5kxpx/m2ciura+sb+c3C1vbO7p5d3G+qKJGENkjEI9kOsKKcCdrQTHPajiXFYcBpKxhdTeutByoVi8SdHsfUD/FAsD4jWBuraxdvyp66lzqtTTweDVDtpGuXnIozE1oGN4MSZKp37S+vF5EkpEITjpXquE6s/RRLzQink4KXKBpjMsID2jEocEiVn85On6Bj4/RQP5LmCY1m7u+JFIdKjcPAdIZYD9VibWr+V+skun/hp0zEiaaCzBf1E450hKY5oB6TlGg+NoCJZOZWRIZYYqJNWgUTgrv45WVonlZcw7dnpeplFkceDuEIyuDCOVThGurQAAKP8Ayv8GY9WS/Wu/Uxb81Z2cwB/JH1+QNnZJNt</latexit><latexit sha1_base64="pKl6zuwEtmA0k4e3YRVwGonLN7I=">AAAB+nicbZDLSsNAFIZP6q3WW6pLN4NFqJuSiKDLohtXtYK9QBPKZDpth04mcWailNhHceNCEbc+iTvfxmmbhbb+MPDxn3M4Z/4g5kxpx/m2ciura+sb+c3C1vbO7p5d3G+qKJGENkjEI9kOsKKcCdrQTHPajiXFYcBpKxhdTeutByoVi8SdHsfUD/FAsD4jWBuraxdvyp66lzqtTTweDVDtpGuXnIozE1oGN4MSZKp37S+vF5EkpEITjpXquE6s/RRLzQink4KXKBpjMsID2jEocEiVn85On6Bj4/RQP5LmCY1m7u+JFIdKjcPAdIZYD9VibWr+V+skun/hp0zEiaaCzBf1E450hKY5oB6TlGg+NoCJZOZWRIZYYqJNWgUTgrv45WVonlZcw7dnpeplFkceDuEIyuDCOVThGurQAAKP8Ayv8GY9WS/Wu/Uxb81Z2cwB/JH1+QNnZJNt</latexit>

O(log3 N)
<latexit sha1_base64="IPn2AcBbAldKUAZRIlnRI43Bgsg=">AAAB8nicbZDLSgMxFIbPeK31VnXpJliEuikzKuiy6MaVVrAXmI4lk2ba0EwyJBmhDH0MNy4UcevTuPNtTNtZaOsPgY//nEPO+cOEM21c99tZWl5ZXVsvbBQ3t7Z3dkt7+00tU0Vog0guVTvEmnImaMMww2k7URTHIaetcHg9qbeeqNJMigczSmgQ475gESPYWMu/q3S47D+eoduTbqnsVt2p0CJ4OZQhV71b+ur0JEljKgzhWGvfcxMTZFgZRjgdFzuppgkmQ9ynvkWBY6qDbLryGB1bp4ciqewTBk3d3xMZjrUexaHtjLEZ6PnaxPyv5qcmugwyJpLUUEFmH0UpR0aiyf2oxxQlho8sYKKY3RWRAVaYGJtS0YbgzZ+8CM3Tqmf5/rxcu8rjKMAhHEEFPLiAGtxAHRpAQMIzvMKbY5wX5935mLUuOfnMAfyR8/kDm/mQJQ==</latexit><latexit sha1_base64="IPn2AcBbAldKUAZRIlnRI43Bgsg=">AAAB8nicbZDLSgMxFIbPeK31VnXpJliEuikzKuiy6MaVVrAXmI4lk2ba0EwyJBmhDH0MNy4UcevTuPNtTNtZaOsPgY//nEPO+cOEM21c99tZWl5ZXVsvbBQ3t7Z3dkt7+00tU0Vog0guVTvEmnImaMMww2k7URTHIaetcHg9qbeeqNJMigczSmgQ475gESPYWMu/q3S47D+eoduTbqnsVt2p0CJ4OZQhV71b+ur0JEljKgzhWGvfcxMTZFgZRjgdFzuppgkmQ9ynvkWBY6qDbLryGB1bp4ciqewTBk3d3xMZjrUexaHtjLEZ6PnaxPyv5qcmugwyJpLUUEFmH0UpR0aiyf2oxxQlho8sYKKY3RWRAVaYGJtS0YbgzZ+8CM3Tqmf5/rxcu8rjKMAhHEEFPLiAGtxAHRpAQMIzvMKbY5wX5935mLUuOfnMAfyR8/kDm/mQJQ==</latexit><latexit sha1_base64="IPn2AcBbAldKUAZRIlnRI43Bgsg=">AAAB8nicbZDLSgMxFIbPeK31VnXpJliEuikzKuiy6MaVVrAXmI4lk2ba0EwyJBmhDH0MNy4UcevTuPNtTNtZaOsPgY//nEPO+cOEM21c99tZWl5ZXVsvbBQ3t7Z3dkt7+00tU0Vog0guVTvEmnImaMMww2k7URTHIaetcHg9qbeeqNJMigczSmgQ475gESPYWMu/q3S47D+eoduTbqnsVt2p0CJ4OZQhV71b+ur0JEljKgzhWGvfcxMTZFgZRjgdFzuppgkmQ9ynvkWBY6qDbLryGB1bp4ciqewTBk3d3xMZjrUexaHtjLEZ6PnaxPyv5qcmugwyJpLUUEFmH0UpR0aiyf2oxxQlho8sYKKY3RWRAVaYGJtS0YbgzZ+8CM3Tqmf5/rxcu8rjKMAhHEEFPLiAGtxAHRpAQMIzvMKbY5wX5935mLUuOfnMAfyR8/kDm/mQJQ==</latexit><latexit sha1_base64="IPn2AcBbAldKUAZRIlnRI43Bgsg=">AAAB8nicbZDLSgMxFIbPeK31VnXpJliEuikzKuiy6MaVVrAXmI4lk2ba0EwyJBmhDH0MNy4UcevTuPNtTNtZaOsPgY//nEPO+cOEM21c99tZWl5ZXVsvbBQ3t7Z3dkt7+00tU0Vog0guVTvEmnImaMMww2k7URTHIaetcHg9qbeeqNJMigczSmgQ475gESPYWMu/q3S47D+eoduTbqnsVt2p0CJ4OZQhV71b+ur0JEljKgzhWGvfcxMTZFgZRjgdFzuppgkmQ9ynvkWBY6qDbLryGB1bp4ciqewTBk3d3xMZjrUexaHtjLEZ6PnaxPyv5qcmugwyJpLUUEFmH0UpR0aiyf2oxxQlho8sYKKY3RWRAVaYGJtS0YbgzZ+8CM3Tqmf5/rxcu8rjKMAhHEEFPLiAGtxAHRpAQMIzvMKbY5wX5935mLUuOfnMAfyR8/kDm/mQJQ==</latexit>

O(log2 N)
<latexit sha1_base64="hJa7KJ6BNyQLXtaArIm3/a1FCuA=">AAAB8nicbZDLSgMxFIYzXmu9VV26CRahbspMEXRZdONKK9gLTMeSSTNtaCYZkjNCGfoYblwo4tancefbmLaz0NYfAh//OYec84eJ4AZc99tZWV1b39gsbBW3d3b39ksHhy2jUk1ZkyqhdCckhgkuWRM4CNZJNCNxKFg7HF1P6+0npg1X8gHGCQtiMpA84pSAtfy7SleowWMN3571SmW36s6El8HLoYxyNXqlr25f0TRmEqggxviem0CQEQ2cCjYpdlPDEkJHZMB8i5LEzATZbOUJPrVOH0dK2ycBz9zfExmJjRnHoe2MCQzNYm1q/lfzU4gug4zLJAUm6fyjKBUYFJ7ej/tcMwpibIFQze2umA6JJhRsSkUbgrd48jK0alXP8v15uX6Vx1FAx+gEVZCHLlAd3aAGaiKKFHpGr+jNAefFeXc+5q0rTj5zhP7I+fwBmnKQJA==</latexit><latexit sha1_base64="hJa7KJ6BNyQLXtaArIm3/a1FCuA=">AAAB8nicbZDLSgMxFIYzXmu9VV26CRahbspMEXRZdONKK9gLTMeSSTNtaCYZkjNCGfoYblwo4tancefbmLaz0NYfAh//OYec84eJ4AZc99tZWV1b39gsbBW3d3b39ksHhy2jUk1ZkyqhdCckhgkuWRM4CNZJNCNxKFg7HF1P6+0npg1X8gHGCQtiMpA84pSAtfy7SleowWMN3571SmW36s6El8HLoYxyNXqlr25f0TRmEqggxviem0CQEQ2cCjYpdlPDEkJHZMB8i5LEzATZbOUJPrVOH0dK2ycBz9zfExmJjRnHoe2MCQzNYm1q/lfzU4gug4zLJAUm6fyjKBUYFJ7ej/tcMwpibIFQze2umA6JJhRsSkUbgrd48jK0alXP8v15uX6Vx1FAx+gEVZCHLlAd3aAGaiKKFHpGr+jNAefFeXc+5q0rTj5zhP7I+fwBmnKQJA==</latexit><latexit sha1_base64="hJa7KJ6BNyQLXtaArIm3/a1FCuA=">AAAB8nicbZDLSgMxFIYzXmu9VV26CRahbspMEXRZdONKK9gLTMeSSTNtaCYZkjNCGfoYblwo4tancefbmLaz0NYfAh//OYec84eJ4AZc99tZWV1b39gsbBW3d3b39ksHhy2jUk1ZkyqhdCckhgkuWRM4CNZJNCNxKFg7HF1P6+0npg1X8gHGCQtiMpA84pSAtfy7SleowWMN3571SmW36s6El8HLoYxyNXqlr25f0TRmEqggxviem0CQEQ2cCjYpdlPDEkJHZMB8i5LEzATZbOUJPrVOH0dK2ycBz9zfExmJjRnHoe2MCQzNYm1q/lfzU4gug4zLJAUm6fyjKBUYFJ7ej/tcMwpibIFQze2umA6JJhRsSkUbgrd48jK0alXP8v15uX6Vx1FAx+gEVZCHLlAd3aAGaiKKFHpGr+jNAefFeXc+5q0rTj5zhP7I+fwBmnKQJA==</latexit><latexit sha1_base64="hJa7KJ6BNyQLXtaArIm3/a1FCuA=">AAAB8nicbZDLSgMxFIYzXmu9VV26CRahbspMEXRZdONKK9gLTMeSSTNtaCYZkjNCGfoYblwo4tancefbmLaz0NYfAh//OYec84eJ4AZc99tZWV1b39gsbBW3d3b39ksHhy2jUk1ZkyqhdCckhgkuWRM4CNZJNCNxKFg7HF1P6+0npg1X8gHGCQtiMpA84pSAtfy7SleowWMN3571SmW36s6El8HLoYxyNXqlr25f0TRmEqggxviem0CQEQ2cCjYpdlPDEkJHZMB8i5LEzATZbOUJPrVOH0dK2ycBz9zfExmJjRnHoe2MCQzNYm1q/lfzU4gug4zLJAUm6fyjKBUYFJ7ej/tcMwpibIFQze2umA6JJhRsSkUbgrd48jK0alXP8v15uX6Vx1FAx+gEVZCHLlAd3aAGaiKKFHpGr+jNAefFeXc+5q0rTj5zhP7I+fwBmnKQJA==</latexit>

O(logN log logN)
<latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit>

O(log2 N/ log logN)
<latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit>

⌦(logN)
<latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit>

O(logN)
<latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit>

Model: Passive server,  word size , client memory size  O(log N) O(1)



Our Main Result
There exists an ORAM with O(log N) amortized overhead 

🎉 Asymptotically Optimal! 🎊 
• Computational Security (OWF)

• Matches [LN’18]


• PRF -> Random Oracle

• Statistical security

• Matches [GO’96]

• Word size: log N 

• Client’s memory size O(1) words

• Passive server

• Balls and bins model

• Large hidden constant

• Based on hierarchical ORAM



Our Result: 
Oblivious Tight Compaction

• Our result: 
Deterministic, oblivious tight compaction in O(n)  (in the balls and bins model)

Tight Compaction

• [Asharov,Komargodski,Lin,Peserico,Shi] - ITC 2020 :  depth


• DittmerOstrovsky: Oblivious tight compaction in  time with smaller constant

O(log N)

O(n)

• Oblivious?


• Best prior deterministic: O(n log n)     [AKS’83]


• Open question from [LeightonMaSuel’95]: Reveals 
the number of marked elements, O(n log logn) 
randomized

• Best prior randomized: O(n log log n) [MZ’14,LST’18]  
(negligible error prob.)


• Lower bound: Stable, balls-and-bins, Ω(nlogn) 



A Short Tutorial

O( N log N)

Square Root

Goldreich 87

Hierarchical Solution

[Ostrovsky’90],…,[KLO12]

O(log3 N), . . . , O(
log2 N

log log N
)

PanORAMa

O(log N log log N)

Patel,Persiano,Raykova,Yeo’18

OptORAMa

O(log N)

Our Work



π

Warmup: Square Root ORAM

Access(Read,i)

π(i)

Randomly permute the memory using a random permutation π

Access(Write,j,data)

π( j)

Access(Write,i,data)

2 1N4 N ijN

π(i)



Warmup: Square Root ORAM

Access(Read,i)

π(i)
π

Add  dummy elements N ⊥

ij2 1N4 N⊥ ⊥ ⊥⊥N+ N

Shelter
N



Warmup: Square Root ORAM

Access(Read,i)

π(i)

Add  dummy elements N ⊥

Xj

π Access(Write,j,data)

π( j)

Access(Write,i,data)

π(n + 3)

2 1N4 N⊥ ⊥ ⊥⊥N+ N

Shelter
N i j



Warmup: Square Root ORAM

Add  dummy elements N ⊥

Xj2 1N4 N⊥ ⊥ ⊥⊥N+ N

Shelter
N i j

After  accesses the shelter is full -> Rebuild

Rebuild uses oblivious sort

N



Hierarchical ORAM

T1

T2

T3

T4

TlogN

21

22

23

24

2logN

…

logN - levels of doubling sizes
Every access — Lookup in each table
Every 2i accesses — Build Table Ti

⇡ logN · (TBuild(N)/N + TLookup)
<latexit sha1_base64="qhjNBjgf81OFnF8QlKSON6VEYhs="></latexit><latexit sha1_base64="qhjNBjgf81OFnF8QlKSON6VEYhs="></latexit><latexit sha1_base64="qhjNBjgf81OFnF8QlKSON6VEYhs="></latexit><latexit sha1_base64="qhjNBjgf81OFnF8QlKSON6VEYhs="></latexit>



• Previous works: Rebuild uses oblivious sort 


• 


• PanORAMA: Rebuild for a randomly shuffled input


• Implementing Rebuild in 


• But… 

• Each layer is shuffled, but the concatenation is not shuffled


• PanORAMa showed how to “intersperse” arrays in 

O(N log N)
≈ O(log N ⋅ (N log N/N + TLookup)) ⟹ O(log2 N)

O(N log log N)

O(N log log N)

⇡ logN · (TBuild(N)/N + TLookup)
<latexit sha1_base64="qhjNBjgf81OFnF8QlKSON6VEYhs="></latexit><latexit sha1_base64="qhjNBjgf81OFnF8QlKSON6VEYhs="></latexit><latexit sha1_base64="qhjNBjgf81OFnF8QlKSON6VEYhs="></latexit><latexit sha1_base64="qhjNBjgf81OFnF8QlKSON6VEYhs="></latexit>



PanORAMa OptORAMa

Rebuild O(N log log N) O(N)

Lookup O(log log N)* O(1)*

Intersperse O(N log log N) O(N)

*effectively (ignoring stashes)

≈ log N ⋅ (TRebuild(N)/N + TLookup + Tintersperse(N)/N)
≈ log N ⋅ (TBuild(N)/N + TLookup)



Our Techniques
Tight Compaction

Packing



Tight Compaction:  
Where Is It Being Used?

Xj2 1N4 N⊥ ⊥ ⊥⊥

X4j 1N2 ⊥ ⊥⊥ ⊥

1) Getting rid of dummy elements

Oblivious Tight 
Compaction Intersperse

2) Interspersing arrays:



Intersperse [PanORAMa]

I0
I1

Generate random Aux with n0 zeros, n1 ones 

0    0    1   1    1    0    1   0  ,       

Shuffled
Shuffled

Oblivious route

✓
n

n0

◆
· n0! · n1! = n!

n = n0 + n1
<latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit><latexit sha1_base64="(null)">(null)</latexit>

Challenge: Move the elements Obliviously

PanORAMa: Implemented in O(n log log n)



Intersperse From  
Oblivious Tight Compaction

I0
I1

Generate random Aux

0   0  1   1   1   0   1   0

Tight compaction

0    0   0   0   1   1   1   1 

Remember all “move balls”

Tight compaction-1

Perform same “swaps”



Oblivious Tight Compaction
• Input: An array of size n where each element is marked 0 or 1

• Output: all 0-elements appear before 1-elements

0  1  1  0  0  1  0  1  0  0  1  1  0  0  0  1

0  1  1  0  0  1  0  1  0  0  1  1  0  0  0  1

(1) Count the number of balls marked 0

0  1  1  0  0  1  0  1  0  0  1  1  0  0  0  1

(2) Mark the elements that are “misplaced”

Observation: number of reds always equals number of blues

We just have to swap them! 



Loose Swap
0 
1 
1 
0 
0 
1 
0 
1 
0 
0 
1 
1 
0 
0 
0 
1

L R

Bipartite Expander Graph 
•  degree

• Constant spectral expansion

O(1)



Loose Swap
0 
1 
1 
0 
0 
1 
0 
1 
0 
0 
1 
1 
0 
0 
0 
1

L R

1 that wants to switch with 0

0 that wants to switch with 1

Swap!

For every pair of 


 workO(nd2)



Claim

• Consider the sets of “survivors”

• Each of size > n/200  

(Recall #reds=#blues)

• Their sets of neighbors must be 

disjoint

• Expansion property:  

for any set of size > n/200,  
number of neighbors > n/2

n/200

n/200

At the end of this procedure, there are 
no more than n/100 remaining swaps

L R



Loose Swap

0 
1 
1 
0 
0 
1 
0 
1 
0 
0 
1 
1 
0 
0 
0 
1

L R

0 
1 
0 
0 
0 
0 
0 
1 
0 
1 
1 
1 
0 
1 
0 
1

⟹

1%

Loose Compactor
0 
1 
0 
1 
0 
0 
0 
0 

Tight Compaction

Loose Compaction



Recurse

Loose Swap

0 
1 
1 
0 
0 
1 
0 
1 
0 
0 
1 
1 
0 
0 
0 
1

L R

0 
1 
0 
0 
0 
0 
0 
1 
0 
1 
1 
1 
0 
1 
0 
1

⟹

1%

⟹

Loose Compactor

…

0 
0 
0 
0 
0 
0 
1 
1 

0 
1 
0 
1 
0 
0 
0 
0 



Recurse

Loose Swap

0 
1 
1 
0 
0 
1 
0 
1 
0 
0 
1 
1 
0 
0 
0 
1

L R

0 
1 
0 
0 
0 
0 
0 
1 
0 
1 
1 
1 
0 
1 
0 
1

⟹

1%

⟹

Loose Compactor

…

0 
0 
0 
0 
0 
0 
1 
1 

0 
1 
0 
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Our Techniques
Tight Compaction

Packing



Packing - The Idea
• Given n balls each of size  bits, word size 


• Classical oblivious sort costs 


• What if ? 


• Packing: put  balls in one memory word!


• Can sort in time 


• When n and D are small (say  and ), we 

can sort in linear time! (   vs.  )

D w
O(⌈D/w⌉ ⋅ n ⋅ log n)

D ≪ w
w/D

O(D/w ⋅ n ⋅ log2 n)

n = w4 D = log w
n log2 n

w
≤ n n ⋅ log n

 bitsw

 bitsD



Where is it Being Used?



Where is it Being Used?

Each hash table is arranged as a sequence of “bins”

Each element resides in a random bin

The size of each bin is 

Previously: build a structure on a bin using oblivious sort  ->  overhead

We can remove it using the packing trick 

n = log4 N
nlog n log log N



Conclusions
There exists an ORAM with O(log N) blowup  

(where N is the size of the logical memory)

Hash Table 
Build in O(n) on permuted input, Lookup in O(1)

Oblivious Tight Compaction in O(n)

Thank you!

🎉 Asymptotically Optimal! 🎊


