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Functional Encryption for functionality F ={f}:

Encryption

TokenGen Decryption
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[BGJS16]: Saikrishna Badrinarayanan, Vipul Goyal, Aayush Jain, and Amit Sahai. Veriable functional encryption. ASIACRYPT 2016



Verifiability for FE scus1e) :

CT —
Public

MPK —— Verification algorithm

for all f: Tokf —

® Decryption(CT, TO‘})=V
® Decryption(CT, Tok )=2
g

There exist some m : There exist some m :
f(m)=y f(m)=y, g(m)=z

[BGJS16]: Saikrishna Badrinarayanan, Vipul Goyal, Aayush Jain, and Amit Sahai. Veriable functional encryption. ASIACRYPT 2016

® Decryption(CT, Tok)=y
f




Verifiability vs Security

Verifiability

Security

security

verifiability



Inner Product Encryption as FE:

J = {fn}neZJra]:n e {fﬁ’} ,
UE Xn

e m H(Z, 1) =0
el s

UE Xin:
e n: A positive integer, (vector length)
e >, A set of vectors of length n defined over some field (Z,)
e M: A message space



Inner Product Encryption:

IP = (SetUp, TokGen, Enc, Dec,

~ e SetUp(1*, n) — (MPK, MSK)

e TokGen(MPK, MSK, #) — Toky

e Enc(MPK, 2, m) — CT

| Dec(MPK, Toky, CT) — m e MU{Ll}

Correctness

(MPK, MSK) « SetUp(1%, n),
Pr | Dec(Tokgz CT) = fz(#,m) | Toky < TokGen(MSK, %),
CT « Enc(MPK, #,m)
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Verifiable Inner Product Encryption:

IP = (SetUp, TokGen, Enc, Dec,

VMPK € {0,1}",VCT € {0,1}",
dn > 0,(Z,m)e L, x M :

~ e SetUp(1*, n) — (MPK, MSK) e _
Vi € ¥, Toky € {0,1}" :

e TokGen(MPK, MSK, #) —» Tokg
e Enc(MPK, 2, m) — CT
|_ @ Dec(MPK, Tokz, CT) — m € MU { L}

1.VriyMPK(MPK) = 1
2.VrfyCT(MPK,CT) = 1
3.Vrfy Tok(MPK, 7, Toks) = 1
Y
Pr [ Dec(MPK, &, Toks, CT) = fa(m)] = 1
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Perfect correctness

Correctness

(MPK, MSK) « SetUp(1%, n), }
=1

Pr | Dec(Tokgz CT) = fz(#,m) | Toky < TokGen(MSK, %),
CT < Enc(MPK, Z,m)
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EnciMBIC e 1

Dec(Tokg, CT) — m* = m - e(g, h)(_A_l*s§,+_,\_2§;)<f,a>
< v [Par11]:

11 [Par11]: Jong Hwan Park. Inner-product encryption under standard assumptions.Des. Codes Cryptography, 58(3):235-257, 2011.



First challenge : Perfectly correct IPE

Enc(MPK, Z,m) — CT Tais

Dec(Tok?;», CT) S om o an e(g’ h)(A183+)\284)<£’,@’)
. [Par11]:

Random value

ZH=0=>m"=m @

ANS3+Xsa=0=m"=m 9

Decryption algorithm : m* OR ‘ERROR’

12 [Par11]: Jong Hwan Park. Inner-product encryption under standard assumptions.Des. Codes Cryptography, 58(3):235-257, 2011.
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First attemp:

ct =— Enclm, MPK: {5, })

b Y
CI = (ctct ). ct = Encim, MPK {5 1]

(A1s3+s4X2)(E,0)
()\1 Sé—}-Sﬁl)\Q) <5E)6>

i = DeC(Ct) =1m - e(ha g)
my — DeC(Ct/) — 6(h7 g)

My = s Output g
mi < ms . Output L

Decryption algorithm

(A1s3 + Azsa) = (A1s3 + Aasy)
$

mi —1my



Our Solution:

ct = Enc(m, MPK:15,})

i g sy :
Ch= (Ct, ct ) . Ct/ L EnC(m, MPK, {S;}) ) S4 = Sy,853 ‘7‘é S3

i — Dec(ct) i e(h,g)()‘153+54>‘2)<fﬂ7>

ma = Dec(ct’) = m - e(h, g) P13 15422) (&)

m1 = my.: Output mj
Ml = ms: Cuiput L

Decryption algorithm

()\183 + )‘284) - <>\13§3 - )\284)
Y

My —mae o8 =0

14



Perfectly correct lnner Product Encryption

Efficiency: No need to solve the discret log

Efficient for long message space

Security
proof

Sc_hemp
modification Indistinguishable-secure

Security:
Security based on DLin & BDDH
Verification Attribute-Hiding
algorithms
Verifiable Inner Product Encryption

No trusted party!

15



Verifiable Inner Product Encryption

Perfectly binding commitment scheme

IPE | IPE,

VIPE

IPE 3 IPE,

NIWI proofs:
[BGJS16]

16 [BGJS16]: Saikrishna Badrinarayanan, Vipul Goyal, Aayush Jain, and Amit Sahai. Veriable functional encryption. ASIACRYPT 2016



Verifiable lnner Product Encryption

Perfectly binding commitment scheme

IPE

1
VIPE

IPE
2

IPE
3

NIWI proofs:
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IPE
4

N CT;

OR

Ll Cla Oy

[Hm : Vi € [4] : CT; = Enc(MPK;, m; random;)

|

(3,5 € [4],3Im :
CT; = Enc(MPK;, m;random;), CT; = Enc(MPK,, m; random;)
AND :
com)

\zg = Com({citicppiro ) A 21 = Com(0;rg

=

=




CT1,CT5,CT3,CT 4 :

Im : Vi € [4] : CT; = Enc(MPK;, m; random;)
OR:
3,5 € [4],3m:
CT; = Enc(MPK;, m;random;), CT; = Enc(MPKj, m; randomj)
AND :

20 = Com({ci}iey; o) A 21 = Com(0; ri°™)

w

N
! N T

( ((ctl, mpky), .. (Ctr, mpkk)),r(a':', b rZ"c) ):

TRUE, k € [4] <= Vi € [k] ct; = IP.Enc(mpk;, Z, m; r$"°)

1 7

e B (2. w) = TRUE «— Pz w) v P55z, w), with
Pinc (({Ci}ie[4], {ai}i€[4]a 20 zl)a (mv Z, {rf?nc}z'e[él]a 11, %2, r80m7 rcl:om)> =
TRUE <— (((cl, G1),. a0 (g m {r,f"c})) = Bﬁft

P (({eadieqap {aitiery: 20 20), (m 2. (1" Yieqy i, 02, 577 1E°T)) =
TRUE <=

11,22 € [4] A (il 7’5 7:2) A (( (Cz'la ai1)a (Cizaa’iz)) 7(f? m, r’?nC)) < Blzlg’Ct |
A z0 = Com({ci}ica; 15" ) A 21 = Com(0; r{°")




IP.Enc(MPK,Z,m) — CT = (ct,ct):
o7 (ml,...,xn) € Z, and a message m € Gr
e Random elements: s;,...54,5],...,s3 < Z; such that s3 # s3

/‘ Chgr — gsz, otg - ! \

__T1/S1 . IS2 | TTTiS3 o wirsi e ppies
Ct3,z St W]_,Z F].,Z Ul ) Ct4,z e W2,Z F2 Z U

. ?

el S1 52 T84 R S1 82 ;84
hai Tl,i : Hl i . T T2,v; ‘ sz Vo i€[n]

®@ct-—elg®.qgt)cts =N 2 -m

L o




3- System of equations:

(e(cts, g) = e(h,S1), e(cth, g) = e(h,S)), e(cta, §) = e(h, S1), e(cty, §) = e(h, S})
e(cts i, g)-e(Fri,cth)  =e(Wy,:,81) ellh,X;)
e(cty ;, 9) - e(Fi,cty) " = (Wi, 81) - e(Uy, Xy)
e(ct4,,;,g) : e(F2 i Ctl)_l = e(VVQ’Z',31> : e(Z/lg, Xl)
e(cty ;,9) - e(Fay,ct) ™! = (W2, S1) - e(Us, Xi)
B e(cts,i, g) - e(Hui, ct2) ™' = e(T1,4,51) - e(V1, &3)
T ) elcthin9) - e(Higcth) ! = e(T1,,81) - e(V], )
e(cte,i, g) - €(Ha, ct2) ™" = e(T2,,S1) - e(Va, X))
e(Ctg,ia g) 3 e(H2,iﬂ CtIZ)_l = e(T2,‘ivS{) : ep}éLXz) A
ctr = 8(83, S;) cthi= 8(82/3,84)3 CAt7 = 6(83,84), CAt; = 6(5{3,84)
cty! - cth = e(K1,K2) - e(KT ', KL),cty - Ctg = e(K1,K») - e(BT, KY)
L e(cty, K1) = e(g, K1), e(ct], K1) = e(g,K7)

Groth-Sahai

NIWI proof
[eso8]: system:

» NIWI proofs: n

20 [GSO08]: Jens Groth and Amit Sahai. Effecient non-interactive proof systems for bilinear groups- EUROCRYPT 2008




Some applications of VIPE/IPE:

Anonymous ldentity-Based Encryption [Kswo8]

Predicate encryption schemes supporting polynomial evaluation

Hidden-Vector Encryption

Polynomial commitment scheme

[KSWO08]: J. Katz, A. Sahai, and B. Waters. Predicate encryption supporting disjunctions, polynomial equations, and inner products. EUROCRYPT 2008
21



Verifiable Polynomial commitment

Commitment Phase: Opening Phase:

(m,y),  poly(m)=y
poly(z) = agz® +ag 1251+ ... +aix +ap € Zp| X]

d={mtm* ' .ml -y,

Ti=lag.aq .1, 01,00 )€ Zg”

TokGen(MSK, v) — Tokj
VIP.SetUp(1*, d + 2) — (MPK, MSK)

(Z,T) =agm®+ ... +aym+ap—y

VIP.Enc(MPK, Z) — CT
= poly(m) — y

com := (MPK, CT) — VIP.Dec(CT, Toky) = 0 iff poly(m) =y

22
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