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Inner Product Encryption as FE

Perfectly correct  IPE 

Verifiable Inner Product Encryption

Some applications of  IPE/VIPE
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Functional Encryption for functionality  F ={ f  }: 

Decryption
CT

f(m)
tok

f

Encryption
m

CT
MPK

TokenGen
MSK

f
tokf

SetUp
Security 

Param
MPK

MSK



5

E
n

c
ry

te
d

d
a

ta

[BGJS16]: Saikrishna Badrinarayanan, Vipul Goyal, Aayush Jain, and Amit Sahai. Veriable functional  encryption. ASIACRYPT 2016 
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 Decryption(CT ,         )=yTok
f

There exist some m :

f(m)=y
There exist some m :

f(m)=y,  g(m)=z

Public 

Verification algorithm
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Verifiability for FE [BGJS16]  :

 Decryption(CT ,         )=y

 Decryption(CT ,         )=z
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g

for all f: Tok f

[BGJS16]: Saikrishna Badrinarayanan, Vipul Goyal, Aayush Jain, and Amit Sahai. Veriable functional  encryption. ASIACRYPT 2016 
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verifiability

security
Verifiability

Security

Securityverifiability

Verifiability vs Security 
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Inner Product Encryption as FE:
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Correctness

≈

Verifiable Inner Product Encryption:
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Correctness

Verifiable Inner Product Encryption:
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Randomness from TokGen algorithm

Randomness from Encryption algorithm

First challenge : Perfectly correct IPE

[Par11]: 

[Par11]: Jong Hwan Park. Inner-product encryption under standard assumptions.Des. Codes Cryptography, 58(3):235-257, 2011.
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Randomness from TokGen algorithm

Randomness from Encryption algorithm

Decryption algorithm  : m*  OR  ‘ERROR’

First challenge : Perfectly correct IPE

Random value

[Par11]: 

[Par11]: Jong Hwan Park. Inner-product encryption under standard assumptions.Des. Codes Cryptography, 58(3):235-257, 2011.
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First attemp:

Decryption algorithm 
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Our Solution:

Decryption algorithm 



Security:
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Security 
proof

Scheme 
modification

Verification
algorithms

Perfectly correct Inner Product Encryption

Verifiable               Inner Product Encryption

Efficiency:

x No trusted party!

No need to solve the discret log 

Efficient for long message space

Indistinguishable-secure

Attribute-Hiding

Security based on DLin & BDDH



Perfectly binding commitment scheme

NIWI proofs: 𝜋
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Verifiable Inner Product Encryption

1
IPE
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IPE

3IPE

VIPE

[BGJS16]

[BGJS16]: Saikrishna Badrinarayanan, Vipul Goyal, Aayush Jain, and Amit Sahai. Veriable functional  encryption. ASIACRYPT 2016 
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Verifiable Inner Product Encryption

Perfectly binding commitment scheme

NIWI proofs: 𝜋
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1- Relations:
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Encryption Algorithm:

2- Variables
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3- System of  equations:

[GS08]: Jens Groth and Amit Sahai. Effecient non-interactive proof  systems for bilinear groups- EUROCRYPT 2008

Groth-Sahai

NIWI proof  

system:

NIWI proofs: 𝜋

[GS08]: 
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Some applications of  VIPE/IPE:

Anonymous Identity-Based Encryption [KSW08]

Polynomial commitment  scheme

Hidden-Vector Encryption

Predicate encryption schemes supporting polynomial evaluation

[KSW08]: J. Katz, A. Sahai, and B. Waters. Predicate encryption supporting disjunctions, polynomial equations, and inner products. EUROCRYPT 2008
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Verifiable Polynomial commitment 

Commitment Phase: Opening Phase:
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