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Composable Security

Many existing composable frameworks [PW94,C01,N03,MR11,KT13,…]

Modularization

Composition

Clean guarantees



Generality vs Simplicity
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Generality vs Simplicity

Precision

Formal Verification

Teaching
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Composable Synchronous Models

Current models* are built on top of asynchronous model
1. Extra functionalities
2. Activation token
3. Message scheduling

Our goal: minimal framework
1. Intuitive descriptions
2. Simple proofs

*[Can01,Nie03,HofMul04,KMTZ13]
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Constructions

𝒮
ℛ2ℛ1

Recipe 𝜋
+

ℛ՜
𝜋
𝒮, or equivalently, 𝜋(ℛ) ⊆ 𝒮



Constructive Cryptography
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Constructive Cryptography

𝑅
1

2

3

4

Φ resources
Σ converters

𝜋

*[Mau11,MR11,MR16]
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Multi-Party Constructive Cryptography

𝒫 = {1,… , 𝑛}

Protocol 𝜋 = (𝜋1, … , 𝜋𝑛)

ℛ 1,3,4𝜋1 1

2

3

4

𝜋4

⊆𝜋3

∀𝐻 ⊆ 𝑃 ℛ𝐻

{π𝑖 | 𝑖∈𝐻}
𝒮𝐻

Φ
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Multi-Party Constructive Cryptography

Traditional simulation-based notion

ℛ 1,3,4𝜋1 1

2

3

4

𝜋4

⊆ 𝑆
1 3

4

2

𝜋3

∗

𝒮{1,3,4} = {𝜎2𝑆 | 𝜎 ∈ Σ}
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Round Structure

Round 𝑟

Leakage

Send

Send

Receive Receive

Honest Dishonest

𝑟. 𝑎

𝑟. 𝑏



Authenticated Channel with Upper Bound Δ

𝑚 • Honest parties are guaranteed to get 
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Authenticated Channel with Upper Bound Δ

𝑚 • Honest parties are guaranteed to get 
𝑚 after Δ rounds

• Dishonest parties are guaranteed to 
get 𝑚 in the same round

Round 𝑘

AUTH

Round 𝑘
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Authenticated Channel with Upper Bound Δ

𝑚

Round 𝑘

AUTH

∗

• Honest parties are guaranteed to get 
𝑚 after Δ rounds

• Dishonest parties do not have any 
guarantee

𝒜𝒰𝒯ℋΔ,𝑍= 𝜋𝑍 AUTHΔ | 𝜋 ∈ Σ

Round 𝑘 + Δ𝑍



Broadcast

𝑚

Validity: If sender is honest, all honest 
receivers output 𝑚

Consistency: All honest receivers output 
the same 𝑚’

Round 𝑘

Round 𝑙



Broadcast

ℬ𝒞𝑘,𝑙,𝐻= 𝑅 | ∃𝑣 ∀𝑃𝑗 ∈ 𝐻 𝑦𝑗
𝑙 = 𝑣 ∧ 𝑃𝑠 ∈ 𝐻 ՜ 𝑣 = 𝑥𝑠

𝑘

Consistency Validity

Validity: If sender is honest, all honest 
receivers output 𝑚 (at round 𝑙)

Consistency: All honest receivers output 
the same 𝑚’ (at round 𝑙)

𝑚

Round 𝑘

Round 𝑙



Broadcast

ℬ𝒞𝑘,𝑙,𝐻= 𝑅 | ∃𝑣 ∀𝑃𝑗 ∈ 𝐻 𝑦𝑗
𝑙 = 𝑣 ∧ 𝑃𝑠 ∈ 𝐻 ՜ 𝑣 = 𝑥𝑠

𝑘

Let 𝜋 = (𝜋1, … , 𝜋𝑛) be a (standard) broadcast protocol that takes Δ rounds

• Validity: If 𝑃𝑠 ∈ 𝐻, all honest parties obtain 𝑚 at round 𝑘 + Δ

• Consistency: All honest parties obtain the same value at round 𝑘 + Δ

Standard proof

𝜋𝐻𝒩ℰ𝒯 ⊆ ℬ𝒞𝑘,𝑘+Δ,𝐻
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MPC as Computer

ins

…1 2 3 4 n

Instructions

Values

1 2 3 4 5 …

[BGW88]
[Mau06]

ℬ𝒞,𝒩ℰ𝒯



Conclusions

• Simple model for synchronous protocols

• Parties are honest/dishonest

• Information-theoretic statements

• Flexible to capture property-based formalizations



Full version: https://eprint.iacr.org/2020/1226
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