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Difficulties of Topology-Hiding Computation

1. Fewer point-to-point secure channels

2. Only local views (and graph class) initially known

3. The topology of the network should not be leaked
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‘Paths of Length Two and Three’: 1-THAB requires OT

I Functionality: Anonymous Broadcast in 2 Rounds

I Player Pool:
{
1 , 2 , 3

}
I Graph Class:

2 3 1 2 3 2 3 1

[2-round 1-THAB(GP2-vs-P3
)]⇒ Semi-honest AND⇒ OT
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1-THAB(G2-conn) is possible

I Functionality: Secure Message Transmission from s to t

I Player Pool:
{
P1 , . . . , PN

}
I Graph Class: All two-connected graphs with all the players

1-SMTs→t(GP2-vs-P3
) is possible Unconditionally

12 / 16
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1-SMTs→t(G2-conn) is possible
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I G = {G1,G2, . . . ,Gk} on V = [N]

I st-orientations s → t : H1,H2, . . .Hk
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x1 x2

y1 y2 y3

(Hi )

7

x ′1 x ′2 x ′3

y ′1 y ′2 y ′3
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x ′′1 x ′′2

y ′′1 y ′′2 y ′′3

(Hi ′′)(Hi ′)

If NG = NGi

r

r

If NG 6= NGi

r or ∅
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I st-orientations s → t : H1,H2, . . .Hk

t

x1


−→mπ1(1)
−→mπ1(2)
−→mπ1(3)

x2


−→m ′

π2(1)−→m ′
π2(2)−→m ′
π2(3)

x3


−→m ′′

π3(1)−→m ′′
π3(2)−→m ′′
π3(3)

(real graph G2)


−→mπ1(1) +

−→m ′
π2(1)

+−→m ′′
π3(1)

= $
−→mπ1(2) +

−→m ′
π2(2)

+−→m ′′
π3(2)

= 0λmBC

−→mπ1(3) +
−→m ′

π2(3)
+−→m ′′

π3(3)
= $$

15 / 16



Our Results (Extended)



Topology-Hiding Anonymous Broadcast (t = 1)

All 2-connected
graphs + 2-paths

All graphs with
≥ 3 nodes

All graphs

IT KA OT

16 / 16



Topology-Hiding Anonymous Broadcast (t = 1)

Only 2-connected
graphs + 2-paths

Only graphs with
≥ 3 nodes

Contains paths
of length 2 and 3

IT KA OT
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Topology-Hiding Anonymous Broadcast (t = 1)

Only 2-connected
graphs + 2-paths

Only graphs with
≥ 3 nodes

Contains a path
of length 2 and a

graph with ≥ 3 nodes
not 2-connected

Contains paths
of length 2 and 3

IT KA ??? OT

16 / 16



Thank You!
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