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1 Introduction

O NewHope: a PQC algorithm for key encapsulation mechanism (KEM)

NewHope-USENIX NewHope-Simple NewHope-NIST

O A candidate in the 2" round of NIST PQC standardization process,
but not in the 3" round

O Low-complexity NTT/INTT can be utilized by other algorithms.

Crystals-
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1 Introduction

O Main mathematical objects of NewHope

polynomials over the ring R, = z,[x]/(x" + 1)

d 12289 Wy Primitive N-th root of unit over Z,

N 1024 or 512 YaN Square root of wy

O Encryption-based KEM

Key Generation 2 NTTs
Encryption 2 NTTs, 1 INTT
Decryption 1INTT
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1 Introduction

OMultiplication over the ring Z [x]/f(x)

1/N

a

> f(x) is arbitrary

» Convolution theory
» g=1 (mod N)

> f(x) = xN+1

» Negative Wrapped Convolution
(NWC)

» g=1 (mod 2N)




1 Introduction

O Why do we need low-complexity ?

area speed Low-complexity

| |
“ Low area
High speed

- J
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2.1 Low-Complexity NTT

Number of modular multiplications of NTT
100%

O Cost of the pre-processing is

considerable o0% . w s s s 10w
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N=16 32 64 128 256 512 1024

D LOW'compleXIty NTT B main FFT pre-processing

» A low-complexity NTT with twiddle factors computed on-the-fly [1].
»Merge the pre-processing into the DIT FFT with twiddle factors pre-computed.

[1] S. Roy, et al., Compact ring-lwe cryptoprocessor. CHES 2014
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2.1 Low-Complexity NTT

O Derivation of the low-complexity NTT

» Inspired by the strategy of the Cooley-Turkey FFT
» Follow the divide-and-conquer method of FFT that divides in time domain (DIT)

» First, the pre-processing and the FFT are written together as a summation of N items

N-1

AL J ]

a; = E a VoW mod g
7=0

»Second, the summation is split into two groups according to parity of the index of a

N/2-1 N/2-1

.\ 2ij _2j i(2j4+1) _2j+1

di = E: A2jWN"VoN T E i1y Yoy mod g
j=0 j=0
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2.1 Low-Complexity NTT

O Derivation of the low-complexity NTT

»Third, the equation is grouped into two parts according to the size of index i.

. (0 N/2-1 ' 1 N/2-1 T
ae(: ) = ij/o a2; §V/2'7N mod ¢, a ( ) = ij/o a’2j+1w§\Jr/27}7V mod g.

a; = "(0) + wiyana, ) mod q &go) and &gl)are N/2-point NTTs

,\() )

~(1
7
ditrN/2 = Q; way Na( mod q of ay;j and ayjq

»In this way, N-point NTT can be resolved with two N/2-point NTTs

N/4-point NTT
N/2-point NTT 4 2-point NTT

N/4-point NTT

N/4-point NTT '
N/2-point NTT 2-point NTT
N/4-point NTT
9

N-point NTT
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2.1 Low-Complexity NTT

ag
dq
do
dg
dq
ds
ds

dy

T
=i

0 1 3
W2Y4 W4Yg WgV16

Dataflow of a 8-point low-complexity NTT
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a A=a+ bwl yk,mod q

b — B =a— bwlyl mod g
W V2m

Butterfly of low-complexity NTT

j _2j+1
WinT2m = Yom

= fygg“)N/m (mod q)
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2.1 Low-Complexity NTT

Algorithm 4 Low-Complexity NTT Algorithm without Pre-processing
Let the vectors a and A denote (ap,ai1,...ay_1) and (Ap, Aq,}..An_1), respectively, where a; € &g, A; €
Lg,i=1,2,..N — 1 Let wp be a primitive N-th root of unity in Z; and let yap = /wpy.

Input: a, "'n A ﬂr., ,,1—0,1,...,_-"?'— 1.
Output: 4 = "'IrTTI:ﬂ}

1: A + scramble(a)
2: for s =1 to log, NV do
j: ?1 - - In classic FFT:
: ori=01tom/2_1do . .
. S (2i+UN/m M — jN/m Computational complexity:
2 p W = Eﬁ'ur w = (,l)N
b F=UToN/m—1do (N/2)logN+N = (N/2) log N
T U= Apmyj
&: t =w - Appgjrm 2 mod g
9: Apmyi; = (u+t) mod g
10: Ap iy oy = (u—1) mod - —
1. ond foptatmi2 (u—=1) ! No additional timing cost;
12 end for No additional hardware resources cost
13: end for
14: return A
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2.2 Low-Complexity INTT

O Cost of the post-processing is greater than pre-processing

Number of modular multiplications of NTT and INTT

(N/2) log N + 2N
T !
FFT post-processing ;;: I

O Low-Complexity INTT ya—

>[1] merges the scaling of A5} into the FFT.
» Further merge the scaling of N"tinto the FFT

[1] T. Pdppelmann, et al., High-performance ideal lattice-based cryptography on 8-bit atxmega microcontrollers.
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2.2 Low-Complexity INTT

O Derivation of the low-complexity INTT

»Inspired by the strategy of the Gentleman-Sande FFT
» Follow the divide-and-conquer method of FFT that divides in frequency domain (DIF)

» First, the post-processing and the FFT are written together as a summation of N items
N—1
_ ar—1_,—i AL
a; = N "Yyn Z ajwy ° mod q
7=0

»Second, the summation is split into two groups according to the size of index of

N/2-1 N-1
a; = Nty E ajwy’ + E ajwy’ | mod g
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2.2 Low-Complexity INTT

O Derivation of the low-complexity INTT

»Third, the equation is grouped into two parts according to the parity of i.

BEO) _ aj+a(%‘—|-N/2) mod g, l;g-l) _ [aj—a,(%JrN/z)
N/2—1
N 1 2(0) —ij
A2i = (3) YN b; )wN/é mod q
N/2—1
N, 1y
agi11 = (5) vy bg )wN% mod ¢
j=0

] w&j"yz_ﬁr mod q

a,; and a,;,1 correspond to N/2-

point INTT of Ei(o) and Bi(l)

»In this way, N-point INTT can be resolved with two N/2-point INTTs

2-point INTT

N-point INTT

N/2-point INTT

— |

N/2-point INTT
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N/4-point INTT
N/4-point INTT
N/4-point INTT

N/4-point INTT

2-point INTT
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2.2 Low-Complexity INTT

a

dj

1/2

0.,—1
W2VY4

7 9

1/2

0,,—1
W2V

1/2

1/2

0,,—-1
W32 Y4

1/2

1/2
" 0. -1
W4 Vg W2Y4

Dataflow of a 8-point low-complexity INTT
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1/2

1
A:E(a+b) mod q

1 -
—pe B = (a—b)w,vin mod q
wm YZm -

Butterfly of low-complexity INTT

o1 —(2§+1
me’Y2m — 27?ELj )
_ —(2j4+1)N/m
:fym(fj )N/ (mod q)
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2.2 Low-Complexity INTT

Algorithm 5 Low-Complexity INTT Algorithm without Post-processing

Let the vectors @ and A denote {a.u, ai. ...

ay—1) and (Ao, A1,...AN_1), respectively, where a; € Zg, A; €

Lg,i=1,2,..N — 1 Let wy be a primitive N-th root of unity in Z; and vyon = /Wy .

Input: a, N,q;~ r\,ﬂ where 0,1, .

Output: A =INTT(a)
1: for s = logy, N to 1 do

N —1.

2: m <+ 2° In classic FFT:
3 for 1 =0tom/2—1do

—(294+1 YN/ m —JjN
4: W = E,EFJJr]f -*wzwlvf /m
5: fork=0to N/m — 1 do
6: u = A-k:m—l—j
T L= -4Fi:m—|- m,/2 mod q
8- Akmtj :l’”*_iiim;;.d q —) u+t
0 At 5m72 = ] @ 100 @ g 11 — ¢
10: end for o
11: end for
12: end for

13: A « scramble(a)
14: return A

Computational complexity:

(N/2)logN+2N =2 (N/2)log N

No additional timing cost;
slightly modify the butterfly unit

Institute of Microelectronics, Tsinghua University.
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3 The Hardware Architecture

O The architecture of NTT/INTT

RAM NTT RAM W [
- — acldres.:«i
H —» B: » a Al
Banko E; Butterfly |
: A : > W 0 - -
> E > Bankl E p Y gl
: A : e
> —» Bank2 > Al
E; Bri]k g; i Butterfly |: :
' A ! i
' : i | access enable Control
Address generator [ € SEERERE .
= <8 address unit

O Multi-bank memory
» Address generator [1] :

[5log, NT-1

BankAddr = )" addr[2i+1:2i mod 4
1=0
NewAddr = addr >> 2,
»LogN: EvenY  0Odd X

> The execution order of the

last s-loop is rearranged as :

for j=0to N/4 -1

/ / 20+
AJ’ = AJ’ + YN A

‘4.?'4‘1'\";"2 — :1; — h-':Z..'\ y.

, , _2j+N/2+1
Ajinya = Ajin/a + 7N Ajtanya

_2j4+N/241

Ajyansa < AjeN/a — YN Ajranya

[1] W. Wang, et al., VLSI design of a large number multiplier for fully homomorphic encryption.
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3 The Hardware Architecture

O Compact Butterfly Unit

— ' 1/2 1
| :><: o ' Zpe A=(a+b) mod g
b e— B =a— bw yl mod 1/2
Wl Vm m¥am O A b — e B ——(a—b)wm ya mod g

1 i
0 ’ addits
- @ modular subtraction
1
0

@ modular multiplication by 1/2

® modular multiplication

r x g+1 = qg+1 x qg+1
EZ(ZLEJJFUT:L J(@+1)—T—L§J—T (mod q)
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3 The Hardware Architecture

O Low-Complexity Modular Multiplication
2= 22[27: 14] + 2[13 : 0]
= 212227 : 14] — 2[27 : 14] + 2[13 : O]
= 2142[27 : 16] + 2'22[15 : 14] — 2[27 : 14] + 2[13 : 0]

|214 = 212 _ 1 110d 12280 |

14

>

i

No additional multiplication;

a-‘b mod q

5

.

R EE:
|

Time-constant

SR T

—
e

X | multiplication —|— addition |—| subtraction |>> | summation @ modular addition @ modular subtraction
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3 The Hardware Architecture

O The architecture of NewHope-NIST

»Support: key generation,
encryption and decryption

» Doubled bandwidth
matching

» RAM (RO, R1): two data in
an address

pk/c —» Decode
Polynomial RAM NTT
Binomial Sample (R2) RAM_W
A N/4x14 x4 2Nx14
I
seed/ _j Y
cotn/ L—:D_» Keccak Butterfly
pk ¥ RAM(RO) units | |
Reject Sample N/2x28
sk Decode ﬁEncodg
Polynomial Polynomial
L —>» Encode RAM(RI) —» Compress
N/2x28
¢ —» Decompress y Deocode
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3 The Hardware Architecture

O Timing hiding

> Resource conflict

»data dependency A RAM may be read and write by operations in the same line.

Algorithm 7 Pseudo-code for implementation of NewHope-CPA-PKE Encryption

Input: pk, u, coin.
Output: EncodePolynomial(i), h.

. Ra « Sample(coin, )

2: Ro « NTT(Ro): Ry +— GenA(pk[0 : 31])

: Rg + FRgo Ra; Ry + Ra; Ry +— Sample(coin, 1)
. E;. — mgj
. output EncodePolynomial( Ry + R2) ; R2 + DecodePolynomial(pk[32 : Tn/4 4+ 31])
T Hg +— Hg 0 Hy. lig +— oamplelcount, 2)

: Rop «+— INTT(R2)

: Ro + PolyBit Rev(R2) + Ro: R1 + Encode(p)

: output Compress(Rg + R1)

Institute of Microelectronics, Tsinghua University. 21




4 Implementation Results

O Implementation platform
» Xilinx Artix-7 FPGA
»Vivado 2019.1.1

Olmplementation Results of NTT/INTT

120 250 70 3000 350
60 300
100 200 2500
50 250
80 2000
150
40 200
- OU rs 60 1500
m [FS19] 100 30 150
@ [KLC+7] 40 1000
20 100
O [JGCS19] "
O [FSM+19] 20 I 0 500 .
m [BUC19b] . . , - . |
Time ATP ATP ATP ATP
(us) (LUT x ms) (FF x ms) (DSP x us) (BRAM x us)
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4 Implementation Results

O Implementation Results of NewHope-NIST

M Ours H [JGCS19-1] B [JGCS19-2] E [bucl9b] B [FSM+19] 90000
3500
Time 2000 80000
( u S) 2500
70000
2000
1500
60000
1000
>00 50000
0 - —
eyGen+Decrypt Encrypt
40000
16000 30
14000 25 30000
12000
10000 20
20000
8000 15
6000 10 10000
4000
2000 0 - - - l [ | =N
0 - ATP ATP ATP ATP
LUTs DSPs BRAMs (LUT x ms) (FF x ms) (DSP x us) (BRAM x us)
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Conclusion

O Low-complexity NTT/INTT
»NTT. no pre-processing
»INTT: no post-processing

O A highly efficient architecture of NewHope-NIST
> A clear advantage in both speed and ATP

O Low-complexity NTT/INTT can benefit other NTT-inside algorithms

Institute of Microelectronics, Tsinghua University. 24



Thanks!
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