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Background

I Context: information leakage (⇒ side-channel attack).

c = AES.Enc(k,m)

execution time

error messages

· · ·

power

EM

· · ·

which can be (somewhat imprecisely) characterised as

• scalar vs. vector
• discrete vs. analogue
• local vs. remote
• stand-alone vs. supported by additional equipment

...
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Background

I Problem: analogue information leakage.
I (A) solution: masking (in theory).

1. alter representation, e.g., via a 1-st order Boolean (vs. arithmetic) mask:
I select random m,
I represent variable x as

x̂ = ( x̂0 = x ⊕m, x̂1 = m ).

2. alter computation, e.g., instead of x ∧ y we could use [2, Table 1]

SecAnd( x̂, ŷ ) = r̂ = ( r̂0, r̂1 )

where
r̂0 = ( x̂0

∧ ŷ1 ) ⊕ ( x̂0
∨ ¬ ŷ0 )

r̂1 = ( x̂1
∧ ŷ1 ) ⊕ ( x̂1

∨ ¬ ŷ0 )

avoiding interaction between, e.g., x̂0 and x̂1.
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Background

I Problem: analogue information leakage.
I (A) solution: masking (in practice, e.g., per [3, 6] on an ARM Cortex-M3 [4]).
I ARMv7-M (including Thumb-2) ISA, and
I micro-architecture based on 3-stage pipeline [4, Figure 1.2].
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FENL (at a high level)

I Concept:
I consider a sequence of instructions

. . . , I0, I1, . . . , Ii−1, Ii, Ii+1, . . . , In−2, In−1, . . .

before fence, Ij for j < i fence, Ii after fence, Ik for k > i

st. a fence (or barrier) instruction Ii controls interaction between a given Ij and Ik.
I e.g., memory access
I x86: mfence [10, Page 4-22], sfence [10, Page 4-597], and lfence [10, Page 3-541]
I ARM: dmb [1, Section A6.7.21]
I SPARC: membar [14, Section 8.4.3]
I MIPS: sync [12, Pages 407–411]
I RISC-V: fence [13, Section 2.7]

I e.g., analogue information leakage { FENL = a FENce for Leakage.
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FENL (at a high level)

I Concept: given R, a set of micro-architectural resources, add
1. a w-bit configuration register FENL.CR st.

FENL.CRi ⇐⇒ Ri,

2. access instructions, e.g.,

fenl.crwr rs 7→ FENL.CR← GPR[rs]
fenl.crrd rd 7→ GPR[rd]← FENL.CR

and
3. a fence instruction fenl.fence st.
I when fence reaches execution stage j,
I each i-th resource that exists or is used in stage j is flushed iff. FENL.CRi = 1,

per Property 1 of the aISA [7, Section 5].
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FENL (at a high level)

I Concept:
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FENL (at a low level)

Quote

Pp

– Hackers (https://www.imdb.com/title/tt0113243)

https://imgur.com/t/hackers/YZMw45k
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FENL (at a low level)

I Complications:
1. flush semantics: we could flush using a

ρ ∈ { zeroise, randomise with PRNG, randomise with TRNG, . . . }

2. forwarding paths

Fe(tch) De(code) Ex(ecute) Me(mory) Co(mmit)

forwarding paths

xor r4, r1, r5 fenl.fence xor r1, r2, r3

require careful management.
3. ...
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FENL (at a low level)

I Implementation(s): we investigated two RISC-V cores, namely
1. PicoRV32:
I RV32IMC + XCrypto + FENL
I non-pipelined, multi-cycle micro-architecture
I no caches

2. SCARV:
I RV32IMC + XCrypto + FENL
I 5-stage, in-order pipelined micro-architecture
I no caches

embedded in a uniform SoC (e.g., including memory, UART).

https://github.com/cliffordwolf/picorv32

https://github.com/scarv/scarv
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FENL (at a low level)

I Implementation(s): we synthesised the cores for a Xilinx Kintex-7 FPGA
1. PicoRV32 (@ 25 MHz):

Baseline Baseline + FENL Baseline + FENL
with zeroisation with randomisation

Slice LUTs 1977 2002 (+1.3%) 2005 (+1.4%)
Slice FFs 1098 1100 (+0.1%) 1139 (+3.7%)

2. SCARV (@ 25 MHz):
Baseline Baseline + FENL Baseline + FENL

with zeroisation with randomisation
Slice LUTs 5952 6014 (+1.0%) 6173 (+3.1%)
Slice FFs 2147 2163 (+0.7%) 2193 (+2.1%)

on the SASEBO-GIII [9] side-channel analysis platform.

https://github.com/cliffordwolf/picorv32

https://github.com/scarv/scarv
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FENL (at a low level)

I Example #1 (2-share ISW [11] multiplication):

1 isw: lw t0, 0(a0)
2 lw t2, 0(a1)
3 lw t1, 4(a0)
4 lw t3, 4(a1)
5 and t4, t0, t2
6
7 and t5, t1, t3
8
9 xc.rngsamp t6

10 xor t6, t4, t6
11 sw t6, 0(a2)
12 and t0, t0, t3
13
14 and t1, t1, t2
15
16 xor t0, t0, t6
17 xor t0, t0, t1
18 xor t5, t5, t0
19 sw t5, 4(a2)
20 ret

© Daniel Page 〈csdsp@bristol.ac.uk〉

CHES 2020 git # e52748f @ 2020-08-25

mailto:csdsp@bristol.ac.uk


FENL (at a low level)

I Example #1 (2-share ISW [11] multiplication):

1 isw: lw t0, 0(a0)
2 lw t2, 0(a1)
3 lw t1, 4(a0)
4 lw t3, 4(a1)
5 and t4, t0, t2
6 fenl.fence // fenl.cr = 1FFF
7 and t5, t1, t3
8 fenl.fence // fenl.cr = 1FFF
9 xc.rngsamp t6

10 xor t6, t4, t6
11 sw t6, 0(a2)
12 and t0, t0, t3
13
14 and t1, t1, t2
15
16 xor t0, t0, t6
17 xor t0, t0, t1
18 xor t5, t5, t0
19 sw t5, 4(a2)
20 ret

noting that
FENL.CR = 1FFF(16)

7→

 s2_opr_a, s2_opr_b, s2_opr_c, s3_opr_a, s3_opr_b, s4_opr_a, s4_opr_b,fu_mult, fu_aessub, fu_aesmix,
uncore_0, uncore_1, uncore_2


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FENL (at a low level)

I Example #1 (2-share ISW [11] multiplication):

1 isw: lw t0, 0(a0)
2 lw t2, 0(a1)
3 lw t1, 4(a0)
4 lw t3, 4(a1)
5 and t4, t0, t2
6 fenl.fence // fenl.cr = 1C14
7 and t5, t1, t3
8 fenl.fence // fenl.cr = 1C14
9 xc.rngsamp t6

10 xor t6, t4, t6
11 sw t6, 0(a2)
12 and t0, t0, t3
13 fenl.fence // fenl.cr = 1C14
14 and t1, t1, t2
15 fenl.fence // fenl.cr = 1C14
16 xor t0, t0, t6
17 xor t0, t0, t1
18 xor t5, t5, t0
19 sw t5, 4(a2)
20 ret

noting that
FENL.CR = 1C14(16)

7→

{
s2_opr_c, s3_opr_b, s4_opr_b,
uncore_0, uncore_1, uncore_2

}
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FENL (at a low level)

I Example #1 (2-share ISW [11] multiplication):

1 isw: lw t0, 0(a0)
2 lw t2, 0(a1)
3 lw t1, 4(a0)
4 lw t3, 4(a1)
5 and t4, t0, t2
6 fenl.fence // fenl.cr = 1FFF
7 and t5, t1, t3
8 fenl.fence // fenl.cr = 1FFF
9 xc.rngsamp t6

10 xor t6, t4, t6
11 sw t6, 0(a2)
12 and t0, t0, t3
13 fenl.fence // fenl.cr = 1FFF
14 and t1, t1, t2
15 fenl.fence // fenl.cr = 1FFF
16 xor t0, t0, t6
17 xor t0, t0, t1
18 xor t5, t5, t0
19 sw t5, 4(a2)
20 ret

noting that
FENL.CR = 1FFF(16)

7→

 s2_opr_a, s2_opr_b, s2_opr_c, s3_opr_a, s3_opr_b, s4_opr_a, s4_opr_b,fu_mult, fu_aessub, fu_aesmix,
uncore_0, uncore_1, uncore_2


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FENL (at a low level)

I Example #2 (sequential load{ buffer in AXI-based IP core):

1 axi: lw a3, 0(a0)
2
3 lw a4, 4(a0)
4 ret
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FENL (at a low level)

I Example #2 (sequential load{ buffer in AXI-based IP core):

1 axi: lw a3, 0(a0)
2 fenl.fence // fenl.cr = 03FF
3 lw a4, 4(a0)
4 ret

noting that
FENL.CR = 03FF(16)

7→

{
s2_opr_a, s2_opr_b, s2_opr_c, s3_opr_a, s3_opr_b, s4_opr_a, s4_opr_b,
fu_mult, fu_aessub, fu_aesmix

}
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FENL (at a low level)

I Example #2 (sequential load{ buffer in AXI-based IP core):

1 axi: lw a3, 0(a0)
2 fenl.fence // fenl.cr = 1C00
3 lw a4, 4(a0)
4 ret

noting that
FENL.CR = 1C00(16)

7→

{
uncore_0, uncore_1, uncore_2

}
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FENL (at a low level)

I Example #2 (sequential load{ buffer in AXI-based IP core):

1 axi: lw a3, 0(a0)
2 fenl.fence // fenl.cr = 1FFF
3 lw a4, 4(a0)
4 ret

noting that
FENL.CR = 1FFF(16)

7→

 s2_opr_a, s2_opr_b, s2_opr_c, s3_opr_a, s3_opr_b, s4_opr_a, s4_opr_b,fu_mult, fu_aessub, fu_aesmix,
uncore_0, uncore_1, uncore_2


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Conclusion

I FENL is a simple concept, an implementation of which can act as
1. a mechanism for localisation of leakage,
2. a mechanism for reduction of leakage,
3. an practical “anchor” for theoretical reasoning about leakage,

with relatively low design- and run-time overhead.

I ... so far it’s a first step vs. a complete solution:
I more complex micro-architectural designs (e.g., out-of-order),
I use as an anchor in proofs, or exploration of alternate anchors,
I (semi-)automation and verification, of implementation and/or use,
I relationship with subsequent related work, e.g., [15],
I ...
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Conclusion

I FENL is a simple concept, an implementation of which can act as
1. a mechanism for localisation of leakage,
2. a mechanism for reduction of leakage,
3. an practical “anchor” for theoretical reasoning about leakage,

with relatively low design- and run-time overhead, but ...
I ... so far it’s a first step vs. a complete solution:
I more complex micro-architectural designs (e.g., out-of-order),
I use as an anchor in proofs, or exploration of alternate anchors,
I (semi-)automation and verification, of implementation and/or use,
I relationship with subsequent related work, e.g., [15],
I ...
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Conclusion

Questions?
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Extra

PicoRV32 core

Pp

i Ri σ(Ri) Description
0 mem_wdata Operand Read Memory write data register
1 reg_op1 Operand Read Register read data 1 (RS1)
2 reg_op2 Operand Read Register read data 2 (RS2)
3 reg_out Operand Read Register write data
4 alu_out_q Operand Read ALU output register
5 uncore_0 Operand Read Un-core resource 0
6 uncore_1 Operand Read Un-core resource 1

SCARV core

Pp

i Ri σ(Ri) Description
0 s2_opr_a Decode Decode⇒ Execute pipeline register A
1 s2_opr_b Decode Decode⇒ Execute pipeline register B
2 s2_opr_c Decode Decode⇒ Execute pipeline register C
3 s3_opr_a Execute Execute⇒Write memory result pipeline register A
4 s3_opr_b Execute Execute⇒Write memory result pipeline register B
5 fu_mult Execute Multiply-accumulate intermediate state registers
6 fu_aessub Execute AES SubBytes intermediate state registers
7 fu_aesmix Execute AES MixColumns intermediate state registers
8 s4_opr_a Memory Memory⇒Write-back result pipeline register A
9 s4_opr_b Memory Memory⇒Write-back result pipeline register B
10 uncore_0 Memory Un-core resource 0
11 uncore_1 Memory Un-core resource 1
12 uncore_2 Memory Un-core resource 2
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