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Context

* Security of existing public key schemes is based on hard problems (e.g., integer
factorization and discrete logarithm)

— Shor’s algorithm solves them efficiently on quantum computers

* NIST has recently announced the finalists of the standardization contest for post-
quantum cryptography:

KEM Signature
McEliece Code-based Dilithium Lattice-based
Kyber Lattice-based || Falcon Lattice-based
NTRU Lattice-based || Rainbow  Multivariate
Saber Lattice-based
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Module lattices
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Public matrix (A) Secret (S) Error () (M-)LWE sample b=A-s+e

Module lattices — Polynomial arithmetic rather than matrix-vector multiplication
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Polynomial multiplication — coefficient form
A(X) = asx3 + a,x? + a;xX + ag

B(X) = b3)(3 + bz)(E + b]_)( + bu

as a d do
X

oF b, b, by

0 ¢ 0 ! 0 i iarbs! iagby! agbi! iagby
_|_ 0 0 a;-bs ar'b, a-b; a;-bg 0
| 0 d> b3 az'bz é E az'b]_ d> bu 0 0
ag b3 a3 b2 a3'b1 | : a3 bu 0 0 0
Ce Cs Cy C3 C> Cy Co

C(X) = CeX® + CsX® + Cqx* + 33 + X2 + C1X + ¢
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Polynomlal multiplication — point-value form

—————————————————————————————————————————————————————

o(n?) O(n)
(@, ay, ..., @,) ~ :  Evaluation )__ {(x0,a(X0)), (X1, a(X1)), ..., (Xan-2:8(X2n2))}
(bo, by, ..., by) E {(X0,0(Xg)), (X1,b(X7)), ..., (Xzn-2,0(X252))} !
Coef'ﬁcient : : Point-value
multiplication : E multiplication
\ . Interpolation i Y

(Cor C1v vnen Con-2) *":( = {(X0,c(Xo)), (X1,€(X1)), ..., (X2n-2,C(X2n2)) }




Polynomlal multiplication — point-value form

—————————————————————————————————————————————————————

5 o(n?) N : O(n) |
 (ag, @y, ., @) ¢/ Evaluation %1 f(xg,a(Xo)), (X1,a(X1)), s (Xon2@(Xan2))}

E (bg, b]_; ey bn) ] ' : {(Xu,b()(g)), {xlib(xl))a ERY (xzn-ZJb(XZH-Z))} :

s foowm o s
Coef'ﬁcient : : Karatsuba - Point-value E
L . Toom-Cook : . .
multiplication ' : multiplication :
E Y . “ntlnterpolation £ v |

E (CU cl """" CEI‘I 2) ":‘ . - : {(XD!C(XU))! (X]_,C(X]_)), Taay (xzn—z;c(xzn—z))} :




Evaluation/interpolation

* NTT

— Complexity O(n log n)

— Requires prime modulus g and g = 1 mod 2n
* Karatsuba

— Complexity O(n'-°%°)

— No restrictions
* Toom-Cook k-way

— Complexity O(c(k) n'og(zk-1loglk))

— No restrictions
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Evaluation/interpolation

* NTT
— Complexity O(n log n)

— Requires prime modulus g and g = 1 mod 2n

 Karatsuba
— Complexity O(n-°%°)

— No restrictions

* Toom-Cook k-way
— Complexity O(c(k) n'eazk-1)legk)

— No restrictions
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Saber /=3

* 12 polynomial multiplication per encryption

Matrix multiplication for the ciphertext Vector multiplication for the key
T 4
Aoy do; o) [Sq b,| [s',
Ay dyp dpl'| s bi| *|s"
Uyy dyp Ayl |\S; bz S’y

* Algorithmic choice for polymul
— Top layer: Toom-Cook 4-way (1 256x256 to 7 64x64)
— Intermediate layer: 2 levels of Karatsuba (1 64x64 to 9 16x16)

— Bottom layer: 16x16 coefficient multiplication (63 16x16 in total)
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Polynomial multiplication in Saber

poly A( x)

—_—_—_——_—__—_———__
—_—_——_—_—_———_
Toom—Cook + Karatsuba e
evaluation i -
Allx) I - € - 5 Y N €9,
0 0 ; i - :
Aﬂ(x) As(x) Ag(x) AB(I) Aﬂ(x) Ag(x)
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Polynomial multiplication in Saber

i IR R R R R N L I L R i
' . '
' '
[ | [ |
[ | [ |
' Toom—Cook + Karatsuba '
' evaluation P '
1 0 0= 1
: Alx) Blx» - - :
| ,/““\\\ \ 1
[ | - i [ |
:; """ . “‘:-“I """ 3—'{;'" "":J """""" {; ""\:‘"\I[']""""""'"",'" T =TT ‘“i','"'""""""'ﬁ """" ) i 6 """ ﬁ"‘f'{; """" ~:
i point-value i i i i

:: multiplication Ag(x)XBy(x)----- Ag(x)x Bg(x) Ay(x)xXBy(x)----- Ag(x)X Bg(x) Ag(x)xXBy(x)----- Ag(x)x Bg(x) E
B e e e e e e e e e e e




Polynomial multiplication in Saber

e e i i i
i o i
i i
1 1
1 1
i Toom—Cook + Karatsuba i
' evaluation P '
1 0 0= 1
; Alx) BYl» - - - ;
I N : '
1 . ) 1
:, ----------------- Y emesplnnnnsnsngsannnaingransashgua s s s s s s s n s e s e e plannnna e r SR “{; --------------------------- - e ——— ﬁ“!-; -------- .:
i point-value i i i i 6 6 6 6

. multiplication A Ay(x)xBy(x)----- Ag(x)X Bg(x) Ag(x)xXBy(x)----- Ag(x)x Bg(x) E
B e e e e S

res{ x) res'( x)

Toom—Cook + Karatsuba
interpolation

1] C(x)=A(x) XB(x)
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Speed optimizations

Lazy interpolation Pre-computation
apgo @o1  ap2 S0 bo app o1 @p2 S0 bo
ajp ain aiz| - |[s1| = |b aijp aix aiz| - |[s1| = |b
azo @21 (22 82 ba | azo Q21 (22 82 ba |
T P T - o o P A -
ago - So! do1 -+ S1'Hapz - S2! b Ao i S0+ Qo1 ¢ S1 ¢k Qo2r S2 b
O C R - s omom 1 1
= [a19 -"sp +di1 s1+7aiz 52| = | = |aio} So i @1y s1iF a2y s2| = [
azo * So + ag1 * S1 + a2 - S2 | ba azo ' so i a1t s1 i azh s2 | bo
& mm § @ mm § @ mm J

e ey ey el 1
1 o(nzj L B B B B B : o(n) ‘:I

1 ' LI 1

' | . ' ‘

:: (30, @ @) 1y Evaluation " i a(x), (x,a0)), e (Xanza(Xon))} B

1 (bo, by, ...t by) E - .- ‘E' {(Xa:b(X0)), (X1,0(x1)), ...y (X2n2,0(Xz02)) } ::

: : ' |
Coef‘lﬁcient A Point-value |
multiplication E 1 multiplication '
: . :I

, L "

Interpolation 'y "

(Cor C1s weenes Cona) = ¥ (X0, C(X0))s (X1,€(X1)), - (X2n2,C(Xzn2))} "

'- E BN BN BN BN B BN BN BN BN BN BN B B O =

’




Lazy interpolation

------------- ' I------- - O N N = . ' I---  E O N = = . ---'
| | |
T A@B( Lt A B P ALY Byn
1 1 1 1 1 1
S : : : : :
TC | - : - : -
1 1 1 1 1 1
1 . 1 . 1 .
4 . ' . ' . '
T onoal xm! Lo At xst . gl gl L a¥xs* Lglxml Lo A% xg* !
1 1 j 1 T T (AL
I--- ------- l---l I ----------- l---l I ------- !- --I
Multiplication T .
% | app  aor  ao2| | So bo
Accumulation (-;l-) alg ai1 aiz| - |s1| = |bh
agp Qg1 @22 59 b
— - Tl 1 — T _
C = c':ziﬁll S c":EiﬁlrxfBr
A
_r ----- ' I---- -' I----- ' _
ago - ol ao1 - S11+,a02 - S2! bo
. = [@10-750 + a1 51 +aiz 52| = | b
TC , azp - 8o + a1 - $1 + azy - S2 | bo
l Clx)= A]{x] x B ][ X+ e+ A(x )X B ()
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Precomputation

o=
| T S S EEEEEEEEEsEEs=== $rmmmmmmm- I e il i
i Y i
: poly A(x) v PolyB(x) -, ;
: Toom—Cook + Karatsuba o AR :
i evaluation 7 - 1} '
: Ay B Dt - - e A0 B0 1 Alx) y Blx) s :
: q q q "
! - ’ ’ :
: A {x}iﬂn{xﬁ----h {xmBE(x}' ' ' A [xmﬂn{x}'-----h {x}iﬂgtng_},' :

res:'[[ x) res:i[ x) res:ﬁ( xX)
Toom—Cook + Karatsuba
interpolation
l Cix)=A(x) X B(x)

| e



Lazy mterpolatlon + Precomputatlon

B;(x)

Alx) Bi(x)

Aj(x)

\

N

------------- -—— --E-EEEEEmEEEEEEE®

Multiplication
&
Accumulation

— T4l 1 — T_K K
c':Eiﬁ!i XBo| oo c":Eiﬁli x B,

ol
1

!
l Clx)= A][x]xB l[ O+ e+ A(x )X B (x)




Analysis of our improvements

Primitives Polynomial Evaluations Interpolations
multiplications Base case Our work Base case Our work

KeyGen /2 21° [* +1 [?

Encryption [* +1 2(1° +1) [# + 21 I*+1

Decryption [ 21 21 [
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Impl

emen

| |
ﬁ (x) Bylx) ; : Adx)  Balx) .
— . 1 .
TC 4 Transpose ., i
| |
| |
| . | .
.0 0 0 0 0 0 0 o]l 0 0 0 0 0 0 0 e
o 2y 1ars| [Pot{bis aygl-1ags| [bagl |bss : o agbolays] | bglobis| [aas] 23| |Pas||Pes :
: vd ¥ I: x| 5 e : 2
5 5] h1s 15 15 15| has 15| 1 13 15| [.15 15 15 15| 15 R
s Pl 5] o bl Rugl 13| [Pas] {Pe3] s y Pol*is] [Po bl gl 26| Pazl {Pe3| s
1 bucket_A : 1 1 : bucket_B huch:’l_A_E_ | bucket B 4 1
. _I — 1
B B B = I B N N O N . -I- - --'-__!___- - _-_ _-__-— - -_ _;_ - B B = I = I O O O N N N '

;

Multiplication

+ _ CE ..... C?S CES”"' -::23
Accumulation . -
Cavx =
il fed! B B Y . .
i ol 115 Casl [%3 Lazy interpolation
bucket C 0 bucket_C 4 +
T 0 31 0 31 ..
o[ 1% Cag |48 Lazy transposition
— 0 31 0 31
TC + final transpose Cis[ €15 Cesl |€h3
4 Cf(x}=A1(x}xB1(x}+ ......... +A(x)xBdx)




Implementation on Cortex-M4

Original schoolbook

Proposed modification

1. 1dr r6, [r1, #0] 1. ldr.w r6, [r1, #0]
2. ldr.w ip, [r1, #4] 2. ldr.w ip, [r1, #4]
3. ldr.w r3, [r1l, #8] 3. ldr.w r3, [r1l, #8]
4. ldr.w s1, [r1, #12] 4, ldr.w s1, [r1l, #12]
5. 1ldr.w r7, [r2, #0] :'E."'ld'rl'l.?a'r?a,"[r'Q ST load
6. ldr.w r8, [r2, #4] v 6. _ldrh.w_fp, [r2, #2] =~} pre-loa
7. ldr.w r4, [r2, #8] 7 ldr.w r7, [r0, #0]
8. ldr.w 1r, [r2, #12] 8. ldr.w r8, [r0, #4]
9, smulbb r9, r7, r6 9. ldr.w r4, [r0O, #8]
10. smuadx fp, r7, r6 10. 1ldr.w 1lr, [r0, #12]
11. pkhbt r9, r9, fp, 1sl #16 :' 11. " smlabb r9, r7, r6, r9 " | accumulate
12. str.w r9, [r0] _ 12, smladx fp, r7, r6, fp &
13. smuadx fp, r7, ip _ 13_. _ Pk_h‘Et_ 1;9_, _rg,_ f_P_, _ls_l_ #_1§ R,
14. smulbb r5, r7, ip . 14. 1ldrh.w fp, [r2, #6] ' pre-load
15. pkhbt r9, r8, r7 »_15._ 1drh.w.r5, [r2, #4]1 _ _ _ __ _ =&
16. smladx fp, r8, r6, fp ._36_._§t_r._w_1;9_, _[1_‘2_]____________‘
17. smlad r5, r9, r6, rb5 17. smladx fp, r7, ip, fp 1
18. pkhbt fp, rb5, fp, 1sl #16 :_ 18._ smlabb r5, r7, ip. x5 _ _ .. ...t accumulate
19. str.w fp, [r0, #4] 19. pkhbt r9, r8, r7

20. smladx fp, r8, r6, fp

21. smlad rb5, r9, r6, rbd

22. pkhbt fp, r5, fp, 1sl #16

22 23. str.w fp, [r2, #4]




Small storage for secrets

* Secrets are stored as polynomials with n = 256 coefficients mod q = 27°
* Secrets are sampled from a centered binomial distribution

- ,Bu — coefficients lie in [-u, yj

— Worst case for Saber y =5

* |nstead, store secrets using only 4 bits per coefficient
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Advantages

* Reduced footprint of the secret keys

Old This work Compression

[ =2 1568 992 36.7%
=3 2304 1440 37.5%
[ =4 3040 1338 38.2%

* Simple packing/unpacking functions
— Embed unpacking in multiplication evaluation

| e



Memory optimizations

* Book-keeping of randomness for hash functions
* Just-in-time polynomial generation

* In-place verification of ciphertext

* Use only Karatsuba for multiplication

* Merge unpacking of secrets and Karatsuba evaluation
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Results — Matrix-vector multiplication

e AVX2
Old method  This work Speedup
[ = 10199 7214 29.3%
[ = 21356 13574 36.4%
[=4 39039 24767 36.6%
* Cortex-M4
Old method This work Speedup
[ =2 162 kcycles 159 kcycles 1.9%
| =3 361 kcycles 317 kcycles 12.2%
=4 646 kcycles 528 kcycles 18.3%
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Results — plain C

1400
1200
1000
800 B Old method, keygen [kcycles]
Old method, enc [kcycles]
B Old method, dec [kcycles]
B This work, keygen [kcycles]
600 This work, enc [kcycles]
W This work, dec [kcycles]
400
) l L l
0

LightSaber Saber FireSaber
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Results — AV X2

200
180
160
140
120

10

o

8

o

6

o

4

o

2

o

LightSaber Saber FireSaber
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B Old method, keygen [kcycles]
Old method, enc [kcycles]

B Old method, dec [kcycles]

B This work, keygen [kcycles]
This work, enc [kcycles]

W This work, dec [kcycles]




Results — Cortex-M4 optimized for speed

3500
3000

2500

mm Old method, keygen [kcycles]
2000 Old method, enc [kcycles]
I Old method, dec [kcycles]
mmm This work, keygen [kcycles]
This work, enc [kcycles]

1500 mmm This work, dec [kcycles]
=== Old method, max RAM [bytes/20]
=== This work, max RAM [bytes/20]
1000

) - I I
0 .

LightSaber Saber FireSaber




Results — Cortex-M4 Saber optimized for memory

9000

8000

7000

6000

5000

4000

3000

2000

0

-

\_—-

l T

Key generation Encapsulation Decapsulation

30

s Old method [keycles]
mmmm This work [keycles]
mmmm Old method RAM [bytes]
mmmm This work RAM [bytes]




Conclusions

* Generalize and formalize Lazy interpolation and Pre-computation

* Show the difference between theoretical/algorithmic optimizations and real world
iImplementations

* Fastest software implementations of Saber
* Alternatively, smallest Saber implementation for embedded platforms

* Reduced the storage required for the secret key of Saber
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Thank you for your attention!
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