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Sum of Independent Permutations

m Simple approach to turn PRPs into a PRF: r x —l

k
Yr(z) &ef @ i (x) m T
i=1

m Assume: m; « Perm(F%)

m Goal of distinguisher A: Distinguish Zk from random
function

X « X = X is sampled uniformly at random and independently from other samplings from a set X.
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Sum of PRPs

Results from Provable Security

m XOR of k¥ PRPs gives a PRF with security at least in

O(277™) [Luc00]. r @ _l
m Intensive analysis, mostly on ¥,

[BI99, CLP14, Luc00, MP15, Pat08a, Pat08b, Pat10, m o

Pat13]

[BN18a, DHT17, MN17]

Indifferentiable from PRF up to ¢ € O(2™) queries Yy
[BN18b]

Indistinguishable from PRF up to ¢ € O(2™) queries \_,T4_|
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Sum of PRPs

[Pat08b, Pat13]

Security maximum: g < 2™:

m Interest of most provable security ends here

m What if few responses are random?
—> other distinguishing approaches needed

m Motivated Patarin’s studies [Pat08b, Pat13]
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Sum of PRPs

[Pat08b, Pat13]

m A has access to function generator G(F')

m g > 1 random constructions
m g < 2" queries on each

m Approach: Count #collisions W__j
m Expectations (and standard deviations) differ slightly

— distinguisher given sufficiently many queries A
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Example: Sum of 2 PRPs

Example

mg=28 queries/experiment

2| Sum of 2 PRPs
127.922623 11.393390
4| PRF

51 127.584320 11.303495

| ./test_sum_of_prps.py -k 2 -n 8 -e 65536
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Distinguishing Complexity for Sum of & PRPs

[Pat08b, Pat13]

Table: #Collisions E [Ny] after ¢ queries and distinguishing complexity for ¢ ~ 2™ [Pat08b].

#Permutations 2 3 4 k
a(4 g a(4 9(d g a(% a(2 (-1)kg(2
E [Ng] 2(5) + zn(z(f)_n 2(3) - zn(zgfznz 2(3) + 72n<2£221)3 2(3) + ﬁ
#Queries 0(2%*™) o(2*") O(2°™) 0(2(2k—2)n)
1 (—1)*
P LL] = —
I'[CO ] + 2n(2n _ 1)]671

N = #Collisions for X ; g = #Functions; ¢ = #Queries
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Expectation Cryptanalysis
Chen et al. [CMSZ15]

m First to observe applicability of expectation
cryptanalysis for extending integrals

m Start: Propagation of ALL-subsets in SPNs A A B 2
(A, iterate over all elements) S S
m Affine layer £: A A L B ?
S S
= ALL (A) £ BALANCED (B)

Next non-linear layer S:

= BALANCED (B) = UNKNOWN (?)
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Expectation Cryptanalysis (cont’d)

Core Observation by Chen et al. [CMSZ15]

m Affine layers L(z) =M -2+ b

m M = circ(v) where
v=1(a1,...,am), a; €F

m Often: k = wt(v) > 1: v is Xg-sum of
components

ALy,

m Distribution of collisions preserved by subsequent
non-linear layer S

m Focused on Type-ll and Nyberg Feistel Networks with
4-bit S-boxes
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An Interesting Application Target: AES

SU
ff‘|‘mn KO K st
'—H%00 A A A A
i : B Mc [A A
e e SR A 7TA
A A
K? s? K3 s3
A Alafala Alalala [alalala [ElE[=]z. Pzl
B A| mc [alalafa Alalala| se [alaala] mc [SiEd]=]s BAEABAEA
SR A Alalafa] 7 (alafala] sk |aflala]a suEdzdm] T s mdm]
A Ala[a|a Ala[ala Allafala A SAEABA BARABABA
P
m MixColumns: M = circ(2,3,1,1) I i ! i !
m —> 34 for the well-known 3-round integral:
MC ?
(AvAaAuA) (24724724724)
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Distinguishers on 5"-round AES

m Intensive studies since 2016:
m Sun et al’s key-dependent integral [SLG"16]
m Open question: why only chosen ciphertext, full codebook
m Improvements:
m Key-dependent impossible differentials [GRR16, Gral8a, HCGW18]
m Key-dependent integral [HCGW18].
m Second direction: differential-based, subspace trail, invariant

m Multiple-of-n [GRR17, BCC19] !
m Mixture differentials [Gral8b]
m Best current distinguishers: Yoyo/Exchange [BR19b] 2

m Similar to our focus:

m Expectation and variance cryptanalysis [GR18, GR19]

m Interesting topic, many things still in the dark

1The key-recovery attack complexity was reduced by [BDK18].
2The key-recovery attacks by [DKRS20] represent a follow-up work that follows this direction, but considers
conditional boomerangs distinguishers on fewer rounds.
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Statistical Framework
[Gral8b]

m For success probability > pg, #Experiments n must satisfy:

0,2
2 (prand(l — Prand) + 38 paes(1l — pAEs))

3
% rand

n > (erfinv(2 “ps — 1)2) ,

(pAES — Prand ) 2

erfinv(z) = Pr[X € [—z, +z]], X ~ N(0,0.5)
Prand = probability for random experiment
pags = probability for the reduced AES
o2 = variance
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Four-round Distinguisher

S0 KO
m For 4-round AES: |
A & |A|
3, 3,7 1 1 -8 —31.983 A
Pr[S7i=50]~ 5+ ogmg——5 =20 42
Ags L7me T Prel =98 T os(28 T )3
A l A
sB A MC A| Y A
m For random truncated permutation: = Al Ax A ‘
Pr I:Sr’c:Sr’g:I = 2 -2 . s8 [T [A[ |MC[A[A[A[A| Y | [A[A[A[A]
rand = ’ 2128 —1 & AIAIAIA] A% [AlAIAlA]
K3 g3
B pDs 2 0.95: 102 A[A[A]A] B[B[B[B
= n > 258402 pairs AR Jelolapl 2 ‘
é AJAAA| B|(B|B|B
= 24341 §sets of 2°14! CPs
K4 g4
m Optimizations: use all output bytes, build plaintext structures = mL
ax

r,c € {0,1,2,3} = row, column.
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Four-round Distinguisher
Small-AES

50 KO
Al i A]
m For 4-round Small-AES: A
Pr [5372 _ S37j] ~ i + 41 ~ 2—4 + 2—154721 KUost
Small-AES e mel 24 24(24 — 1)3 - s8 A Mmc : ,l“ :
SR Al K A ‘
A A
m For a truncated random permutation: PR
A A[A[A|A| l AAAA|
60 SB A MmcC [AJA[A[A & AAAA]
80 _ 3] _ 2 —1 o-a 564003 AL ARAA] A [AAAA
Pr[Spi=50]=>0—~27"-2
rand ’ ’ 204 — 1 ) o3
AAAA]  [EEEE l
SB McC [B[B[B[B
B Ds Z 0.95: SR ::22 B[B[B[B :‘“:( ‘
_ AlAlala]  [BlBED
= n > 229878 pajrs
K4 4
= 2% §-sets of 227 CPs | °
SB
SR M
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Four-round Distinguisher

Small-AES

0.00008
0.00007
0.00006
0.00005

0.00004

Probability

0.00003

0.00002

0,00001

0.00000

62880000 62000000 62020000 62040000 62960000 62980000 63000000

PRP
Small AES

Theory Experiments
#0-sets  Small-AES g Small-AES T
(logs) 7 7 Iz o I o
20 7866 650 7863200 7870789. 2918. 7864 396. 2566.
21 15733300 15728600 15742188. 3809. 15728650. 3957.
22 31466600 31457300 31484544. 6007. 31457205. 5096.
23 62933200 62914600 62967244. 7030. 62915004. 7820.

Collisions/Experiment

100 random independent keys and 2° random d-sets. Experimental values are rounded. m = Speck-64-96
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Five-round Distinguisher

m Goal: At least one inactive inverse diagonal after 5 rounds

m Probabilities for concrete inactive anti-diagonal:

4
) 1 )
3 ~ -8 ~ 9—32 —53.983
Pr[s ED{C}]_<2 +28.(28_1)3> ~27%% 42

2% 1

932 —128
2128 _ 1 — 2 =2

Pr [53 S D{c}] ~

rand
m Probability for at least one inactive anti-diagonal:
4
~1-(1-pr[s*eD,. ) ~ 930 | 9—51.985
PAES ( AEE [ € Dy }] +

rand

. 4 ) o
Prand = 1 — (1 — Pr [33 c 'D{C}]) ~ 2—30 _ 2—61.4lo

c€{0,1,2,3} = column.
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Five-round Distinguisher

Complexities

m For a success probability of approximately p = 0.95:
n > 276406 pajrs

m Data: 236 structures of 232 texts each
8
Form 4 -2%*. (22) pairs

|
36 2 (28 o
2774277 9 ~ 2"" pairs
m Memory: Dominated by 232 states in Q and four lists L; of
4 x 232 columns at a time
m Time: 2733 MAs + 2583 Encs
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Five-round Distinguisher
Small AES

m Probability for at least one inactive anti-diagonal:

4
makaAgs ~¥ 1 — (1— P 3 e Dy, ) ~ 914 | 923748
Pomall-Ags ( sman»&Es[ €y }] + ‘

A

s .. 7 |
pna = 1= (1= Pr [$° € D] ) 2t —gmans i 1 B

rand

=
HH
A

m For a truncated random permutation:

sB
SR
sB
SR
sB

mps > 095 = n > 235878
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Five-round Distinguisher

Verification with Small-scale AES

0.00020 7

0.00015 4

Probability

0.00010 5

0.00005

PRP
Small- AES
PRESENT S-box

Instance o o

T

Theory 7864140 2804.22
Experiment 7864 379. 2492.46
Small-AES

Theory 7873286 2805.85
Experiments 7875860. 2844.95
PRESENT S-box 7868881. 2785.78

0.00000

T T o T T T & T T T
7850000 7855000 7GO0O00 T8G5000 7870000 7875000 7880000 7885000 7890000

Collisions/Experiment

100 random independent keys and 230 random &-sets. W /o MC in final round and tested on first column.
Experimental values are rounded. @ = Speck-64-96.
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Key-recovery on Six-round AES

Overview
KO
50 K8
A
sB mC
SR v ‘
K? S? K* S8
A A A A Ala[a]a Ala[a]a
P d d sB mc [ A sB A| mc [ala[afa Alalala
L] repend one roun SR A PN SR A Alalala] T [alala]a
0 A A A Alalala Alalala
m Recover K70, 5, 10, 15]
K* s K® S°
Ala[a]a
s [A[A[A]A] mc sB mC
sk |A|A[A[A v SR v
Alalala
e 56
sB J
SR i
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Key-recovery on Six-round AES

Optimizing Complexities

Selcuk [Sel08]
Data complexity:

4

&0
TU//M

loga(#Enc.)

Samajder and Sarkar [SS17]
Data complexity:

loga(#CPs.)

Selcuk [Sel08]:
a=25.5

N = 279:045 pairs

D — 970045 p

T = 27745 Encs

Samajder

and
Sarkar [SS17]:

a =25
N = 2%%% pairs
D =2"2% CPs

T = 278.695 Encs



Key-recovery on Six-round AES

Experimental Results on Small-AES

100 1 2!7 Structures

w219 Structures
2% Structures

80 A
m Goal: Recover K°[0,5,10, 15]
m 215 structures: 60 1

m 53x among top 100 keys

Experiments Ratio

m 216 structures: 0

m 92X among top 100 keys
m Worst: rank 313 2

40 60
Key rank

Ranks for the correct key from 100 runs; random keys and
2'5 or 216 structures of 26 texts each.
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Extending the Distinguisher to Six Rounds

Idea
m Diagonal Dy = Xp U &} (disjoint)

| L
| | |
:

4.924. (228) . (2730 =+ 2—51.985) + (2;2) _ (4 .924 (228)) . (2730 _ 2—61.415)

()

PAESg =~

~ 2730 _ 2761.415 + 2773.989



Extending the Distinguisher to Six Rounds

Idea
m Diagonal Dy = Xp U &} (disjoint)

m X} = good pairs
8 A
Daess forall z =4 - (22) - 224 pairs in §-sets l = l

BEEE
>

4.924. (228) . (2730 =+ 2—51.985) + (2;2) _ (4 .924 (228)) . (2730 _ 2—61.415)

()

PAESg =~

~ 2730 _ 2761.415 + 2773.989



Extending the Distinguisher to Six Rounds

Idea
m Diagonal Dy = Xp U &} (disjoint)
m X} = good pairs

paesg for all x =4 - (228) 924

pairs in d-sets

32 “w ” B
m Xy = (22 ) — x “random” pairs

Assumption: They behave “randomly”

| X - prand + | X1] - paESS
DAESg = Dy|

>
B
>
>

>

B

BEEE

BEEE

>
>
BE
>

HE

BB

>
B
>
>

>
>
BE
>

4.924. (228) . (2730 =+ 2—51.985) + (2;2) _ (4 .924 (228)) . (2730 _ 2—61.415)

PAESg =~

~ 2730 _ 2761.415 + 2773.989

%)



Extending the Distinguisher to Six Rounds

Idea
m Diagonal Dy = Xp U &} (disjoint)

m X} = good pairs s
8 A
Daess forall z =4 - (22) - 224 pairs in §-sets l s l

232 “ R
Xo=1(%)—= random” pairs s x

Assumption: They behave “randomly”

>
BE
>

>

BEEE
BEEE
B

| X - prand + | X1] - paESS PR _—
DAESg = Dy|

>
B
>
>
S
S

>
>
BE
>

m Random truncated permutation: P

—30 —61.415 58 l
Prand = 2 -2 *°

4.924. (228) . (2730 =+ 2—51.985) + (2;2) _ (4 .924 (228)> . (2730 _ 2—61.415)
pAESG = (232)
2

~ 2730 _ 2761.415 + 2773.989



Extending the Distinguisher to Six Rounds

Idea
m Diagonal Dy = Xp U &} (disjoint)

m X} = good pairs s K
8 A
Daess forall z =4 - (22) - 224 pairs in §-sets l s l

232 “ R
Xo = 2)—3: random” pairs s x

Assumption: They behave “randomly”

>
BE
>

>

>
BEEE
S

BEEE
B

| X - prand + | X1] - paESS P P
DAESg = Dy|

>
B
>
>
S
S

>
>
BE
>

m Random truncated permutation: P

—30 —61.415 58 l
Prand = 2 -2 *°

m Theoretical pags after six rounds:

4.924. (228) . (2730 =+ 2—51.985) + (2;2) _ (4 .924 (228)> . (2730 _ 2—61.415)
pAESG = (232)
2

~ 2730 _ 2761.415 + 2773.989



Six-round Distinguisher

s K" K g
. | | Ao B B
m Difference would be tiny ¢ ‘
| - | ~ 2773989 A A | A . A Ala A i ASA A
Prand PAESe| = : s v [& J x s | e [A[a[a[x l EYENENEN ‘
m For ps > 0.95: n > 2295 pairs pEa— PO
32 A[A[a]a
m Diagonal structure of 2%2 texts = (22 ) pairs s JAIAIALA e J s ue l ‘
= 2°7% structures —
= 2895 CPs l
=
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Six-round Distinguisher
Verification with Small-AES

m Here
—14 —29.415
Prand = 2 -2

14 5-20.415 |, -—33.869
DPSmall-AESg =~ 27 — 2 °+2

m n > 2°618 pairs = ~ %118 CPs

m Practical!
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A A Ala[ala Alala
K K g
A[A[ala
ss [a[a[a[a] vc 8 e
TA[A[A]A B
EYENENEN
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®
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Six-round Distinguisher
Verification with Small-AES

m Results with Small-AES of 5 Rounds +
SB + AK

m 100 experiments

#collisions in at least one ciphertext
column per structure of 2'° texts

7 = Speck-64-96

Occurences

12

PRP
Small-AES

131066.8  131066.9

131067.0  131067.1

Mean

Per structure

Per experiment

Instance o o " o

T Theory 131067.000 362.021 5085047291904.000 2254936.126
Experiment  131066.993 362.022 5085047013804.869 2182652.286

Small-AES Theory 131067.137 362.021 5085052607 135.744 2254 937.303
Experiments 131067.191 362.041 5085054 704906.403 2040 063.345
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Theoretical Verification

3 approaches for verifications of the theoretical probabilities:

Patarin's sum of permutation

Proof following the footsteps of Grassi and Rechberger [GR19] under assumptions:

m Ideal S-box
m Any combination of input-output cells is equally successful

Rgnjom's truncated-differential propagation matrices [Rgn19]

m Equal theoretical probabilities for all three

m But...not completely the real-world setting
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More Precision: Dependencies

We analyzed dependencies

m Index dependencies of active input cells and concerned output cells
m Effects of the S-box

In appendix and in paper
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Summary

Truncated-differential distinguishers

m On 4-round AES
m On 5-round AES
m On 6-round AES

m Theoretical probabilities
verified with approach by
Rgnjom [Rgn19]

m All implemented with
Small-AES

Attack Type Time Data Ref.

Five Rounds

Integral 2'28 XORs 2'28 cC [SLGT16]
Threshold MD 2981 MAs 289 CcP [Gral7]
Impossible MD 2978 MAs 282 CcpP [Gral7]
Truncated differential 2733 MAs 288 CP [This work]
Probabilistic MD 2715 MAs 2%2  CP [Gral9, Gral7]
Truncated differential®) 2526 MAs 24896 cp [GR18, GR19]
Variance of TD®W 2576 MAs 2% CP [GR18, GR19]
Multiple-of-8 2356 MAs 2% CP [GRR17]
Yoyo 2262 XORs 2272 ACC [BR19a]
Yoyo 22>-8  XORs 2268 ACC [RBH17]
Six Rounds

Impossible Yoyo 212183 XORs DEZEENNGE [RBH17]
Truncated differential 296-52 MAs 28943 cp [This work]
Exchange 2882 Encs. 2882 Cp [BR19c, BR19b]
Exchange 283 Encs. 283 ACC [Bar19]

MAs = memory accesses; CP = chosen plaintexts; (A)CC = (adaptive) chosen ciphertexts; ID = impossible
differential; TD = truncated differential; MD = mixture differential
https://github.com/medsec/expectation-cryptanalysis-on-round-reduced-aes
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https://github.com/medsec/expectation-cryptanalysis-on-round-reduced-aes

Summary
Key Recovery

Time Data
#Rds. Attack type (Enc.) (CP) Ps Ref.
6 Impossible Differential 2122:0 9915 ~ [CKKT01]
6 MitM 2106.2 o8 ~ [DFJ13]
d AES 6 Prob. Mixture-differential ~ 2'9°0  27™%  >0095  [Gral7, Gral9)
= G-round AE 6  Mixturedifferential 9810 9275 (632 [BDK'18]
; ; 78.7 71.3 . .
m Implemented with Small-AES 6 Truncated differential 2rl , 23r 0.632 [This work]
6 Integral 2°% 2°%° & [Tod14, TA14]
6 Partial Sum 2120 932 ~1 [Tunl2a, Tunl2b]
7 Impossible Differential 2106.88 9105 ~ [BLNS18]
7 MitM 299-0 997 =S [DFJ13]
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Conclusion

Small-bias distinguishers are highly useful
Good paper prior to ours: [GR19]

Interesting: S-box and index dependencies

Claim: The more uniform the S-box, the lower deviations from theory [GR19]
Reason still unclear, but indications

m Large deviations mostly due to the small size of Small-AES
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Questions?
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More Precision: Dependencies

“In theory, there is no difference between theory and practice. But, in practice, there is.”
Benjamin Brewster [Yal82, p.202]

We analyzed

m Index dependencies of active input cells and concerned output cells
m Effects of the S-box
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Index Dependencies: Model
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Index Dependencies: Theory

m Equation system

m Four terms per output cell:
For example, for (iin, iout) = (0,0):
25(25(2z; ® K'[0]) @ K?[0]) @ 35(S(3z; & K1 1]) & K?[5])
® S(2S(z; & K'[2]) @ K?[10]) @ S(S(2; ® K'[3]) GSKQ [15])
=25(25(2z; & K'[0]) & K*[0]) @ 35(5(3% ® K'[1]) ® K*[5])
& S(28(z; @ K'[2]) & K?[10]) & S(S(x; & K'[3]) & K?[15])

for ¢ £ j. For different in- or output positions, the equations differ naturally.
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Index Dependencies: Experimental Results on Small-AES

Zhenzhen Bao, Jian Guo, Eik List

In multiples of |psmall-AES — Prand|
0.0 = no distinguisher

1.0 = distinguisher as expected
> | £ 1| = good distinguisher

Range of [0.. + 7]: most combinations better than expected, but not (in, iout) = (0, 0)

15

001 5 3 45 o6 7T o8 9 W2 oU

Theoretical for Small-AES

10011 12 13 14

Experimental for Small-AES
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Index Dependencies: Theoretical Results on The AES

m In multiples of |pags — Prand|
m Range of [0.99..1.35] = any (4in, tout) Works well

m Potential interpretation: Small size and few rounds produce side effects

©-1 1312 1 12 12 1 09 11 12 1 1 12 1 L1 L1
1 ~-1112 1 11 1 1 13 1209 12 12 1 1 11 12 1 4
~- 1 1 11 12 11 L1 12 1 12 1 1 13 1 099 12 12
@-12 1 0991212 1 1 11 1 11 11 12 13 12 1 1
L =-12 1 11 11 1 13 12 1 12 12 1 099 11 12 1 1
w- 1 L1 12 1 L1 12 1 L1 1 1 13 12099 12 12 1

=-12 1 1 13 1 09912 12 1 1 11 12 11 11 12 1

=1 11 11 12 13 12 1 1 12 1 09912 12 1 1 11 [ 2
~-12 12 1 099 L1 12 1 1 12 1 LI L1 1 13 12 1
@-1 1 13 1209 12 12 1 1 11 12 1 11 12 1 11
— =-11 1112 1 12 1 1 13 1 09 12 12 1 1 11 12 -4
2-12 1 1 11 1 11 11 12 13 12 1 1 12 1 099 12
3 4 9 2 5 o 1 ; A 1‘u 1‘1 1‘2 1‘3 l‘A 15

Experimental for Small-AES Theoretical for AES
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S-box Dependencies

Small-AES
b 'Itéé | AT AL
: 7 . = R | ..i.l -
o S N

Orlgmal S box

m Small-AES with
alternative S-boxes

m Practical 4-bit
S-boxes

Toy 6 S box Toy-8 S-box Toy—lO S box
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Which S-box Properties Cause The Deviations?

m Variance? (Already suspected by [GR19])

m Dg = distance to expected #collisions

. Correlation
for input cell 200.0 1
[ ]
175.0 o
15 )
def S 150.0
Ds = Z ’Xim _E[XH

Gout=0
m Pearson correlation of variance and Dg

def cov(X,Y)
PXY = ————
Ox - 0oy

a (rp) ~ (0.812, 1.637 - 10-1) [
’ - : L S-box Variance
high correlation, low error probability

m But not full story. ..

cov(X,Y) =9F E[(X — ux) - (Y — py)] is the covariance of X and Y.
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