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Why PQC
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Quantum Computers:

• Google: 54 qubits (2019)

• IBM Q53: 53 qubits (2019)

• USTC: 76 qubits (2020)

QC solves factoring/DL [Sho94]

→ 👾 may be quantum

Countermeasure:

1. Quantum cryptography (QKD etc.)

2. PQC

3. (Loooooooooong RSA/DL)

Post-Quantum Cryptography

cf. https://en.wikipedia.org/wiki/List_of_quantum_processors

[Sho94] Shor (FOCS 1994)

[BFHLV17] Brenstein, Fried, Heninger, Lou, Valenta (NIST PQC Round 1)

https://en.wikipedia.org/wiki/List_of_quantum_processors
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4 Finalists: KEM

Classic McEliece (code)

CRYSTALS-Kyber (lattice)

NTRU (lattice)

SABER (lattice)

5 Alternates: KEM

BIKE (code)

FrodoKEM (lattice)

HQC (code)

NTRU Prime (lattice)

SIKE (isogeny)

3 Finalists: Sig

CRYSTALS-Dilithium (lattice)

Falcon (lattice)

Rainbow (MQ)

3 Alternates: Sig

GeMSS (MQ)

Picnic (ZK)

SPHICS+ (Hash)

NIST PQC Round 3 (2020-07-22—)
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PKE, KEM, and FO
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• Gen(1k)→(ek,dk)

• Enc(ek,m)→ct

• Dec(dk,ct)→m/⊥

PKE – Public-Key Encryption

ek

ct
m←Dec(dk,ct)

(ek,dk)←Gen(1k)

ct←Enc(ek,m)
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• Gen(1k)→(ek,dk)

• Encaps(ek)→(ct,K)

• Decaps(dk,ct)→K/⊥

KEM – Key Encapsulation Mechanism

ek

ct
K←Decaps(dk,ct)

(ek,dk)←Gen(1k)

(ct,K)←Encaps(ek)
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KEM = FOKEM[PKE,G,H]: 

• Encaps(ek;x):

• ct=Enc(ek,x;G(x))

• K=H(x)

• Decaps(dk,ct): 

1. x’←Dec(dk,ct)

2. if Enc(ek,x’;G(x’))=ct

3. then return H(x’)

4. else return ⊥

Adapted version [FO99]: 

FOKEM is IND-CCA in ROM

if PKE is OW-CPA (and some)

New techniques for PQC

• [HHK17] Implicit Rejection

• [JZCWM18] New proof tech. 

• [SXY18+HKSU20] Using DS

• [JZM19,XY19,LW21] HU, HFO

• [Zhandry19] New QRO sim.

FOKEM [FO99,HHK17,JZCWM18,…] 
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KRA using KMO/PCO/FDO
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Key-Mismatch Oracle:

e.g., key exchange w/ fixed secret

KRA-KMO against KEM

Key-Mismatch Oracle (KMO)

I can use KMO

Can I get dk???

ct, Kguess

Y/N
K’←Decaps(dk,ct)

K’ ?= Kguess

👾

ek

ct K’←Decaps(dk,ct)

Use Kguess

Check K’ ?= Kguess

Use K’
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Plaintext-Checking Oracle:

KEM w/ FO and KE w/ fixed secret

→ KMO checks K’?=Kguess

→ We can check H(x’)?=H(xguess)

→ We can implement PCO of PKE

Ref: OW-PCA [OP01]

KRA-PCO against PKE

Plaintext-Checking Oracle (PCO)

I can use PCO

Can I get dk???

ct, xguess

Y/N
x’←Dec (dk,ct)

x’ ?= xguess

👾

[OP01] Okamoto and Pointcheval (CTRSA 2001)
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Faulty Decapsulation Oracle:

KEM w/ FO

Decapsulation ignores the validity test

FDO always returns H(x’)

Cf. PCO ≪ FDO ≪ DO

KRA-FDO against KEM/PKE

Faulty Decapsulation Oracle (FDO)

I can use FDO

Can I get dk???

ct

K

K’←Decaps(dk,ct)

x’←Dec(dk,ct)

K←H(x’)
👾
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Example: Kyber
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Kyber-512’s PKE:

• ℛ𝑞 = ℤ𝑞 𝑥 /(𝑥256 + 1)

• Ψ3 = centered bin. dist. over −3,+3 256

• Gen(pp): 

• A←ℛ𝑞
2×2, s,d←Ψ3

2, B=As+d

• ek = (A,B), dk = s

• Enc(ek,μ; t,e,f):

• U = tA + e, V = tB + f + [q/2]μ

• ct=(U’,V’) = (comp(U),comp(V))

• Dec(dk,ct): 

1. (U,V) = (decomp(U’), decomp(V’))

2. μ’ = near((2/q) (V-Us)) mod 2

Kyber-512

B = A s d+

V

BAt

e f
[q/2]μ

+

+

U=

V sU [q/2]μ≈-
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Kyber-512’s PKE:

• ℛ𝑞 = ℤ𝑞 𝑥 /(𝑥256 + 1)

• Ψ3 = centered bin. dist. over −3,+3 256

• Dec(dk,ct): s←Ψ3
2

1. (U,V) = (decomp(U’), decomp(V’))

2. μ’ = near((2/q) (V-Us)) mod 2

Idea [HV20]: 

Consider U=(u,0), V = t xi

→ μi’ =near((2/q) (t - u si)) mod 2

and μj’ =near((2/q) (-u sj)) mod 2

→ Determine si by checking μi’

KRA-PCO against Kyber512

V sU [q/2]μ≈-

[HV20] Huguenin-Dumittan and Vaudenay (ACNS2020)

0

1

0 q/4 q/2-q/2 -q/4

t-usi

-usj
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Idea [HV20]: 

Consider U=(u,0), V = t xi

→ μi’ =near((2/q) (t - u si)) mod 2

and μj’ =near((2/q) (-u sj)) mod 2

→ Determine si by checking μi’

Behaivior of μi’ w/ u=-276

[HV20] Huguenin-Dumittan and Vaudenay (ACNS2020)

0

1

0 q/4 q/2-q/2 -q/4

t-usi

-usj
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3 queries determine ski in [-3,+3]

sk = s←Ψ3
2 has 256*2 coefficients

→ Need 1536 queries

KRA-PCO – #Queries

[HV20] Huguenin-Dumittan and Vaudenay (ACNS2020)
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Seeing H(μ’) [New]: 

Consider U=(u,0), V = t0+t1x+t2x
2+t3x

3

→ μi’ =near((2/q) (ti - u si)) mod 2

and μj’ =near((2/q) (-u sj)) mod 2

→ Determine s0,…,s3 by checking 

H(μ’) ?= H(0000 0…)/…/H(1111 0…)

FDO reduces #Queries

0

1

0 q/4 q/2-q/2 -q/4

ti-usi

-usj
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3 queries determine sk0,…,ska-1

(by checking 2a candidates)

sk = s←Ψ3
2 has 256*2 coefficients

→ Need 1536/a queries

KRA-FDO – #Queries

[HV20] Huguenin-Dumittan and Vaudenay (ACNS2020)
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Survey of KRA-PCO

KEM Ref.

Kyber [QCD19,RRCB20,HV20,RBRC20,QCZ+21]

Saber [HV20,OUKT21,NDGJ21,QCZ+21]

FrodoKEM [BDH+19,RRCB20,VV20,QCZ+21]

NTRU LPRime [New:XIU+21]

NTRU-HPS [DDS+19] (There are older ones [JJ00,HS00,…])

NTRU-HRSS [ZCQD21]

Streamlined NTRU Prime [REB+21]

See [App.C:XIU+21] for attacks against other schemes
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Fault-Injection Analysis
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FOKEM

• Decaps(dk,ct): 

1. x’←Dec(dk,ct)

2. if Enc(ek,x’;G(x’))=ct

3. then return H(x’)

4. else return ⊥

💡 Skip the equality check

• Decaps_fail(dk,ct): 

1. x’←Dec(dk,ct)

2. if Enc(ek,x’;G(x’))=ct

3. then return H(x’)

4. else return ⊥

Fault-Injection Analysis

Skip step 2 by injecting power glitch

→We have FDO virtually!
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💡 Skip the equality check

• Decaps_fail(dk,ct): 

1. x’←Dec(dk,ct)

2. if Enc(ek,x’;G(x’))=ct

3. then return H(x’)

4. else return H’(s,ct) //PRF

KRA with FDO:

Fault-Injection Analysis

Skip step 2 by injecting power glitch

→We have FDO virtually!

I can use FDO

Can I get dk???

ct

K

K’←Decaps(dk,ct)

x’←Dec(dk,ct)

K←H(x’)
👾
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CCA Bug in NTRU Prime (A.Ito found)

CCA Bug in NTRU Prime

https://github.com/mupq/pqm4/blob/master/crypto_kem/sntrup761/m4f/kem.c

Compare c and c2

Return 0 if c = c2, -1 otherwise

https://github.com/mupq/pqm4/blob/master/crypto_kem/sntrup761/m4f/kem.c
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CCA Bug in NTRU Prime (A.Ito found)

CCA Bug in NTRU Prime return 0 if c = c2 else -1

L1112: return (-1) – ((d-1)>>31):

this returns 0 if d=0 else -1

• d-1 = 0xffff_ffff/non-zero

• (d-1)>>31 = -1/0

• (-1) – ((d-1)>>31) = 0/-1

L1099: uint16 d = 0x0000

differentbits remains 0 

while differentbits2 is changed

→this function always returns 0

https://github.com/mupq/pqm4/blob/master/crypto_kem/sntrup761/m4f/kem.c

https://github.com/mupq/pqm4/blob/master/crypto_kem/sntrup761/m4f/kem.c
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Fixed!

https://github.com/mupq/pqm4/issues/195

https://github.com/mupq/pqm4/issues/195


27Copyright 2021 NTT CORPORATION

Timing Bug in FrodoKEM [GJN20]

[GJN20] Guo, Johansson, Nilsson (CRYPTO 2020)

Idea of [GJN20]:

If Bp != BBp, it returns ss = F(ct,s) rapidly

Let ct = (Bp,C) = Enc(pk,μ; G(μ))

We can check if ct’ =(Bp,C’) is decrypted into μ or not by seeing the timing

→ lead to key-recovery attack
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Fixed!

https://github.com/mupq/pqm4/issues/161

https://github.com/mupq/pqm4/issues/161
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Skip of cmov – Saber, Kyber, NTRU

// kr = G(x’,H(pk))

// kr = G1(x’,H1(pk)) + H1(ct)

L15: cmov: the half of kr is G1(x’,H1(pk)) if fail is 0, seed otherwise

L17: sha3_256: k = H(G1(x’,H1(pk)),H1(ct)) if fail is 0, H(seed,H1(ct)) otherwise

https://github.com/mupq/pqm4/blob/master/crypto_kem/saber/m4fspeed/kem.c

https://github.com/mupq/pqm4/blob/master/crypto_kem/saber/m4fspeed/kem.c
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Skip of cmov – Saber, Kyber, NTRU

// kr = G(x’,H(pk))

// kr = G1(x’,H1(pk)) + H1(ct)

L15: cmov: the half of kr is G1(x’,H1(pk)) if fail is 0, seed otherwise

L17: sha3_256: k = H(G1(x’,H1(pk)),H1(ct)) if fail is 0, H(seed,H1(ct)) otherwise

https://github.com/mupq/pqm4/blob/master/crypto_kem/saber/m4fspeed/kem.c

https://github.com/mupq/pqm4/blob/master/crypto_kem/saber/m4fspeed/kem.c
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https://github.com/mupq/pqm4/blob/master/crypto_kem/saber/m4fspeed/kem.c

Skip of cmov – Saber, Kyber, NTRU

// kr = G(x’,H(pk))

// kr = G1(x’,H1(pk)) + H1(ct)

L15: cmov: the half of kr is G1(x’,H1(pk)) if fail is 0, seed otherwise

L17: sha3_256: k = H(G1(x’,H1(pk)),H1(ct)) if fail is 0, H(seed,H1(ct)) otherwise

By skipping L8 in RHS, k = H(G1(x’,H1(pk)),H1(ct)) always

https://github.com/mupq/pqm4/blob/master/crypto_kem/saber/m4fspeed/kem.c
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Experiment

Experiment in Tohoku University

STM32F415 (ARM Cortex M4)

ChipWhisperer cw308 UFO baseboard

ChipWhisperer cw1200 capture box

24MHz 
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Experimental results

100 skip trials / each trial takes 0.1s – 10s 

KEM # failures # successes # exp. queries

Kyber512 60 52 5908※

LightSaber 74 46 15515※

ntruhps2048509 33 33 2235

Bikel1 49 34 -

sikep434 30 15 1787

cf. ntrulpr653 100 100 1306※

※: We can reduce #queries for Kyber, Saber, and ntrulpr
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Summary

KEM PCO/FDO Attack surface in pqm4 Effect of FIA in pqm4

Classic McEliece ? N/A N/A

Kyber KR Skip KR

NTRU KR Skip KR

Saber KR Skip KR

BIKE KL (new) Skip KL

FrodoKEM KR Timing bug KR

HQC KR N/A N/A

NTRU Prime (sntrupr) KR CCA bug KR

NTRU Prime (ntrulpr) KR (new) CCA bug KR

SIKE KR Skip KR

KR=Key Recovery, KL=Key leakage
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Summary

• Survey of KRA-PCO/FDO

• FDO setting reduces # queries for KYBER, Saber, FrodoKEM, NTRU LPRime

• Fault-injection analysis and skipping the equality test

• Open problems

• KRA-PCO against Classic McEliece

• KRA-PCO against BIKE

• Secure implementations


