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a toolbox for more efficient universal and updatable
zZkSNARKs and commit-and-prove extensions
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trusted setup zk SNARKS .




universal zk SNARKs




universa\ and updatable zk SNARKS




. first universal and updatable zkSNARK

. guadratic size SRS




‘ first linear SRS universal and updatable zkSNARKS

‘ constant size proof and quasilinear prover

. oolylogarithmic proof and linear prover




inear SRS universal and updatable zkSNARKS
. (shorter) constant size proof and (faster) quasilinear prover

. |OP-like + polynomial commitments
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‘ family of linear SRS universal and updatable zkSNARKS
‘ more efficiency, shorter proofs, efficient CP variants

@ ore general IOP-like + CP-SNARKS
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MARLIN

|OP-like information 1 Pi
theoretic object ( r

® point evaluation 1 F per polynomial

lacks zero knowledge formalization

D optimizations deviate from abstraction



polynomial holographic proof




polynomial holographic proof




polynomial holographic proof




polynomial holographic proof
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commit—and-prove zkSNARKS
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commit—and-prove zkSNARKS
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CS: type-based polynomial commitment scheme in the exponent

monomials In exp

SNARK

compiler

BaHM non hiding commitments for relation polynomials

somewhat hiding commitments for polynomials sent by the prover

committed polynomials
leak at most 1 evaluation
at a random point, scheme
can be deterministic
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CS: type-based polynomial commitment scheme in the exponent
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our zero knowledge

(b1..bp)-leaky zero
know ledge CP-SNARKSs




our zero knowledge

somewhat hiding

commitment schemes




our zero knowledge

(b1+1..bp+1)-bounded
zero knowledge PHP




our zero knowledge

fully zero
know ledge SNARKS
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GKM+18 O( n2)
Sonic 4N G1 + 4N G2
Plonk 3N* G1 + 1 G2
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somewhat hiding commitments

sparse masking method for polynomials

compilation with efficient CP-SNARK

new constraint system with 2 matrices R1CS-lite




