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State of Exposure Notification

X
Niedriges Risiko
Bisher keine Risiko-Begegnung

14 von 14 Tagen aktiv

@  Aktualisiert: Heute, 9:39 Uhr

Aktualisierung in 58:46 Minuten

Verhalten

S0 verhalten Sie sich richtig

0 Waschen Sie Ihre Hande
regelmitig
Tragen Sie einen Mundschutz bei
Kontakt mit anderen Personen

Abstand zu anderen Personen

Niesen oder husten Sie in die
Armbeuge oder in ein Taschentuch

@ Halten Sie mindestens 1,5 Meter
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ratio of positively tested people sharing their diagnosis keys
359% — and the new infections reported by the RKI per day
(calc. on basis of CWA data + estimated values; last update: 15/03/2021; sources: RKI and CWA)
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https://github.com/corona-warn-app/cwa-documentation/blob/946805717f0e14f26e10e6d0e809640267a1fd58/images/ui_screens/android/cwa_detail_android.png
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https://micb25.github.io/dka/plots_en/plot_rki_cwa_cases.png
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Outline

@ Google—-Apple Exposure Notification (GAEN) and Privacy Problems
@ Our Goals and Approach for Improving Privacy
@ Modeling Security and Remaining Data Leakage
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GAEN and Theoretical Privacy Problems

‘ Normal Operation ‘

Installation
[oes ]
[ ]
(oo ]
[--- ] a—— —
—_— backend
backend

‘\
=T =

DP3T Overview Figure CC-BY-SA-4.0 of Ludovic Barman
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https://github.com/DP-3T/documents/blob/08e9c145dabfe26907afd66e0973aceb4e4b44f7/graphics/decentralized_contact_tracing/data_protection_privacy_figure1_phases_of_decentralized_contact_tracing.jpg
https://creativecommons.org/licenses/by-sa/4.0/
https://github.com/DP-3T/documents/commit/688c2be552aa42c02402f9e9cf5ad8448d5df74c#diff-8870d29d10868707b9f90cb51bf75450a401ad91d99f91dadfa2aff8506317d3
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Privacy Problems for Infected Participants

& linking encounters with an infected person on the same day

® |earning which and how many encounters on a day led to a warning
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Our Goals

@ Protect the privacy of infected participants

® Less risk of blame: “You infected me, and therefore X died. This is your fault!”
@ Hence infected participants are more likely to share the keys.

@ While not compromising the privacy of other participants

® No central authority can trace participants
® Model the information leaked to each subset of participants explicitly.
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Our “Hybrid” Approach with Server Pipeline
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Reporting Infections via Upload-What-You-Saw
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Our Security Model

@ Comparison with an ideal functionality.

KIT

Karlsruhe Institute of Technology

® Environment is allowed to choose physical scenario (contact graph, infections) arbitrarily.

a Participants can only learn the day of a risky encounter:
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Leakage About the Contact Graph

Figure: Contact Graph Figure: Leakage Graph (Given to Simulator)

Blue: Honest, Red/Double-Line: Corrupted, Dashed Circle: Pseudonomized
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Excerpt of Real-ldeal Modelling
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Conclusion

@ D3PT/Google-Apple Exposure Notification are already a great first step but still have potential privacy
leakage

@ We present an approach that protects privacy better

& We provide a security model to demonstrate the remaining privacy leakage

For more details, see our full version at https://ia.cr/2020/505.
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