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@ Security of masking in the Random Probing (RP) Model
@ RP-secure gadgets composition (RP composition)

@ RP-secure security level amplification (RP expansion)

[EUROCRYPT 2021] On the Power of Expansion: More Efficient
Constructions in the Random Probing Model. Sonia Belaid, Matthieu
Rivain, Abdul Rahman Taleb.

@ In-depth analysis of RP expansion
@ Generic constructions for RP expansion with improved complexities
@ Concrete instantiations for RP expansion tolerating a leakage rate of
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Illustration

Using n-share gadgets Gi, ..., Gg

4 R
0 N G, =t RG'@) iﬂk

- . 'j .
First Expansion A Second Expansion /i

G 2é
Leakage probability Simulation Failure
p € g

Condition : ¢ < p (tolerated leakage rate)
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RP Expansion

Definition

(t, p,2)-RP expandability (RPE) of gadget G garantees:
@ (p,e)-RP security of G (RPE is stronger than RP)

@ composition of G with other RP secure gadgets: ability to simulate
any set W of internal wires and t output shares using t input shares

W t=2
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Gs Gy
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@ Independent failure probability on each input sharing

e Gi,...,Ggare (t,p,e)-RPE = compiled circuit C is
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Complexity of expanded circuit C of security parameter :
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O(ICl.x%), e= ’Oi‘;(;'(g;x)

Nmax = max(# X in Gmuie, #(+,1]) in Gadd; Geopys # Xc in Gemult)
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Examplet =1, n=2
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Complexity of expanded circuit C of security parameter :

R

Nmax ~ max(# X in Gy, #(+7 ||) in Gaqd, Gcopya # Xc in Gcmult)

d: amplification order (i.e. smallest failure set of internal wires)

e=f(p)=ca p*+0(p*?)
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RP Expansion

Parameters
Complexity of expanded circuit C of security parameter :

R

Nmax = max(# X in Gy, #(+7 ||) in Gaqd, Gcopya # Xc in Gcmult)

d: amplification order (i.e. smallest failure set of internal wires)

e=f(p)=cap?+O(p*)
o during expansion: ek = f(K)(p) = F(f(...f(f(p))...))

n+1

@ higher d = faster decrease in failure probability (dmax = > )

S. Belaid, M. Rivain, A. Taleb, D. Vergnaud



Dynamic RP Expansion

Idea

Using RPE compilers CCy, ..., CCp with numbers of shares ny, ..., ny

cG

—_
k1 times

Leakage
rate p
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cG é
—_
k1 times 1

k
ny* shares

Leakage &
e = £(p)

rate p
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CC1 A CCZ
_— 1 _—
k1 times ko times

k
ny* shares

Leakage &
e = £(p)

rate p
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Using RPE compilers CCy, ..., CCp with numbers of shares ny, ..., ny

CG . CcG é
=t G
ki times 1 ko times 2
Leak: ny?* shares n% . nf shares
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Dynamic RP Expansion

Idea

Using RPE compilers CCy, ..., CCp with numbers of shares ny, ..., ny

cG . CG : cc
PRTIIN — PEEEEY
ki times 1 k> times 2 i Times
Leak n¥ shares n2 . nl shares
caraee K k K ko) ¢ ¢ (k
rate p S =R e =EE )
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Dynamic RP Expansion

Idea

Using RPE compilers CCy, ..., CCp with numbers of shares ny, ..., ny

cG, A

CG . CcG é
=t G
ki times 1 ko times 2
Leak: ny?* shares n% . nf shares
caraee K k K ko) ¢ ¢ (k
rate p S =R e =EE )

ko times

nife-
k, k, k;

et =R p). )

k
-+ ny' shares
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Dynamic RP Expansion

Idea

Using RPE compilers CCy, ..., CCp with numbers of shares ny, ..., ny

CC1 A CCZ
_ _
k1 times 1 ko times
n¥ shares nk2
Leakage 3 (k1) R
rate P & = fl (p) & =

Conditions: 1 < p, & < 6’1(1,

cG, A

- ¥ shares
()

ke
, e <el T

ko times

ke

ki
n,* -+ - n;y' shares

et = RO (R p).
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Dynamic RP Expansion

Idea

Using RPE compilers CCy, ..., CCp with numbers of shares ny, ..., ny

CcG N CcG C\_ (@) C_
N N ..
k1 times 1 ko times 2 ko times ¢
Leak nj* shares n? - ny* shares nkt .. n} shares
eakage B B . B . . . )
rate p &' = fl( 1)(P) £’ = fz( 2)(f1( l)(P)) g = fe( 2)(- x (f1( 1)(P) .2
Conditions: 1 < gy < el £ < e
&1 P, 2 10 o0 Y 1—1
Why?
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n-share RPE compilers:
o small n: fewer sets of probes that reveal the secret = tolerate
better leakage rate p
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Motivation

n-share RPE compilers:
o small n: fewer sets of probes that reveal the secret = tolerate

better leakage rate p

n+1

@ big n: have higher amp. order dpax = —> have better

asymptotic complexity
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Dynamic RP Expansion

Motivation

n-share RPE compilers:
o small n: fewer sets of probes that reveal the secret = tolerate

better leakage rate p
n+1

@ big n: have higher amp. order dpax = 5 —> have better

asymptotic complexity
compIeX|ty
E..]:OIQ. ....... ....... ..... Occh Complexrty and Security Ievel
1018 ....... T e 3 Of RP AES Starting from
: ‘occlh C tolerated leakage of
: R CC3(CC7) : ~76 | ci
:,.]:017 R EHERRIEE PR R p — 2 . us'ng 3_Share CC3
L= N U W and 5-share CCs by Belaid et

Ccz(cc7) S al. - EuroCrypt 2021

: Esecurity
2—-80 2—-128 2—1176 2—1224 2—1272 :

S. Belaid, M. Rivain, A. Taleb, D. Vergnaud Dynamlc RP Expansion with Quasi Linear Asymptotic Complexity




Dynamic RP Expansion

Motivation

n-share RPE compilers:
o small n: fewer sets of probes that reveal the secret = tolerate

better leakage rate p
n+1

@ big n: have higher amp. order dpax = 5 —> have better

asymptotic complexity
compIeX|ty
%.1019. ....... ....... ..... oCC12 Complexity and Security level
1018 ....... T e 3 Of RP AES Starting from
: o ccl : tolerated leakage of
: PooiE CC3(CC7) : ~76 | ci
,1017 .. ....... ...................... p:2 . USIng 3_Share CC3
' .016"F§9.?5......f.......?.......? ....... and 5-share CCs by Belaid et

CCz(CC?) S al. - EuroCrypt 2021

: Esecurity
2—-80 2—-128 2—1176 2—1224 2—1272 :
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Dynamic RP Expansion

Motivation

n-share RPE compilers:
o small n: fewer sets of probes that reveal the secret = tolerate

better leakage rate p
n+1

@ big n: have higher amp. order dpax = 5 —> have better

asymptotic complexity
compIeX|ty
E..]:OIQ. ....... ....... ..... Occh Complexrty and Security Ievel
1018 ....... T e 3 Of RP AES Starting from
: o cclt CC3 cc7 : tolerated leakage of
;,.1017 ....... ....... ( ..... ) ....... p= 2—756 using 3-share CG;
L= N U W and 5-share CCs by Belaid et

Ccz(cc7) S al. - EuroCrypt 2021

: Esecurity
2—-80 2—-128 2—1176 2—1224 2—1272 :

S. Belaid, M. Rivain, A. Taleb, D. Vergnaud Dynamlc RP Expansion with Quasi Linear Asymptotic Complexity
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Dynamic RP Expansion

Motivation

2 possible directions:

@ look for gadgets with small number of shares tolerating the best
leakage rate (eventually with high complexity)

@ look for gadgets which achieve maximal amp. order for any number
shares with low asymptotic complexity

In this work:

@ construction of n-share linear Gaqd, Geopys Gemute With O(nlog n)
asymptotic complexity and maximal amp. order

@ construction of n-share Gy with O(nlog n) randomness and O(n)
multiplications between variables

. Belaid, M. Rivain, A. Taleb, D. Vergnaud



Linear Gadgets

Building Block

O(nlog n) refresh gadget Gefresh by Battistello et al. - CHES 2016:
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Linear Gadgets

Building Block

O(nlog n) refresh gadget Gefresh by Battistello et al. - CHES 2016:

e
a
an
L
)
n/2 randoms
bi < a;j +ri

bnjoyi < anjoyi + ri
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Linear Gadgets

Building Block

O(nlog n) refresh gadget Gefresh by Battistello et al. - CHES 2016:

ai

-
n/2 randoms
b; < a; +r;

by

bn/2

I

bn/2+1

bn

I

bnjoyi < anjoyi + ri
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Linear Gadgets

Building Block

O(nlog n) refresh gadget Gefresh by Battistello et al. - CHES 2016:

by recursive call
() S
ai bn/2
Ry
an bnjat1 \ \ )
Ly - S
bn
R>
-
-
n/2 randoms recursive call
bi < a;+r

bnjoyi < anjoyi + ri
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Linear Gadgets

Building Block

O(nlog n) refresh gadget Gefresh by Battistello et al. - CHES 2016:

by recursive call a
) S
al bn/2 €n/2
R
an bnj2i1 \ ) [ Cnj2+1
L : p— .
by Cn
R —
-
)
n/2 randoms recursive call
b; < a; +r;

bnjoyi < anjoyi + ri
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Linear Gadgets

Building Block

O(nlog n) refresh gadget Gefresh by Battistello et al. - CHES 2016:

by recursive call a
am— S S
al bn/2 €n/2
an bnj2i1 \ ) [ Cnj2+1
L . . Lo
S
bn Cn
-
—__J __J
n/2 randoms recursive call n/2 randoms
bi < ai+r d,-(—c,-—l—r,-’ ,
bnjoyi < anjoyi + ri dnjoyi = Cnjogi + 1
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Linear Gadgets

Building Block

O(nlog n) refresh gadget Gefresh by Battistello et al. - CHES 2016:

by recursive call a
am— S S
al bn/2 €n/2 dp
an bnj2i1 \ ) [ Cnj2+1 dn
L . . Lo —
S
bn Cn
-
—__J __J
n/2 randoms recursive call n/2 randoms
bi < ai+r d,-(—c,-—l—r,-’ ,
bnjoyi < anjoyi + ri dnjoyi = Cnjogi + 1

S. Belaid, M. Rivain, A. Taleb, D. Vergnaud



Linear Gadgets

Building Block

Example (4 shares):

dp +— ( + r1)+r3+r5
(a 2)+r3+r6
d3 < (a3 + r)+ratrs
( )

dy < (a4 + r)+ratre

d2<—
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Linear Gadgets

Building Block

Example (4 shares):
dp +— (31 + r1)+r3+r5
dr +— (a 2)+r3+r6
d3 < (a3 + r)+ratrs
dy < (34 + r2)+r4+r6

@ proven by Battistello et al. to be (n — 1)-SNI in the probing model
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Linear Gadgets

Building Block

Example (4 shares):

dp +— (al + r1) +rs

d2 — (a 2) +re

d3 — (23 + r1) +r5
( )

da < (a4 + 1 +r6

e proven by Battistello et al. to be (n — 1)-SNI in the probing model

@ proven in our work to satisfy stronger requirements to be used as a
building block for RPE secure constructions (extension of
requirements proposed by Belaid et al. - EuroCrypt 2021)

S. Belaid, M. Rivain, A. Taleb, D. Vergnaud 14 /23



Linear Gadgets

Constructions

Using O(n log n) Grefresh
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Linear Gadgets

Constructions

Using O(n log n) Grefresh

Gadd

317~~-7an b]_,...,bn

Grefresh Grefresh

€,---yenf,..., I,

ci =6+ f
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Linear Gadgets

Constructions

Using O(n log n) Grefresh

Gadd

317~~-7an b]_,...,bn

Grefresh Grefresh

€,---yenf,..., I,

ci =6+ f

Geopy

Grefresh Grefresh
| |

el)"'7en f]_,...,fn

S. Belaid, M. Rivain, A. Taleb, D. Vergnaud
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Linear Gadgets

Constructions

Using O(n log n) Grefresh

Gadd Gcopy Gcmult
al,.--yan by,..., by al,...,an ai,...,an
/\
Grem“resh Grelresh Grefresh Grefresh
el»--‘-,enfl,..‘.,fn el,-"-,enfl,..‘.,f,, C'alw"'ac'an
Grefresh
Ci:ei+ﬁ e1,..‘.,e,,
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Linear Gadgets

Constructions

Using O(n log n) Grefresh

Gadd Gcopy
al,.--yan by,..., by ai,...,an
Grefresh Grefresh Grefresh Grefresh

el,...,e,,fl,,,,,fn el,---,enfl,...,f,,

ci =6+ f

e Complexity in O(nlogn)

Gcmult

al, ...

C-ag,...

,C-

Grefresh

€1,...

»€n
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Linear Gadgets

Constructions

Using O(n log n) Grefresh

Gadd Gcopy
al,.--yan by,..., by ai,...,an
Grefresh Grefresh Grefresh Grefresh

el)’”aenf]_,...,fn el)~"7enf]_’...,fn

ci =6+ f

e Complexity in O(nlogn)
n+1
2

@ RPE secure with d = dmax =

Gcmult

al, ...

C-ag,...

,C-

Grefresh

€1,...

»€n

S. Belaid, M. Rivain, A. Taleb, D. Vergnaud Dynamic RP Expansion with Quasi Linear Asymptotic Complexity
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Multiplication Gadget

Construction from Gsubmult, Geompress

Gmuit (over K) construction from 2 subgadgets
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Multiplication Gadget

Construction from Gsubmult, Geompress

Gmuit (over K) construction from 2 subgadgets

a n
D m m 69 n
c -~ o~
g ¢ 2 d
c o
- @

~ n

b
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Construction from Gsubmult, Geompress

Gmuit (over K) construction from 2 subgadgets

a n
D m m 69 n
c -~ o~
g ¢ 2 d
c o
- @

~ n

b

e In classical constructions, m = O(n?)
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Multiplication Gadget

Construction from Gsubmult, Geompress

Gmuit (over K) construction from 2 subgadgets

a n
D m m 69 n
c -~ o~
g ¢ 2 d
c o
- @

~ n

b

e In classical constructions, m = O(n?)

@ Gyt must be RPE secure = composition of Gg,pmuit and
Geompress must be RPE secure
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Multiplication Gadget

Construction from Geybmult, Geompress

Gmuit (over K) construction from 2 subgadgets

a n
D m m SQ n
c -~ o~
g ¢ 2 d
c o
- @

~ n

b

e In classical constructions, m = O(n?)

@ Gyt must be RPE secure = composition of Gg,pmuit and
Geompress must be RPE secure

@ extension of Ggupmult by Belaid et al. - Crypto 2017 with m=2n+1
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Multiplication Gadget

Construction from Geybmult, Geompress

Gmuit (over K) construction from 2 subgadgets

a n
D m m SQ n
c -~ o~
g ¢ 2 d
c o
- @

~ n

b

e In classical constructions, m = O(n?)

@ Gyt must be RPE secure = composition of Gg,pmuit and
Geompress must be RPE secure

@ extension of Ggupmult by Belaid et al. - Crypto 2017 with m=2n+1

@ New Geompress With complexity in O(mlog m)

S. Belaid, M. Rivain, A. Taleb, D. Vergnaud



Multiplication Gadget

Extension of Gsupmuit by Belaid et al. - Crypto 2017

Inputs a,b (illustration with 3 shares), field K
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Multiplication Gadget

Extension of Gsupmuit by Belaid et al. - Crypto 2017

Inputs a,b (illustration with 3 shares), field K

M1 Y2 Y13 l1-=m1 1=721 1—131
v = Y2,1 V2,2 V2.3 5 = 1—7v1p 1 =75 1—-732
3,1 73,2 733 1—7y13 1—73 1—1733
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Multiplication Gadget

Extension of Gsupmuit by Belaid et al. - Crypto 2017

Inputs a,b (illustration with 3 shares), field K

M1 Y2 Y13 l1-=m1 1=721 1—131
v = Y2,1 V2,2 V2.3 5 = 1—7v1p 1 =75 1—-732
3,1 73,2 733 1—7y13 1—73 1—1733

c < ((n+a1)+(rn+a)+ (rs+a3)) - ((s1+ b1) + (s2+ b2) + (s3 + b3))
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Multiplication Gadget

Extension of Gsupmuit by Belaid et al. - Crypto 2017

Inputs a,b (illustration with 3 shares), field K

M1 Y2 Y13 l1-=m1 1=721 1—131
v = Y2,1 V2,2 V2.3 5 = 1—7v1p 1 =75 1—-732
3,1 73,2 733 1—7y13 1—73 1—1733

a— ((n+a1)+ (n+a)+(r+a3)) - ((s1+ b1)+ (524 b2) + (s34 b3))

(r2 (s3
e —r - ((01,1- 514 b1) + (612 52+ b2) + (01,3 - 53 + b3))
3¢ —n- ((52 1-5 + bl) (5272 - S + b2) + (52 353+ b3 )

(93 (95 )

ca < —r3- ((031- 514 b1) + (632 - 52+ b2) + (033 - 53 + b3
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Multiplication Gadget

Extension of Gsupmuit by Belaid et al. - Crypto 2017

Inputs a,b (illustration with 3 shares), field K

M1 Y2 Y13 l1-=m1 1=721 1—131
v = Y2,1 V2,2 V2.3 5 = 1—7v1p 1 =75 1—-732
3,1 73,2 733 1—7y13 1—73 1—1733

c < ((n+a1)+(rn+a)+ (rs+a3)) - ((s1+ b1) + (s2+ b2) + (s3 + b3))

C7 < —S3-

e —r - ((01,1- 514 b1) + (612 52+ b2) + (01,3 - 53 + b3))
3¢ —n- ((5271 -s1 + bl) (52 2+ S+ b2) + (5273 - 53+ b3))
ca < —r3- ((031- 514 b1) + (632 - 52+ b2) + (033 - 53 + b3))
s+ —s1-((ii-n+a)+(io-nt+a)+ (s n+as))
6+ —S ((ni-n+a)+ (o n+a)+ (s n+as))
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Multiplication Gadget

Extension of Gsupmuit by Belaid et al. - Crypto 2017

Gsubmult
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Multiplication Gadget

Extension of Gsupmuit by Belaid et al. - Crypto 2017

Gsubmult
@ uses 2n random values
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Multiplication Gadget

Extension of Gsupmuit by Belaid et al. - Crypto 2017

Gsubmult
@ uses 2n random values

@ outputs 2n + 1 shares

S. Belaid, M. Rivain, A. Taleb, D. Vergnaud Dynamic RP Expansion with Quasi Linear Asymptotic Complexity



Multiplication Gadget

Extension of Gsupmuit by Belaid et al. - Crypto 2017

Gsubmult
@ uses 2n random values

@ outputs 2n + 1 shares

@ performs 2n + 1 multiplications operations
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Multiplication Gadget

Extension of Gsupmuit by Belaid et al. - Crypto 2017

Gsubmult
@ uses 2n random values

@ outputs 2n + 1 shares
@ performs 2n + 1 multiplications operations

e performs 2n? multiplications by a constant
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Multiplication Gadget

Extension of Gsupmuit by Belaid et al. - Crypto 2017

Gsubmult
@ uses 2n random values

@ outputs 2n + 1 shares
@ performs 2n + 1 multiplications operations
e performs 2n? multiplications by a constant

@ is proven to be secure for G, RPE secure construction, for the
right choice of constants in ~ (can be chosen uniformly at random
if the field is large enough)

S. Belaid, M. Rivain, A. Taleb, D. Vergnaud



Multiplication Gadget

New Construction of Gcompress

The [m : n]-compression gadget proposed by Belaid et al. - Crypto 2017 is
not secure as claimed

S. Belaid, M. Rivain, A. Taleb, D. Vergnaud
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Multiplication Gadget

New Construction of Gcompress

The [m : n]-compression gadget proposed by Belaid et al. - Crypto 2017 is
not secure as claimed

New Compression gadget

Cly...,Cpn, Cn+ls---s Con, ey CKn+1s--+3Cm

d=c+cri+...+ Cknyi

S. Belaid, M. Rivain, A. Taleb, D. Vergnaud
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Multiplication Gadget

New Construction of Gcompress

New Geom press

S. Belaid, M. Rivain, A. Taleb, D. Vergn Dynamic RP Expansion witl asi Linear Asymptotic Complexity 20/23



Multiplication Gadget

New Construction of Gcompress

New GcompreSS
o is of size O(|Gefresh| + m)
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@ using O(nlogn) Gyefresh, has complexity O(mlog m)

S. Belaid, M. Rivain, A. Taleb, D. Vergnaud Dynamic RP Expansion with Quasi Linear Asymptotic Complexity



Multiplication Gadget

New Construction of Gcompress
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o is of size O(|Gefresh| + m)

@ using O(nlogn) Gyefresh, has complexity O(mlog m)
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n+1
2
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@ is RPE secure with amplification order d = dpax =
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1
All gadgets of amplification order d = n—;—
Complexity of expansion of a circuit C:
log(Nmax)
C|.x¢ = ——7
0(1Cl.x) o
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New RPE Compiler

With Quasi-Linear Asymptotic Complexity
New Linear gadgets Gadd, Geopy: Gemuit With O(nlog n) complexity

New Gy with O(n) multiplications between variables

n+1
2

All gadgets of amplification order d =

Complexity of expansion of a circuit C:

_ log(Nmax)

O(|C|.k°), 0g(d)

Nmax ~ max(# X in Gmulta #(+7H) in Gadda Gcopy7 # Xe in Gcmult) =
O(nlogn)
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New RPE Compiler

With Quasi-Linear Asymptotic Complexity

e _ log(Nmax)
O(|C|.k%), e= “os(d)

New RPE compiler with Nimax = O(n log n),

———  Previously best compiler with Nmay = O(n?), d = (n+1)/2

d=(n+1)/2

Exponent e
N
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Conclusion

@ Construction of new RPE compiler with quasilinear complexity from
o n-share Guqd, Geopys Gemuit With O(nlog n) complexity

o n-share G with O(nlog n) randomness and O(n) multiplications
between variables

e Dynamic RPE (different compilers) is more interesting than static
RPE (single compiler)

e start with RPE compiler with small nb. of shares tolerating the best
leakage rate

e continue with RPE compiler with best asymptotic complexity (e.g. our
new RPE compiler)

e Future work: Find gadgets with small nb. of shares (e.g. 3 shares)
which tolerate the best possible leakage rate
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