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Number-theoretic Transforms



Number-theoretic Transforms

Suppose n is invertible.

Given an invertible ¢ € R and a principle n-th root of unity w (Vk, n Jk — S w* = 0), we have

n—1
NTT : R /(X" — ¢") = [ ] RIXMAx — ().
i=0

= Cyclic: ¢("=1
= Negacyclic: ("= -1

= Cooley—Tukey: (" = («’)", the n-th power of a power of w

As an isomorphism, we have

NTT(a(x)b(x)) = NTT(a(x))NTT(b(x)) <= a(x)b(x) = NTT L(NTT(a(x))NTT(b(x)))
NTT(a(x) + b(x)) = NTT(a(x)) + NTT(b(x)) <= a(x) + b(x) = NTT~}(NTT(a(x)) + NTT(b(x)))
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Fast Fourier Transforms

= Let w be a principal ngni-th root of unity.

= Cooley—Tukey:

no—1 no—1n—1
R[x] /(x"™ — H RIX| (x™ — n1/> ~ H H R /(x — wi+n0j>
i=0 j=0
= Gentleman—Sande:
no—1 np—1 no—1n—1 .
R[X]/)(’OM - H R[X]/ Wwmiy o H R[X]/<)(71 _ 1> ~ H H R[X]/<X7wn[)j>
=0 i=0 j=0

= For goLg1, Good's trick:

RN /(% — 1) = (R7 (27 — 1)) M/ - 1)
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NTTs: Montgomery Multiplications

s Cortex-M4: smull, smlal — 32-bit arithmetic
= AVX2: vpmulhw = 16-bit arithmetic

Algorithm 1 32-bit Montgomery multiplication on Cortex-M4  Algorithm 2 16-bit Montgomery multiplication with AVX2

Input: (c0,c1) = (a, b) Require: a € [-215,2%%), be [~ %1, 1) B = bg* mod 21°
Output: c0 = ab2~3? (mod q) Ensure: r= ab27'® (mod q)
1: ty L;T%J > signed high product

1. smull tmpO, cO, cO, c1

2
2: mul tmpl, tmpO, (—q_1 mod iR) 3:
4: r < (tl — to) mod 216

3: smlal tmpO, cO, tmpl, q

.ty + ab’ mod

216

to [ 3]

> signed low product
> signed high product
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Saber



Saber

= g=_8192
Rq = Zg[{ /(x**® + 1)
Parameter (/, ) varies for security levels:
= Lightsaber: (/, 1) =(2,10)
= Saber: (/,u) =(3,8)
= Firesaber: (/,u) = (4,6)
= Compute AT-sand A- ¢ where
= Ae R
= 5,5 € R, coefficients are in [—4, 4], small
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How NTT-friendly/unfriendly Saber is?

= Polynomial modulus: x*°® 4 1, awesome!

= Coefficient ring: Zgi92, unfriendly
n Selution—choose——
= Hold on.

= Recall if NTT is defined correctly, then

a(x)b(x) + ¢(x)d(x) = NTT~L(NTT(a(x))NTT(b(x)) + NTT(c(x))NTT(d(x)))

AT . s =NTT (NTT(AT)NTT(s))
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NTTs for AT - s

= We compute AT - s as if Z is the coefficient ring
= Bounding the maximum value of the result:
= Max: 2-256- 892 . L. /=220 .
= Cortex-M4: choose a 32-bit prime ¢’ > 220 .-/
= AVX2: choose two 16-bit primes pg, p1 with popy > 220 - 1+ |
= Compute AT - s as
= Cortex-M4: NTT! (NTT(AT)NTT(s)) in Zg
= AVX2: NTT~! (NTT(AT)NTT(s)) in Zp, and Z,, and CRT at the end
= /+ P NTTs: NTT(s) and NTT(AT)
P

point multiplications”

= /NTT~1: NTT! (NTT(AT)NTT(s))
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NTTs for Saber on Cortex-M4

= Incomplete NTTs giving 4-coefficient polynomials

= Long multiplication with accumulation: smlal

= Let p;, q; be 4-coefficient polynomials
= x is multiplication in (mod x* — ()
= Forh =3 pixq; [X°]h =3, (poai + ((P1a3 + P2az + PdiL))
= We can
= montgomeryR for each of poqio + ((padi + P92 + Pada), or
= montgomeryR for [x°]h
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NTRU




NTRU

= Zg[{ /X" - 1)

= Parameter (g, n) varies for security levels:
» ntruhps2048509: (g, n) = (2048, 509)
= ntruhps2048677: (g, n) = (2048, 677)
= ntruhrss701: (g, n) = (8192,701)
» ntruhps4096821: (g, n) = (4096, 821)
= ntruhps40961229: (g, n) = (4096, 1229)
= ntruhrssi1373: (g, n) = (16384,1373)

= One of the multiplicands is ternary, i.e. coefficients are in {+1,0}
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NTTs for NTRU on Cortex-M4

Parameter sets NTTy q Strategy
ntruhps4096821 | 1728 =964 -3 | 3365569 | Mixed-radix (CT+GS)
ntruhrss701 1536 = 512 -3 | 5747201 Good's (CT+CT)

ntruhps2048677 | 1536 — 5123 | 1389569 | Good's (CT+CT)
ntruhps2048509 | 1024 =256 -4 | 1043969 Radix-2 (CT+GS)

In NTRU Prime, primes p, g give the field Z4[x]/(x" — x — 1). We compare (g, p) = (4591, 761) in NTRU Prime with
(g, n) = (2048, 677) and (8192, 701) in NTRU.

= (X — 1) — (x" — 1) is faster than (x'™ — 1) — (x” — x — 1). Excluding head and tail cases,
» xX"—1:1add; ¢ >n-gq
= x*—(x+1): 2adds; ¢ >n-(2p—1)

u Zq/ — Z{2048,8192} is faster than Zq/ — Z45911

» pkhbt before Zy — Zizagg102}: 0.5 cycles on average with the and instruction
= pkhbt after Zg — Zaso1: 2 cycles on average with Barrett reduction

= On average, we save 2.5 cycles for each coefficient.

= Polynomials in NTRU are shorter than in NTRU Prime = > 2.5 % 701 = 1752.5 cycles of reduction
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Implementation Considerations with
AVX2




NTTs with AVX2

» Divided difference form of CRT:
= Solve [u] < P/2 =T, pi/2 from u=u; (mod p;), i=1..s, |u] < p;/2
: -1 +
» Let mi:=(p1---pi-1)” mod ~p;

yi = W
y» = y1+ ((u2 — y1)m2 mod iPz) p1
ys = y2+ ((us — y2)ms mod *p3) p1p>
u=ys = VYs-1 +((Us_}/sfl)ms mod ips) P11 Ps—1

= Range analysis

= Compute worst-case intervals from input intervals

= Precise operations and roots of unity
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Results




Saber Results: MatrixVectorMul and InnerProd

Table 1: Cycles for MatrixVectorMul and InnerProd in Saber.

MatrixVectorMul
Cortex-M4 Skylake (AVX2)
[BMKV20] Our Work [BMKV20] Our Work
/=2 159k | 66k (— 58%) 7002 | 5215 (—25%)
=3 317k | 125k (- 61%) 14145 | 9579 (—32%)
=4 528k | 205k (- 61%) 24342 | 14959 (—39%)
InnerProduct
Cortex-M4 Skylake (AVX2)
[BMKV20] Our Work [BMKV20] Our Work
=2 73k | 41k (- 44%) 4016 | 2125 (—47%)
=3 99k | 57k (— 42%) 5977 | 2706 (—55%)
=4 126k | 73k (— 42%) 8040 | 3278 (—60%)
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Saber Results: Full Scheme

Table 2: Clock cycles for Lightsaber, Saber, and Firesaber.

Cortex-M4 Skylake (AVX2)
[BMKV20] Our Work [BMKV20] Our Work
K 466k | 360k (—23%) 61325 | 59831 (—2%)
Lightsaber E 653k | 513k(—21%) 75876 | 72473 (—4%)
D 678k | 498k (—27%) 70228 | 64859 (—8%)
K 853k | 658 (—23%) 104832 | 9971 (—5%)
Saber E 1103k | 864 (—22%) | 125835 | 11844 (—6%)
D 1127k | 835 (—26%) 118553 | 10726 (—10%)
K 1340k | 1008k (—25%) 157915 | 148729 (—6%)
Firesaber E 1642k | 1255k(—24%) | 184322 | 171993 (—7%)
D 1679k | 1227k(—27%) | 177864 | 159950 (—10%)
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Table 3: Clock cycles for big by small polynomial multiplication in NTRU.

NTRU Results: Polynomial Multiplications

Cortex-M4 Skylake (AVX2)

n | [KRS19] Our Work [ZCHT19] Our Work
509 | 104k | 101k (- 3%) 6643 | 8540 (129%)
677 | 175k | 156k (- 11%) 11103 | 10373 (~7%)
701 | 173k | 156k (- 10%) 11242 | 10373 (—8%)
821 230k | 199k (— 13%) 15507 | 13247 (—15%)

_ )
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NTRU Results: Full Scheme

Table 4: Clock cycles for NTRU.

Cortex-M4 Skylake (AVX2)
[KRS19] Our Work [ZCH*19] Our Work
K| 79682k | 79660k(+£0%) | 208653 | 218887 (+5%)
ntruhps2048509 E 572k 564k (—1%) 71018 | 73176 (+3%)
D 545k 538k (—1%) | 38950 | 42953(+10%)
K| 143808k | 143725k (+0%) | 332906 | 333278 (+0%)
ntruhps2048677 E 849k 821k(—3%) | 96293 | 95953 (+0%)
D 845k 818k(—3%) | 59169 | 58406 (—1%)
K| 154477k | 154403k (£0%) | 299066 | 298505 (£0%)
ntruhrss701 E 403k 377k (—6%) 56616 | 56084 (—1%)
D 896k 871k(—3%) | 62503 | 61199 (—2%)
K| 208953k | 207 495k (—1%) | 458614 | 451664 (—2%)
ntruhps4096821 E| 1069k 1027k (—4%) | 114986 | 113935 (—1%)
D| 1075k | 1030k(—4%) | 74182 | 70917 (—4%)
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LAC Results

g = 251 for LAC-{128, 192, 256}-v3a
ZalX /X" + 1)
Parameter n varies for security levels:

= LAC-128-v3a: n =512
= LAC-192-v3a and LAC-256-v3a: n = 1024

One of the multiplicands is ternary, i.e. coefficients are in {£1,0}

: Polynomial Multiplications

Table 5: LAC polynomial multiplication clock cycles on Cortex-M4 and Skylake

Cortex-M4 Skylake (AVX2)
[LLZT18] Our Work [LLZT18] Our Work
LAC-128-v3a 638k | 65k (—90%) 14691 | 4552 (—69%)
LAC-192-v3a 1274k | 131k (—90%) 73955 | 10119 (—86%)
LAC-256-v3a 1701k | 132k (—92%) 73955 | 10119 (—86%)
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LAC Results: Full Scheme

Table 6: Performance results in clock cycles for LAC

Cortex-M4 Skylake (AVX2)
[LLZ 18] Our Work [LLZ 18] Our Work
K| 850k | 282k(—67%) | 53000 | 42167(—20%)
LAC-128-v3a |E| 1430k | 450k(—69%) | 76418 | 59252(—22%)
D| 1960k 565k (—71%) 86209 | 55880(—35%)
K| 1507k | 373k(—75%) | 96270 | 41713(—57%)
LAC-192-v3a |E| 2427k | 610k(—75%) | 128342 | 67732(—47%)
D| 3320k | 824k(—75%) | 189660 | 74393(—61%)
K| 2020k | 459k(—77%) | 143568 | 76917(—46%)
LAC-256-v3a |E| 3633k | 748k(—79%) | 202346 | 106836(—47%)
D| 5327k | 1111k(—79%) | 262901 | 104897 (—60%)
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Conclusion

Saber
= Coefficient ring: NTT-unfriendly

= Polynomial modulus: NTT-friendly
= MatrixVectorMul: NTT-friendly

NTRU
= Coefficient rings: NTT-unfriendly

= The degrees of polynomials: large enough for NTTs
= LAC

= Coefficient rings: NT T-unfriendly

= Polynomial modulus: NTT-friendly

= The degrees of polynomials: large enough for NTTs

Compute the result as if Z is the coefficient ring
= Cortex-M4: 32-bit prime
= AVX2: two 16-bit primes
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Works Worth Noting

= \We optimized Saber on Cortex-M4 only for speed. We thank Michiel van Beirendonck for integrating stack optimizations.
See commit 992f0£226503d43b6d33278ecb60a9168ed8d787 in pgm4.
= For even more stack optimized Saber on Cortex-M4 and more analysis on NTTs:
= "Multi-moduli NTTs for Saber on Cortex-M3 and Cortex-M4"
= https://eprint.iacr.org/2021/995
= For NTTs with 64-bit Armv8-A:

= "Neon NTT: Faster Dilithium, Kyber, and Saber on Cortex-A72 and Apple M1"

= https://eprint.iacr.org/2021/986

= Barrett multiplication: 3-instruction single-width modular multiplication

= Asymmetric multiplication: multiplying in R[x]/(x{?>* — () essentially as in R[x]/(x{**} — 1) without requiring ¢ = w{?*},
applicable whenever incomplete NTTs are re-used, e.g. Kyber and Saber
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https://eprint.iacr.org/2021/995
https://eprint.iacr.org/2021/986

Thank you for your attention
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