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Fruitful approach:
Construct interactive protocol for desired functionality (e.g., 
identification, verifiable computation) and apply Fiat-Shamir.
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Two known approaches:
1) ℎ is a random oracle [FS86, BR93, PS96]

2) ℎ is correlation intractable [CGH04, CCHLRRW19, PS19, …]

When does Fiat-Shamir preserve soundness?

In all cases, ℎ is a cryptographic hash function.



In all cases, ℎ is a cryptographic hash function.

This work: Is this necessary?
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Which protocols?
• Lyubashevsky’s ID protocol
• Schnorr’s ID protocol
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What is a simple FS hash function?
Examples:
• ℎ 𝑥 = BitDecomp(𝑥)
• ℎ 𝑥 = 𝑎𝑥 + 𝑏 (𝑚𝑜𝑑 𝑝)

plain model

generic group model
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Our Results, Part 2
Cryptographic FS hash functions are necessary to compile many 
3-message HVZK arguments.

In particular, any FS hash function that compiles these protocols 
must be “mix-and-match resistant”.

Example protocols:
• Blum’s Hamiltonicity protocol (with parallel repetition)
• GMW86 3-Coloring protocol (with parallel repetition)
• 1-bit challenge Schnorr (with parallel repetition)



This talk

• Simple FS compiler for Lyubashevsky’s protocol

• Why some protocols require a cryptographic FS 
hash function 

(see paper for positive results on Schnorr signatures)
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Since 𝐴 and 𝑌 are random, finding 
short 𝑧, ℎ(𝛼) amounts to breaking SIS!

Note: the honest prover in non-interactive Lyubashevsky uses 
short 𝑅 satisfying 𝐴𝑅 = 𝑌 to compute this SIS solution. 

Fun fact: Lattice trapdoors of [MP12, LW15] arise from applying 
Fiat-Shamir with the bit-decomposition function to Lyubashevky.



Two seemingly unrelated approaches to lattice signatures:

(1) [GPV08]: To sign 𝑚, apply a random oracle ℎ, then use lattice 
trapdoors to compute a “pre-image” of ℎ 𝑚 .

(2) Fiat-Shamir + Lyubashevky.

We show: these are equivalent if we instantiate (2) with a bit-
decomposition-based FS hash function and use Hash-and-Sign.
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response 𝛾

commitment 𝛼 𝑉𝑃

In our positive results, 𝛽 ← 𝑅 for super-poly size 𝑅 . 
But in many important protocols [GMR85, Blum86, GMW86, …], 
|𝑅| is poly and soundness requires parallel repetition.
Bad news: our positive FS results do not apply to these protocols!
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challenge 𝛽

response 𝛾

commitment 𝛼

Theorem: For many common sigma protocols Π, FS hash 
function ℎ for Π" must be cryptographic.

Assume:
• 𝛽 sampled from poly-size 𝑅
• 𝛼 pseudorandom 
• Honest-Verifier ZK (HVZK)

𝑉𝑃

Proof Idea: 
• For any ℎ, define a “mix-and-match” game that an inefficient

adversary can almost always win.
• We show: if an efficient adversary can win the “mix-and-

match” game, it can break FS[Π" , ℎ].
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Lemma: If 𝑘 = 𝜔(𝑡), solution exists 
with 1 − negl(𝑡) probability
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Want to show: given efficient attacker 
in the mix-and-match game for ℎ, can 
break soundness of FS[Π" , ℎ]:



Attack on FS[Π" , ℎ]
(1) Run HVZK simulator to generate 

accepting transcripts {𝛼!,$ , 𝛽!,$ , 𝛾!,$}
(2) Run Mix-and-Match attacker on 

{𝛼!,$ , 𝛽!,$} to obtain 𝑗%, … , 𝑗"
(3) Output {𝛼!,$# , 𝛾!,$#} for 𝑖 ∈ [𝑡]
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Attack on FS[Π" , ℎ]

Why does this work?
• {𝛼!,$ , 𝛽!,$} is pseudorandom, so 

Mix-and-Match attacker succeeds 
with good probability

• If attacker succeeds, ℎ outputs 
“correct” 𝛽%,$! , … , 𝛽",$".



• For certain protocols (Lyubashevsky, Schnorr, Chaum-
Pedersen), simple FS hash functions can be enough.

• But for many classic protocols such as 
[GMR85,Blum86,GMW86], cryptographic FS hash 
functions are necessary.

In summary, Fiat-Shamir sometimes
requires a cryptographic FS hash function.
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