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Limitations of Prior Work Our Results
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• Necessary assumption: IBE
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• All prior work build key-policy FE

• Build CPFE via universal circuits: Um (.)

• Inefficient, supports bounded size circuits

• Exception:1-key secure CPFE [SS10]

• [[SS10]: 1-key CPFE from PKE & GC

Limitations of Prior Work Our Results
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Decrypt(CT, SKUx
) = Ux ( f )

Key-policy
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Limitations of Prior Work Our Results

• DBC CPFE with various tradeoffs -

• (IND-CPA/SIM-RSO) IBE ⇒ (NA / AD)-SIM, 

(Unbounded / Bounded) size circuits

• IBE: necessary & sufficient

• DBC, succinct, AD-SIM CP, KP-FE from LWE

2

• All prior work build key-policy FE

• Build CPFE via universal circuits: Um (.)

• Inefficient, supports bounded size circuits

• Exception: [SS10] - 1-key secure

• [SS10]: PKE + GC

2



Limitations of Prior Work Our Results

• DBC CPFE with various tradeoffs -

• (IND-CPA/SIM-RSO) IBE ⇒ (NA / AD)-SIM, 

(Unbounded / Bounded) size circuits

• IBE: necessary & sufficient

• DBC, succinct, AD-SIM CP, KP-FE from LWE

2

• All prior work build key-policy FE

• Build CPFE via universal circuits: Um (.)

• Inefficient, supports bounded size circuits

• Exception: [SS10] - 1-key secure

• [SS10]: PKE + GC

2



Limitations of Prior Work Our Results

• DBC CPFE with various tradeoffs -

• (IND-CPA/SIM-RSO) IBE ⇒ (NA / AD)-SIM, 

(Unbounded / Bounded) size circuits

• IBE: necessary & sufficient

• DBC, succinct, AD-SIM CP, KP-FE from LWE

2

• All prior work build key-policy FE

• Build CPFE via universal circuits: Um (.)

• Inefficient, supports bounded size circuits

• Exception: [SS10] - 1-key secure

• [SS10]: PKE + GC

IND-CPA ⇒
SIM-RSO [KT18]

2



Limitations of Prior Work Our Results

• DBC CPFE with various tradeoffs -

• (IND-CPA/SIM-RSO) IBE ⇒ (NA / AD)-SIM, 

(Unbounded / Bounded) size circuits

• IBE: necessary for DBC

• DBC, succinct, AD-SIM CP, KP-FE from LWE

2

• All prior work build key-policy FE

• Build CPFE via universal circuits: Um (.)

• Inefficient, supports bounded size circuits

• Exception: [SS10] - 1-key secure

• [SS10]: PKE + GC

2



Limitations of Prior Work Our Results

• DBC CPFE with various tradeoffs -

• (IND-CPA/SIM-RSO) IBE ⇒ (NA / AD)-SIM, 

(Unbounded / Bounded) size circuits

• IBE: necessary for DBC

• DBC, AD-SIM, succinct CP/KP-FE from LWE

Unbounded size, 
bounded depth & 

output circuits

2

• All prior work build key-policy FE

• Build CPFE via universal circuits: Um (.)

• Inefficient, supports bounded size circuits

• Exception: [SS10] - 1-key secure

• [SS10]: PKE + GC

2



Limitations of Prior Work Our Results

• DBC CPFE with various tradeoffs -

• (IND-CPA/SIM-RSO) IBE ⇒ (NA / AD)-SIM, 

(Unbounded / Bounded) size circuits

• IBE: necessary for DBC

• DBC, AD-SIM, succinct CP/KP-FE from LWE

Stronger security
for [GKP+13b]

2

• All prior work build key-policy FE

• Build CPFE via universal circuits: Um (.)

• Inefficient, supports bounded size circuits

• Exception: [SS10] - 1-key secure

• [SS10]: PKE + GC

2



Limitations of Prior Work Our Results

2

• Model of computation (Uniform: TM,FA)

• PK-FE [GKP+13a]: non-standard assumption

• PK-FE [AS17]: 1-key, LWE

• SK-FE for FA [AMY19]: LWE

• Bounded collusion

3



• Model of computation (Uniform: TM,FA)

• PK-FE [GKP+13a]: non-standard assumption

• PK-FE [AS17]: 1-key, LWE

• SK-FE for FA [AMY19]: LWE

• Bounded collusion

Limitations of Prior Work Our Results

2

Circuits have fixed input sizes
Incurs worst-case runtime

3



Limitations of Prior Work Our Results

• Model of computation (Uniform: TM,FA)

• PK-FE [GKP+13a]: non-standard assumption

• PK-FE [AS17]: 1-key, LWE

• SK-FE for FA [AMY19]: LWE

• Bounded collusion

2

3



Limitations of Prior Work Our Results

• Model of computation (Uniform: TM,FA)

• PK-FE [GKP+13a]: non-standard assumption

• PK-FE [AS17]: 1-key, LWE

• SK-FE for FA [AMY19]: LWE

• Bounded collusion

2

3
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t is not a global bound, can vary per input.
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Concurrent Work:

• [GGLW21] also introduced DBC

• Similar techniques, but for KPFE: 

• IBE + existing KPFE [GVW12, AV19]
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