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Correlated leakage in the dynamic setting
* Operation identity leakage
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o Many volume-hiding schemes have limited dynamicity and must be
‘upgraded’ using our framework
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Efficiency Comparison

Over a sequence of A=64 Add operations to a multi-map containing 22° values

Efficiency Our framework applied to Black-box simulation Standard Dynamic
Measure AVLH [KM19] with Path ORAM [SPS14]  EMM [m27, ClJ+14]

as !

Client State
(Mbits)

Server Storage
(Mbits)

Communication
(Mbits)

Leakage
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Our framework applied to Black-box simulation
AVLH [KM1g] with Path ORAM [SPS14]
0.486 4.78

44,.062 52424.7

1827.1 1995.534

Total number of labels, values, max.  (Upper-bound) number of
tuple length labels, max. tuple length
Updated number of labels, values,

max. tuple length (after A operations)
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Standard Dynamic
EMM [, ClJ+14]
0.066

20.992

10.485

Volume, Query equality
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Dynamic Framework: In Summary

October 2021

We construct a dynamic operation equality suppressing framework,
answering an open question [KMO18]

We apply our framework to AVLH [KM1g] and PBS [KM018] to produce
three new fully-dynamic almost-zero leakage STE schemes

We prove that for certain natural assumptions, our schemes are
asymptotically more efficient than black-box ORAM simulation

Please see our paper for more details!
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