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Key-Policy ABE Ciphertext-Policy ABE
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Lattice-based constructions
Generic transformation [GJPS ‘08]
Agrawal-Yamada '20a,
Agrawal-Yamada ’20b

Lattice-based constructions
Gorbunov-Vaikuntanathan-Wee ’13
Boneh-Gentry-... ‘14 Enormous gaps
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Multi-Authority ABE (MA-ABE)

* In ABE, one central authority who verifies attributes and issues secret keys
* |n reality, multiple authorities are in charge of different attributes

« DMV for “holds a driving license”

* University for “holds a Ph.D”

* Military for “veteran”

e “Multi-Authority” ABE

e Chase 07/, ..., Lewko-Waters '11, Okamoto-Takashima ‘13, Rouselakis-\Waters ‘15



MA-ABE

 Anyone can become an authority

* No coordination except global PublicParams
» Different authorities control different attributes
 No bound on # of authorities

 Each authority can issue secret keys to users possessing attributes under
their control

* without any interaction with other authorities
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University Enc(“Hi”,
CT = PhD AND DrivingLicense)
- IEnc(“Bye”,
A phD AND Veteran)

Military

KeyGen(“PhD?”)

KeyGen(“DrivingLicense”) il KeyGen(“PhD”) N eyGe Veteran®)
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Can decrypt CT2

No one can decrypt CT1 (collusion resistance)
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Chase ‘07

 How to uniquely identify a user?

e Associate a unique global verifiable identifier (GID)

* The global identity of a user remains fixed for the entire lifetime of the system

* Users have no freedom to choose their global identities

Military Military

é é Dlstlngwshable @
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MA-ABE Syntax

(Assume one attribute per authority)

GP <« GlobalSetup(1%)
PK,, MSK, « AuthSetup(GP, u) SKgip ., < KeyGen(MSK,,, GID)

CT « Enc({PKy},cp» msg, f)

msg’ «— DeC({SKGID,u}ueUa CT) (All with same GID)

Correctness: If /(U/) = true then msg = msg

Security: If /([/) = false then msg is “hidden”
(Collusion among users and some corrupt authorities is allowed)
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Our Main Theorem

There exist an MA-ABE scheme in the GID model for access policies captured
by DNF formulas that is statically secure against an arbitrary collusion of parties
INn the random oracle model and assuming the LWE assumption.
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Our Main Theorem e
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sub-exp.
modulus-to-noise
ratio
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Challenges

SK = (SKl, SKQ, SK3)

SK = (SKj, SK», SK3)
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The randomness used to tie
together different key components
for a specific user is obtained from

H(GID)

Randomness is
essentially public

Existing LWE-based CP-ABE
schemes fail to satisfy public
randomness
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Additional Properties of LSSS Used in This Work

« Small reconstruction coefficients: Reconstruction of the secret can be done
by small coefficients, i.e., coming from {0,1}.

* Linear independence for unauthorized rows: Any unauthorized set of rows
of the share generating matrix are linearly independent.

Agrawal et al. 20, Lewko-Waters ‘11 Theorem:
Theorem: There exists such a There exists such a non-monotone
monotone LSSS* for DNFs LSSS* for LOGSPACE

(|mpI|C|t In G\AN1 3) A different construction
for NC1 in the paper

Open: such a monotone LSSS for NC1? Width of LSSS ~ policy size
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The Recipe

Extension,
non-generic

Why Monotone LSSS*?

In CP-ABE, central authority enforces no user

gets the key for an attribute and its negation.
In MA-ABE, an adversary colluding with corrupt
authority knows both.




The CP-ABE Scheme

Setup(14, U):

For each attribute u € U, sample

. A, «— Z7" together with a trapdoor A :
o Hl/t < szm

Sample y « Z

Output:

PK = (v, {A,}, {H,}), MSK = {PK, A}
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The CP-ABE Scheme
PK = (v, {A,}, {H,})

KeyGen(MSK, U): // U is a set of attributes
MSK = {A~1}

Sample t «— noise” ! and set t = (1,t)
For each attribute u, sample k, <~ A~'(H, - t")

Output:
SKy = (1k, 1, t)

Public nature of ¢ i the (bublic) randomness that ties
randomness is

important for MA-ABE  together different key components



The CP-ABE Scheme

Enc(PK, msg € {0,1}, (M, p)): |M,
/I M= Y| ezl

Samples <« Z,Vy,...,V, < 2 Mf SKU: ({ku},t)

Compute:
Ci — SAp(Z) + nOisel‘

PK = (y, {A,}, {H, D)
MSK = {A~1}

¢, =M,- v, —sH,; + noise;

Output:
CT = ({Ci}ie[f]a {éi}ie[f]a C = MSB(sy') & msg)




The CP-ABE Scheme

PK = (y, (A, }, {H, })

Dec(SK;, CT): VISK = (A-1)

If U does not satisfy (M, p), output L
Else do the following:

I — Indices of rows of M corresponding to SKy = (1K, },t)
available attributes ¥

{w;}.c; € {0,1} — Reconstruction coefficients

CT = ({ci},-e[g], {éi}ie[f]’

Compute: O — MSB(syT)
K' = Z wi(cik;(l.) +Ct') @d msg)
icl
Output:

msg = C @ MSB(K")



Correctness

el
(Ignoring small noise-like terms)

T A 4T
K'= ) wiekl, +¢&th

msg = C @ MSB(K")

sy' 0 0
V2 t7 — sH ,t"
¢ T 4+ M. v
Cikaa) + &t = SA K, M, ;



Correctness

(Ignoring small noise-like terms) el

K'= ) wiekl, +¢&th

msg = C @ MSB(K")

sy' 0 0
k! +ét' =sA k! +M.- 2 t' —sH .t'
CiKppy TEL =SB Ky T M, Vs p(i)
\

T T
Recall A, ;K = Hpt
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Correctness e
(Ignoring small noise-like terms) el

msg = C @ MSB(K")

T T
Recall A, K, = Hyt

Reconstruction gives SyT
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Conclusion Thank you!

* The first MA-ABE for a non-trivial class of access policies from LWE
* A direct LWE-based approach for CP-ABE

Open problems:

 More expressive policies than DNFs

» Better security (we only get static)

* Better parameters (even for CP-ABE)

 Unbounded number of attributes per authority (we only get bounded)



