Towards Accountability in CRS Generation

Prabhanjan Ananth Gilad Asharov Hila Dahari Vipul Goyal

UCSB Barllan Weizmann Institute CMU and NTT
University of Science Research

Eurocrypt 2021



Non-Interactive Zero-Knowledge (NIZK)

The model:
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Non-Interactive Zero-Knowledge (NIZK)

The model:
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X For asinglemessage zeranowledge proof, we Here the
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requiretrusted setup, specifically, we require a

common reference string GC24, FLS0

Prover Verifier

accept/reject



Common Reference String (CRS) Model

The model:The parties share tausted public string
TP TP PTTP PP BETP T

from a known distribution.

Motivation:

A Noninteractive zereknowledge for NPGO94, FLS0]

A Malicious two round MPQ/\W 16, G498, BI18]



Non-Interactive Zero-Knowledge (NIZK)

Completenesstf e ¥ 4, the verifieracceptsw.h.p

o N |

Soundnessitf o e <, the verifierrejectsw.h.p Here the

Zero knowledgeif e ¥ < the verifiercannotlearn

anyadditional information from the proofZ.

More formally,™| such that for alle ¥ 4 Prover Verifier

{(e) e (Fq A accept/reject



NIZK in the Common Reference String (CRS)

However,in thereal world,
MTPMEMNTEP PPTIPTIM@PPT

N

1. Who generates th€RS

2. What happens if th€RS3s maliciouslygenerated?

Prover Verifier



Related Works

Weaker notions of security:

A Zap[DworkNaorO0)]

A Superpolynomial simulation security?a<3]

A Multi-string model Groth Ostrovsky07]

A Unreliable CRG0yalKaiz08, GargGoyalkinSahail 1]

A NIZKs with an untrusted CRSIlareFuchsbaueBafurol 6]



CRS generation in the real world

02 Dec 2016 |18:50 GMT

The Crazy Security Behind the Birth
of Zcash, the Inside Story
Zcash, the new anonymous cryptocurrency, was born

in a cloak-and-dagger cocoon of digital secrecy. There
was just one little problem

x MPC¢ multiple parties generate together the CRS. )

Who generates the CRS?

Paranoia, the destroyer: Za Wilcox, brother of Zcash CEO Zooko Wilcox, sets about
destroying a computer used to generate the cryptographic parameters needed to start
Zcash

“How would you feel about donating your phone to science?”

Paranoia, the destroyer: Za Wilcox, brother of
Zcash CEO Zooko Wilcox, sets about destroying
a computer used to generate the cryptographic
parameters needed to start Zcash

https://www.youtube.com/watch?v=BdY-3x3teM



https://www.youtube.com/watch?v=D6dY-3x3teM

CRS generation in the real world

Who generates the CRS?

X A trusted party

In real life, do there really existrusted parties?



CRS generation in the real world

x If amaliciousparty recoversprivate information, butkeepsit to themselves-impossibleto
protect against

x If the maliciousparty usesthe private information, we want tgprove they acted maliciously



Our Talk

x Qur focus a party who tries teell private information isheld accountable
x Weintroducethe notion ofaccountabilityin CRS generation

x We studyaccountabilityfor NIZK 2PC and specificallyQT

Our Resultsinformally,
x NIZK:Under standard assumptions, we dgeétZKfor all of NPwith accountabilityin CRS generation
x 2PCThere is a tweparty functionality for which it isimpossibleto achieveaccountability
x 2PC:Under standard assumptions, we g#tCfor alarge clas®f functionalitieswith accountability

in CRS generation



CRS generation in the real world

Al
Our setting:A party calledAuthority generates theCRS Lf’
~' N
X Theauthority is anhonestparty — AUthfrity
Everything works MPMMIMPPTPPPPP TP
Z ' ‘u-d"

F%over \/éﬂﬁer



CRS generation in the real world

Our setting:A party calledduthority generates theCRS ‘
g-A party yga L&l s
x Theauthority is amaliciousparty — MaliciOUSf\Uthority
U A maliciousauthority generatesCRSwith TUP TUTCRP P PRPEP P TEP

trapdoors.

U Theproveruses the'bad’ CR3o generate aNIZK

and send it to theverifier Prover Verifier



CRS generation in the real world

Our setting:A party calledAuthority generates theCRS
X Theauthority is amaliciousparty —
U The maliciouswuthority extracts from the proo¥,
(using the trapdoors in th€ER$the private

information

Given:Z, CRS
(with trapdoorsi )

Extractprivate
information:

A

MaliciousAuthority

!
TUp TUTU R P PRGE P P TBP



CRS generation in the real world

Our setting:A party calledAuthority generates theCRS

X Theauthority is amaliciousparty —

U The maliciousuthority sets up éackdoor

. _ _ _ M aliciousAUthority
service thatsellsthe private information = for

|
_ TP TUTU P P PREE P p TBP
profit



CRS generation in the real world

Backdoor '
x Theauthority is amaliciousparty — service ‘
L@f ¥
The authority camnaliciouslygenerate theCR8with MaliciousAUthority
|
trapdoors, recoveprivate information, L TUTT WP P PRPE P p TBP

and use thebackdoorservice tosellthe private

information for profit.

Prover Verifier



CRS generation in the real world

Backdoor
Our goal:Be able to use theackdoorservice to a@a ML W
.\'3‘ = .
generate goroof that: Maliciousf\Uthority
1. TheCRSvasmaliciouslygenerated TUP TUTTRP @ PREE P p TEP

2. Theauthority was dishonest

Prover Verifier



CRS generation in the real world

x Specifically, to construct aaxtractor that by usingthe -

backdoorservice can generatef@oof that the

authority maliciouslygenerated theCRS

MaliciousAUthority

|
TP TUTT R @ PREE p p 18P



CRS generation in the real world

Extractthe witness
from the proof
using thetrapdoor
in the CRS

x |If the backdoorservice will recognize thextractor, Ag/,f
a

MaliciousAuUthority

it will not open the proof, thus thejueriesshould

look like“real”.

Etractor



CRS generation in the real world

Backdoor '
Our approachDesign a CRS generation service u.
protocol that satisfies aaccountabilityproperty. MaliciousAuthority

}
TP TUTURP @ PRET P P TBP

Prover Verifier



CRS generation in the real world

Backdoor '
_ service
4{}( B

MaliciousAuthority

}
TP TUTURP @ PRET P P TBP

Let(GenCRS, Prove, Verify, Judge)a

four PPT algorithms, such that:

AUthority IS
malicious
Here the

evidence:

A (GenCRS, Prove, Verifg)a NIZK proof

system

A Judge(syntax)-

A Input: aCRSand arevidenceW

A Output: honest/corruptedCRS

JJdge honest/corrupted



CRS generation in the real world

Backdoor
Accountability: If the authority is malicious °G“ —E L@f
A =4
andsellsyour information, MaliciousAuthority

}
TP TUTURP @ PRET P P TBP

AUthority IS
malicious
Here the

evidence:

you can use théackdoorservice to

generate goublicly verifiableproof.

* For example: to convincejadgein the court

JJdge honest/corrupted



CRS generation in the real world

Backdoor '
_ service

Defamation free:lf the authority ishonest, (0 ‘

MaliciousAuthority

}
TP TUTURP @ PRET P P TBP

one cannotgenerate goroof against the authority

AUthority IS
malicious
Here the

evidence:

that is accepted byudge

Formally,! 0 0 fialicious partydhthere
exists a negligible function t such that for all_:
0 (WdzFRIaeE £ w {2 dzi LOINNIzWT SR
where/ wN GenCR$()

JJdge honest/corrupted



CRS generation in the real world

Backdoor '
We say tha{GenCRS, Prove, Verify, Judba}p service ‘
Ay
Malicious Authority Security for NIZK MaliciousAUthority

}
TP TUTURP @ PRET P P TBP

AUthority IS
malicious
Here the

evidence:

A (GenCRS, Prove, Verifg)a NIZK proof

system

A (GenCRS, Prove, Verify, Judgalisfies both,

accountabilityanddefamation free

JJdge honest/corrupted



Accountability

Acc.Real

Sample(atn)
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M alicious

AUthority

Theoutput isp iff: 'Y(cdb & p



Accountability

Acc.Real

T
A

Sample(eh ) ) MaliciousAuthority
ZN O ¢ q='$|zﬁoﬁ::s
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AUthority
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Theoutput isp iff: 'Y(cdb & p




Accountability

Acc.Real

Sam F(dﬁ:ﬁiie)
ZN G ¢ e o
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MaliciousAuthority

AUthority

Theoutput isp iff: 'Y(cdb & p




Accountability

Acc.Real Acc.Ext

E(traCtor *’ Y

“N 01 ¢ 06 Whiv

. E
A
B
’

Malicious Malicious
AUthority “N Oi & 6 WD AUthority
l & "WHV
Theoutput isp iff: 'Y(cho @ p Theoutput is p if the Judgewill be convinced
by theevidenceWthat 6 "YY is corrupted
Extractor .4 5

N




Accountability

Acc.Real Acc.Ext

E(tractor *] o o

“N 01 ¢ 06 Whiv

W

S a mgahe Malicious
“N O ¢ 6 Whiv AUthority
l & WAV

M alicious
AUthority

Theoutput isp iff: 'Y(cho @ p Theoutput is p if the Judgewill be convinced
by theevidenceWthat 6 "YY is corrupted

Accountability:! 0 0 4uthority 6 that succeeds ifA "HIH HHhere exists a® 0 & E i NJOthat Suéteeds ifA "HENO |



Our Results

Positive Results

Theorem (Informal). Assuming SXDH on bilinear maps, there exists a NIZK for NP language in
CRS model satisfying both thecountabilityand thedefamation-free properties.



High Level of Our
Construction



Malicious Authority Security for NIZK

Starting point:Force theCRSauthority to add a
commitmentto the CRS. Then, thgoof is the ability toopen

the commitment.

If the authority ismalicious then from theobtained witness
the extractor canrecoverthe secret/bn the CR3&nd prove to

the judge

Tools:Rerendomizablebit commitment scheméGO %6, ADKILI]
. Rerandomize , , 5
0 & GdYh ) O ¢ (U] »)

sample»

PI’OVGI’
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MaliciousAuUthority

|
Fe b ® 44y 0¢ D

Verifier



Malicious Authority Security for NIZK

' J Loy
Ay s
MaliciousAUthority > i
| Extractor
Fe e ® 50y 6 ¢ Gud Samplerandrerandomize
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Prover Verifier

Statementdt 6 ¢ (rip)
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Malicious Authority Security for NIZK

U I Edglg

5L
W . PB4 |
JEs » —
MaliciousAUthority » it
| Extractor
P e ® kg 6 € G Extract/b Checkifdt 4 | & ¢ @D
/ \ Statementdr 6 € QU » Output: corrupted CRS

Withess: /1§ »
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Prover Veri

Statementdt 6 ¢ (rip)
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Malicious Authority Security for NIZK

' I Lyl

Accountabilityfollows from I'&
= B »
perfect rerandomization. MaliciousAuthority > A
| Extractor
Fe e ® 4 6 & GrD Samplerand rerandomize

Defamation freefollows from
0 € G == o ¢ Grd)ES »
StatementdE 6 ¢ QU »

Withess: /1§ »

the security of the commitment.

Verifier

Statementdt 6 € Grdp)

Withess: e



Challenges

X In the paper, we extend this idea to an NPC problem (a variant of Circuit Satisfiability)

X A major challenge is tgeneratea NIZK while thextractor does notknow thewitness

Af‘/{/. fl:é > 4
MaliciousAUthority — i
! Extractor
F e % gy 6 ¢ Qb Sampler-andrerandomize

5 & Q) =— & ¢ GUTIS »)
Statementd: 6 £ @S »

Witness: /1§ »



Challenges

X Qur approach is to force thauthority to add more information to the CRS.
However, if theauthority is amaliciousparty, how can the provectheckthat the
additional informationis valid?

x We cannot use NIZK since it will require CRS



More Results —
Accountability in 2PC



2PC in CRS model

x We cannotachieve malicioug rounds2PC in the plain modélI\W 16, G4.8, Bl185]
X In the CRS model, veanachieve maliciou rounds2PC, but a corrupted authority caacoverthe
private inputs

Can we achievaccountabilityin CRS generation faP

x We extend the definition of accountability f@PC



Strong Accountability

In 2PC protocol theuthority can beactive—and corrupted one of the parties during the protocol.

We call such a casgrong accountability and we ask whethestrong accountabilityis achievable.



Our Results - OT

Positive Results

Theorem (Informal). Assuming IO for P/poly [B&)J&GH16] and SXDH on bilinear groups, there
exists a tweround maliciously secure OT in the CRS model satisfyingsbotig accountability

anddefamation-free properties.

Theorem (Informal). Assuming SXDH on bilinear maps, there existsrauna maliciously secure
OT in the CRS model satisfying ba#ak accountabilityand defamationfree.



Our Results — 2PC

Impossibility Result

Theorem (Informal). There exists a tparty functionality F such that them@oes not exisiany
secure tweparty computation protocol for F in the CRS model satisfying both (weak)
accountabilityand defamation-free properties.

Positive Results

Theorem (Informal). Assuming SXDH on bilinear maps, there existsrauna maliciously secure
two-party computation protocol for G satisfying botfeak accountabilityand defamation-free.

* The class of functionSincludes for instance: oblivious transfer, private information retrieval, subset sum, and
more.



Our Results — 2PC

Impossibility Result

Theorem (Informal). There exists a tparty functionality F such that them@oes not exisiany
secure tweparty computation protocol for F in the CRS model satisfying both (weak)
accountabilityand defamation-free properties.

Positive Results

Theorem (Informal). Assuming SXDH on bilinear maps, there existsrauna maliciously secure
two-party computation protocol for G satisfying botfeak accountabilityand defamation-free.
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