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Context
• Hong Kong Anti-ELAB protests in 2019.

• Media reports on messaging app that works despite an 
internet shutdown.

• Bridgefy: secure mesh messaging via Bluetooth.

forbes.com/sites/johnkoetsier/2019/09/02/hong-kong-protestors-using-mesh-messaging-app-china-cant-block-usage-up-3685/

bridgefy.me

http://www.forbes.com/sites/johnkoetsier/2019/09/02/hong-kong-protestors-using-mesh-messaging-app-china-cant-block-usage-up-3685/
https://bridgefy.me/


Context
• Knock-on effect in other countries:

• Citizenship Amendment Act protests in India.

• Black Lives Matter protests in the US.

• Protests of opposition activists in Zimbabwe.

• Protests after the presidential election in Belarus.

• Monarchy reform protests in Thailand.

• Actual adoption unclear.

thehindu.com/sci-tech/technology/internet-shutdown-why-bridgefy-app-that-enables-offline-messaging-is-trending-in-india/article30336067.ece

twitter.com/wamagaisa/status/1288817111796797440

https://www.thehindu.com/sci-tech/technology/internet-shutdown-why-bridgefy-app-that-enables-offline-messaging-is-trending-in-india/article30336067.ece
https://twitter.com/wamagaisa/status/1288817111796797440


Security analysis of Bridgefy
• Reverse-engineered Android app v2.1.28 (Jan 20).

• Architecture:

• Bluetooth Classic or Low Energy used for connections of physically close devices.

• Mesh is a managed flood-based network with TTL counters and received receipts.

• BLE messages are Gzipped, then encrypted with RSA with PKCS#1 v1.5 padding in ECB-like fashion.

• Automatic handshake exchanging public keys between devices in range.



Security analysis of Bridgefy
• Discovered vulnerabilities:

• Users could be tracked, their social graphs revealed.

• The handshake was not cryptographically authenticated:

• Users could be impersonated.

• A full MITM could be mounted to subvert public-key encryption between two users.

• Composition of PKCS#1 v1.5 encryption and Gzip compression could be exploited:

• Confidentiality could be broken using a variant of Bleichenbacher's attack with 2!" chosen ciphertexts.

• A single message “zip bomb” could disable the mesh network.

• Verified attacks in practice with Frida1.

1 frida.re, a dynamic instrumentation toolkit.

https://frida.re/


Disclosure
• Private disclosure to Bridgefy in April 2020.

• Partial disclosure by the developers themselves from June 2020.

• Public disclosure in August 2020 – no fixes yet.

• Bridgefy released an update on 30 October 2020 – switch to the Signal 
protocol – we did not vet the changes.

web.archive.org/web/20200826183604/https://bridgefy.me/bridgefys-commitment-to-privacy-and-security/

twitter.com/bridgefy/status/1268551771124834313

http://web.archive.org/web/20200826183604/https:/bridgefy.me/bridgefys-commitment-to-privacy-and-security/
https://twitter.com/bridgefy/status/1268551771124834313


Discussion
• Nothing surprising about the attacks given the protocol.

• Users of Bridgefy made it into a “protest app”.

• Applications need to be evaluated under the conditions they are used in.

• Absence of alternatives.

• What security can be achieved in the mesh setting?

• What security needs do protesters have?


