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Oblivious Transfer (OT) [Rabin81, EGL82, BCR86, Kilian88]
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Two-Message OT [AIR01, NP01, PVW08, HK12, DGHMW20]
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Rate-1 OT [IP07, DGIMMO19, GHO20]
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Rate-1/2 is easy to achieve



Why two-message? Why rate-1?



Example: 1-out-of-4 OT
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Why two-message? Why rate-1?
Nested OT with low communication



Applications of  Rate-1 OT
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Applications of  Rate-1 OT

• Semi-compact homomorphic encryption for branching programs [IP07]
• Single-server private information retrieval (PIR) [KO97] with poly-logarithmic 

communication
• Unbalanced private set intersection (PSI) with poly-logarithmic communication

in the size of  the larger set
• Secure inference on decision trees with communication linear in the tree depth

• Lossy trapdoor functions [PW08, HO12] with optimal rate [DGIMMO19]



Can we achieve Rate-1 OT?
• Damgård-Jurik Cryptosystem [DJ01] from DCR
• Trapdoor Hash Functions [DGIMMO19] from DDH/QR/LWE/DCR



Rate-1 OT [DJ01, DGIMMO19, GHO20]
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Receiver Communication?
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Rate-1 OT from DDH [DGIMMO19]
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Rate-1 OT from Power DDH [GHO20]
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Rate-1 OT from Power DDH [GHO20]
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Rate-1 OT from Power DDH [GHO20]
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Further reduce receiver communication?



Why do we care?
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Example: 1-out-of-4 OT



1-out-of-4 OT from DDH [DGIMMO19]
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1-out-of-4 OT from Power DDH [DGIMMO19]
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Applications from Power DDH [GHO20]
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Applications from Power DDH [GHO20]
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Reduce receiver communication?
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Our Results: Amortized Rate-1 OT
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Our Results: Amortized Rate-1 OT
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Our Results: Applications from Bilinear Power DDH
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Our Results: Applications from Bilinear Power DDH



Summary

Problem Work Receiver Offline Receiver Online Assumption

Rate-1 OT [DGIMMO19] N/A 𝑂 𝑛" DDH

Amortized Rate-1 OT Ours 𝑂 𝑛" 𝑂 1 Bilinear SXDH

Rate-1 OT [GHO20] N/A 𝑂 𝑛 Power DDH

Amortized Rate-1 OT Ours 𝑂 𝑛 𝑂 1 Bilinear Power DDH

Single-Server PIR [GHO20] N/A 𝑂 𝜆 ⋅ log"𝑁 Power DDH

Single-Server PIR Ours 𝑂 𝜆 ⋅ log 𝑁 𝑂 log 𝑁 Bilinear Power DDH

Unbalanced PSI [GHO20] N/A 𝑂 𝜆 ⋅ log"𝑁 ⋅ 𝑚 Power DDH

Unbalanced PSI Ours 𝑂 𝜆 ⋅ log 𝑁 𝑂 log 𝑁 ⋅ 𝑚 Bilinear Power DDH



Outline

• Rate-1 OT from DDH [DGIMMO19]

• Amortized Rate-1 OT from Bilinear SXDH

• Optimizations
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Rate-1 OT from DDH [DGIMMO19]
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Rate-1 OT from DDH [DGIMMO19]
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[𝒓𝟏] [𝒓𝟐] . . . [𝒓𝒏] [𝒓𝒏-𝟏] [𝒓𝒏-𝟐] . . . [𝒓𝟐𝒏]𝑀 =

[𝜌#𝒓𝟏
+ 𝒖] [𝜌#𝒓𝟐] . . . [𝜌#𝒓𝒏]

[𝜌!𝒓𝒏#𝟏
+ 𝒖] [𝜌!𝒓𝒏#𝟐] . . . [𝜌#𝒓𝟐𝒏]𝑣𝑘! =

[𝜌$𝒓𝟏]
[𝜌$𝒓𝟐
+ 𝒖] . . . [𝜌$𝒓𝒏] [𝜌&𝒓𝒏#𝟏]

[𝜌&𝒓𝒏#𝟐
+ 𝒖] . . . [𝜌$𝒓𝟐𝒏]𝑣𝑘" =

𝒓𝒊, 𝒖←
$ ℤ0
ℤ0

𝒓 := 𝑔1 !
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𝜌4←
$
ℤ0

𝒔 𝒕
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Outline

• Rate-1 OT from DDH [DGIMMO19]

• Amortized Rate-1 OT from Bilinear SXDH

• Optimizations



[𝒓𝟏] [𝒓𝟐] . . . [𝒓𝒏] [𝒓𝒏-𝟏] [𝒓𝒏-𝟐] . . . [𝒓𝟐𝒏]𝑀 =

[𝜌#𝒓𝟏
+ 𝒖] [𝜌#𝒓𝟐] . . . [𝜌#𝒓𝒏]

[𝜌!𝒓𝒏#𝟏
+ 𝒖] [𝜌!𝒓𝒏#𝟐] . . . [𝜌#𝒓𝟐𝒏]𝑣𝑘! =

[𝜌$𝒓𝟏]
[𝜌$𝒓𝟐
+ 𝒖] . . . [𝜌$𝒓𝒏] [𝜌&𝒓𝒏#𝟏]

[𝜌&𝒓𝒏#𝟐
+ 𝒖] . . . [𝜌$𝒓𝟐𝒏]𝑣𝑘" =

𝒓𝒊, 𝒖←
$ ℤ0
ℤ0

𝒓 := 𝑔1 !

𝑔1[#]

𝜌4←
$
ℤ0

𝒔 𝒕

𝒔, 𝒕←
$ ℤ0
ℤ0

s.t.

𝒔 ⋅ 𝒖 = 1
𝒕 ⋅ 𝒖 = 0

𝒔 := ℎ5 !
ℎ5[#]

$𝑔!,# $𝑔!,$ . . . $𝑔!,% $𝑔#,# $𝑔#,$ . . . $𝑔#,%ℎ𝑘 =

$𝑔!,#
(!

⋅ $𝑔
$𝑔!,$
(! . . . $𝑔!,%

(! $𝑔#,#
(! $𝑔#,$

(! . . . $𝑔#,%
(!𝑣𝑘! =

$𝑔!,#
(" $𝑔!,$

("

⋅ $𝑔
. . . $𝑔!,%

(" $𝑔#,#
(" $𝑔#,$

(" . . . $𝑔#,%
("𝑣𝑘" =

𝒆

𝒆 𝒓 , 𝒔 ≔
𝒆 𝑔1 ! , ℎ5 !

⋅ 𝒆 𝑔1 # , ℎ5 #

4 group elements in 𝔾"
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[𝒓𝟏] [𝒓𝟐] . . . [𝒓𝒏] [𝒓𝒏-𝟏] [𝒓𝒏-𝟐] . . . [𝒓𝟐𝒏]𝑀 =

[𝜌#𝒓𝟏
+ 𝒖] [𝜌#𝒓𝟐] . . . [𝜌#𝒓𝒏]

[𝜌!𝒓𝒏#𝟏
+ 𝒗] [𝜌!𝒓𝒏#𝟐] . . . [𝜌#𝒓𝟐𝒏]𝑣𝑘! =

[𝜌$𝒓𝟏]
[𝜌$𝒓𝟐
+ 𝒖] . . . [𝜌$𝒓𝒏] [𝜌&𝒓𝒏#𝟏]

[𝜌&𝒓𝒏#𝟐
+ 𝒗] . . . [𝜌$𝒓𝟐𝒏]𝑣𝑘" =

𝒓𝒊, 𝒖, 𝒗←
$

ℤ0
ℤ0
ℤ0

𝒓 :=
𝑔1 !

𝑔1 #

𝑔1[$]

𝜌4←
$
ℤ0

𝒔
𝒔←
$

ℤ0
ℤ0
ℤ0

s.t.

𝒔 ⋅ 𝒖 = 1
𝒔 ⋅ 𝒗 = 0

𝒔 :=
ℎ5 !
ℎ5 #
ℎ5[$]

$𝑔!,# $𝑔!,$ . . . $𝑔!,% $𝑔#,# $𝑔#,$ . . . $𝑔#,%ℎ𝑘 =

$𝑔!,#
(!

⋅ $𝑔
$𝑔!,$
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(! $𝑔#,#
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𝒆

𝒆 𝒓 , 𝒔 ≔
𝒆 𝑔1 ! , ℎ5 !

⋅ 𝒆 𝑔1 # , ℎ5 #

⋅ 𝒆 𝑔1 $ , ℎ5 $
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𝒮 ℛ

st

𝑚#

𝑏 ∈ 0,1
𝑚!

𝑚"

ots

𝑛

𝑂 𝑛

𝑛

Bilinear SXDH Assumption:
Bilinear map 𝑒: 𝔾!×𝔾" → 𝔾#
Both 𝔾!, 𝔾" are DDH hard

Summary: Amortized Rate-1 OT



𝒮 ℛ

st

𝑚#

𝑏 ∈ 0,1
𝑚!

𝑚"

ots

𝑛

𝑛

Bilinear Power DDH Assumption:
Bilinear map 𝑒: 𝔾!×𝔾" → 𝔾#
𝔾! is Power DDH hard
𝔾" is DDH hard

𝑂 𝑛

Summary: Amortized Rate-1 OT



𝒮 ℛ

poly log 𝐷 , 𝜆

poly log 𝐷 , 𝜆

poly log 𝐷 , 𝜆

Summary: Applications (PIR & PSI)



Open Problems

• Amortized Rate-1 OT from other assumptions

• Amortized Rate-1 OT extension

• Applications
• More applications of  amortized Rate-1 OT
• Concretely efficient implementation of  the applications



Thank you!


