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Oblivious Transter (OT) [Rabins1, EGL82, BCRS6, Kilian8s]
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Why two-message? Why rate-17



Example: 1-out-ot-4 OT




Why two-message? Why rate-17

Nested OT with low communication



Applications of Rate-1 OT
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Applications of Rate-1 OT

* Semi-compact homomorphic encryption for branching programs [IP07]

* Single-server private information retrieval (PIR) [KO97] with poly-logarithmic
communication

* Unbalanced private set intersection (PSI) with poly-logarithmic communication
in the size of the larger set

* Secure inference on decision trees with communication linear in the tree depth

* Lossy trapdoor functions [PW08, HO12] with optimal rate [DGIMMO19]



Can we achieve Rate-1 OT?

* Damgird-Jurik Cryptosystem [DJ01] from DCR
* Trapdoor Hash Functions [DGIMMO19] from DDH/QR/LWE/DCR



Rate-1 OT [Djo1, DGIMMO19, GHO20]




Recetver Communication?



Rate-1 OT trom DDH pGIMMO19]
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Rate-1 OT from Power DDH [GHO20]
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Rate-1 OT from Power DDH [GHO20]
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Rate-1 OT from Power DDH [GHO20]
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Rate-1 OT from Power DDH [GHO20]

[]
H
H
On)7 N
H
H
‘l




Further reduce recetver communication?
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Why do we carer



Example: 1-out-ot-4 OT




1-out-of-4 OT from DDH [DGIMMO19]
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1-out-of-4 OT trom Power DDH [DGIMMO19]
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Applications from Power DDH [GHO20]
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Applications from Power DDH [GHO20]
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Reduce receiver communication?
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Reduce receiver communication?
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Amortized Rate-1 OT

Our Results
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Our Results: Amortized Rate-1 OT
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Our Results: Amortized Rate-1 OT
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Our Results: Applications from Bilinear Power DDH
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Our Results: Applications from Bilinear Power DDH
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Summary

Rate-1 OT [DGIMMO19] 0(n?)
Amortized Rate-1 OT Ours 0 (nz) 0(1) Bilinear SXDH
Rate-1 OT [GHO20] N/A 0(n) Power DDH
Amortized Rate-1 OT Ours 0(n) 0(1) Bilinear Power DDH
Single-Server PIR [GHO20] N/A 0(A -1og?N) Power DDH
Single-Server PIR Ours O(A-logN) O(log N) Bilinear Power DDH
Unbalanced PSI [GHO20] N/A O(A - log?N - m) Power DDH

Unbalanced PSI Ours O(A-logN) O(log N - m) Bilinear Power DDH



Outline

* Rate-1 OT from DDH [DGIMMO19]

e Amortized Rate-1 OT from Bilinear SXDH

* Optimizations



Rate-1 OT trom DDH pGIMMO19]
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Rate-1 OT from DDH |DGIMMO19]
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Rate-1 OT from DDH |DGIMMO19]
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Rate-1 OT from DDH |DGIMMO19]
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Rate-1 OT from DDH |DGIMMO19]

hk = Yo,1 Yo,2 Jon Y911 91,2 9in
_ 9
ek = 7 g5, Gon 911 91z Iin
hk = 9o1 9oz - . - Yon Y11 91,2 9in h = (hk m) — hk[i]m[i]
ety
m = 0 0 1 0 1 1 1 0 1 1 0 1 (€[2n]
: e = (ek,m) = ek[i]mLi]
ek = g5, - - - Gon 901 912 Iin 11
I€E[2n]




Rate-1 OT from DDH |DGIMMO19]
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Rate-1 OT from DDH |DGIMMO19]
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Rate-1 OT from DDH |DGIMMO19]
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Rate-1 OT from DDH |DGIMMO19]
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Rate-1 OT from DDH |DGIMMO19]
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Rate-1 OT from DDH |DGIMMO19]
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Outline

e Amortized Rate-1 OT from Bilinear SXDH

* Optimizations



Amortized Rate-1 OT from Bilinear SXDH
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Amortized Rate-1 OT from Bilinear SXDH
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* Optimizations



Amortized Rate-1 OT from Bilinear SXDH
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Summary: Amortized Rate-1 OT
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Summary: Amortized Rate-1 OT
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Summary: Applications (PIR & PSI)
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Open Problems

* Amortized Rate-1 OT from other assumptions
* Amortized Rate-1 OT extension

* Applications
* More applications of amortized Rate-1 OT
* Concretely efficient implementation ot the applications
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