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MPK MSK

 𝖲𝖾𝗍𝗎𝗉(1λ) → (mpk, msk)

𝖲𝖪𝖦𝖾𝗇(mpk, msk, σ) → ekσ
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𝖣𝖾𝖼(mpk, dkρ, 𝗌𝗇𝖽, ct) → m/ ⊥
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Privacy:  

 
 

 
 
 

 
 

G𝗂𝖻-𝗉𝗋𝗂𝗏
Π,𝖠 (λ)

(𝗆𝗉𝗄, 𝗆𝗌𝗄) ←𝖱 𝖲𝖾𝗍𝗎𝗉(1λ)
(m0, m1, 𝗋𝖼𝗏𝟢, 𝗋𝖼𝗏𝟣, σ0, σ1, st) ←𝖱 𝖠𝖮𝟣,𝖮𝟤

𝟣 (1λ, 𝗆𝗉𝗄)
b ←𝖱 {0,1}
ekσb

←𝖱 𝖲𝖪𝖦𝖾𝗇(𝗆𝗌𝗄, σb)
ct ←𝖱 𝖤𝗇𝖼(ekσb

, 𝗋𝖼𝗏𝖻, mb)
b′￼←𝖱 𝖠𝖮𝟣,𝖮𝟤

𝟤 (1λ, ct, st)
𝙸𝚏(b′￼ = b) return 1
𝙴𝚕𝚜𝚎 return 0

Privacy
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←𝖱 𝖲𝖪𝖦𝖾𝗇𝗆𝗌𝗄

Privacy
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(AIBE)
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Authenticity:  
 

 
 

 
 

 

G𝗂𝖻-𝖺𝗎𝗍𝗁
Π,𝖠 (λ)

(𝗆𝗉𝗄, 𝗆𝗌𝗄) ←𝖱 𝖲𝖾𝗍𝗎𝗉(1λ)
(ct, ρ, 𝗌𝗇𝖽) ←𝖱 𝖠𝖮𝟣,𝖮𝟤(1λ, 𝗆𝗉𝗄)
dkρ ←𝖱 𝖱𝖪𝖦𝖾𝗇(𝗆𝗌𝗄, ρ)
m = 𝖣𝖾𝖼(dkρ, 𝗌𝗇𝖽, ct)
𝖨𝖿 ∀σ ∈ 𝒬𝖮𝟣

: (σ ≠ 𝗌𝗇𝖽) ∧ (m ≠ ⊥ )
return 1

𝙴𝚕𝚜𝚎 return 0

Authenticity
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Authenticity:  
 

 
 

 
 

 

G𝗂𝖻-𝖺𝗎𝗍𝗁
Π,𝖠 (λ)
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𝖨𝖿 ∀σ ∈ 𝒬𝖮𝟣

: (σ ≠ 𝗌𝗇𝖽) ∧ (m ≠ ⊥ )
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Unforgeability:  
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(𝗆𝗉𝗄, 𝗆𝗌𝗄) ←𝖱 𝖲𝖾𝗍𝗎𝗉(1λ)
(m, σ) ←𝖱 𝖠𝖲𝗂𝗀𝗇(𝗆𝗌𝗄,⋅)(1λ, 𝗆𝗉𝗄)

v = 𝖵𝖾𝗋𝗂𝖿𝗒(𝗆𝗉𝗄, m, σ)

𝖨𝖿 ∀m ∉ 𝒬𝖲𝗂𝗀𝗇 ∧ (v = 1)
return 1

𝙴𝚕𝚜𝚎 return 0

Authenticity
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Authenticity:  
 

 
 

 
 

 

G𝗂𝖻-𝖺𝗎𝗍𝗁
Π,𝖠 (λ)

(𝗆𝗉𝗄, 𝗆𝗌𝗄) ←𝖱 𝖲𝖾𝗍𝗎𝗉(1λ)
(ct, ρ, 𝗌𝗇𝖽) ←𝖱 𝖠𝖮𝟣,𝖮𝟤(1λ, 𝗆𝗉𝗄)
dkρ ←𝖱 𝖱𝖪𝖦𝖾𝗇(𝗆𝗌𝗄, ρ)
m = 𝖣𝖾𝖼(dkρ, 𝗌𝗇𝖽, ct)
𝖨𝖿 ∀σ ∈ 𝒬𝖮𝟣

: (σ ≠ 𝗌𝗇𝖽) ∧ (m ≠ ⊥ )
return 1

𝙴𝚕𝚜𝚎 return 0

Unforgeability:  

 
 

 

 
 

G𝖲𝗂𝗀𝗇𝖺𝗍𝗎𝗋𝖾
Π,𝖠 (λ)

(𝗆𝗉𝗄, 𝗆𝗌𝗄) ←𝖱 𝖲𝖾𝗍𝗎𝗉(1λ)
(m, σ) ←𝖱 𝖠𝖲𝗂𝗀𝗇(𝗆𝗌𝗄,⋅)(1λ, 𝗆𝗉𝗄)

v = 𝖵𝖾𝗋𝗂𝖿𝗒(𝗆𝗉𝗄, m, σ)

𝖨𝖿 ∀m ∉ 𝒬𝖲𝗂𝗀𝗇 ∧ (v = 1)
return 1

𝙴𝚕𝚜𝚎 return 0

Authenticity
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Anonymous IBE Signature

Privacy Authenticity

[BF01]

[BF01]: Boneh, D., Franklin, M.K.: Identity-based encryption from the weil pairing. CRYPTO 2001.
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[CLLWW14] 
Waters09: DSE 
OT09: DPVS

Idea

[CLLWW14]: Chen, J., Lim, H.W., Ling, S., Wang, H., Wee, H.: Shorter identity-based encryption via asymmetric pairings. Des. Codes Cryptogr. 2014

[Waters09]: Waters, B.: Dual system encryption: Realizing fully secure IBE and HIBE under simple assumptions. CRYPTO 2009

[OT09]: Okamoto, T., Takashima, K.: Hierarchical predicate encryption for inner-products. ASIACRYPT 2009
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[CLLWW14]: Chen, J., Lim, H.W., Ling, S., Wang, H., Wee, H.: Shorter identity-based encryption via asymmetric pairings. Des. Codes Cryptogr. 2014

[Waters09]: Waters, B.: Dual system encryption: Realizing fully secure IBE and HIBE under simple assumptions. CRYPTO 2009

[OT09]: Okamoto, T., Takashima, K.: Hierarchical predicate encryption for inner-products. ASIACRYPT 2009

[CLLWW14] 
[Waters09] 
[OT09]

Idea
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[CLLWW14]: Signature 

 

 

Sig_mpk, Sig_msk

Sign : σ = gαd*1 +s(md*1 −d*2 )
2

Verify : e(gd1+md2
1 , σ) = gα

T

[CLLWW14]: AIBE 

 

 

AIBE_mpk, AIBE_msk

SK𝗂𝖽 = gαd*1 +s(𝗂𝖽d*1 −d*2 )
2

CT = {𝖢 = m ⋅ (gα
T)s, 𝖢𝟢 = gs(d1+𝗂𝖽d2)

1 }

Construction

[CLLWW14]: Chen, J., Lim, H.W., Ling, S., Wang, H., Wee, H.: Shorter identity-based encryption via asymmetric pairings. Des. Codes Cryptogr. 2014
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Signature 

 Sign : σ = gαd*1 +s(md*1 −d*2 )
2

Verify : e(gd1+md2
1 , σ) = gα

T

Construction

Anonymous IBE 

 SK𝗂𝖽 = gαd*1 +s(𝗂𝖽d*1 −d*2 )
2

CT = {𝖢 = m ⋅ (gα
T)s, 𝖢𝟢 = gs(d1+𝗂𝖽d2)

1 }
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Signature 

 Sign : σ = gαd*1 +s(md*1 −d*2 )
2

Verify : e(gd1+md2
1 , σ) = gα

T

Construction

Anonymous IBE 

 SK𝗂𝖽 = gαd*1 +s(𝗂𝖽d*1 −d*2 )
2

CT = {𝖢 = m ⋅ (gα
T)s, 𝖢𝟢 = gs(d1+𝗂𝖽d2)

1 }
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Signature 

 Sign : σ = gηd*3 +r(𝗂𝖽d*3 −d*4 )
2

Verify : e(gd3+𝗂𝖽d4
1 , σ) = gη

T

Construction

Anonymous IBE 

 SK𝗂𝖽 = gαd*1 +s(𝗂𝖽d*1 −d*2 )
2

CT = {𝖢 = m ⋅ (gα
T)s, 𝖢𝟢 = gs(d1+𝗂𝖽d2)

1 }
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Signature 

 Sign : σ = gηd*3 +r(𝗂𝖽d*3 −d*4 )
2

Verify : e(gd3+𝗂𝖽d4
1 , σ) = gη

T

Construction

Anonymous IBE 

 SK𝗂𝖽 = gαd*1 +s(𝗂𝖽d*1 −d*2 )
2

CT = {𝖢 = m ⋅ (gα
T)s, 𝖢𝟢 = gs(d1+𝗂𝖽d2)

1 }



Signature 

 Sign : σ1 = gηd*3 +r(σd*3 −d*4 )
2

Verify : e(gd3+𝗌𝗇𝖽d4
1 , σ1) = gη

T

Anonymous IBE 

 SK𝗂𝖽 = gαd*1 +s(ρd*1 −d*2 )
2

CT = {𝖢 = m ⋅ (gα
T)s, 𝖢𝟢 = gs(d1+𝗋𝖼𝗏d2)

1 }

46

SKGen

RKGen

Enc

Dec

Anonymous IBE Signature

Construction



Anonymous IBE 

 SK𝗂𝖽 = gαd*1 +s(ρd*1 −d*2 )
2

CT = {𝖢 = m ⋅ (gα
T)s, 𝖢𝟢 = gs(d1+𝗋𝖼𝗏d2)
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Construction

Enc

SKGenRKGen

Dec

Signature 

 Sign : σ1 = gηd*3 +r(σd*3 −d*4 )
2

Verify : e(gd3+𝗌𝗇𝖽d4
1 , σ1) = gη

T
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 𝖤𝗇𝖼(mpk, ekσ, 𝗋𝖼𝗏, m) → ct
𝖣𝖾𝖼(mpk, dkρ, 𝗌𝗇𝖽, ct) → m

Construction

Anonymous IBE 

 SK𝗂𝖽 = gαd*1 +s(ρd*1 −d*2 )
2

CT = {𝖢 = m ⋅ (gα
T)s, 𝖢𝟢 = gs(d1+𝗋𝖼𝗏d2)

1 }

Signature 

 Sign : σ1 = gηd*3 +r(σd*3 −d*4 )
2

Verify : e(gd3+𝗌𝗇𝖽d4
1 , σ1) = gη

T
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Verify : e(g1
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 𝖤𝗇𝖼(mpk, ekσ, 𝗋𝖼𝗏, m) → ct
𝖣𝖾𝖼(mpk, dkρ, 𝗌𝗇𝖽, ct) → m

Construction

Anonymous IBE 

 SK𝗂𝖽 = gαd*1 +s(ρd*1 −d*2 )
2

CT = {𝖢 = m ⋅ (gα
T)s, 𝖢𝟢 = gs(d1+𝗋𝖼𝗏d2)

1 }
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 𝖤𝗇𝖼  𝗋𝖼𝗏  
𝖣𝖾𝖼  𝗌𝗇𝖽  

Signature 

 Sign : σ1 = gηd3+r(σd3−d4)
1

Verify : e(gd*3 +𝗌𝗇𝖽d*4
2 , σ1) = gη

T

Construction

Anonymous IBE 

 SK𝗂𝖽 = gαd*1 +s(ρd*1 −d*2 )
2

CT = {𝖢 = m ⋅ (gα
T)s, 𝖢𝟢 = gs(d1+𝗋𝖼𝗏d2)

1 }
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1

RKGen : dkρ = gαd*1 +s(ρd*1 −d*2 )
2

CT = {𝖢 = m ⋅ (gα
T)z, 𝖢𝟣 = ekσ ⋅ 𝖢𝟢 = ekσ ⋅ gz(d1+𝗋𝖼𝗏d2)

1 }

m =
𝖢

e(𝖢𝟣,?)
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1

RKGen : dkρ = gαd*1 +s(ρd*1 −d*2 )
2

CT = {𝖢 = m ⋅ (gα
T)z, 𝖢𝟣 = ekσ ⋅ 𝖢𝟢 = ekσ ⋅ gz(d1+𝗋𝖼𝗏d2)

1 }
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Sign: Verify ?
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1

RKGen : dkρ = gαd*1 +s(ρd*1 −d*2 )
2

CT = {𝖢 = m ⋅ (gα
T)z, 𝖢𝟣 = ekσ ⋅ 𝖢𝟢 = ekσ ⋅ gz(d1+𝗋𝖼𝗏d2)

1 }

m =
𝖢

e(𝖢𝟣,?)
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Anonymous IBE Signature

𝖣𝖾𝖼(mpk, dkρ, 𝗌𝗇𝖽, ct) → m

Sign: Verify ?
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1

RKGen : dkρ = gαd*1 +s(ρd*1 −d*2 )
2 gd*3 +𝗌𝗇𝖽d*4

2

CT = {𝖢 = m ⋅ (gα
T)z, 𝖢𝟣 = ekσ ⋅ 𝖢𝟢 = ekσ ⋅ gz(d1+𝗋𝖼𝗏d2)

1 }

m =
𝖢

e(𝖢𝟣,?)
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𝖣𝖾𝖼(mpk, dkρ, 𝗌𝗇𝖽, ct) → m
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T)z, 𝖢𝟣 = ekσ ⋅ 𝖢𝟢 = ekσ ⋅ gz(d1+𝗋𝖼𝗏d2)

1 }

m =
𝖢

e(𝖢𝟣,?)

Construction
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𝖣𝖾𝖼(mpk, dkρ, 𝗌𝗇𝖽, ct) → m
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T)z, 𝖢𝟣 = ekσ ⋅ 𝖢𝟢 = ekσ ⋅ gz(d1+𝗋𝖼𝗏d2)

1 }

m =
𝖢

e(𝖢𝟣,?)
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SKGen : ekσ = gηd3+r(σd3−d4)
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2 gd*3 +𝗌𝗇𝖽d*4
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CT = {𝖢 = m ⋅ (gα
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𝖣𝖾𝖼(mpk, dkρ, 𝗌𝗇𝖽, ct) → m
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1 }

m =
𝖢

e(𝖢𝟣,?)
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𝖣𝖾𝖼(mpk, dkρ, 𝗌𝗇𝖽, ct) → m
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𝖢

e(𝖢𝟣, k1 ⋅ k𝗌𝗇𝖽
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 mpk = 𝔾; gα
T , gd1

1 , gd2
1 , gη

T

msk = α, gd*1
2 , gd*2

2 , η, gd3
1 , gd4

1 , gd*3
2 , gd*4

2
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IB-ME_mpk, IB-ME_msk

ekσ = gηd3+r(σd3−d4)
1

dkρ = {k1 = gαd*1 +s1(ρd*1 −d*2 )+sd*3
2 , k2 = gs2(ρd*1 −d*2 )+sd*4

2 , k3 = (gη
T)s}

ct = {𝖢 = m ⋅ (gα
T)z, 𝖢𝟢 = ekσ ⋅ gz(d1+𝗋𝖼𝗏d2)

1 }

m =
𝖢

e(𝖢𝟢, k1 ⋅ k𝗌𝗇𝖽
2 ) ⋅ k−1

3

Dual System Encryption

Anonymous Identity-Based Encryption

[Waters09]: Waters, B.: Dual system encryption: Realizing fully secure IBE and HIBE under simple assumptions. CRYPTO 2009

[CLLWW14]: Chen, J., Lim, H.W., Ling, S., Wang, H., Wee, H.: Shorter identity-based encryption via asymmetric pairings. Des. Codes Cryptogr. 2014
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2 , k2 = gs2(ρd*1 −d*2 )+sd*4

2 , k3 = (gη
T)s}

ct = {𝖢 = m ⋅ (gα
T)z, 𝖢𝟢 = ekσ ⋅ gz(d1+𝗋𝖼𝗏d2)

1 }

m =
𝖢

e(𝖢𝟢, k1 ⋅ k𝗌𝗇𝖽
2 ) ⋅ k−1

3
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ekσ = gηd3+r(σd3−d4)
1

dkρ = {k1 = gαd*1 +s1(ρd*1 −d*2 )+sd*3
2 , k2 = gs2(ρd*1 −d*2 )+sd*4

2 , k3 = (gη
T)s}

ct = {𝖢 = m ⋅ (gα
T)z, 𝖢𝟢 = ekσ ⋅ gz(d1+𝗋𝖼𝗏d2)

1 }

m =
𝖢

e(𝖢𝟢, k1 ⋅ k𝗌𝗇𝖽
2 ) ⋅ k−1
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𝒜ℬIBE
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𝒜ℬIBE 𝖮𝟣
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𝒜ℬIBE 𝖮𝟣
𝗂𝖽𝟢⋯𝗂𝖽𝗇 𝗂𝖽𝟢⋯𝗂𝖽𝗇

𝗌𝗄𝟢⋯𝗌𝗄𝗇 𝖾𝗄𝟢⋯𝖾𝗄𝗇

Query



Proof of Authenticity

𝒜ℬIBE 𝖮𝟣
𝗂𝖽𝟢⋯𝗂𝖽𝗇 𝗂𝖽𝟢⋯𝗂𝖽𝗇

𝗌𝗄𝟢⋯𝗌𝗄𝗇 𝖾𝗄𝟢⋯𝖾𝗄𝗇

Query
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( )ct, ρ, σ
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𝒜ℬIBE 𝖮𝟣
𝗂𝖽𝟢⋯𝗂𝖽𝗇 𝗂𝖽𝟢⋯𝗂𝖽𝗇

𝗌𝗄𝟢⋯𝗌𝗄𝗇 𝖾𝗄𝟢⋯𝖾𝗄𝗇

Query

σ
( )ct, ρ, σ

σ

𝖾𝗄σ
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𝒜ℬIBE 𝖮𝟣
𝗂𝖽𝟢⋯𝗂𝖽𝗇 𝗂𝖽𝟢⋯𝗂𝖽𝗇

𝗌𝗄𝟢⋯𝗌𝗄𝗇 𝖾𝗄𝟢⋯𝖾𝗄𝗇

σ, (m0, m1)

Query

𝗌𝗄β

β ∈ {0,1} Challenge

( )ct, ρ, σ
σ

𝖾𝗄σ
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𝒜ℬIBE 𝖮𝟣
𝗂𝖽𝟢⋯𝗂𝖽𝗇 𝗂𝖽𝟢⋯𝗂𝖽𝗇

𝗌𝗄𝟢⋯𝗌𝗄𝗇 𝖾𝗄𝟢⋯𝖾𝗄𝗇

σ, (m0, m1)

Query

𝗌𝗄β

β ∈ {0,1} Challenge

β′￼

( )ct, ρ, σ
σ

𝖾𝗄σ

σ, (m0, m1)

𝖾𝗄σ𝖾𝗄σ
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𝒜ℬIBE 𝖮𝟣
𝗂𝖽𝟢⋯𝗂𝖽𝗇 𝗂𝖽𝟢⋯𝗂𝖽𝗇

𝗌𝗄𝟢⋯𝗌𝗄𝗇 𝖾𝗄𝟢⋯𝖾𝗄𝗇

σ, (m0, m1)
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β ∈ {0,1} Challenge

β′￼

( )ct, ρ, σ
σ

𝖾𝗄σ

σ, (m0, m1)

𝖾𝗄σ𝖾𝗄σ

𝖠𝖽𝗏𝖨𝖡𝖤
ℬ (λ) ≥ 𝖠𝖽𝗏𝖦𝖺𝗆𝖾𝗂𝖻-𝖺𝗎𝗍𝗁

𝒜 (λ)
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𝒜ℬIBE 𝖮𝟣
𝗂𝖽𝟢𝗂𝖽𝗇 𝗂𝖽𝟢𝗂𝖽𝗇

𝗌𝗄𝟢𝗌𝗄𝗇 𝖾𝗄𝟢𝖾𝗄𝗇

σ, (m0, m1)

Query

𝗌𝗄

β ∈ {0,1} Challenge

β′￼

( )ct, ρ, σ
σ

𝖾𝗄

σ, (m0, m1)

𝖾𝗄𝖾𝗄

𝖠𝖽𝗏𝖨𝖡𝖤
ℬ (λ) ≥ 𝖠𝖽𝗏𝖦𝖺𝗆𝖾𝗂𝖻-𝖺𝗎𝗍𝗁

𝒜 (λ)

IBE Auth-IBME



Summary

1.  A variant of two-level anonymous IBE,


2.  Dual pairing vector spaces, Dual system encryption


3.  Improve efficiency; Practical extensions; Lattice-based realization
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Summary

1.  A variant of two-level anonymous IBE,


2.  Dual pairing vector spaces, Dual system encryption,


3.  Efficiency improvement; Practical extensions; Lattice-based realization.
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IB-ME from SXDH



Thank you for your attention!
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https://eprint.iacr.org/2022/1246


Any question?


