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|IB-ME from SXDH

Identity-Based Matchmaking Encryption
[AFNV19]

[AFNV19]: Ateniese, G., Francati, D., Nunez, D., Venturi, D.: Match me if you can: Match- making encryption and its applications. CRYPTO 2019
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|IB-ME from SXDH

Syntax
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Syntax

Setup — @) 5 Setup(l’l) — (mpk, msk)
MPK MSK

12



|IB-ME from SXDH

Syntax

Lo\ N
Setup — @ ﬁ’g

MPK MSK

SKGen ——
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Setup(1%) — (mpk, msk)

SKGen(mpk, msk, o) — ek,
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Syntax

Lo\ N
Setup — @ ﬁ’g

MPK MSK

SKGen ——

i RKGen — ﬁ%
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Setup(1*) — (mpk, msk)
SKGen(mpk, msk, o) — ek,

RKGen(mpk, msk, p) — dkp



|IB-ME from SXDH

Syntax
sewp — (@) P Setup(1%) — (mpk, msk)
MPK MSK
g SKGen — SKGen(mpk, msk, o) — ek,
P i RKGen — ] RKGen(mpk, msk, p) — dk,

(% OO@) @ Enc — @ Enc(mpk, ek_, rcv,m) — ct
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|IB-ME from SXDH

Syntax

PAAN N
M sew — @ 7
MPK MSK

P SKGen — £

P i RKGen —.ﬁ%

@@ Enc —»@
é ﬁf@ @ Dec — @ or NOT
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Setup(1*) — (mpk, msk)

SKGen(mpk, msk, o) — ek,
RRGen(mpk, msk, p) — dk,
Enc(mpk, ek_, rcv,m) — ct

Dec(mpk, dk, ,snd, ct) - m/ L
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Related Work

Static

Random Oracle Standard

q-type
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Related Work

BDH

[AFNV19]

Random Oracle Standard

q-type

[AFNV19]: Ateniese, G., Francati, D., Nunez, D., Venturi, D.: Match me if you can: Match- making encryption and its applications. CRYPTO 2019
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Security

G%"(\) Privacy Gia™(\) Authenticity

(mpk, msk) <s Setup(1™) (mpk, msk) <s Setup(1™)

(mo, m1, rcvo, rcvi, 0o, 01, ) <3 A?l’oz (lA, mpk) (¢, p,snd) <s AC1:02 (1A, mpk)
b<s{0,1} dk, <—s RKGen(msk, p)

eks, <3 SKGen(msk, o) m = Dec(dk,, snd, ¢)

c <3 Enc(eks, , revy, my) If Vo € Qo, : (0 #snd) A (m # 1)
b s AJ1O2(170 ¢, o) return 1

If (' =0b) return 1 Else return 0

Else return 0
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Security

Privacy

Privacy: Giﬁj\’riv(ﬂ)

(mpk, msk) «¢ Setup(1%)

(mg, my, rcvp, rcvVq, 6y, 01, St) <g A?1’OZ(1’1, mpk)
b ¢ {0,1}

ek, <r SKGen(msk, 0;,)

ct < Enc(ek, , rcvy, m,)

b’ —g A1, ct, s1)

If(b' = b) return 1

Else return O
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Security

Privacy

Privacy: Gﬁ:{\’riv(ﬂ)

(mpk, msk) «¢ Setup(1%)

(mg, my, rcvp, rcvVq, 6y, 01, St) <g A?1’O2(1’1, mpk)
b ¢ {0,1}

ek, <r SKGen(msk, o;,)

ct < Enc(ek, , rcvy, my,)

b’ —g A1, ct, s1)

If(b' = b) return 1

Else return O
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Security

Privacy: Giﬁ:f\’riv(/l)

(mpk, msk) «¢ Setup(l’l)
(mg, my, rcvp, rcvVq, 6y, 01, St) <g A?1’OZ(1’1, mpk)

i .
b —r10.1] Anonymous ldentity-Based Encryption

(AIBE)

ct < Enc=—, rcv,, m,)
b’ —g A1, ct, s1)

If(b' = b) return 1
Else return 0
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Security

Privacy
Privacy: G'b pr'v(ﬂ) Anonymity: GAIBE(/I)
(mpk, msk) «¢ Setup(1*) (mpk, msk) < Setup(1%)
(m()a mla rCVOa rCV] ’ 0()9 619 St) (_R A?1,02(1/19 mpk) (mo, ml, |d0, |d1 0 St) (—R A?(lﬂ, mpk)
b «— {0,1} b ¢ {0,1}
ek, <r SKGen(msk, o;,)
ct < Enc(ek, , rcvy, m,) ct < Enc(id, m,)
b’ —¢ AS“OZ(I’I, ct, St) b' g AS(N, ct, st)
If(b' = b) return 1 1£(b" = b) return 1
Flse return O Else return O
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Security

Privacy
Privacy: G'b pr'v(ﬂ) Anonymity: GAIBE(/I)
(mpk, msk) «¢ Setup(1*) (mpk, msk) < Setup(1%)
(m()9 mla rCV09 rCV']a 6()9 619 St) (_R A?1,02(1/19 mpk) (mo, ml, |do, |d1, St) (—R A?(lﬂ, mpk)
b «— {0,1} b ¢ {0,1}
ek, <r SKGen(msk, o;,)
ct < Enc(ek, , rcvy, m,) ct < Enc(id, m,)
b’ —¢ AS“OZ(I’I, ct, St) b' g AS(N, ct, st)
If(b' = b) return 1 1£(b" = b) return 1
Flse return O Else return O
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Security

Privacy
Privacy: G'b pr'v(ﬂ) Anonymity: GAIBE(/I)
(mpk, msk) < Setup(1*) (mpk, msk) < Setup(1%)
(m()9 mla rCV09 rCV']a G()a 619 St) (_R A?1’02(1/19 mpk) (mo, ml, |do, |d1, St) (—R A?(lll, mpk)
b «— {0,1} b ¢ {0,1}
ct < Enc(ek_,rcv,,m,) ct < Enc(id, m,)
b’ —¢ A§1’O2(1’1, ct, St) b' g AS(N, ct, st)
If(b' = b) return 1 1£(b" = b) return 1
Flse return O Else return O
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Security

Authenticity

Authenticity: G'b a“‘th(}t)

(mpk, msk) < Setup(l’l)

(ct, p,snd) «¢ AP1O2(14 mpk)

dk, <—g RKGen(msk, p)

m = Dec(dk snd, ct)

If Vo € @01 c(cFsnd)A(m# L)
return |

Else return 0
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Security

Authenticity

Authenticity: G'b a“th(/l)

(mpk, msk) < Setup(l’l)

(ct, p,snd) «¢ AP1O2(14 mpk)

dk, <—g RKGen(msk, p)

m = Dec(dk,, snd, c)

If Vo € @01 c(cFsnd)A(m# L)
return |

Else return O

30

Unforgeability: Gs'g”at“re(/l)

(mpk, msk) “R Setup(l’l)
(m’ 6) —pq ASlgn(msk,-)(lxl, mpk)

v = Verify(mpk, m, o)

If Vm ¢ @Sign A (V — 1)
return 1
Else return (



Security

Authenticity

Authenticity: G'b 2uth(2) Unforgeability: GS'gnature(ﬂ)
(mpk, msk) < Setup(li) (mpk, msk) < Setup(l’l)
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Security

Authenticity
Authenticity: G'b 2uth(2) Unforgeability: GS'gnature(ﬂ)
(mpk, msk) < Setup(l’l) (mpk, msk) “R Setup(l’l)
(Ct,p, snd) —n AO1,02(1/1, mpk) (m, O') —xq ASIgn(msk,-)(lﬂ, mpk)
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Security

Authenticity

Signature

Authenticity: GZ"2"(1) Unforgeability: G5 ™"(1)

dk, <—g RKGen(msk, p)

m = Dec(dkp, snd, ct)

If Vo€ Qg : (6 #snd)A(m# L) It Vim & Qgign A (v = 1)
return 1 return 1

Else return O Else return O

v = Verify(mpk, m, o)
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Security

G " () Privacy G A™ (1) Authenticity

(mpk, msk) <s Setup(1™) (mpk, msk) <s Setup(1™)

(Mo, m1, revo, revi, oo, o1, ) < AP192 (1% mpk) (e, p,snd) <—s A°1°2 (1% mpk)
b<s{0,1} dk, <—s RKGen(msk, p)

eks, <3 SKGen(msk, o) m = Dec(dk,, snd, ¢)

c <3 Enc(eks, , revy, my) If Vo € Qo, : (0 #snd) A (m # 1)
b s AJ1O2 (170 ¢, ) return 1

If (b' =b) return 1 Else return 0

Else return 0
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Security

G " () Privacy GFX™(\) Authenticity

(mpk, msk) <s Setup(lA) (mpk, msk) <s Setup(l’\)

(mo, m1, rcvo, rcvi, 0o, 01, ) <3 A?“OQ (IA, mpk) (¢, p,snd) <s AO1:02 (1)‘, mpk)
b<s{0,1} dk, <—s RKGen(msk, p)

eks, <3 SKGen(msk, o) m = Dec(dk,, snd, ¢)

c <3 Enc(eks, , revy, my) If Vo € Qo, : (0 #snd) A (m # 1)
b s AJ1O2 (170 ¢, ) return 1

If (b' =b) return 1 Else return 0

Else return 0

Anonymous IBE Signature
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Security

G " () Privacy GFX™(\) Authenticity

(mpk, msk) <s Setup(lA) (mpk, msk) <s Setup(lA)

(mo, m1, rcvo, rcvi, 0o, 01, ) <3 A?“OQ (1A, mpk) (¢, p,snd) <s AO1:02 (1>‘, mpk)
b<s{0,1} dk, <—s RKGen(msk, p)

eks, <3 SKGen(msk, o) m = Dec(dk,, snd, ¢)

c <3 Enc(eks, , revy, my) If Vo € Qo, : (0 #snd) A (m # 1)
b s AJ1O2 (170 ¢, ) return 1

If (b' =b) return 1 Else return 0

Else return 0

BFO1
Anonymous IBE % Signature

[BFO1]: Boneh, D., Franklin, M.K.: Identity-based encryption from the weil pairing. CRYPTO 2001.
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ldea

Anonymous IBE Signature
.......... Istlevel =~
_2nd level
...................................................................... e uh
ene | rev | [ g ||skeen
................. =

33




ldea

[CLLWW14]

Anonymous IBE

Signature
_2ndlevel
.......................... Pl
o
................. m—

[CLLWW14]: Chen, J., Lim, H.W,,

Ling, S., Wang, H., Wee, H.: Shorter identity-based encryption via asymmetric pairings. Des. Codes Cryptogr. 2014
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[CLLWW14]
[Waters09]
[OTO09]

CLLWW14]: Chen, J., Lim, HW.,, Ling, S., Wang, H., Wee, H.: Shorter identity-based encryption via asymmetric pairings. Des. Codes Cryptogr. 2014
Waters09]: Waters, B.: Dual system encryption: Realizing fully secure IBE and HIBE under simple assumptions. CRYPTO 2009

ldea

Anonymous IBE

Signature

.......... Istlevel
_2nd level |
.......................................... At
o rev. b g
................ e

OT09]: Okamoto, T., Takashima, K.: Hierarchical predicate encryption for inner-products. ASIACRYPT 2009
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Construction

Anonymous IBE Signature
.......... Istlevel @
.__.__._.2__9.(_1_._1_9_\_{_91. _______ [CLLWW14]: AIBE [CLLWW14]: Signature
Auth AIBE _mpk, AIBE _msk Sig_mpk, Sig_msk
.................................................................... V —— |
Enc vy o 9 SKGen SKyy = 8; diotidd—dz) Sign : o = 8; Airotmdi=d3)
CT={C=m-(gf)',Co =g "™} Verify : e(g]""™", 0) = gf
p _ snd Dec
Pl"iV"/’

[CLLWW14]: Chen, J., Lim, HW., Ling, S., Wang, H., Wee, H.: Shorter identity-based encryption via asymmetric pairings. Des. Codes Cryptogr. 2014
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Construction

Anonymous IBE Signature
.......... Istlevel @ o
..2nd level
Anonymous IBE Signature
P ; — /’Auth SKi, = gzadik“(iddf_df) Sign : 0 = gg‘dik“(mdf_dik)
Enc (Y ' ' o . |ISKGen
...................................................................................... CT = (C = m - (e C. = ytiddy) U damds
={C=m-(87),Cy =g, p Verify re(g,""" % 0) = g7
................ s nd e
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Construction

Anonymous IBE Signature
.......... Istlevel |
2nd level |
"""" Anonymous IBE Signature
,—Auth SK., = godi-rsliddi—dp) Sion : o =
E"""""""""""""""""""""; é .......................................... § Id 2 .
Enc (Y . _ o . |ISKGen —
CT={C=m-(g7)",Co =g "™} Verify : e(g) U
................ i N
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Construction

Anonymous IBE Signature
.......... Istlevel & .
..2nd level -
Anonymous IBE Signatur
Auth £ 4 o(iddF—d* :
R — ; ——— /_— SK., = gza di+stidd—dz) Sign 1 p =
Enc rcv o . |ISKGen | ]
CT = {C =m-(g})’,Cy =g} Verify \e(g""%, 6) = 4
snd | Dec
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Construction

Anonymous IBE

-------------------------------------------

Signature

Anonymous IBE Signature
SK., = gzadf _df) Sign : 60 = g§d§+—d5f)

CT={C=m-(g7),Cy= gls(dl} Verify : e(gld 3 0) = g;
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Construction

Anonymous IBE Signature
.......... Istlevel |
..2nd level
Anonymous IBE Signature
e /——Auth SK,, = gza dik_df) Sign : 6 = g§d§< +_df)
Enc ICcV o |SKGen
CT={C=m-(g7),Cy= gls(dlz)} Verify : e(g1d34, 6) = g/
................ s nd e
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Construction

Anonymous IBE Signature

Anonymous IBE Signature

Al.lth sk A%k % _Ax
g ; e 3 id g2 lgl’l . 01 g2

................................................................................... CT _ {C —m . (g%)S, CO — gf(dIZ)} Verlf)’ . e(gld34, 61) — g;z

— e
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Construction

Anonymous IBE

Signature

Anonymous IBE Signature

SK., = gdi-+s(pdf—dp)

5 Sign : o =

CT = {C =m-(g)’,Co =g """} Verify : e(g

Enc(mpk, ek_,rcv,m) — ct
Dec(mpk, dkp, snd, ct) —» m

48
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Construction

Anonymous IBE

Signature

Anonymous IBE Signature

SK., = gdi-+s(pdf—dp)
i 2

Slgn L 6] = gznd§k+r(ad§<—djf)

CT = {C — m - (g%)s’ CO — gls(d1+rcvd2)} Verify : e(g1d3+sndd4’ 01) — g;z

Enc(mpk, ek_,rcv,m) — ct
Dec(mpk, dkp, snd, ct) —» m
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Construction

Anonymous IBE Signature
.......... Istlevel = o
..2nd level | P
Anonymous IBE Signatur
Auth s % _ % , ,’/ _
R R P SK,y = go 0% Sign : py = g+t
Enc ICV o . |ISKGen |
CT = (C=m-(g7)’,Co = g """™"?} Verify g
snd Dec
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Construction

Anonymous IBE Signature
......... 1st1eve1 ........
S e : e ] .; SKG ok = ndz+r(cd;—dy)
_2ndlevel | ST
RKGen : dk, = g;df+s<ﬂdf—df>
...................................................................... (o huth
Enc rcv . . g SKGen CT={C=m- (g;f)z, C, = eka . Cp = eka : glz(d1+rcvd2)}
C
T eCh)
e “ e . !
snd | Dec 1
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Construction

Anonymous IBE Signature
......... 1st1eve1 ........
S e : e ] 'E SKGen : ek = ndz+r(cd;—d,)
_2nd level | oo
RKGen : dk, = g“di““s(p di—d;)
a7 2
k,f—Auth

[SKGen CT={C=m- (g% C,=¢ek, -Cqy= ek, - glz(d1+rcvd2)}

---------------------------------------------------------------------------------------

C
— - . n Lo

m
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Construction

Anonymous IBE Signature
......... Istlevel
_.2nd level
...................................................................... Pl
Enc Icv o | SKGen

---------------------------------------------------------------------------------------

SKGen - €k6 — gfd3+r(ad3—d4)

, _ _adj+s(pdi—df)
RKGen : dk, =g, 72
CT={C=m-(g7),C,=¢ek,-Cy=c¢ek,-g

C
— - . n Lo

Dec(mpk, dkp, snd, ct) > m
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Construction

Anonymous IBE Signature
.......... Istlevel
_.2nd level
...................................................................... Pl
Enc ICcV o | SKGen

---------------------------------------------------------------------------------------

SKGen - €k6 — gfd3+r(ad3—d4)

, _ adi+s(pdi—df) _di+snddj
RKGen : dk, = g, g, :

CT={C=m- (g;f)z’c1 =ek_-Cy= ek - glz(d1+rcvd2)}

- C
- e(C1 ’ (7)

m

Dec(mpk, dkp, snd, ct) > m
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Construction

Anonymous IBE Signature
.......... Istlevel
_.2nd level
...................................................................... Pl
Enc ICcV o | SKGen

---------------------------------------------------------------------------------------

SKGen - €k6 — gfd3+r(ad3—d4)

, _ adi+s(pdi—df) _di+snddj
RKGen : dk, = g, g, ,

CT={C=m- (g;f)z’c1 =ek_-Cy= ek - glz(d1+rcvd2)}

- C
- e(C1 ’ (7)

m

Dec(mpk, dk ,snd, ct) > m
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Construction

Anonymous IBE Signature
.......... Istlevel
_.2nd level
...................................................................... T
Icv o | SKGen

---------------------------------------------------------------------------------------

SKGen - €k6 — gfd3+r(ad3—d4)

di+sndd} di dj
g, 3 iy g, 3, g, 4

. __adi+s(pdi—dy)
RKGen : dk, =g, 1752
CT = {C=m-(g%C,=cek, -Cy= ek, - glz(d1+rcvd2)}

- C
- e(C1 ’ (7)

m

Dec(mpk, dk ,snd, ct) - m
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Construction

Anonymous IBE Signature
.......... Istlevel
_.2nd level
...................................................................... T
IcVv o | SKGen

---------------------------------------------------------------------------------------

SKGen - €k6 — gfd3+r(ad3—d4)

di+sndd} di dj
g, 3 iy g, 3, g, 4

. __adi+s(pdi—dy)
RKGen : dk, =g, 1752
CT = {C=m-(g%C,=cek, -Cy= ek, - glz(d1+rcvd2)}

- C
- e(C1 ’ (7)

m

Dec(mpk, dk ,snd, ct) > m

o57



Construction

Anonymous IBE Signature
......... Istlevel =~
..2nd level
...................................................................... Pt
Icv o | SKGen

---------------------------------------------------------------------------------------

SKGen : ek_= gdstriods—dy)
* 0

1
: di+s(pdi—d5 d¥+snddj d¥ df
RKGen : dk, = gyitVii—®) ol o8, gl
CT = {C =m- (gf),Cy = ek, - Co /= ek, - g hrtrevd)}
_ _ 8r)> 1 = €K; 0 o gl

- C
- e(C1 ’ (7)

m

Dec(mpk, dk ,snd, ct) > m
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Construction

Anonymous IBE Signature
......... Istlevel
_.2nd level
...................................................................... Pl
Enc Icv o | SKGen

---------------------------------------------------------------------------------------

SKGen : ek = g"d3+r((’d3 ds)

, _adi+s(pdi—dy)
RKGen : dk, =g, 2

CT={C=m- (g;f)z’c1 =ek_-Cy= ek - glz(d1+rcvd2)}

m = ‘__/'
e(ch())

Dec(mpk, dk ,snd, ct) > m

59
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Construction

Anonymous IBE Signature
......... 1stleve1 ........
R : s . SKG@I’Z : €k — ﬂd3+r(6d3—d4)
_2ndlevel o=
RKGen dkp =
...................................................................... (o huth
C
= (C k ksnd)
geessessssssssssiassssaisetietsesaataanss " e . .
snd | Dec A
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Construction

d d
mpk = G; 87,8, &, % &

Anonymous IBE Signature

di  dj d, d, di di
e , msk =a,8,", 8,18, %8 %8 58"
. 1stlevel
Nesessseessesessnssaessesssannsenssasasane : e . SKGen : €k — nd3+l’(6d3—d4)
_2nd level =5
RKGen - dkp _ {kl _ gzadf+S1(,0df—df)+sd§k’ k2 — ggz(ﬂdf—df)+sdf’ k3 — (g;z)S}
...................................................................... L Auth o
Enc | 1OV .. 0 |SKGen CT={(C=m-(g7)’,C, = ek, Co = ek, - g """}
C
= (C k ksnd) k=1
geessessssssssssiassssaisetietsesaataanss " e . . .
snd | Dec T2 3

o1



Proof

G (\) Privacy

(mpk, msk) <s Setup(l’\)

(o, m1, rcvo, rcvi, 0o, 01, ) <5 AD1:02 (1A, mpk)
b<«s{0,1}

eks, <3 SKGen(msk, o)

c <3 Enc(eks, , rcvy, my)

b s AJV2(17 ¢, @)

If (b" =b) return 1

Else return 0
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Proof of Privacy

IB-ME_mpk, IB-ME_msk

ek = gistriods=dy Anonymous ldentity-Based Encryption

1

dkp — {kl — gzadik+sl(pdik—d3<)+5d§<, kz — g;z(pdik—dik)-FSdz: k3 — (g;]_' S}

Dual System Encryption

Z(d1+ rCde) }

ct ={C=m-(87),Cy =€k, g,

C
e(Co, kl . kind) . k3_1

[Waters09]: Waters, B.: Dual system encryption: Realizing fully secure IBE and HIBE under simple assumptions. CRYPTO 2009
[CLLWW14]: Chen, J., Lim, HW., Ling, S., Wang, H., Wee, H.: Shorter identity-based encryption via asymmetric pairings. Des. Codes Cryptogr. 2014
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Proof of Privacy

EncryptSF: The algorithm picks z,r,r5,7r¢, 77,73 bid Zq and forms a semi-

functional ciphertext as

. ’I’]d3—|—’l"(0'd3—d4)
eko' « gl

C-I—(SF) ={C:=m- (g%, Co := ek, - g]z:'(dl‘|‘rCVd2)+[7"5d5+7"6d6+7"7d7+7"8d8]

eks,rcv °

L gnd3 +r(ocdg—da)+2(d1+revde)+[rsds+rede+r7dr+rsds] }
= g, )

ct ={C=m- (g} Cy = ek, - ng(d1+rcvd2)}

o4



Proof of Privacy

dk =1k, = adi+s,(pdf—d5)+sd3 d—d= %
p { 1 g2 2 3, k2 — g52(p 1 d2)+Sd4,k3 — (gg)s}
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Proof of Privacy

KeyGenSF: The algorithm picks s, s1, s2,{si.1}i=5...8 pid Zq and forms the

- adi+s,(pdf—d3)+sd3
1= & inter-semi-functional secret key as

2

inter-SF) | _adi+si(pd] —d3)+sdz+[ss,1ds+se6,1dg+s7,1d7]
dk/(o )-—{kl—g21 17d 3 5 6 7l

d; —d; d;
by = g7 TR ey = ()]s
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Proof of Privacy

k2 _ gsz(,adi*<—d§’<)+sd;X<
2

: : R . .
The algorithm picks s, s1, 82, {Si,j }i=5,... 8.j=1,2 ¢ Z, and forms the semi-functional
secret key as
d: d*—d%)+sd? d; d; d:
dk'(OSF) - { ke :ggé 1+s1(pd] —d3)+sdz+([s5,1d5+s6,1dg+57,1 7]’

s2(pdi—d3)+sd,+[ss5,2d: +s6,2d;+ss,2dg]
k2:g2 17 %2 4 5 6 8’ k3:(g{1171)8}-

Hereafter we will ignore k3 since it is always correctly generated.
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Proof of Privacy

— Gamege,: is the real security game.

IB-ME_mpk, IB-ME_msk

€k6 — g17d3+r(ad3—d4)
dkp — {kl — gzadik+sl(pdik—d3<)+5d§<, kz — g;z(pdik—dik)-FSdz: k3 — (g;{ S}
ct ={C=m-(g7),Cqy=ek,- 812(d1+rCVd2)}

C

m =
e(Co, kl . kind) . k3_1
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Proof of Privacy

— Gamey: is the same as Gamege, except that the challenge ciphertext is semi-
functional.

ct ={C=m- (g} Cy = ek, - ng(d1+rcvd2)}
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Proof of Privacy

— Game, 1: for Kk from 1 to v, Game, ; is the same as Gamey except that the
first k-1 keys are semi-functional, the k-th key is inter-semi-functional and

% % _ ¥ % o
ki = gadl ti(pdi—dy)+sd; the remaining keys are normal.

2
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Proof of Privacy

k2 _ gsz(,adi*<—d§’<)+sd;X<
2

— Game, o: for x from 1 to v, Game, o is the same as Gamey except that the
first k keys are semi-functional and the remaining keys are normal.
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Proof of Privacy

IB-ME_mpk, IB-ME_msk

7’]d3+7"(0'd3—d4)

ek, = g,
dkp — {kl — ggdik+sl(pdik—d3<)+8d§<, kz — g;z(pdik—df)-h?df, k3 — (gg)s}
ct ={C=m-(gf):,Cy=ek,- gIZ(d1+rCVd2)} , . .
— Gamegjp,: 1s the same as Game, 2, except that the challenge ciphertext is
C a semi-functional encryption of a random message in G and under two
m = - 1 random identities in Z,. We denote the challenge ciphertext in Gamegjn, as
e(Co, ky - kS™9) - k3 cT®
ek, ,FCVR

O'R’

(2



Proof of Authenticity
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G 3™ (\) Authenticity

(mpk, msk) <s Setup(1>‘)

(¢, p,snd) <—s A°292(1* mpk)

dk, <—s RKGen(msk, p)

m = Dec(dk,, snd, ¢)

If Vo € Qo, : (0 #snd) A (m # L)
return 1

Else return 0




Proof of Authenticity

IBE % A



IBE

Proof of Authenticity



Proof of Authenticity
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Proof of Authenticity

’r’



Proof of Authenticity
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Proof of Authenticity
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Proof of Authenticity
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Proof of Authenticity

Adng(ll) Z AdV;ameib-aUth(/’t)
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Proof of Authenticity

IBE h Auth-IBME

Advo-(1) > Ade;meib'a“th(/l)
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Summary

IB-ME from SXDH

1. A variant of two-level anonymous IBE,
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Summary

IB-ME from SXDH

1. A variant of two-level anonymous IBE,

2. Dual pairing vector spaces, Dual system encryption,
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Summary

IB-ME from SXDH

1. A variant of two-level anonymous IBE,
2. Dual pairing vector spaces, Dual system encryption,

3. Efficiency improvement; Practical extensions; Lattice-based realization.
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Thank you for your attention!

https.//eprint.iacr.org/2022/1246

Any question?
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