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Differential-Neural Cryptanalysis [c:Gohr19]

1-round s-round classical differential r-round neural distinguisher 1-round key-guessing
free Al — Ag Ar = (T, Yr, @, YL) kstrt1

(r — 1)-round neural distinguisher 1-round key-guessing

Ar = (Tre1y Y15 T Y1) ksyn
Yo g1 Y2 Ys Ys+1 Ys+2 Ys+r—1, Ystr Ystrt1, Ystrt2
- . - . Foos . N e .
To &1 T2 Ts Ts41 Tst2 s+r—1l Tstr s+r+1l s+r+2
Vv

(1 4+ s+ r + 1)-round key-recovery attack
Components of the key-recovery attacks

1-round free on the top

s-round classical differential CD Ap — Aj

r-round and r — 1-round neural distinguisher N'D trained with difference A;

1-round key-guessing for the last and 1-round key-guessing for the second last subkey



Differential-based Neural Distinguishers [c:conr19)

Task: distinguishing two types of ciphertext pairs
Positive (C,C"), Y =1, where (C,C") <= ((P,P")| P «g,P'= P& A))

Enc

Negative (C,C"), Y =0, where (C,C") «— ((P,P") | P +g, P’ <)
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Evaluation

Table: Accuracy of Gohr’s neural distinguishers on SPECK32/64 [C:Gohr19)]

#R Name Accuracy True Positive Rate True Negative Rate
5 DDSPECKsR 0.911 0.877 0.947
5 NDSTEKsR 0.929 +5.13 x 1074 0.904 + 8.33 x 1074 0.954 +5.91 x 1074
6 DDSTKeR 0.758 0.680 0.837
6 NDSPEKer 0.788 £8.17 x 1074 0.724 +1.26 x 1073 0.853 £ 1.00 x 1073
7  DDSTECTR 0.591 0.543 0.640
7 NDSTEKTR 0.616 + 9.70 x 1074 0.533 +1.41 x 1073 0.699 +1.30 x 1073
8  DDSPECKsR 0.512 0.496 0.527
8 NDSEKsR 0.514 £1.00 x 1073 0.519 £1.41 x 1073 0.508 £ 1.42 x 1073




Results [c:qohr19)

Target #R Time Data Succ. Weak Configure Ref.
(#Enc) (#CP) Rate keys
1 246 214 - 264 1+6 +4 [SAC:Dinur14]
238" 213.6 0.52 264 142 +7+1 [C:Gohr19]
SPECK32/64
19 251 219 - 204 147 +4 [SAC:Dinur14]
243.40" P2 0.40 264 142 +8+1 [C:Gohr19)
| 13 257 225 - 264 1+8 +4 [SAC:Dinur14]

- Not available.

* Under the assumption that one second equals the time of 228 executions of SPECK32/64 on a CPU.



Updated Results [rnis

Target #R  Time Data Succ. Weak Configure Ref.
(#Enc) (#CP) Rate keys

1 246 214 264 146 +4 [SAC:Dinur14]

238" 213.6 0.52 204 142 +7+1 [C:Gohr19]

251 219 - 204 147 +4 [SAC:Dinur14]

1g 283407 22297 .40 264 142 +8+1 [C:Gohr19]

SPECK32/64 944897 22200 (.86 264 142 +8+1 [This]

242.97 218:58 (83 263 143 +7+1 [This]

257 225 - 204 148 +4 [SAC:Dinur14]

13 [248.67%r 929 0.82 P 143 +8+1 [This]

| 14 26247 230.47 - 264 149 +4 [EPRINT:SonHuaYan16]

- Not available. * Under the assumption that one second equals the time of 22% executions of SPECK32/64 or
SIMON32/64 on a CPU.
r : logy (cpu/gpu), where cpu and gpu are the CPU and GPU time running an attack, respectively. In our
computing systems, r = 2.4 (The worse case execution time of the core of the 12-round attack on SPECK32/64
(without guessing the one key bit of ko) took 6637 and 1265 seconds on CPU and GPU, respectively).
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The Motivation

Distribution of responses from NDSTEKsr

Densities of combined samples

YO: Best fit dist. gamma p: 1.2180592734234635e-297 parm: (0.39609293005304214, 2.8509433725411253e-10, 0.2500476688241958)
Y1: Best fit dist. norm p: 0.0 parm: (0.8896674, 0.23980394)
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Combined scores from 5-round ND with 2° samples
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The Motivation

Distribution of responses from N'D

Densities of combined samples

)

-
°

®

SPECKgR

¥=0 Random
YO: Best fit dist. norm p: 0.0 parm: (0.29191887, 0.19254076) Y21 Real
Y1: Best fit dist. norm p: 0.0 parm: (0.70607597, 0.2899791)

0.00 0.05 0.10 0.15 0.20 0.25 0.30 035 0.40 045 0.50 0.55 060 0.65 0.70 0.75 0.80 0.85 0.90 0.95 1.00

Combined scores from 6-round ND with 2° samples




The Motivation

Distribution of responses from N'DS"Ck7r

=0 Rand
YO: Best fit dist. genlogistic p: 1.5559987699149654e-303 parm: (372.524631651316, -0.14138783057248394, 0.09176569242419197)  — yy poy

w

Densities of combined samples
N

)

0.45 0.50 0.55 0.60 0.65 0.70 0.75 0.80 0.85
Combmed scores from 7-round ND with 2° samples

I




The Motivation

Distribution of responses from N'D

Densities of combined samples

SPECKgR

Combined scores from 8-round ND with 2° samples

. = Y=0 Random
YO: Best fit dist. norm p: 0.0 parm: (0.4993295, 0.018678525) =1 Rbal
Y1: Best fit dist. norm p: 0.0 parm: (0.5008209, 0.01868204)

0.35 0.40 0.45 0.50 0.55 0.60 0.65




Using Multiple Samples of Same Attribute to Boost Signal [c:conr19)

CT | Xo Zo X1 21 X2 Zo Xz Z3| S | Y |
Co |Co,0 0.49 Cp,1 0.26 Cg,2 0.16 Co3 0.21|0.26| 0 | TN
Ci |Ci,0 0.19 Cy,1 0.84 C12 0.13 Cy 3 0.08/0.26| 0 | TN

Cz |C2,0 0.15 Ca,1 0.98 Ca o 0.97 Ca 3 0.24|0.75| 1 | TP
C3 |C3,0 0.20 C3,1 0.65 C3.5 0.98 C33 0.20|0.61| 0 |

Cs |Ca,0 0.22 Ca,1 0.99 Cap 0.16 Cq3 0.84|0.68| 1 | TP
Cs |Cs,0 0.32 Cs,1 0.17 Cs,2 0.14 C5,3 0.28|0.22| 0 | TN

Cé |Ces,0 0.18 Cg,1 0.97 Cg,2 0.99 Cg 3 0.48]0.83| 1 |TP
Cr |Cr,0 0.52 C7,1 0.98 C72 1.00 C7,3 0.98]0.97| 1 |TP

1
S = - ;
_L oyl Zi
14+ mp Zic0 °8TZ



Using Multiple Samples of Same Attribute to Boost Signal [c:conr19)

import numpy as np

‘ def evaluate_multi(net, n_blocks, n_total, X, Y):
Z = net.predict(X,batch_size=10000)

np.log(z / (1 - Z));

= np.reshape(Z, (n_total, n_blocks))

= np.mean(Z, axis=1);

1/(1 + np.exp(-2))

Z.flatten();

Zbin = (Z > 0.5);

diff = Y - Z; mse = np.mean(diff*diff);

Cé |Ce,0 0.18 Cg,1 0.97 Cg,2 0.99 Cg,3 0.48[0.83| 1 | TP n = len(Z); n0 = np.sum(¥==0); nl = np.sum(Y==1);
Cr |Cr,0 0.52 C71 0.98 C72 1.00 C7,3 0.98]0.97| 1 | TP acc = np.sum(Zbin == Y) / n;

tpr = np.sum(Zbin[Y==1]) / ni;

tnr = np.sum(Zbin[Y==0] == 0) / nO;

return (acc, tpr, tnr, mse)

CT | Xo Zo X1 Z1 Xo Zo Xs Z3| S |
Co |Co,0 0.49 Cp,1 0.26 Cg,2 0.16 Co 3 0.21]0.26 |
Ci |C1,0 0.19 C1,1 0.84 C12 0.13 Cq 3 0.08]0.26 |
Cz |C2,0 0.15 C2,1 0.98 Cap 0.97 Ca 3 0.24|0.75| 1 | TP
C3 |C3,0 0.20 C3,1 0.65 C3,2 0.98 C33 0.20|0.61| 0 |

Cs |Ca0 0.22 Ca,3 0.99 Cap 0.16 Cy3 0.84|0.68| 1 | TP
Cs5 |Cs,0 0.32 C5,1 0.17 Cs,2 0.14 C5,3 0.28(0.22| 0 | TN

| TN

olo|Xx

| TN

N N NNN
|

1
S = = ;
1 ny 11 Z; P
1+e ™ Yico log -7, acc: 0.875, tpr: 1.0, tnr: 0.75, mse: 0.0938

1 1 1 1
acc: 0.625, tpr: 0.75, tnr: 0.5, mse: 0.20905



Effect of the Boosting of Signal
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Effect of the Boosting of Signal

Densities of co
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Densities of combined samples

YO Bes it st norm s 0.0 parm: (04993295, 0.018678525) i
Y1 Bes it dist norm s 0.0 parm: (05008209, 0.01868204)
f\
o5 oi s ko 055
YO: Best it dist. norm p: 0.9694651913146530 parm: (0.4993487, 0.0011667127) e

V1Bt it o p:03007050011982737 g 05007035 D 07701
/

030
Combined scores from & round ND with 2° samples

Densities of combined samples

Densities of combined samples

1100

1200

1000

00

YO: Bost it dist.norm s 1.10581075152422466-18 parm: (0.4993451, 0.0046750014) e
Y1 Best it dist. gamma p parm: (2637 65
\
\
050
Combined scores from &-round ND vith 2° samplos
YO: Best it dist. norm s 0.7802669851174968 parm: (0.4993502, 0.00029231945) bt

Y Best it dist. norm.

parm: (0.5007524,

050
Combined scores from & round ND with 237 samples




Differential-Neural Cryptanalysis

1-round s-round classical differential r-round neural distinguisher 1-round key-guessing
free Al — Ag Ar = (T, Yr, @, YL) kstrt1

(r — 1)-round neural distinguisher 1-round key-guessing

Ar = (Tre1y Y15 T Y1) ksyn
Yo g1 Y2 Ys Ys+1 Ys+2 Ys+r—1, Ystr Ystrt1, Ystrt2
- . - . Foos . N e .
To &1 T2 Ts Ts41 Tst2 s+r—1l Tstr s+r+1l s+r+2
Vv

(1 4+ s+ r + 1)-round key-recovery attack
Components of the key-recovery attacks

1-round free on the top

s-round classical differential CD Ap — Aj

r-round and r — 1-round neural distinguisher N'D trained with difference A;

1-round key-guessing for the last and 1-round key-guessing for the second last subkey



Neutral Bits of CD

Neutral bits, NBs [C:BihChe04]

The i-th bit is a neutral bit of the
differential A;, = Aoy, if for any
conforming pair (P, P'), (P®e;, P’ ®e¢;) is
also a conforming pair, where,

€0, €1, -..,en—1 are the standard basis of F5.

v

Related concepts

@ Message modification [EC:WanYu05]
Tunnels [EPRINT:Klima06a]

Probabilistic neutral bits [FSE:AFKMRO08]

o

@ Boomerangs [C:JouPey07]
o

@ Free bits [AC:KneMeiNay10]

P ® Ain

Cpron,

in
F'r
A()'u,f,



Neutral Bits of CD

Neutral bits, NBs [C:BihChe04]

The i-th bit is a neutral bit of the
differential A;, = Aoy, if for any
conforming pair (P, P'), (P®e;, P’ ®e¢;) is
also a conforming pair, where,

€0, €1, -..,en—1 are the standard basis of F5.

v

Related concepts

@ Message modification [EC:WanYu05]
Tunnels [EPRINT:Klima06a]

Probabilistic neutral bits [FSE:AFKMRO08]

o

@ Boomerangs [C:JouPey07]
o

@ Free bits [AC:KneMeiNay10]

€;
—_— >
PeAln [1] PeAzneel
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Neutral Bits of CD

Neutral bits, NBs [C:BihChe04]
The i-th bit is a neutral bit of the

differential A;, = Aoy, if for any i
conforming pair (P, P'), (P®e;, P’ ®¢;) is PoA,, [i] PeA,ee
also a conforming pair, where,
€0, €1, -..,en—1 are the standard basis of F5. A/v e; A/‘/
“ P 1 Pee

Related concepts o o
@ Message modification [EC:WanYu05]

Tunnels [EPRINT:Klima06a] Cros,, Cpen,, ec;

o

@ Boomerangs [C:JouPey07] F" (A / F" | A /
@ Probabilistic neutral bits [FSE:AFKMRO08] Y Y

°

Free bits [AC:KneMeiNay10] Cp Cpoc,




1-round s-round classical differential r-round neural distinguisher 1-round key-guessing
free Al — Af Ar = (Tpy Yrs ., Yl kstri1
(r — 1)-round neural distinguisher 1l-round key-guessing
A = (Tre1y Yr—1> T 1, Yp_q) kstr
Yo 1 Y2 Ys Ys+1 Ys+2 Ys+r—1, Yst+r Ys+r+1, Ys+rt2
Fo Fley Fleg Fiegyy Fs +-r—1] Foir l
To &1 2 Ts Tst1 Lst2 s+r—1l Lstr s4r41l s4r42
Vv

(1 4+ s+ 7 + 1)-round key-recovery attack

Ciphertext Structures: b neutral bits = 2% ciphertext pairs per structure

C1 ‘ {(C1,0,C1 o) (C1,1,C1 1) (01,217_1701,217_1)} ‘ 0
co | {(C20,Ch0)  (C21,C4y) (Cogr-1:Chgn )} | O
Cs ‘ {(03,070§,0) (03,1vC§,1) (03,217—1705,5,217_1)} ‘ 0
Cs | {(Ca0,Cho)  (Ca1,Ciy) (Cagr1:Chgn )} | 1
Cs ‘ {(05,0703,0) (05,1703,1) (05,21)—170;,217_1)} ‘ 0
\ : : : |
Ccte  H(Crets,0Chey 0(Crictes1sChrcyy 1) (Cpopozr-1:Cl, o )} O




Neutral Bits of CD - NBs and PNBs

Neutral probability of candidate bit(sets) for a 1-round differential trail
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Neutral Bits of CD - NBs and PNBs

Neutral probability of candidate bit(sets) for a 2-round differential trail
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Neutral Bits of CD - NBs and PNBs
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Neutral Bits of CD - NBs and PNBs
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Neutral Bits of CD - NBs and PNBs
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Neutral Bits of CD - NBs and PNBs

Neutral probability of candidate bit(sets) for a 3-round differential trail
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Generalized Neutral Bits of CD - SNBSs

Simultaneous-neutral bit-sets, SNBSs [c:BihCheo4]
o Let I = {i1,i2,...,is} be a set of bit indices. Denote f1, = @iy, €i-

@ The bit-set I, is a simultaneous-neutral bit-set for the differential A;, - Agyt, if for
any conforming pair (P, P’), (P ® f1,, P’ & f1.) is also a conforming pair, while for
any subsets of I, the conformability of the resulted pair does not always hold.




Generalized Neutral Bits of CD - SNBSs

Neutral probability of candidate bit(sets) for a 1-round differential trail
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Generalized Neutral Bits of CD - SNBSs

Neutral probability of candidate bit(sets) for a 2-round differential trail
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Generalized Neutral Bits of CD - SNBSs

Neutral probability of candidate bit(sets) for a 3-round differential trail
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Generalized Neutral Bits of CD - CSNBSs

Conditional (simultaneous-) neutral bit(-set)s, CSNBSs
o Let Iy = {i1,i2,...,1s} be a set of bit indices. Denote f1, = @iy, €i-

o Let C be a set of constraints on the value of an input P, and P¢ be the set of inputs
that fulfill the constraints C.

@ The bit-set I, is a conditional simultaneous-neutral bit-set for the differential
Ay = Agyt, if for any conforming pair (P, P') where P € Pe, (P @® f1,, P’ & f1.) is also
a conforming pair.

v




Concerned parameters: value of bits in involved variables (i € {0,---,n—1})

o= oy o 7y
Posterior and prior probability
Pr([ys,z12] is N) ~ 0.49 Pr([y1s,zs, xs] is N) ~ 0.51 Pr([ya, 11, z13] is N) » 0.69
Pr(ys ® x12 = 1| [ys,z12] is N) » 1.00 {Pr(y1 =0 [y15,%6, 2] is N) ~ 1.00 < Pr(ya ® z11 = 1| [ya, z11,x13] is N) ~ 0.67
Pr(ys ® z12 = 1) ~ 0.49 Pr(y: =0) ~0.51 Pr(ya®z11=1) »0.51
Likelihood
Pr(lys, @ia) is Vg @ ip = 1) = Drlwsomasiligaal e folluessic] o ) = MRS =100
Pr([yss, z6, 2s] is N | y1 = 0) - Pr(y1=0\[y15,ws,ze;]ri(sy?lg’)r([ym,zs,zs] is 1) ~ 1.%9501.51 -1.00

: _ _ Pr(ya®z11=1|[ya,x11,213] is N)-Pr([ya,z11,213] isN) 0.67-0.69  _
Pr([ys, z11,213] IS N|[ya @ w11 = 1) = Pr(ys®rii=1) ~ 051 =091




Generalized Neutral Bits of CD - CSNBSs

Neutral probability of candidate bit(sets) for a 3-round differential trail
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Switching Bits for Adjoining Differentials - SBfADs

Switching bits for adjoining
differentials, SBfADs

The j-th bit is a switching bit of
two differentials 01 = A, = At
and g = Aj,,, > Agye, if for any
conforming pair (P,P® A, ) of d1,
flipping the j-th bit and adjusting
the input difference, the resulted
pair (P®e;,P®¢;®/A;,,) conforms
to do under the same key. We call
61 and 9o adjoining differentials.

A SBfAD can play the same role as
a NB/SNBS for doubling the size of
a ciphertext structure.

v
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Switching Bits for Adjoining Differentials - SBfADs

Switching bits for adjoining
differentials, SBfADs

The j-th bit is a switching bit of
two differentials 01 = A, = At
and g = Aj,,, > Agye, if for any
conforming pair (P,P® A, ) of d1,
flipping the j-th bit and adjusting
the input difference, the resulted
pair (P®e;,P®¢;®/A;,,) conforms
to do under the same key. We call
61 and 9o adjoining differentials.

A SBfAD can play the same role as
a NB/SNBS for doubling the size of
a ciphertext structure.
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Switching Bits for Adjoining Differentials - SBfADs

Switching bits for adjoining
differentials, SBfADs

The j-th bit is a switching bit of
two differentials 01 = A, = At
and g = Aj,,, > Agye, if for any
conforming pair (P,P® A, ) of d1,
flipping the j-th bit and adjusting
the input difference, the resulted
pair (P®e;,P®¢;®/A;,,) conforms
to do under the same key. We call
61 and 9o adjoining differentials.

A SBfAD can play the same role as
a NB/SNBS for doubling the size of
a ciphertext structure.
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Paired Differentials Sharing the Same Neutral Bits

Paired differentials

Let 51 = A,j,,,] _’Aout and 52 = Amz *Aout
be two differentials with the same
output difference and with input
differences satisfying A, @ A, = ¢;.
Suppose i is a NB/SNBS for both ¢; and
d2. Then, once a pair of input pair
{(P,PoA, ), (Poc, ,P®dA,, ®c;)}is
generated for 1, one can re-pair the
inputs as

{(P,Po A, &c),(PaA,  P&c)}
and obtain a pair of input pair for ds.
Thus, re-pairing the corresponding
ciphertext pairs doubling the number of
ciphertext structures.

P @ 8020 4101

8020 V

[22] P ®8060 4101

8020 4]01

—_— . >
P [22] P & 0040 0000
Fr F"
CP®8020 4101 CPGBSOGO 4101
s T
Fr An'u,’t/ - Er R4 ,An'u,t
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CP CP$0040 0000



Paired Differentials Sharing the Same Neutral Bits

Paired differentials

Let 51 = Am] _’Aout and 52 = AmQ *Aout
be two differentials with the same
output difference and with input
differences satisfying A, @ A, = ¢;.
Suppose i is a NB/SNBS for both ¢; and
d2. Then, once a pair of input pair
{(P,PoA, ), (Pode,PoAN, ®c;)}is
generated for 1, one can re-pair the
inputs as

{(P,Po A, &c),(PaA,  P&c)}
and obtain a pair of input pair for ds.
Thus, re-pairing the corresponding
ciphertext pairs doubling the number of
ciphertext structures.
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e Key Recovery Attack on Round-Reduced SPECK32/64
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Algorithm 2: BAYESIANKEYSEARCH Algorithm [C:Gohr19]

Input: Ciphertext structure C := {Co,-+,Cpn,-1}, an N'D and its wrong key response profile 1 and o, the number
Ncand Of candidates to be generated within each iteration, the number ng, ;¢ of iterations
Output: The list L of tuples of recommended keys and their scores
S :={ko,...,k } < choose ncgnq values at random without replacement from the set of all subkeys.
L<{}
for t =1 to nyyss do
for Vk; € S do
for =0 tony—1do
C;Jm = Fk_il (Cj)
Vjk; =ND(CT ), 85k, =logy (v, /(1= vj,k,))

Neand =1

end
Sk, = Z?:bo_l S5 k; /* the combined score of k; */
L « L||(ki, sk;)

_ g -l
Mg, _ijo Uk, [T

end
for ke {0,1,--,21 -1} do
s = chand_l( _ )2/ 2
k i=0 My, — Kk ek Ok, 0k
end
S <« argsort;, (A)[0: negng — 1] 5 /* Pick Nngqnq keys with the mn.y,q smallest scores */

end

return L




13 for ke {0,1,-,2'0 1} do
can _1
14 ‘ A = Sisemd™ (my, = pwson) 0%, ok
15 end
16 S <« argsort;, (A)[0: negng — 1] 5 /* Pick ncqng keys with the ni.y,q smallest scores */
17 end

18 return L
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Algorithm 2: BAYESIANKEYSEARCH Algorithm [C:Gohr19]
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Neand of candidates to be generated within each iteration, the number ng,;, of iterations 3 non-visited (g1;,v1;) €
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Attack information and distributions of v,,,, for attack A?PECK“’R

0.10

0.08

0.06

0.04

Densities of samples for rand and real

0.00-

Comp.: 1+3+8+1

Conf.: ngg:2° np:2'1+! ¢1:18.0 ¢;: —500.0
Conf.: Nees:2%2 N2 Neandr 132 Neand2 032 Npyie: 5
succ. rate: 0.8250

succ. rate: 0.8250

Max time: 52171 secs = 14.5 hours
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Attack information and distributions of v,,,, for attack ASPECK”R
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Outline

e Turning Parameters for the Key Recovery Attacks



Investigations on D, and D, *> for attack ASPeckizr

Sampling 2'® correct /wrong ciphertext structures to study the distributions D;*™2* and D,'™** involved in
attack ASPPK12R

.96 . e
012] 14+3+7+1  Nb:2° Ncang: 84 Noyie: 5 rand #2169000 |, . 38999  0,: 3.6830 max,:21.4975

real #210121 ;. 9.6217  0,: 7.3943 max,:50.0741
---- rand fit genlogistic ppf: ¢ =1.7726, loc = 1.8515, scale = 2.4683
---- real fit genlogistic ppf: ¢ = 502.4548, loc = —28.7666, scale = 5.6358

o
=
S

Statistical distances in range [1,:9.6217 max,:50.0741]
KL(rand || real): 0.7470 bits
KL(real || rand): 31.5547 bits
JS(real || rand): 16.1508 bits

o
o
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Densities of samples for rand and real
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= &
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Vimax: = max({vi; | vii€L1})
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Investigations on D, and D, ™ for attack .A5Peckizr

Percentage of samples passing various cutoffs

0.60
--- cty: fit genlogistic dist

—— cty: experimental
--- ct,: fit genlogistic dist
ct;: experimental
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Investigations on D, and D, ™ for attack .A5Peckizr

Distribution of combined responses using correct ciphertext structures when the corresponding
recommended subkey has Hamming distance hw with the real subkey

0.08 w= hw 0: pr. 2735075 #2125046 0. 20,1801 0gp: 6.4670 ming: -0.0715 mediang: 19.9763 maxg: 50.0741
= hw 1: pr. 2732181 42127940 ;.. 17,8236 0y: 6.5571 min,: -2.3788 median;: 17.5119 max;: 44.1257
hw 2: pr. 2736554 #212.3567 ;.. 14,8465 0y: 6.5758 min,: -3.1805 median,: 14.4840 max,: 41.0329
hw 3: pr. 2739184 #2120937 ;.. 11 9559 g3: 6.3369 mins: -3.6091 medians: 11.3813 maxs: 39.5732

o o o o o
o o o <3 o
@ & o = 3

Densities of samples

o
(=}
¥

0.01

-5.0-2.5 0.0 2.5 5.0 7.5 10.012.515.0 17.5 20.0 22.5 25.0 27.5 30.0 32.5 35.0 37.5 40.0 42.5 45.0 47.5 50.0 52.5
Vimax: =max({vi| v1j € L1})




v (o .
Influence on D,'™> and D,™* of various parameters

Densities of samples for rand and re
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TH347H] M2 Mo 32 Mopcs
6 7

rand #21599%0 1, 55129 0,:2.6737 max,:18.8306
roal #215000 1 6,825 032955 max,:29.9336

- rand fit genlogistic ppf: ¢ = 1.5289, loc = 4.4275, scal

- real fit genlogistic ppf: c = 3.6045,loc = 2.8064, scal

17211
3420

Statistical distances in range [46.8225 max, :29.9336]
KL(rand || real): 01040 bits
KL(real || rand): 2.7774 bits
JS(real || rand): 1.4407 bits

0 15
Viman: = max({vy | vii €L1})

:

TEETTL M2 R 32 Meis

rand #21°90%0 1,: 23009 0,,:4.0024  max,:219529

real #215007 16,9105 0,:7.0255 max,:46.5115
-~ rand it genlogiatic pp. €= 2.3659,oc = - 11070, scale = 2.8420
- real fit genlogistic ppf: ¢ = 427.0260, loc = - 28.5140, scale = 5.3308

Statistical distances in range [46.9105 max;:46.5115]
KL(rand || real): 04651 bits
KL(real || rand): 204433 bits
J(real || rand): 104542 bits

15 20 25
Virant = max({vy | v €L1))
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ct,: fit genlogistic dist
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--- ct;: fit genlogistic dist
ct;: experimental
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Distributions D;jlmax and DZ} max when using 5 vs. 6 NBs
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Influence on D,'™> and D,™* of various parameters

=010

Densities of samples for rand and re
£

TEBT o2 hs 32 Meis

rand #2159 1, 23009 0,:4.0024 max, :219529
roal #215007 16,9105 0,:7.0255 max,:465115

rand fit genlogistic ppf: ¢ = 2.3659, loc = — 11079, scale.
real it genlogistic ppf: ¢ = 427.0260, oc = —28.5140, scal

Statistical distances in range [44-6.9105 max;:46.5115]
KL(rand || real): 04651 bits
KL(real || rand): 204433 bits
JS(real || rand): 104542 bits

3 20 25 30 ES 70 3
Virant = max({vy | vy €L:1)

TEETT M2 Mg B4 Mois

rand #21°00%0 1, 38999 0,,:3.6830 max,:214975
real #2150071 19,6217 073943 max,:50.0741
===+ rand fit genlogistic ppf: ¢ = 1.7726, loc = 1.8515, scale = 2.4683
- real fit genlogistic ppf: ¢ = 502.4548, loc = — 28.7666, scale = 5.6358

Statistical distances in range [-9.6217  max;:50.0741]
KL(rand || real): 0.7470 bits
KL(real || rand): 315547 bits
JS(real || rand): 16.1508 bits
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ct,: fit genlogistic dist

—— ct,: experimental
-== ct;: fit genlogistic dist
ct,: experimental

12 14 16 18 20 22 24

ct,: fit genlogistic dist
—— ct,: experimental
--- ct,: fit genlogistic dist
ct,: experimental

2

1

Distributions D, ' ™a% and D, ! ™3% when n.gng = 32 VS. Negna = 64




Rules of Thumb for Turning Parameters for the Key Recovery Attacks

Observation

Suppose in the above attack framework, the probability of the prepended differential is p, the number of
ciphertext structures is nc.ts. Denote the attack success probability by Ps.

Note that Ps <1-(1-p-q)"ct*, where ¢ is the probability for the response v1y.x from a correct ciphertext
structure pass the cutoff ¢1, i.e., ¢ = Pre, [v1max > ¢1], where Cr is space of correct ciphertext structures.
Thus, the following relation should be fulfilled:

Tiops > log,(1-Fs)
log,(1-p-q)

For given ncts, p, and Ps, the cutoff ¢; should be chosen such that

1
asQ@-—l‘(l‘;s) .

where Q(-) is the quantile function of the distribution of v1 ., corresponding to correct ciphertext

. v a
structures, i.e., D, '™,
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@ Neural Distinguishers on Round-Reduced SiMON32/64



#R Name Network  Accuracy True Positive Rate True Negative Rate
SIMON,
6 DDpp °F DDT 0.9918 0.9995 0.9841
7 ResNet  0.9823+1.2x 1074 0.9996 + 2.7 x 107° 0.9650 + 2.3 x 1074
NDYWNTR SENet  0.9802+1.3x107* 0.9987 £4.2x 107° 0.9617 £2.4x 1074
SIMON
7 DDLp R DDT 0.8465 0.8641 0.8288
8 NDINER SENet  0.8150 +4.2x 107* 0.8418 +5.5 x 1074 0.7882+5.1 x 10~
ResNet  0.7912+4.2x107* 0.8041+5.5x 1074 0.7783 £6.2 x 10~*
g DDINMONsR DDT 0.6628 0.5781 0.7476
8 NDYyNeR SENet  0.6587+4.8x107% 0.5586 + 7.4 x 1074 0.7588 +5.6 x 1074
9 NDYWNoR SENet  0.6515+5.3 x107* 0.5334 + 7.0 x 107* 0.7695 + 5.7 x 107*
ResNet  0.6296 4.5 x 10~* 0.5164+6.3 x 10~* 0.7429 £ 5.5 x 10~*
9 DDYNoR DDT 0.5683 0.4691 0.6674
9 NDNoR SENet  0.5657 +4.9 x 107 0.4748 £ 7.1 x 107 0.6565 + 6.6 x 107
10 NDJWNOR + SENet  0.5610 +4.5x 107 0.4761 6.0 x 1074 0.6460 7.2 x 1074
10 DDYN10R DDT 0.5203 0.5002 0.5404
o NDSON1IR SENet  0.5174+5.3x107* 0.5041+7.1x107* 0.5307 £ 7.9 x 10~
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Components for key-recovery attack on 16-round SIMON32/64



Outline

O Summary



Target #R Time Data Succ. Weak Configure Ref.
nc ate eys
(#Enc) (#CP) R key
11 246 214 - 264 146 +4 [SAC:Dinur14]
238" 213.6 0.52 264 1424741 [C:Gohr19]
251 219 - 204 147 44 [SAC:Dinur14]
1g 213407 22297 .40 204 142 4+8+1 [C:Gohr19]
SPECK32/64 #4891 22200 86 264 142 +8+1 [This]
242.97 21858 83 263 143 +7+1 [This]
257 225 - 264 148 +4 [SAC:Dinur14]
13 248.67"+r 929 0.82 263 143 +8+1 [This]
14 26247 230-47 - 204 149 +4 [EPRINT:SonHuaYan16]
16 226.48 229.48 0.62 264 2+12 +2 [EPRINT:AlkLaul3]
SIMON32/64 AL 81 4r 221 0.49 264 143 +1141 [This]
18 246:00 231.2 0.63 264 1+13 +4 [FSE:ALLW14]
21 25525 231.0 - 204 4413 +4 [EPRINT:WWJZ14]

- Not available. * Under the assumption that one second equals the time of 2°® executions of SPECK32/64 or
SIMON32/64 on a CPU.
r :logy (cpu/gpu), where cpu and gpu are the CPU and GPU time running an attack, respectively. In our
computing systems, r = 2.4 (The worse case execution time of the core of the 12-round attack on SPECK32/64
(without guessing the one key bit of ko) took 6637 and 1265 seconds on CPU and GPU, respectively).



Conclusions

e Differential-neural cryptanalysis should work in general on modern ciphers. Still,
their advantages might be easier to show on ciphers whose differential-like properties
can not be accurately evaluated using existing tools.

o Enhancing the connection between traditional cryptanalysis techniques and
machine-learning approaches is helpful for achieving better cryptanalysis results.

@ These generalized neutral bits are not intrinsically linked to neural network-based
cryptanalysis but are expected to be useful for converting a wider range of weak
distinguishers to competitive key-recovery attacks.

@ The rules of thumb on turning parameters for the key-recovery phase are far from
perfect. A rigorous theoretical model on the relation between attack parameters,
attack complexity, and success probability is missing, the building of which is left as
future work.



Thanks for your attention!
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