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Our contributions
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• Discrete logarithm (DL) assumption

• Transparent (non-trusted) setup 

•  -protocol

• No pairing operations

•Zero-Knowledge Argument of Range
• proves a committed value x lies in a specific range
• , 

• Zero-Knowledge Argument of Polynomial Evaluation
• proves two committed values x and y satisfy a public polynomial relation

• , 

Σ

x ∈ [0, 232 − 1] x ∈ [0, 264 − 1]

y = x64 + 1 y =
64

∏
i=1

(x − i) = 0



Zero-Knowledge Argument of Knowledge
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• A zero-knowledge proof allows a prover to convince a verifier of the truth of a 
statement without revealing any secret information. 

•An argument is computationally sound proof that no probabilistic polynomial-time 
provers are able to deceive a verifier into falsely accepting it. 

• More formally, given an NP-language L, a prover aims to convince a verifier of 
knowing a witness 𝜔 for a statement 𝑢 ∈ L.

• Completeness: A prover can convince a verifier of 𝑢 ∈ L, if 𝑢 ∈ L 

• Soundness: A prover cannot convince a verifier of 𝑢 ∈ L, if 𝑢 ∉ L. 

• Zero-knowledge: The proof reveals nothing except the truth that 𝑢 ∈ L. 



-ProtocolΣ
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Prover Verifier

sends a message m

replies with a random challenge e

responds with z

accept or reject based on (u, m, e, z)

common input u

• An efficient approach for constructing honest verifier zero-knowledge proofs
• 3-round interactive protocol
• Non-interactive protocol via Fiat-Shamir transform



Zero-Knowledge Arguments of Range
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• Prove a committed value is in the range 

• A new variant of the bit-decomposition approach

• Tailored to confidential transactions on blockchain platforms

• Prove the transfer amount is non-negative and the balance has sufficient funds for the 
transfer amount

•  communication and verification efficiency

• Achieve  comparable verification gas costs to that of the most efficient zkSNARK (Groth16)

• Support the aggregation of multiple arguments for further efficiency improvement

[0, 2N − 1]

O(N 2
3 )



Bit-Decomposition
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•

• Bulletproof is a popular generic-purpose zero-knowledge argument, which can 
instantiate a zero-knowledge range argument.

• It uses a variant of the bit-decomposition approach to achieve O(log N) communication 
cost and O(N) proving and verification.

y =
N−1

∑
i=0

2ibi, bi ∈ {0,1} ⟹ y ∈ [0,2N − 1]



Our Technique
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fl =
K−1

∑
k=0

2lK+kek − vl =
K−1

∑
k=0

(2lK+k − wlK+k)ek − rl

vl =
K−1

∑
k=0

wlK+kek + rl

y =
N−1

∑
i=0

2ibi ⟹

Verifier:

Prover:



Our Technique
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ek, j = ek ⋅ ej, k ≠ j

wlK+k(2lK+k − wlK+k) = 0 ⟹ wlK+k ∈ {0,2lK+k}

L−1

∑
l=0

vl
?=

K−1

∑
k=0

skek + sK, sk =
L−1

∑
l=0

wlK+k, sK =
L−1

∑
l=0

rl

(1)

(2) y ?=
K−1

∑
k=0

sk(3)

|Π | = L + 2K +
K(K − 1)

2
+ 4 = ⌈

N
K

⌉ +
K2

2
+

3K
2

+ 4

When                 , both communication and verification costs achieve the minimum.K ≈ ⌈N
1
3⌋
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fl ⋅ vl = w10e10 + w8e8 + w2e2 + w−2e−2

(ek)K−1
k=0 = (e−1, e, e4, e5)

Our Optimisation Technique

+w9e9 + w6e6 + w5e5 + w4e4 + w3e3 + w1e + w−1e−1 + w0

=064-bit:

ee−1e5e−1e4e



Efficiency Comparison with Bulletproof
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Gas Cost Comparison
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• Gas price:15 gwei (Etherscan), Ether price: $1745 USD (Coindesk), UTC 11:15 am 
12/09/2022

• * indicates the gas costs are estimated



Zero-Knowledge Argument of Polynomial Evaluation
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• Builds on the work of Bayer & Groth (BG13, Eurocrypt 13)

• Two zero-knowledge protocols optimised for the polynomials of lower-degree 
 and higher-degree .

• Instantiates the membership argument by constructing a polynomial function 

 for a public list .

• Combined with the range argument, it can be used to satisfy complex mathematical 
relations by leveraging the Maclaurin series

                    

• Achieves  efficiency in communication and verification (group 
exponentiation) for the aggregation of multiple arguments satisfying different 
polynomial relations and sharing the same inputs

N ∈ [3,29] N > 29

y =
I

∏
i=1

(x − i) = 0 i ∈ [1,...,I ]

y = sin x = x −
x3

3!
+

x5

5!
−

x7

7!
. . . y = ex = 1 + x +

x2

2!
+

x3

3!
. . .

O( log N)



Efficiency Comparison
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Thanks!


