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Outline

Light Client Blockchain Bootstrapping

Define SNACKs
(Succinct Non-interactive Argument of Chain Knowledge)

Construct SNACKs
(generically from Proofs of Sequential Work Schemes)

SNACKSs to Bootstrap, generically
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(Light-Client) Blockchain Protocols

Full nodes (P) frustless Light clients (V)

storing the entire C minimal chain info C

e sublinear effort (V)
e sublinear communication

® non-interactive

+ sublinear effort (P)

+ no setup assumptions



Bootstrapping

Ultimate goal of V: a commitment to the stable prefix of the blockchain
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Solutions to Bootstrapping

o SNARKs
1), 3)

e Non-interactive proofs of proofs of work [Kiayias-Miller-Zindros 2020]
2), 3), 4)

e Flyclient [Biinz-Kiffer-Luu-Zamani 2020]
2), 4)

Some limitations

1) Setup assumption
2) Limited applicability: PoW chains
3) Limited usefulness: no commitments

4) Non-standard models: multiple provers with > 1 is honest
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Define a classical proof system underlying all these applications:
Succinct Non-interactive Arguments of Chain Knowledge

Construct SNACKSs from any Graph-Labeling Proof of Sequential Work

Unify and generalize GL-PoSW schemes, and provide a new construction

Application: realize bootstrapping from SNACKs



his Work: SNACKs

Define a classical proof system underlying all these applications:
Succinct Non-interactive Arguments of Chain Knowledge

Construct SNACKSs from any Graph-Labeling Proof of Sequential Work

Unify and generalize GL-PoSW schemes, and provide a new construction

Application: realize bootstrapping from SNACKs

Advantages:

1. Classical soundness guarantees

2. Simplicity and modularity

3. Exchange of ideas between PoSW and Blockchains: incremental
PoSW imply incremental SNACKs
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Constructing SNACKs

Blockchain DAG H with validity relation Ry s.t. Ry (4, L(i), L(paranets(z))) = 1 iff ith block is valid
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Augmented weighted DAG (K := ([n]o, Fx := Ey U Eg),$2,)

.....

°° ......................................................................................................................
I R0) — { ((an,n), (P, Lp, (wz’)z’eP;p)) : (P, Lp, (w;)icp) is (o, R)-valid } -

A Comm.ver(¢,, Lp, P,p) =1



DAG Labeling




DAG Labeling

T-based graph labeling: 7: {0,1}* — {0,1}* (modeled as a RO)

LG) i {T(i) if parents(i) = 0),

7 (i, L(parents(i))) otherwise.

E.g.,L(5) =7(5,L(1),L(4))
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Proof of Sequential Work
[Mahmoody-Moran-Vadhan 2013]

Parameters: DAG G,,, ...
pr(-) Yy7()

poly(\, logn) time

Completeness: Honest P™(") making n sequential 7(-) queries makes V
accept w.p. 1

Succinctness: For every honest proof 7 :
| < poly(A,logn), Time(V) < poly(A,logn), and Time(P) < poly(A,n)



Proof of Sequential Work
[Mahmoody-Moran-Vadhan 2013]

Parameters: DAG G,,, ...

poly(\, logn) time

(v, €)-Soundness: A parallel P™() making < « - n sequential queries to
7(-) fails with prob. > 1 — ¢(\)



A Simple PoSW
This work

Parameters: G,,, ...

pO)




A Simple PoSW
This work

Parameters: G,,, ...

PO X

T-based graph labeling: 7:{0,1}* — {0,1}* with 7 := O(x, -)
L) {7‘(7,) if parents(i) = 0,
i) =

7 (i, L(parents(i))) otherwise.




A Simple PoSW
This work

Parameters: G,,, ...

X YO()

pi=Ln) oéo

I

T-based graph labeling: 7:{0,1}* — {0,1}* with 7 := O(x, -)

N ) T() if parents(z) = 0,
LG) = {T(i,L(parents(i))) otherwise.




A Simple PoSW

This work
Parameters: G,,, ...

PO X o)
(@)e o=Ln)  _  (efe)
\ v
San Q Vj € path(i) -

L(j), L(parents(j))
T-based graph labeling: 7:{0,1}* — {0,1}* with 7 := O(x, -)
L) {7‘(7,) if parents(i) = 0,




A Simple PoSW

This work
Parameters: G,,, ...
PO X o)
(@)e 0=LE) . (efe)
1 =25
\ - v
San Q Vj € path(i) -

L(j), L(parents(j))
T-based graph labeling: 7:{0,1}* — {0,1}* with 7 := O(x, -)
L) {7‘(7,) if parents(i) = 0,




A Simple PoSW

This work
Parameters: G,,, ...
PO X o)
(@)e 0=LE) . (efe)
1 =25
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L(j), L(parents(j))
T-based graph labeling: 7:{0,1}* — {0,1}* with 7 := O(x, -)

N ) T() if parents(z) = 0,
LG) = {T(i,L(parents(i))) otherwise.
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A Simple PoSW
This work

Parameters: G,,, ...

X
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A Simple PoSW
This work

Parameters: G,,, ...

X YO()
¢ = L(8) >
1 =29
= L
¢ V3 € path(7) R |
’ » poly(A, logn) time
L(j). poly(A, log n)
T-based graph labeling: 7:{0,1}* — {0,1}* with 7 := O(x, -)
L(i) := 7(1) if parents(i) = 0,
| 7'(757 L(parents(i))) otherwise.

@



A Simple PoSW
This work

Parameters: G,,, ...

X
p=L8)
1 =9
-
Q Vj € path(7) >

Thm: If 1. 771 made < a - n sequential queries to 7(-) before sending ¢
2. P = - (P1,P2) made a total of < ¢ queries to 7(-)
Then P makes V accept with probability at most
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owards Defining SNACKs
Weighted: T',, = (C},, Q,,) with Q,, : [n]o — [0,1] s.t. D1, (0) =1

(z0,...,r,)-augmented T-based graph labeling: 7:{0,1}* — {0,1}*

o () ||z if parents(i) = 0,
L( ) . {T(z’,L(parentS(i)))xi otherwise.

Validty of augmented labels via R C Ny x ({0, 1})%:
R(i,L(i),w;) = 1iff L(i) =70, w;)||z; AN Ry, L(i),w;) =1
Valid path:(P, Lp, (w;);cp) in ', for R is (a, R)-valid path if

Vie P R(Z,LP(Z),U}Z) — 1 and Qn(P) Z (87



Defining SNACKSs

statement: (¢,n)
>

T

- (P, Lp,(w;)iep) is (o, R)-valid

,(wi)iep,p)) ‘ A Comm.ver(gb, LP,P, ,0) =1

}
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Defining SNACKSs

P statement: (¢, n) v
oo )
|
Pl
() _{ ((¢,m), (P, Lp, (w;)icp) is (a, R)-valid }
| (P,Lp,(wi)icp,p)) =~ A Comm.ver(¢,Lp,P,p) =1

Succinctness: For every honest 7
| < poly(A, logn), Time(V) < poly(A, logn), and Time(P) < poly(A,n)



Defining SNACKSs

statement: (¢, n)

- (P, Lp,(w;)iep) is (o, R)-valid
P,Lp,(w;)iep,p)) =~ A Comm.ver(¢,Lp, P, p)=1

(o, €)-Knowledge Soundness: VP, there exists an efficient £ that
extracts witness s s.t. ((¢,n),s) € R w.p. > 1 —¢€(N)
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Labeling the PoSW-Augmented Blockchain

Augmented weighted DAG I, := (K := ([n)o, Fx := Ey U Eg), )

Algorithm Init: Algorithm Mine:

On input 1* and 2 On input

1.y < {0,1}* 1. 4; == 7(i, L (parentsy(i)))

2. by = T1o(e) 2. (@i, aux;) <= Com.commit((k;) cri—1],|/4i)
3. (¢, auxg) < Com.commit({) 3. gi .= Vi||oi

4. go = lol| o 4. Compute 7; such that

Ry (i, (gi, hi == (i,data;, m;)), L (parentsy(i))) = 1
5. return (LK<’L) = k@ = (g@, hz), auxz-)

5. ho := (0,dy := || x]||m0 := €)
6. return (@D — LK(O) = ]f() — (g(), ho),aUXO)



Labeling the PoSW-Augmented Blockchain

Augmented weighted DAG I, := (K := ([n)o, Fx := Ey U Eg), )

Algorithm Init: Algorithm Mine:
On input 1* and 2 On input
1.y < {0,1}* 1. 4; == 7(i, L (parentsy(i)))
2. by = T1o(e) 2. (@i, aux;) <= Com.commit((k;) cri—1],|/4i)
3. (¢, auxg) < Com.commit({) 3.
4. go = lol| o 4. Compute 7; such that
Ry (i, (g, ), Ly (parentsg (i) = 1

5. ho := (0,dy := || x]||m0 := €)

6. return (1 .= Ly (0) = ko := (go, ho), auxo) 5. return (L (i) == k; :== (g;, h;), aux;)



Labeling the PoSW-Augmented Blockchain

Augmented weighted DAG I, := (K := ([n)o, Fx := Ey U Eg), )

=06 @@

Algorithm Init: Algorithm Mine:
On input 1* and 2 On input
1.y < {0,1}* 1. 4; == 7(i, L (parentsy(i)))

2. by = Ty(e) 2. {orraut~+—Com-committ{it =it

for this PoSW

3{or—aux<—Com-commiti o —— 3. lé— constr.: ¢; = (;

4. gy = ol 4. Compute 7; such that
Rw(i, (95, ), LK(parentsH(i))) =1

5. return (Lg(i) .= k; == (g;, hi), aux;)

5. ho := (0,dy := || x]||m0 := €)
6. return (@D . LK(O) = ]f() — (g(), ho),aUXO)
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T(a) _ { ((¢nsn), (P, Lp, (w;)icp) is (o, R)-valid }
(P,Lp,(wi)icp,p)) =~ A Comm.ver(¢n,Lp,P,p) =1
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P’ Augmented weighted DAG T, := (K := ([n]o, Ex = Ey U Eg), Q)

T(a) _ { ((¢nsn), (P, Lp, (w;)icp) is (o, R)-valid }
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SNACK

T(a) _ { ((¢nsn), (P, Lp, (w;)icp) is (o, R)-valid }
(P,Lp,(wi)icp,p)) =~ A Comm.ver(¢n,Lp,P,p) =1

(after applying Fiat-Shamir)



SNACK Bootstrapping

Goal: V holds a commitment to a sufficiently-long stable prefix
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SNACK Bootstrapping

Goal: V holds a commitment to a sufficiently-long stable prefix

P .
; Completeness: If at least one P; is
honest, VV outputs the commitment to
(9y)e0);

( , the honest /-common prefix. (¢ > k)
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SNACK Bootstrapping

Goal: V holds a commitment to a sufficiently-long stable prefix

P

Completeness: If at least one P; is
(QQ, honest, VV outputs the commitment to
g the honest ¢~-common prefix. (¢ > k)
Bo | Bii| - | Bin,
S a Y
i T05. SNACK ! o
& oLy T @
on oot -
By | B B B
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[Flyclient]: (c, £)-Assumption:
Adversary cann't create forks of length
Lozl ¢ with > ¢ - ¢ R-valid blocks




SNACK Bootstrapping

(o, €)-Knowledge-Soundness: From any malicious P we can extract
an («a,,, R)-valid path except with € prob.
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SNACK Bootstrapping

(o, €)-Knowledge-Soundness: From any malicious P we can extract
an («a,,, R)-valid path except with € prob.

—1
a, =1— (logc (%))

P Y
< (7, 9,1, 5) 00
‘ ’ > —» O
By | By | --- | Bn By

Almost best possible guarantee: Meaningful for blockchains where it is
moderately hard to generate a satisfying input for R
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