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e A step towards tight security
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Pseudorandom Function Security
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Ehrsam et al., US Patent 4074066

(M[1),...,M[£]) &£ M € ({0,1)")"
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* Susceptible to length extension* attacks.

* [nput length must be a non-zero multiple of n.

n: block size *CBC-MAC (M]|X) = CBC-MAC (CBC-MAC (M) ||X)
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* Best security bound:

¢

AdvléfB C-M AC(Eve) =0 <q2n > i.e. Eveneedsroughly \/ 2" queries.

* No matching attack!

* Folklore collision finding attack needs roughly 4/ 2" queries.
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Main Result
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n
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N

OMAC* is (almost) birthday bound secure.

\ell (in log) .
65 ’

* see full paper for similar results on XCBC and TMAC
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